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Abst r act
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multiple recipients. Decryption can require multiple credentials in
sequence (public keys, passphrases, or other registered nethods), so
no single factor suffices. The format is designed for |arge,
witable files: it supports stream ng decryption, random access reads
at block granularity, and selective re-encryption of nodified bl ocks
wi t hout re-keying. Recipient privacy nodes allow |l ocks to onit

i dentifying netadata. SAFE accommodat es post - quant um key
encapsul ati on wi thout format changes, provides algorithmagility
through I ANA registries, and defines a mandatory-to-inplenment profile
for interoperability.
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A SAFE- encoded

file contains an encrypted payl oad and one or nore LOCK bl ocks. Each

LOCK wraps a content encryption key (CEK) for one recipient;

mul tiple

LOCKs allow multiple recipients to decrypt the sane payl oad w t hout
duplicating ciphertext. A LOCK can require several credentials in
sequence (a passphrase AND a private key, for exanple), so neither
factor al one suffices.
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The payload is split into fixed-size blocks, each encrypted with AEAD
[ RFC5116] and a per-bl ock random nonce. Bl ocks can be decrypted
individually or streamed sequentially. An aligned binary |ayout
(Section 6.4.2) places each ciphertext block at a predictable offset,
enabling 1) randomreads. Per-block random nonces (Section 5.7.4)
al | ow i ndi vidual blocks to be re-encrypted without re-wapping the
CEK or touching other bl ocks.

Exi sting formats address subsets of these capabilities; Section 2
surveys the differences. SAFE provides algorithmagility through

| ANA registries (Section 9) and accommbdat es post-quantum key
encapsul ati on nechani sns wit hout format changes. Recipient privacy
nmodes (Section 8.6) allow HPKE steps to onit key identifiers,
preventing passive observers fromlinking files to recipients. A
mandat ory-to-i npl ement profile ensures interoperability.

For exanple, a deploynent m ght require that docunents be decryptable
only with both a passphrase AND a recipient private key. The LOCK
bl ock for such a recipient would contain two Step |lines:

Step: pass(kdf=argon2id, salt=...)
Step: hpke(kemep-256, id=..., kentt=...)

Both steps are evaluated with the known passphrase and private key to
derive the key that waps the CEK. Neither factor al one suffices.
See Section 5.7.1.1 for the cryptographic details.

2. Comparison with Related Formats

The followi ng table conpares SAFE with existing encryption formats on
the capabilities nmost relevant to encrypted file storage. X

i ndi cates native support, P indicates that the capability is

achi evabl e but is not a design goal of the format, and - indicates no
support.
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[ e ety Lt pe gt Chejepel e S e f e feje e ety Cjemjemeny jemfempen e pojes o poje e ppep
| Capability | SAFE| JWE| CMS| S/ | SFrame | Age| TLS| M.S| Chunked

I I I I | M ME| I I I | OATTP |
[ b pe b bl Sl Cpeeey St et bty Sty bt el e p e pet o}
| Large-file | X | P| P| P | - | X | - - X |
| franing [ N N [ |
e e i Supupup R +
| Stream ng | X | P | X | X | X | X | - | P |
| decrypt [ N N [ |
e e e e e e e e e oo i Fomm e e e e e e oo oo +
| Random access | X | -1 -1 - 1| P | -1 -1 - | - |
| reads [ N [ N !
e e i Supupup R +
| Random access | X | -1 -1 - 1 P | -1 -1 - | - |
| wites I I I I I I I I I I
e e e e e e e e e oo i Fomm e e e e e e oo oo +
| Multi-recipient | X | X | X | X | - | X - | X| - |
| (single I I I I I I I I I I
| ciphertext) [ N [ N |
e e Fomm e e e e e oo +
| Multi-factor | X | P| P| P | - | -1 -1 - | - |
| per recipient | | | | | o |
s i Fom et e e e e e e e oo +
| Algorithm | X | X X| X | X | - | X| X| P |
| agility I I I I I I I I I I
e e Fomm e e e e e oo +
| Restricts | X | P| P| P | P | X | X | X| - |
| insecure L 1 |
| configurations | | | | | | | | | |
e i o +

Table 1

JVE ([ RFC7516]) encrypts the entire plaintext as a single AEAD
operation; its JSON Serialization waps the content encryption key
per recipient but defines no block structure for streanm ng or random
access.

CMVMB ([ RFC5652]) and OpenPGP ([ RFCO580]) wap a content-encryption key
per recipient and support stream ng, but neither defines fixed-size
bl ocks for random access or selective rewite. Both provide

reci pient-level conposition (multiple recipients, each with one key),
not per-recipient multi-factor

SFrane ([ RFCO605]) targets real-time nmedia: |owlatency per-frame
AEAD for conferencing, not stored-object encryption.
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Age [AGE] streans fixed-size chunks with counter-derived nonces and
wr aps keys per recipient but deliberately avoids algorithmagility
(single cipher suite, no registries). Counter-based nonces prevent
sel ective editing; nodifying any bl ock requires re-encrypting the
entire payl oad.

TLS [ RFC8446] provides stream ng authenticated encryption of point-
to-point channels with strong algorithmagility and mandatory ci pher
suites, but operates on sequential records with no random access,
mul ti-recipient, or stored-object senantics.

M.S [ RFC9420] provides group key agreenent and per-nessage encryption
for multiple recipients. Messages are individually encrypted, not
stored as a single encrypted object with bl ock-1evel access.
Chunked OHTTP [1-D.ietf-ohai-chunked-ohttp] splits HTTP nessage
bodi es into individually encrypted chunks for increnental processing
through an oblivious relay. It targets live HITP stream ng, not
st ored-obj ect encryption, and provides no random access or nulti-
reci pi ent support.
SAFE' s bl ock construction builds on the STREAM [ STREAM st ream ng
AEAD pattern (truncation detection via a last-block indicator in
Section 5.7.6) and extends it with per-block random nonces
(Section 5.7.4) so that individual blocks can be re-encrypted wi thout
re-w appi ng the CEK

3. Protocol Overview

Thi s section summari zes the encryption and decryption procedures.
Normative details appear in the referenced sections.

G ven a plaintext and a set of recipients (each defined by one or
nore credentials), an encryptor produces a SAFE object:

1. Select AEAD, Bl ock-Size, and Hash (or use defaults).
2. Cenerate a random 32-octet CEK using Saf eRandom (Appendi x C).

3. For each recipient, build a LOCK: generate step artifacts (salts,
KEM ci phertexts), derive a KEK, and wap the CEK

4. Derive payl oad_key from CEK (Section 5.7.3).
5. Split plaintext into bl ocks; encrypt each with a per-block nonce.

6. Wite the file: optional CONFIG LOCK bl ocks, and payl oad.
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G ven a SAFE object and the appropriate credentials (private keys,
passphrases, or other step inputs), a decryptor recovers the
pl ai nt ext:

1. Parse CONFIG LOCK, and DATA bl ocks.

2. Try each LOCK until one succeeds: evaluate its steps with the
recipient’s credentials to derive a KEK, then unwap the CEK

3. Verify the commtnent prefix.
4. Derive payload key from CEK (Section 5.7.3).
5. Decrypt requested bl ocks.

The CEK enables multi-recipient encryption (wap once per recipient).
The KEK binds each recipient’s credentials to the CEK. The

payl oad_key is derived fromthe CEK and the encryption_paraneters
(the AEAD, Bl ock-Size, and Hash; Section 5.5), providing donmain
separation: the same CEK with different configurations produces

di fferent ciphertext.

4. Conventions and Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

Header text is UTF-8. Base64 neans [ RFC4648] w th paddi ng equal s
signs and no line wapping in the source value. Wen Base64 val ues
appear in SAFE bl ocks, Encryptors SHOULD wap |ines at 64 characters;
Decryptors MJST accept any line | ength and MJST ignore |ine breaks

wi thin Base64 values. |Integers serialized in binary are unsigned and
in network byte order. LF denotes the new ine U+000A; Encryptors
MUST use LF, Decryptors MJST accept LF and MAY accept CRLF.

String constants used in Encode AAD | abels are ASCII and begin with
SAFE- (e.g., SAFE-DATA, SAFE-STEP). Label edDerive |abels are ASCl I
(e.g., comit, kek); the protocol prefix SAFE-vl is added
automatical ly.

ABNF fol | ows [ RFC5234] .
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4.1. Notation

Thi s docunent uses the follow ng notation:

[ ety sy o
| Synbol | Meaning |
| 1] | Byte string concatenation |
R T +
| XOR | Bitwi se exclusive-or of equal-length octet strings

S TR Fe e e MM e i iaeeieiaasasiciaessssesaasasoaan +
| I'en(x) | Length of x in octets |
S ISRy T T +
| x[i:j] | Slice of x fromoctet i (inclusive) to j |
| | (exclusive), zero-indexed |
R o +
| uint8(n) | 8-bit unsigned integer n (single octet) |
- T NN +
| 12CSP(n, | w octet big-endian encodi ng of non-negative |
| w | integer n |
R T +
| 1'pl6é(x) | 120SP(len(x), 2) || x — 2-byte |ength-prefixed |
| | encoding |
- T +
| Encode(x1, | Ipl6e(x1l) || ... || I'pl6é(xn) — nulti-value |ength-

| ..., xn) | prefixed encoding |
R T +
| uint64(n) | 64-bit unsigned integer n in network byte order |
| | (big-endian) |
- T +
| floor(x) | Largest integer |less than or equal to x |
Fomm e oo - o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| ceil (x) | Smallest integer greater than or equal to x |
R o +

Tabl e 2
Al integers serialized in binary are unsigned and use network byte

order (big-endian). Milti-byte integer fields are serialized nost-
significant byte first.

4.2. Text Encoding
SAFE header l|ines (fence markers, field nanmes, field values) MJST
contain only ASCI1 printable characters (0x20-0x7E) plus LF (0xO0A).

Derive info strings and AEAD AAD prefixes use ASCII. Decryptors MJST
reject mal formed UTF-8 in text fields.
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SAFE uses standard Base64 per [RFC4648] Section 4. Padding is

REQUI RED. Base64 val ues in headers MAY wrap across |ines;
continuation |lines MJUST begin with whitespace. Decryptors MJST strip
| eadi ng whitespace fromcontinuation |lines before decoding. In
arnored encodi ng, the DATA bl ock’s Base64 MAY contain |ine breaks;
Decryptors MJST ignhore them

Encryptors MJST use LF (Ox0A) line term nators. Decryptors MJST
accept LF and MAY accept CRLF. Decryptors MJST strip trailing
whi t espace from header |i nes.

Case sensitivity: Al field names, identifiers, and fence narkers
are case-sensitive.

Al multi-octet integers in binary (block index, nonce construction)
use network byte order (big-endian).

4.3. Term nol ogy
CEK (Content-Encryption Key): A randomy generated 32-octet key used
to derive the payl oad encryption key. The CEK is wrapped
i ndependently for each recipient.

KEK (Key-Encryption Key): A 32-octet key derived froma LOCK s step
sequence. Used to wap or unwap the CEK

MIl (Mandatory To Inplenent): In algorithmtables, "Yes" means
i npl ement ati ons MJUST support the algorithnm "No" nmeans support is
OPTI ONAL.

5. Al gorithmns
5.1. Default Paraneters

The foll owi ng defaults apply whenever a CONFI G bl ock is absent or
when a field is omtted fromthe CONFI G bl ock:
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B oo s s
| Field | Default Value

fS pemsfemsbumsbesos e eses e ess sy = emsps e fes s e
| AEAD | aes-256-gcm |
. +
| Bl ock-Size | 65536 |
. . +
| Hash | sha-256 |
T T +
| Lock-Encoding | arnored |
. +
| Data-Encoding | arnored |
. . +

Table 3

I mpl enent ati ons MJUST use these values for any onmitted fields. CONFIG
need only include fields that differ fromthe defaults; see
Section 6. 1.

5.2. A gorithm Sunmary Tabl es
This section provides a quick reference of all cryptographic
algorithnms and identifiers used in SAFE. Detail ed specifications
appear in |later sections.

5.2.1. AEAD Algorithns

B Tty Sl p—p—p—t——— plj—t—t" —t—t—— pjj—j—t— p—(—t—(—r—
| Algorithm | lIdentifier | Nk | Nn| NVR | MII
[ ool e el bl bty e pejefey e pj et o
| AES-256- GCM | aes-256-gcm | 32 | 12 | No | Yes
B T B T R I T +----- +
| ChaCha20- Pol y1305 | chacha20-poly1305 | 32 | 12 | No | No |
I I ] I I ] R R T +----- +
| AES-256-GCMSIV | aes-256-gcmsiv | 32 | 12| Yes | No |
R I ] R I ] L I +----- +
| AEG S- 256 | aegis- 256 | 32 ] 32| No | No |
B T B T R I T +----- +
| AEG S- 256X2 | aegis-256x2 | 32 ] 32| No | No |
I I ] I I ] R R T +----- +
Table 4
Nk/ Nn are key/nonce sizes in octets. "NWR' indicates nonce-nisuse

resi stance (see Section 8.9). AEADs wi thout NWVR permt plaintext
recovery under nonce reuse; encryptors SHOULD sel ect an NVR AEAD when
nonce reuse cannot be ruled out. Al AEADs provide [ RFC5116]
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5.

semantics with 16-octet tags. Al SAFE DATA payl oads begin with a
32-octet conmtment prefix Label edDerive("commt", CEK,
encryption_parameters, 32) that binds the ciphertext to the CEK and
the negotiated al gorithm paraneters (see Section 8.12).

.2.2. Key Encapsul ati on Mechani sns

o4 o4 oo s === ===+
| KEM | Identifier | HPKE KEM ID | Encap Size | Auth | Ml |
[ R el el sl sty el g o
| X25519 | x25519 | 0x0020 | 32 octets | Yes | Yes |
I I I I +------ +----- +
| P-256 | p-256 | 0x0010 | 65 octets | Yes | No |
R R I I +------ +----- +
| M.-KEM 768 | m-kem 768 | 0x0041 | 1088 octets | No | No |
I i I i i i i i +------ +----- +

Table 5

HPKE KEM | Ds are defined in [ RFC9180] Section 7.1 and the | ANA HPKE
KEM I dentifiers registry.

Conform ng inplenentati ons MJIST support X25519. Al other KEMs are
OPTI ONAL. M.- KEM 768 enabl es hybri d post-quantum constructions via
multi-step step sequences (see Section 5.6.3.2).

Al KEMs use HPKE [ RFC9180] in export-only nmode (AEAD | D OxXFFFF).
The encryptor calls SetupBaseS (or SetupAuthS when sid or shint is
present) to produce a KEM ci phertext and an HPKE context, then calls
Export on the context to derive the step secret (Section 5.6.3.4).
When a sender paraneter is present, HPKE Auth node is used (see
Section 5.6.3.1). The KEMidentifier appears in hpke(...) step
tokens (Section 5.6.3). SAFE mmintains a registry mapping string
identifiers to HPKE KEM | Ds (Section 9. 2).

2.3. Step Types

[ el e s s e s sl ool °}
| Step Type | Token Format | Parameters | Secret |
B Sl e ey sl Ll
| Passphrase | pass(kdf=..., salt=...) | kdf, salt | 32 |
| | | | octets |
I I T I i IR I +
| HPKE | hpke(kemeX, kenctt=..., | kem kentt, id/ | 32 |
| o) | hint, sid/shint | octets |
I i T i I S I i T +-------- +

Table 6
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Step types are conposed via nultiple Step lines within a LOCK bl ock,
with AND semantics: all steps are required to derive the KEK. Each
step conforns to the interface defined in Section 5.6 and produces a
32-octet secret that contributes to KEK derivation (Section 5.7.1).
Addi tional step types MAY be registered per Section 9.4.

5.3. Al gorithm Requirenents
MIl al gorithnms and defaults are listed in the summary tabl es above.
AEADs used with SAFE MUST provide [ RFC5116] semantics with a 16-octet
authentication tag. KEMs MJST use HPKE export-only node (AEAD |ID
OxFFFF) as specified in Section 5.6.3. Wen sid or shint is present,
HPKE Auth node is used (Section 5.6.3.1).

5.4. Hash Function and KDF

SAFE pi ggybacks on the HPKE KDF interface. HPKE [ RFC9180] and
[1-D.ietf-hpke-pq] define two KDF cl asses:

Two- st age KDFs (e.g., HKDF-SHA256, KDF | D 0x0001):

* KDF. Nh: output size of Extract (32 for HKDF- SHA256)

* KDF.Extract(salt, ikm -> prk (Nh octets)

* KDF. Expand(prk, info, L) -> okm (L octets)

Si ngl e-stage KDFs (e.g., TurboSHAKE256, [I-D.ietf-hpke-pq]):

* KDF.Derive(ikm L) -> okm (L octets). For TurboSHAKE256
Tur boSHAKE256( M=i km  D=0x1F, L).

The Hash config parameter selects both the KDF and its class. Any

KDF regi stered for SAFE MJST be registered in the HPKE KDF

Identifiers registry [ RFC9180] and MJST inplenent either the two-

stage (Extract/Expand/ Nh) or single-stage (Derive) interface.
5.4.1. Label edDerive

Label edDeri ve binds every derivation to the protocol version and a

call-site label. The ikmand info paraneters accept a single octet
string or alist; list elements are individually | pl6-encoded by
Encode() .

Callers that require suite binding include encryption_paraneters in
the info argunent. Config-independent derivations such as key
identifiers (Section 5.6.3.3) onmt it.
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Two- st age ( HKDF) :

Label edDeri ve(l abel, ikm info, L):
prk = Extract(

" SAFE-v1",

Encode(" SAFE-v1", label, ...ikm)
return Expand(prk,

Encode(" SAFE-v1", |abel, ...info,

I 20SP(L, 2)), L)
Si ngl e- st age ( XOF):

Label edDerive(l abel, ikm info, L):
return Derive(
Encode(" SAFE-v1", label, ...ikm
| 20SP(L, 2), ...info), L)

5.5. Encryption Paraneters

The encryption_paraneters is an ordered list of the effective
paraneters (defaults augnmented by any config overrides):

encryption_parameters = [aead_id, block _size, hash_id]

aead_id, block_size, and hash_id are the ASCI| string forms of the
AEAD, Bl ock-Size, and Hash paraneters respectively. Label edDerive
splices this list via ...encryption_paraneters and applies | pl6
fram ng to each el enent (Section 5.4.1).

AEAD identifiers MIST be | owercase ASCI|I and nmatch exactly the

regi stered values in Section 9.1. Block-Size MIST be rendered as a
decimal string with no | eading zeros (except for the value 0 itself).
Hash identifiers MJST be | owercase ASCII and match exactly the

regi stered values in Section 9. 3.

Label edDeri ve binds encryption_paraneters throughout the key
schedul e: the KEK aggregator initialization and final derivation
(Section 5.7.1), and each payl oad schedule call (Section 5.7.3). See
Appendi x | for a worked exanpl e.

5.6. Steps

Step term nol ogy at a gl ance:
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Step line: Step: pass(kdf=argon2id, salt=AQEB...)
(I I
| |

step type step paraneters
"pass" kdf, salt,
I I
% %
step_secret bi ndi ng step_t oken
(32 octets) Encode("pass”, kdf, salt)
\ /
% %

Label edDeri ve("kek_step",
[agg, step_secret],
bi ndi ng_step_t oken, 32)

5.6.1. Step Interface

A step is a registered cryptographic operation that produces a
32-octet step secret fromuser-supplied credentials or cryptographic
material. Each step type MJST defi ne:

Step nane: A unique ASCII identifier used in step tokens (e.g.,
"pass", "hpke").

Paraneters: An ABNF grammar for step-specific paranmeters appearing
in the token (e.g., ken¥x25519, id=...).

Derivation: A deterministic algorithmthat produces exactly 32
octets. The algorithm MJST be reproduci bl e given the sane inputs.
The step definition MJST specify all required i nputs for both
encryption and decryption

KEK schedul e integration: The step secret and binding step_token
feed into the KEK schedule (Section 5.7.1) via
Label edDeri ve("kek_step", [agg, step_secret], step_token, 32).
The step secret (ikn) enters Extract; the step token (info) enters
Expand. The on-wire step token appears verbatimin the LOCK
bl ock. Each step type defines an Encode form the canonica
bi nary encoding of its cryptographically relevant fields via
Encode() (Section 4.1). The Encode form serves as the binding
step_token in the KEK schedule. Display-only fields (label, hint,
shint) are excluded. The binding forms for the built-in step
types are:
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| Step | Binding step_token |
[} gl ——— g —_—(—————————————————————————————(————(———r
| pass | Encode("pass", kdf, salt) |
. . +
| hpke | Encode("hpke", kem kentt, id) |
I T T +
| hpke (auth) | Encode("hpke", kem kentt, id, "auth", sid) |
S oo e m e e e e e e e e e e e e e e e e e e e e e e e +
Table 7

String values (kdf, kem) are UTF-8; binary values (salt, kentt,
id, sid) are raw decoded octets, not Base64.

Fi el ds conputed for binding (hpke id, hpke sid, webauthn-prf rpid)
may be omitted on-wire for privacy but are determnistically
reconstructed during decryption and al ways appear in the binding
form For hpke, id is always present in the binding step_token
even when onmtted fromthe on-wire token; it is conputed during
trial decryption. Simlarly, sid is optional on-wre but always
present in auth-node binding; when onmtted, it is conputed from
the candi date sender public key.

Regi stration: New step types are registered via the | ANA SAFE Step
Nanes registry (Section 9.4) with Specification Required policy.
The registration MIST include: step nane, paraneters granmmar,

i nputs, derivation algorithm Encode binding form and any step-
specific paraneter definitions. See Appendix K for an exanple.

| abel (OPTIONAL, any step): A human-readabl e display name intended
to help users identify which passphrase, credential, or key to use
during decryption (e.g., "Work |laptop”, "Recovery key"). The
| abel is always excluded fromthe binding step_token and has no
cryptographic effect. Encryptors MAY include a |abel in any step
token; Decryptors MJST ignore it for binding purposes. The |abe
val ue MUST match the granmar 1*(ALPHA / DIAT / "-").

Steps are registered in the | ANA SAFE Step Nanes registry
(Section 9.4). The follow ng subsections define the initial
regi stered steps.

5.6.2. Passphrase step
The passphrase step derives a 32-octet step secret froma user

passphrase using a password-based KDF. The kdf parameter selects the
al gorithm
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bl Dl Ly ety
| KDF | Algorithm | Parameters | M |
[ el s e s el ety o
| argon2id | Argon2id [RFC9106] | ne65536 KiB, t=2, p=1| Yes

I I i I I I I T I eI +
| pbkdf2 | PBKDF2- HVAG SHA- 256 | iter=600000 | No |
I | [RFC8018] I I I
R i R i I T R B i T +----- +

Tabl e 8

The step token format is:

pass( kdf =<kdf >, sal t =<Base64>)
pass( kdf =<kdf >, sal t =<Base64>, | abel =<t ext >)

The kdf parameter is REQU RED. The |abel parameter is OPTI ONAL and
is for display only; it is not included in the binding step_token
(Section 5.6). Encryptors MJST generate a fresh 16-octet salt using
Saf eRandon( 16, " SAFE- PASS- SALT") for each pass(...) step in a LOCK
Decryptors MJST reject pass(...) steps whose salt val ue does not
decode to exactly 16 octets.

G amar :

pass-step = "pass(" pass-paranms ")"

pass-parans = "kdf =" kdf-name "," "salt=" salt
[ "," "label =" |abel-val ue ]

kdf - nanme = "argon2id" / "pbkdf2"

sal t = 1* BASE64CHAR

| abel -value = 1*( ALPHA/ DIGT / "-" )

Encode form

Encode("pass", kdf, salt)

Bi ndi ng step_token: Encode("pass", kdf, salt).
The step secret is conputed as follows:

For kdf=argon2id: Argon2i d(passphrase, salt, me65536, t=2, p=1
T=32) per [RFC9106] Section 3.1.

For kdf =pbkdf2: PBKDF2(PRF=HMAC- SHA- 256, Passwor d=passphr ase,
Salt=salt, c=600000, dkLen=32).

In both cases, salt is the decoded value of the salt paraneter.
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I mpl ement ati ons SHOULD prefer argon2id for its nenory-hardness
properties. |nplementations MAY support pbkdf2 for environnents
where Argon2id is not permtted by policy.

5.6.3. HPKE step
The HPKE step token has three forns:

hpke( kemex25519, kentt=<Base64>, i d=<Base64>) ; ldentified node
hpke( kemFx25519, kentt=<Base64>, hint=<digits>) ; Hi nted node
hpke( kemFx25519, kentt =<Base64>) ;  Anonynous node

The paraneters are:

kem (REQU RED): The KEM al gorithm  Supported val ues: x25519, p-256,
m - kem 768.

kentt (REQUI RED): The Base64- encoded HPKE KEM encapsul at ed key
material (the KEM ciphertext). This value MJST decode to the
encapsul ated key length for the sel ected KEM (see Section 5.2.2).

id (OPTIONAL): The key identifier conputed as Label edDeri ve(" SAFE-
SPKI -v1", spki_der, "", 32) using the configured Hash (default:
sha-256). \When present, Decryptors match this val ue against their
| ocal keys. When omitted, Decryptors performtrial decryption
See Section 5.6.3.3 and Section 8. 6.

hint (OPTIONAL): A 4-digit decimal value (0000-9999) assigned by the
reci pi ent out-of-band; not solely dependent on the public key.
When present, Decryptors filter candi date keys to those associ ated
with this hint in their |ocal key storage. Mitually exclusive
with id.

Encryptors MJST include exactly one of: id, hint, or neither (but not
both id and hint).

5.6.3.1. HPKE Auth Mode

In Base node, any party who knows a recipient’s public key can create
a valid SAFE object for that recipient. Auth node [ RFC9180] uses

Set upAut hS/ Set upAut hR, whi ch bind the HPKE context to the sender’s
private key so that the decryptor can verify who produced the object.
This is useful for offline encrypted file exchange where the
reci pi ent needs assurance of origin (for exanple, encrypted firmare
i mages, signed-then-encrypted document workfl ows, or air-gapped key
escrow) without requiring a separate signature |ayer
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The presence of sid or shint selects HPKE Auth node (node_auth)

i nstead of Base node. Auth node MJST only be used with DHKEM based

KEMs (x25519, p-256). Encryptors MJST NOT include sid or shint with
m - kem 768 or ot her non- DHKEM KEMs, because these KEMs do not define
Aut hEncap/ Aut hDecap.

sid (OPTIONAL): The sender’s key identifier, conputed as
Label edDeri ve(" SAFE- SPKI -v1", spki_der, "", 32) using the sane
Hash as id. Wen present with a Base64 val ue, Decryptors match it
agai nst known sender public keys. The special val ue anon
i ndi cat es anonynous sender auth node: the sender’s key is not
identified, and Decryptors performtrial decryption across
candi date sender keys. Mitually exclusive with shint.

shi

nt (OPTIONAL): A 4-digit deci mal val ue (0000-9999) assigned by
the sender out-of-band; parallels hint for recipient keys. Wen
present, Decryptors filter candi date sender keys to those
associated with this value. Mitually exclusive with sid.

Encryptors MJST include exactly one of sid or shint (but not both)
when usi ng Aut h node.

Aut h node token forns extend the base forns:

hpke( kem=x25519, kentt=<B64>, id=<B64>, si d=<B64>)
hpke( kem=x25519, kentt=<B64>, si d=<B64>)

hpke( kem=x25519, kentt=<B64>, si d=anon)

hpke( kemFx25519, kentt=<B64>, shi nt=1234)

Al'l conbinations of recipient identification (id, hint, or anonynous)
and sender identification (sid, shint, or sid=anon) are valid.

Each HPKE step uses HPKE [ RFC9180] in export-only node with
ciphersuite (KEMID, KDF_ID, OxFFFF) constructed fromthe KEM s
registered identifiers (Section 5.6.3.2). AEAD |ID OxFFFF di sabl es
Seal / Open; only Export is used.

For Base node (default):
;7 Encryptor

(kentt, ctx)
st ep_secret

Set upBaseS( pkR, info="")
ct x. Export (exporter_context, L=32)

;i Decryptor
ctx
st ep_secret

Set upBaseR(kentt, skR, info="")
ct x. Export (exporter_context, L=32)

For Auth nmode (sid or shint present):
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7 Encryptor
(kentt, ctx)
step_secret

Set upAut hS( pkR, skS, info="")
ct x. Export (exporter_context, L=32)

;7 Decryptor
ctx
step_secret

Set upAut hR(kentt, skR, pkS, info="")
ctx. Export (exporter _context, L=32)

The kentt value is the KEM ci phertext (enc in HPKE term nol ogy). The
exporter_context is defined in Section 5.6. 3. 4.

Thi s design uses HPKE s standardi zed key schedul e and export
interface for KDF agility, while SAFE s own Label edDerive function
handl es KEK aggregation, payload key derivation, and nonce
constructi ons.

5.6.3.2. Supported KEMs

The following table lists the KEMs defined in the | ANA HPKE KEM
ldentifiers registry [ RFC9180] that are recogni zed by SAFE:

B Sty ety e ety Ll ey, el
| KEM | KEMID | KDF ID| HPKE | Key | M
| | | | Ciphersuite | Encoding | |
b oo sy s s e ool ey - peje et o}
| x25519 | 0x0020 | 0x0001 | (0x0020, | [RFC8410] | Yes |
| | | | O0x0001, OxFFFF) | | |
I i +-------- +-------- R i F-- - - - +----- +
| p-256 | 0x0010 | 0x0001 | (0x0010, | [RFC5480] | No |
| | | 0x0001, OXFFFF) | | |
I I I I I I I +----- +
| m-kem 768 | 0x0041 | (see | (0x0041, | (see | No |
| | | below) | KDF_ID, OXFFFF) | bel ow) | |
I i +-------- +-------- R i F-- - - - +----- +
Table 9

The HPKE Ci phersuite col um shows the (KEM.ID, KDF_ID, AEAD | D)
triple used with HPKE' s Setup functions. AEAD I D OxFFFF sel ects
export-only node per [RFC9180] Section 5. 3.

*  DHKEM based KEMs (x25519, p-256) use HKDF- SHA256 (KDF | D 0x0001)
per [ RFC9180], regardl ess of SAFE s Hash paraneter.
I mpl enent ati ons using these KEMs require a SHA-256 inpl erentati on
for HPKE operations.

Sul l'i van Expi res 3 Septenber 2026 [ Page 20]



Internet-Draft SAFE March 2026

*  M.-KEM 768 uses the KDF sel ected by the Hash paraneter per
[1-D.ietf-hpke-pq]: HKDF- SHA256 (KDF I D 0x0001) when Hash=sha- 256,
Tur boSHAKE256 ( KDF | D 0x0013) when Hash=t ur boshake256. When
Hash=t ur boshake256, the HPKE i npl enentati on MUST conformto the
one-stage key schedul e defined in [I-D.ietf-hpke-hpke].

M.- KEM 768 key encoding follows [I-D.ietf-|anps-kyber-certificates].
Aut h nmode requires Aut hEncap/ Aut hDecap, which are defined only for
DHKEM: based KEMs. M- KEM 768 MJST NOT be used wi th Auth node.
Additional KEMs fromthe | ANA HPKE KEM I dentifiers registry MAY be
supported followi ng the process defined in Section 9.2.

5.6.3.3. Key ldentifier Conputation

The id paraneter in hpke(...) steps identifies the intended recipient
public key. Key identifiers hash the SubjectPublicKeylnfo (SPKI) DER
encodi ng rather than raw key bytes. This ensures key identifiers are
consistent with certificate fingerprint practices and include the

algorithm O D, preventing collisions between keys of different types.

spki _der = DER-encode SubjectPublicKeylnfo for pk
per the KEM s regi stered SPKI Encodi ng ({{iana-kent})
DER encodi ng MUST be canoni cal .

i d = Base64( Label edDeri ve(" SAFE- SPKI -v1",
spki _der, "", 32) ) per {{RFC4648}}

The resulting Base64 string is the value of the id paraneter (44
characters for the 32-octet output).

5.6.3.4. HPKE Step Secret Derivation

VWhen the step sequence includes one or nore hpke(...) steps, the LOCK
MUST i nclude a correspondi ng kentt paraneter value for each HPKE
step, in the sane order as they appear in the step sequence.
Encryptors MJST generate a fresh encapsul ation per LOCK; reusing a
prior encapsul ation is prohibited.

For Auth node, the decryptor resolves the sender public key as
fol | ows:

* |f sidis present: match agai nst known sender public keys using
the configured Hash.

* If shint is present: filter candi date sender keys by the hint
val ue.
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* |If neither is present: try all locally known sender keys matching
the kem type.

The step secret is derived via HPKE s Export interface:

exporter_context = Label edDerive(" SAFE- STEP",
step_token, "", 32)

step_secret = ctx. Export(exporter_context, L=32)

where ctx is the HPKE context returned by SetupBaseS/ R (or
Set upAut hS/ R for auth node) as described in Section 5.6.3.2, and
step_token is the binding formdefined in Section 5.6.

When id or sid is onmitted fromthe on-wire token, the decryptor
reconstructs it during trial decryption per Section 5.6.

The KEM binds the shared secret to the recipient key (and for auth
nmode, the sender key). The exporter_context binds the step secret to
the step token, preventing key-confusion attacks where an attacker
substitutes one recipient’s encapsul ation for another’s. Suite

bi nding is not needed here because the final KEK derivation conmits
to encryption_paranmeters (Section 5.7.1).

Encode form

Encode( " hpke", kem kentt, id)
Encode(" hpke", kem kentt, id,
"auth", sid) ; auth

Bi ndi ng step_token: Encode("hpke", kem kenctt, id) for base node;
Encode( " hpke", kem kentt, id, "auth", sid) for auth node. Display-
only fields (hint, shint) are not included. The id and sid fields
are reconstructed per Section 5.6 when omtted on-wire.

5.7. Key Schedul es
SAFE uses two applications of Label edDerive (Section 5.4). The KEK
derivation produces a LOCK-specific KEK fromits ordered step
secrets. The payl oad derivation produces the per-file payl oad key,
commitnent, and (for NVR AEADs) nonce base fromthe CEK and
encryption paraneters

The foll owi ng di agram shows the two i ndependent chai ns:
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+-> KEK chain (per |ock)

agg = Label edDerive("kek_init", "",
encrypti on_parameters, 32)

agg = Label edDerive("kek_step",
[agg, secret],

step_t oken, 32)

I
|
I
I
|
| derived_kek = Label edDerive("kek", agg,
| encrypti on_parameters, NKk)
| Encrypt ed- CEK = AEAD. Seal (derived_kek, nonce,
I ", CEK)
I
+-> Payl oad chain (I ock-independent)
commi t nent Label edDeri ve("comm t",
CEK, encryption_paraneters,
32)

payl oad_key = Label edDerive(" payl oad_key",
CEK, encryption_paraneters,
Nk)

nonce_base = Label edDerive("nonce_base",
CEK, encryption_paraneters,
Nn)

/1 only if NVR suite

Payl oad encryption is performed once under CEK and does not depend on
| ock structure. Locks are independent w appers of the same CEK and
can be added or renoved without touching payl oad ciphertext.

5.7.1. KEK schedul e

The KEK schedul e derives a KEK from an ordered sequence of step
secrets using a running aggregator.

Al gorithm
agg = Label edDerive("kek_init", "",
encryption_paraneters, 32)

for each (step_token_i, step_secret_i) in order
agg = Label edDerive("kek_step",
[agg, step_secret i],
step_token_ i, 32)

derived_kek = Label edDerive("kek", agg,
encrypti on_paramneters, NKk)
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Each step folds the aggregator and step secret into ikm (Extract) as
an Encode-framed array. The step token is placed in info (Expand).
Suite binding enters at kek_init and again at the final kek
derivation, where encryption_paranmeters comits the aggregator to the
negoti at ed AEAD, Bl ock-Si ze, and Hash

5.7.1.1. Milti-Step Exanple

Consider a LOCK block with two steps requiring both a passphrase and
a private key:

St ep: pass(kdf=argon2id, salt=<Base64>)
St ep: hpke(kenrp- 256, id=<Base64>, kentt=<Base64>)
Encrypt ed- CEK: <Base64>

Eval uati on proceeds per Section 5.7.1
agg = Label edDerive("kek_init", "",
encrypti on_paraneters, 32)

[/l Step 1: passphrase
step_secret _1 = Argon2id(passphrase, salt)
agg = Label edDerive("kek_step",
[agg, step_secret 1],
step_token_1, 32)

[l Step 2: HPKE (export-only node)
ctx = SetupBaseR(kentt, sk, info="")
step_secret _2 = ctx. Export(
exporter_context =
Label edDeri ve(" SAFE- STEP",
step_token_2, "", 32),
L = 32)
= Label edDeri ve("kek_step",
[agg, step_secret 2],
step_token 2, 32)

agg

derived_kek = Label edDerive("kek", agg,
encrypti on_parameters, NKk)

The derived_kek depends on both factors. Each step is bound to its

position via the aggregator chaining through ikm preventing step
reordering.

Sul l'i van Expi res 3 Septenber 2026 [ Page 24]



Internet-Draft SAFE March 2026

5.7.2. Sealing Encrypted- CEK

The per-step salt and kentt val ues MJUST be uni que per LOCK. Reusing
these values with the sane credentials produces the sane step_secret,
weakeni ng KEK uni queness.

Wth derived _kek conputed per Section 5.7.1, the Encrypted-CEK field
is:

Encrypt ed- CEK = | ock_nonce || AEAD. Seal (

key = derived_kek,
nonce = | ock_nonce,
aad = mn ,

pt = CEK)

The derived_kek al ready depends on encryption_paraneters (via
kek_init and the final kek derivation) and all step tokens (via
kek_step chaining), so no additional AAD is needed.

Encryptors MJST generate | ock_nonce using Saf eRandom( Nn, " SAFE-LOCK-
NONCE"); each LOCK requires a fresh val ue.

5.7.3. Payload schedul e

The payl oad schedul e derives the conmitnent, payload key, and (for
NVR AEADs) nonce base fromthe CEK using Label edDeri ve.

conmi t nent Label edDerive("comit", CEK
encryption_paraneters, 32)
payl oad_key = Label edDerive("payl oad_key", CEK

encrypti on_paraneters, NKk)

For NVR AEADs (NMR=Yes in Section 5.2.1), the payl oad schedul e al so
derives nonce_base:

nonce_base = Label edDerive("nonce_base", CEK
encryption_paraneters, Nn)

For non- NVMR AEADs, nonce_base is not derived.
The commtnent prefix is always 32 octets for all AEADs. Decryptors

MUST verify the conmitnent before decrypting any bl ock (see
Section 8.12).
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Each call independently derives fromCEK with distinct |abels. Using
the wong AEAD identifier or Block-Size when attenpting decryption
produces different Label edDerive outputs, causing AEAD verification
to fail on every block. This binding provides inplicit integrity
assurance that the decryptor is using the correct encryption

paranet ers

5.7.4. Per-bl ock Nonces
Each bl ock is encrypted with a uni que nonce. The nonce size Nn is
determ ned by the AEAD al gorithm (see Section 9.1). Encryptors MJST
ensure nonce uni queness within a CEK' s lifetine.

The per-bl ock encryption produces:

(ciphertext i, tag i) = AEAD. Seal (key = payl oad_key,
nonce = nonce_i,
aad = aad i,
pt = plai ntext_bl ock_i)

For non- NMR AEADs, Encryptors MJST use one of the nonce constructions
defined in Appendix D. Each block’s nonce and tag are stored:

bl ock_nmetadata i = nonce_i || tag_i (Nn + 16 octets)
Where nonce_ i is Nn randomoctets and aad i is defined below. In
arnmored node, bl ocks are stored as nonce_i || ciphertext_i || tag_i.

In binary node, the block netadata (nonce + tag) is stored separately
fromthe ciphertext to enabl e single-seek bl ock access.

For NVR AEADs, per-block nonces are derived deterninistically from
nonce_base (Section 5.7.3):

nonce_i = nonce_base XOR pad(uint64(i))

where pad() zero-extends uint64(i) to Nn octets (XOR applied to the
| ast 8 octets of nonce_base). Nonces are not stored; only the

aut hentication tag is kept:

bl ock_netadata i = tag_i (16 octets)

See Section 8.9 for security rationale.

Thi s design enables re-encryption of the payl oad w thout re-w apping
the CEK for each recipient, and supports selective editing of

i ndi vi dual bl ocks. For non-NVR AEADs, per-block random nonces all ow
CEK reuse across payl oad revisions while naintaining AEAD security.
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5.7.5. Block Rewite Rules

VWhen re-encrypting a nodified bl ock, the procedure depends on the
AEAD s nonce-mi suse resi stance property.

For non- NMR AEADs (stored nonce required):

Rewriting block i:

nonce_i = Saf eRandon{Nn, " SAFE- NONCE")
(ct, tag) = AEAD. Seal (payl oad_key, nonce_ i,
data_aad(i, is_final),

new_pl ai nt ext)
Update stored nonce_i and tag_i

For NVR AEADs (derived nonce):

Rewiting block i:

nonce_i = nonce_base XOR pad(uint64(i))
(ct, tag) = AEAD. Seal (payl oad_key, nonce_i,
data_aad(i, is_final),

new _pl ai nt ext)
Update stored tag i only

NVR rewites reuse the derived nonce for that block index. Because
the AEAD i s nonce-m suse resistant, this degrades to determnistic
encryption: identical plaintext at the same index produces identica
ci phertext, leaking equality but not content. See Section 8.9.1

5.7.6. Block AAD

For block index i in the range 0 <= i < N, the associ ated data bi nds
each block to its position and indicates whether it is the fina
bl ock:

data_aad(i, is_final) = Encode(" SAFE- DATA",
| 2CSP(i, 8), 120SP(is _final, 1))

VWhere 120SP(i, 8) is the block index in network byte order and

is final is Ox01 for the last block (index N-1) and 0x00 for al
precedi ng bl ocks. Encode provides prefix-free franmng via | pl6
(Section 4.1). No KDF call is needed: payl oad_key al ready depends on
encryption_parameters (Section 5.7.3), and the AEAD tag authenti cates
t he AAD under that key.

Sul l'i van Expi res 3 Septenber 2026 [ Page 27]



Internet-Draft SAFE March 2026

The is_final flag provides truncation detection: if a decryptor
decrypts block i with is_final=0 and no subsequent bl ock exists,
truncation has occurred. It also prevents extension attacks:
appendi ng bl ocks after a block marked is _final=1 will fail AEAD
verification.

For streaming wites where the total block count is unknown,
encryptors buffer the last block until nore data arrives or the
streamends. Al emtted blocks use is_final=0; only when the stream
cl oses does the encryptor encrypt the final block with is final=1

Encryptors MJUST ensure bl ock indices renain bel ow 2"64. Encryptors
SHOULD linit i to at nost 2748 to avoid Base64 strings exceedi ng
typical filesystemor object store linmts; this is a practica
recomrendation, not a protocol limt. Decryptors MJST reject block
indices i where i >= 2"64.

6. File Layout

A SAFE encoding is the concatenation of an optional config header
(Section 6.1), one or nore LOCK bl ocks (Section 6.2), and exactly one
data block (Section 6.4). There is no version marker in the fences.
Mul tiple LOCK bl ocks provide nmulti-recipient encryption; the data

bl ock is shared

6.1. SAFE CONFI G

The config header may be omtted when all defaults apply. Wen
present, it lists only non-default parameters. The config does not
need to be parsed before attenpting decryption if the decryptor

al ready knows or can infer the default paraneters.

The header is:

————— BEG N SAFE CONFI G- - - - -

AEAD: aes-256-gcm | chacha20-pol y1305 | aegi s-256 | aegi s-256x2
Bl ock- Si ze: 16384 | 65536

Hash: sha-256 | turboshake256

Lock- Encodi ng: arnored | readabl e

Dat a- Encodi ng: arnmored | binary | binary-Ilinear

————— END SAFE CONFI G ----

All CONFIG fields are optional. Onritted fields use default val ues
(Section 5.1): AEAD defaults to aes-256-gcm Bl ock-Size to 65536,
Hash to sha-256, Lock-Encoding to arnored, and Data-Encoding to
arnored. Hash selects the hash function used throughout the protoco
(Section 5.4); any identifier in the SAFE KDF Identifiers registry
(Section 9.3) is valid. Lock-Encoding specifies the LOCK bl ock
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representation (Section 6.2). Data-Encoding specifies the payl oad
format (Section 6.3): "arnored" uses Base64 within DATA fence

mar kers, "binary" uses bl ock-aligned raw binary after the |ast LOCK
and "binary-linear" uses sequential raw binary after the |last LOCK
The encoding fields are presentational choices that do not affect
crypt ographi c operations. NVR AEADs (NMR=Yes in Section 5.2.1)
inmplicitly use derived nonces: per-block nonces are conmputed fromthe
key schedul e and bl ock index, and the format nonce length is O
(nonces are not serialized). Non-NWVR AEADs use stored random nonces.
See Section 5.7.4 for details.

| mpl enent ati ons MJST support Lock-Encoding: arnored and Dat a-
Encodi ng: arnored. Support for Lock-Encoding: readabl e and Dat a-
Encodi ng: binary or binary-linear is OPTI ONAL.

A conformant SAFE file MAY onit the SAFE CONFI G bl ock entirely;
parsers MJST treat this identically to a CONFIG block with all
defaults. When CONFIG is present, it MAY contain any subset of
fields. Inplenentations MJST construct encryption_paraneters using
defaults for any omtted fields.

Field nanes within the SAFE config are case-sensitive. Encryptors
MUST NOT include duplicate field nanes; Decryptors MJST rej ect SAFE
config blocks containing duplicate fields. Decryptors MJST reject
SAFE config bl ocks contai ni ng unknown field nanes.

The order of fields within a CONFI G bl ock is not significant.
Encryptors MAY enit fields in any order; Decryptors MJST accept
fields in any order.

Al'l header lines MJST contain only ASCI|I characters (bytes 0x20-0x7E
and LF). Encryptors MJST NOT include non-ASCI| characters in field
nanes or values. Decryptors MJST reject SAFE config bl ocks
containing non-ASClI| octets or nal fornmed UTF-8 sequences.

I mpl enent ati ons SHOULD bound SAFE config size; Decryptors MAY reject
SAFE CONFI G headers exceedi ng 64 Ki B.

Field val ues MAY wap across nultiple lines using the same rules as

LOCK bl ocks (Section 6.2.1.2): continuation |ines MJST be indented

with at | east two spaces, and Decryptors MJST concat enate

continuation lines (stripping | eading whitespace) before processing.
6.1.1. Block-Size Selection

SAFE defines two Bl ock-Si ze val ues:

65536 (default): Larger chunks anortize per-chunk AEAD overhead and
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reduce 1/ 0O syscalls, yielding higher throughput for sequenti al
encrypt and decrypt. This value is appropriate when the payl oad
will be decrypted in full or streaned sequentially.

16384: Snaller chunks reduce the cost of partial updates. Re-
encrypting a nodi fied chunk requires reading and rewiting only
that chunk; at 16384 bytes the |I/O cost per edit is one quarter of
the default. Applications that performrandom access wites to
encrypted data SHOULD use Bl ock-Si ze 16384.

Both val ues align to hardware page boundaries. Bl ock-Size 16384 is
one page on systens with 16 Ki B pages (e.g., Apple Silicon) and four
pages on systems with 4 Ki B pages (e.g., x86-64). Bl ock-Size 65536
is four pages and sixteen pages, respectively. This alignment avoids
page-crossing penalties with direct 1/0O or nmenory-mapped access.

The sender selects Bl ock-Size at encryption tinme. The value is
recorded in the SAFE config and applies to all recipients. There is
no mechani smto change Bl ock-Size after encryption w thout re-
encrypting the entire payl oad.

6.2. SAFE LOCK

A LOCK bl ock defines the unlock steps for a single recipient and
carries the artifacts needed to recover the CEK. Each LOCK contains
one or more steps and exactly one Encrypted- CEK

Steps are evaluated in the order they appear. Step-specific inputs
are carried as paraneters (e.g., salt= for pass, kentt= for hpke).
See Section 5.6.2 and Section 5.6.3 for step-specific requirements.

The Encrypted-CEK is the concatenation of |ock_nonce and the AEAD

ci phertext of the CEK under the derived KEK with enpty associ ated
data (Section 5.7.2). The lock _nonce length is the AEAD s nonce size
(Nn) as specified in Section 9.1. Encryptors MJST generate a fresh

| ock_nonce per LOCK using a cryptographically secure random nunber
gener at or.

Decryptors MJST skip LOCK bl ocks contai ning unknown KEM identifiers
or unknown step types, and attenpt other LOCKs (if avail able).

| mpl enent ati ons SHOULD bound t he nunber of LOCK bl ocks; Decryptors
MAY reject files containing nore than 1024 LOCK bl ocks to prevent
resour ce exhaustion

Two Lock-Encodi ng val ues are defined: readable (text) and arnored

(binary). Both produce the sane binding step _tokens for the KEK
schedul e (Section 5.6).
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6.2.1. Readabl e For mat
The readabl e format uses text step tokens and colon-delinmted fields:

————— BEG N SAFE LOCK-----

St ep: pass(kdf=argon2id, salt=<Base64>)

St ep: hpke(kenmrx25519, id=<Base64>, kentt=<Base64>)
Encrypt ed- CEK: <Base64>

————— END SAFE LOCK-----

Fi el d nanes are case-sensitive. Encryptors MJST NOT include fields
other than Step and Encrypted- CEK. Encryptors MJST include at |east
one Step line and exactly one Encrypted-CEK |ine. Decryptors MJST
reject LOCK bl ocks containing nmultiple Encrypted-CEK |ines or unknown
field nanes. Optional whitespace (ON5) after colons and commas is
permtted for readability.

6.2.1.1. Step Syntax

Each Step line declares a single cryptographic step. Miltiple steps
forman ordered sequence with AND semantics: all steps MJST be
satisfied to derive the KEK. The syntax follows this ABNF, which
applies after Decryptors performline unfol ding (concatenating
continuation lines and stripping | eading whitespace per

Section 6.2.1.2):

step-line = "Step:" ON5 step-token LF
st ep-t oken = step-nane "(" step-parans ")"
st ep- nane = 1*( ALPHA/ DAT/ "-")
st ep- par ans = param*( "," OA5 param)
par am = param nane "=" paramval ue
par am name = 1*( ALPHA/ DAT/ "-" )
par am val ue = 1*PCHAR
PCHAR = Wx21-28 /| 9%&2A-2B /| 92D 7E

; VCHAR except SP, ")", ", "
ons = *( SP/ HIAB)

The binding step_token used in the KEK schedule (Section 5.7.1) is
derived per Section 5.6: extract the binding fields and encode them
wi th Encode().

Each Step line contains exactly one step token. LOCK bl ocks with
multiple steps use multiple Step lines. Step-specific inputs are
carried as step token paraneters (e.g., salt= for pass, kentt= for
hpke) .
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The param val ue production forbids spaces (SP, 0x20) and tabs (HTAB,
0x09). Percent-encoding is not supported; all paraneter val ues MJST
be literal UTF-8 printable characters excludi ng whitespace.

Encryptors MJST enit paraneters in the order specified by the step
definition. Decryptors MJST reject step tokens containing duplicate
parameter names within a single step.

See Section 5.7 for how step secrets are conbined to derive the KEK
See Section 5.6.3 for the HPKE step format and Section 5.6.2 for the
passphrase step fornmat.

6.2.1.2. Line Wapping

Field val ues MAY wap across nultiple lines. Continuation |ines MJST
be indented with at | east two spaces. Decryptors MJST unfold wrapped
val ues by concatenating continuation |ines and stripping |eading

whi t espace.

* Step tokens MAY wrap at paraneter boundaries (after commas).
Encryptors SHOULD insert a space after the comm at each wap
point. Continuation |lines use 4-space indent.

* Encrypted- CEK val ues use 2-space indent for continuation |ines.

Encryptors SHOULD wap |lines at 64 characters. Decryptors MJST
accept any line |ength.

A field value extends fromimediately after the colon (and any
foll owi ng whitespace) until one of:

1. Aline starting with "Step:" (unindented)
2. Aline starting with "Encrypted-CEK:" (uni ndented)
3. Afenceline "----- END SAFE LOCK----- "
Trailing whitespace on individual |ines SHOULD be avoi ded; Decryptors
MJST strip trailing spaces and tabs fromeach |line before
concat enati on.
Exanmpl e with wrapped HPKE step token:
Step: hpke(kemem - kem 768, hint=4217,
kenct =bWr ZWO3Nj hr ZWLj aXBozZXJ0ZXhO0
ZXh0cnVt ZWk5bQuZ2JhY2U2NGVU Y29k ZW

Rk YXRhYXBwc mP4aWLhdGVse TEWODhv Y3RI
dHNMb3Jwe XNl Y3VyaXR5)
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Decryptors parse the text, extract field values, and produce the step
Encode form for binding.

6.2.2. Arnpored Fornat

When Lock-Encoding is arnored, the SAFE LOCK bl ock contains a single
Base64 val ue. The value is the Base64 encoding of the Encode-
serialized LOCK

arnored_| ock = Base64(
Encode(step_1, step 2, ..., encrypted cek))

Each step_i is the binding Encode form (excl udi ng display-only
fields) as defined in the step’s specification. The encrypted_cek is
the raw Encrypt ed- CEK bytes (|l ock_nonce || ciphertext).

Decryptors decode the Base64, split the outer Encode into | pl6-framed
el ements. The last elenment is the Encrypted-CEK; preceding el enents
are step tokens. Each step token is itself an Encode whose first

el ement is the step nane.

Encryptors MJST use Base64 with paddi ng per [ RFC4648]. The Base64

val ue MAY wap across multiple lines; continuation |lines MJST be

indented with at | east two spaces. Decryptors MJST concatenate

continuation lines (stripping | eading whitespace) before decoding.
6.2.3. LOCK Sel ection

A decryptor determ nes candi date LOCK bl ocks wi thout touching the
SAFE dat a bl ock

6.2.3.1. Candidate Sel ection
For each LOCK bl ock, determ ne candi dacy as foll ows:

1. Parse the Step tokens. |[If any token references an unsupported
step type, the LOCK is not a candi date.

2. For each hpke(...) step, determ ne candi date keys based on node:

Identified (id present): Conpute the key identifier for locally
avai | abl e public keys using Label edDerive(" SAFE- SPKI -v1",

spki _der, "", 32) with the configured Hash (default: sha-256).

Keys whose identifier matches the id paranmeter are candi dates.

Hinted (hint present): Look up keys in |local storage associated
with this hint value. Keys with matching hint are candi dates.

Sul l'i van Expi res 3 Septenber 2026 [ Page 33]



Internet-Draft SAFE March 2026

Anonynous (neither id nor hint): Al local keys matching the kem
type are candi dates.

If no local recipient keys are candidates, the LOCK is not a
candi dat e.

For aut h-node hpke(...) steps (sid or shint present), also
det ermi ne candi dat e sender keys:

Identified (sid with Base64 value): Keys whose identifier
mat ches sid are candi dat es.

H nted (shint present): Keys with matching shint are candi dates.

Anonynmous (sid=anon): All locally known sender keys matching the
kem type are candi dates.

If no sender keys are candi dates for an aut h-npbde step, the LOCK
is not a candidate.

3. For pass(...) steps: the LOCK is a candidate if the
i npl ement ati on supports passphrase entry.

4. For other registered steps: the LOCK is a candidate if the
i mpl ement ati on supports them and | ocal policy pernits.

6.2.3.2. Attenpt Oder

Anong renai ni ng candi dates, Decryptors SHOULD attenpt LOCKs in order
of confi dence:

1. LOCKs where all hpke steps are identified or hinted; the
decryptor has confirmed it hol ds matchi ng keys.

2. LOCKs with anonynous hpke steps; requires trial decryption across
all keys of the matching KEM type.

3. LOCKs with pass steps; may require user interaction, so defer
until key-only LOCKs are exhaust ed.

Encryptors MAY include nmultiple pass(...)-only LOCK bl ocks if they
use different KDF variants (e.g., one pass(kdf=argon2id, ...) and one
pass(kdf =pbkdf2, ...) for the same passphrase). This enables
interoperability between inplenentations with different passphrase
KDF support. Encryptors MJST NOT include duplicate pass(...)-only
LOCKs with the same KDF variant. Decryptors MJST stop at the first
successful CEK recovery. Decryptors MAY attenpt nultiple candi dates
in parallel
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6.2.3.3. Trial Decryption

For hinted or anonympous step sequences, Decryptors iterate through
candi dat e key conbi nations. For conposable step sequences (nultiple
hpke steps with AND semantics), trial decryption MIUST consi der the
conbi natorial product of candidates for each step. For auth-nopde
steps, the product includes sender key candidates in addition to
reci pi ent key candi dates. For each conbination

1. Establish an HPKE context for each hpke(...) step via SetupBaseR
(or SetupAuthR with the candi date sender key for auth-node steps)
and call Export per Section 5.6.3.4

2. Derive the KEK by aggregating step secrets per Section 5.7.1

3. Attenpt to open Encrypted-CEK with the derived KEK

A candi dat e succeeds when AEAD tag verification passes on Encrypted-
CEK. If the KEK is wong, the tag will not verify.

6.3. Data Encoding

The Dat a- Encoding CONFI G field specifies how the payload is
represented. SAFE defines two payl oad | ayouts: |inear concatenates
encrypted bl ocks sequentially, while aligned adds paddi ng for bl ock-
al i gned random access. Three encodi ng val ues are defi ned:

[y bbby s pumemel e ey o}
| Val ue | Layout | Representation |
| arnored | linear | Base64 within fence markers

o m e e e oo - B o e e e e e e e ememao - +
| binary | aligned | Raw binary, bl ock-aligned |
S R oo e e e e e e e e oo - - +
| binary-linear | linear | Raw binary, sequenti al |
o S o mm e e e e e e e i +

Tabl e 10

The default is "arnored" when Data-Encoding is onmitted.
6.3.1. Arnored Encodi ng

Arnored encodi ng waps the Iinear |ayout (Section 6.4.1) in Base64
with fence markers:
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----- BEG N SAFE DATA-----
<Base64: |inear_payl oad>
————— END SAFE DATA-----

The Base64 string MAY be wrapped across nultiple lines for
readability. Wien wapped, each |ine break MUST be a single LF
character. For length calcul ati ons and random access arithnetic,
Decryptors MJST first remove all line breaks (LF and CRLF) and CR
octets (0Ox0D), then strip trailing whitespace fromthe result. The
normal i zed string | ength determ nes paddi ng and bl ock offset
conputations. Decryptors MJST ignore these characters during Base64
decodi ng and concatenate all |ines before decoding.

Encryptors SHOULD wrap Base64 |lines at 64 characters. Decryptors
MJST accept any line |ength.

| npl enent ati ons MAY enforce an upper bound on payl oad size to prevent
over-all ocation; Decryptors MAY reject payl oads exceeding 64 Ti B of
ci phertext.

Arnored data arithmetic (conputing bl ock count, byte-to-Base64
of fsets, and per-block decryption) is detailed in Appendix F.

6.3.2. Binary Encoding

Bi nary encoding omts fence markers; raw bytes follow the | ast
————— END SAFE ...----- line (typically the final LOCK bl ock). Binary
data ends at ECF.

Two variants exi st:

Dat a- Encodi ng: binary Uses the aligned | ayout (Section 6.4.2).
Optim zed for random access to large files via menory-mapped /0O
or O DI RECT

Dat a- Encodi ng: binary-linear Uses the linear |ayout (Section 6.4.1).
Suitable for stream ng or sinple inplenentations that do not
require bl ock-aligned random access.

I npl enent ati ons that do not support binary encoding MJUST fail when
encount eri ng Dat a- Encodi ng: binary or Data-Encoding: binary-1linear,
consistent with the handling of unknown AEAD or Hash val ues.

Encryptors SHOULD prefer armored encodi ng for maxi mum conpatibility.

Bi nary encoding is intended for performance-critical applications or
programmati ¢ access where hunan readability is not required.
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6.4. Payload Layouts

SAFE defines two payl oad | ayouts that describe how encrypted bl ocks
are structured.

6.4.1. Linear Layout

The |inear |ayout concatenates encrypted bl ocks sequentially with no
paddi ng or alignnment constraints:

[commitnent] [eb 0] [eb_1] [eb 2]
For non- NVR AEADs:
eb_i = nonce_i || ciphertext_i || tag_i (Nn + len(pt_i) + 16)
For NVR AEADs:
eb_i = ciphertext_i || tag_i (len(pt_i) + 16)
The conmitment prefix is always present (32 octets for SHA-256).

For non- NMR AEADs, each encrypted block (eb i) is Nn +
len(plaintext_i) + 16 octets. For NVR AEADs, each encrypted block is
len(plaintext_i) + 16 octets (nonces are derived, not stored).

The payl oad begins with a 32-octet conm tment derived per
Section 5.7.3. Decryptors MJST verify the comm tnent before
decryption. See Section 8.12.

Al'l bl ocks except the final block contain Bl ock-Size octets of

pl aintext. The final block MAY be smaller. For non-NVR AEADs, each
encrypted bl ock consists of a nonce (Nn octets), ciphertext (sane

Il ength as the plaintext), and authentication tag (16 octets). For
NVR AEADs, each encrypted bl ock consists of ciphertext and

aut hentication tag only.

Zero-length plaintexts are allowed. A zero-length plaintext produces
N=1, L final = 0. For non-NVR AEADs, C final = Nn + 16 (nonce plus
AEAD tag); for AEADs with Nn = 12, the mininmum payload is 60 octets
(32-octet conmmtnent + 28-octet encrypted block). For NVR AEADs,

C final = 16 (AEAD tag only).

Decryptors MJST reject payl oads with unexpected structure: incorrect

commitnent length, trailing bytes after the final block, or block
boundaries that do not align with the expected sizes.
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6.4.2. Aigned Layout

The aligned | ayout structures the file so that every ciphertext bl ock
begins at an offset that is an exact multiple of the Bl ock-Size B.

Thi s alignment enabl es efficient nmenory-nmapped |/ O and O DI RECT
access, since the operating systemcan read any bl ock w t hout copying
data across page boundari es.

The file begins with a header section containing the text headers
(CONFI G and LOCK bl ocks) followed by binary fields: conmmtnent, block
count N, first ciphertext index D, and per-block netadata (nonces and
tags). The header is padded with zeros to a bl ock boundary, followed
by zero or nore padding bl ocks for append growth, then ciphertext

bl ocks.

Let B denote the Block-Size in octets (16384 or 65536). Let Nn be
the nonce size (12 for AES-GCM and ChaCha20, 32 for AEQ S-256 and
AEGQ S-256X2). N is the block count (uint32), and Dis the first

ci phertext block index (uint32). Let neta_ |len be the per-block
met adata size: Nn + 16 for non-NVR AEADs, or 16 for NVR AEADs.

Each row bel ow represents one Bl ock-Si ze:

S Fom e e o - e +
| CONFI GHLOCK | conmitnment | N| D | netadata... |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| ...netadata (continued) | paddi ng |
o +
| paddi ng (optional append grow h) |
o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +
| ctO |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| ct1 |
o +
I I
o m e e e e e e e e e e e e e e e e e e e e e e e e e eee—— oo s +

Per-bl ock netadata entry:

Non- NVR AEADs: Fommmm- aEEEEE + Nn + 16 octets
| nonce | tag |
L S S +
NVR AEADs: R + 16 octets
| tag |
+---- - - +

The binary portion inmediately follows the text headers:
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* commitment (32 bytes)
* N block count (uint32, big-endian)
* D first ciphertext block index (uint32, big-endian)
* netadata: N entries, each neta_ | en bytes
* padding to bl ock boundary, then zero or nore paddi ng bl ocks
* ciphertext blocks starting at offset (D x B)
6.4.2.1. Reading
To read an aligned-|ayout file:
1. Parse CONFI G and LOCK text to determ ne AEAD and Bl ock-Si ze.
2. Read the 32-byte conmitnent, N, and D.
3. Read N netadata entries, each nmeta_l en bytes.
4. Ciphertext block i is at offset (D + i) x B.
To read only block i: for NVR AEADs, conpute nonce_i from nonce_base
and the bl ock index; for non-NVR AEADs, read the nonce fromthe
met adata entry. Read the tag fromthe nmetadata entry in both cases.
;hen read B bytes (or fewer for the final block) at offset (D + i) x
7. Conpatibility and Mgration
7.1. Handling Unknown El ements
Decryptors processi ng SAFE-encoded data MJST:

* Fail if they encounter an unknown AEAD identifier in the SAFE
config.

* Fail if they encounter an unknown Dat a- Encodi ng or Lock-Encodi ng
val ue in the SAFE config.

* Reject Block-Size values other than 16384 or 65536.

* Skip LOCKs containing unknown field names, KEMidentifiers, or
step types and attenpt other LOCKs (if avail able).

* Fail if a CONFI G bl ock contains unknown field names.
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* Fail if the payload has unexpected structure (wong comm tnent
length, trailing bytes, msaligned bl ock boundaries).

* Skip unknown bl ock types if the | ANA SAFE Bl ock Types registry
(Section 9.6) marks them as | gnorable; otherw se fail.

7.2. \Versioning

Thi s docunent defines SAFE version 1, identified by fence markers ("
————— BEA N SAFE CONFI G- ----", etc.). Future inconpatible versions
woul d use different fence markers or a new nedia type. New features
SHOULD be added through | ANA registries rather than fornmat version
changes.

7.3. Ext ensi on Points

SAFE provides | ANA registries for AEADs (Section 9.1), KEMs
(Section 9.2), step types (Section 9.4), and block types
(Section 9.6).

Unknown bl ock types are critical by default: Decryptors MJST fail if
they encounter an unrecogni zed bl ock. The | ANA SAFE Bl ock Types
registry (Section 9.6) MAY mark specific bl ock types as |gnorable,
enabl i ng forward-conpatible optional extensions such as netadata or
signatures that older inplenmentations can safely skip.

7.4. Application Profiles

This section is informative. 1t describes three paraneter

conbi nations for common depl oynent scenari os. These profiles conpose
the CONFIG fields defined in Section 6.1; they do not introduce new
prot ocol el enents.

7.4.1. njects

Applications that prioritize text-safe output and naxi mum
interoperability SHOULD use the default parameters (Section 5.1). No
CONFI G bl ock is required. The resulting SAFE object is entirely
printable ASCI|I and can be enbedded in email, JSON, YAM., or version-
controlled files. AES-256-GCMis the nandatory-to-inplenent AEAD,
ensuring the w dest recipient support.

7.4.2. Streamning

Applications that process data sequentially at high throughput SHOULD
consi der:
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----- BEG N SAFE CONFI G- - - - -
AEAD: aegi s- 256

Dat a- Encodi ng: bi nary-1inear
————— END SAFE CONFI G- - - - -

AEG S- 256 of fers high throughput and a 32-octet nonce that sinplifies
nonce managenent. Conbined with binary-Iinear encoding

(Section 6.4.1), this yields mninmal fram ng overhead and sequenti al
I/ O w thout alignnment padding. Encryptors using this profile SHOULD
appl y the hedged nonce construction (Appendix C. 2) or plaintext-bound
nonce construction (Appendix D.2) per Section 8.9.

AEGQ S-256 is not mandatory-to-inplenent. Encryptors targeting broad
interoperability SHOULD verify recipient support before selecting
this profile.

7.4.3. Edit

Applications that performrandom access reads and wites on encrypted
data SHOULD consi der:

————— BEG N SAFE CONFI G- - - - -
AEAD: aes-256-gcmsiv

Bl ock-Si ze: 16384

Dat a- Encodi ng: bi nary

----- END SAFE CONFI G ----

AES- 256- GCM SI V is nonce-ni suse resistant (Section 5.2.1), so per-

bl ock nonces are derived rather than stored (Section 5.7.4). This
reduces per-block nmetadata fromNn + 16 octets to 16 octets. Bl ock-
Size 16384 aligns each block to a single page on 16 Ki B-page systens,
m nim zing page faults per edit (Section 6.1.1). Binary aligned
encodi ng (Section 6.4.2) enables (1) random access to any bl ock via
menor y- mapped |/ O

Re-encrypting a nodified block reuses the derived nonce for that
bl ock index. Because AES-256-CCM SIV is nonce-m suse resistant, this
degrades to deterninistic encryption for unchanged bl ocks rather than
cat astrophi ¢ nonce reuse (Section 8.9.1).

8. Security Considerations
SAFE provi des:

Confidentiality: |IND CCA2 security for the payl oad, assum ng | ND
CCA2- secure AEAD.

Aut hentication: Each LOCK s Encrypted-CEK i s authenticated via AEAD
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under derived_kek, which binds step tokens and step secrets
through the KEK schedul e. Block AEAD with index-bound AAD
(Section 8.3) prevents reordering, nodification, and splicing.

Bi ndi ng: The KEK schedul e binds encryption_paraneters at
initialization and final derivation (Section 5.7.1). Step tokens
and per-step secrets are folded into the aggregator via sequenti al
Label edDeri ve chai ning. Payload keys inherit suite binding from
their own Label edDerive calls (Section 5.7.3).

SAFE does NOT provi de:

Encryptor authentication (Base node): Wthout a sender paraneter
(sid or shint), any party with recipient public keys can create
SAFE- encoded data. See Section 8.2 for Auth node authentication
properties.

Forward secrecy: CEK conpronm se exposes all recipients’ copies.
This is inherent to stored-object encryption, which has no
i nteractive key exchange.

Unlinkability: Key identifiers enable |inking SAFE-encoded data to
the sane recipient. See Section 8.6 for privacy nodes.

SAFE assunes secure key storage, side-channel resistant

i mpl ement ations, and trusted cryptographic primtives. A functioning
CSPRNG i s REQUIRED. See Section 8.9 for defenses agai nst RNG
weakness or state duplication.

8.1. Threat Mbdel
SAFE def ends agai nst:

Conprom sed storage provider (confidentiality): An adversary wth
read access to stored SAFE-encoded data cannot decrypt w thout
valid credentials (passphrase or private key) for at |east one
LOCK. The adversary can observe approximate file size, recipient
count, and key identifier linkability. SAFE does not protect
agai nst nodification or deletion by an adversary with wite
access.

SAFE does NOT defend agai nst:

Conpromi sed recipient: |If a recipient’s credentials (passphrase or
private key) are conprom sed, the adversary can decrypt the
payl oad. All recipients share the sane CEK; conprom se of one
reci pient’s KEK does not expose ot her recipients’ KEKs, but does
expose the shared CEK and payl oad.
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Active attacker with key conpromise: |If an attacker conprom ses a
recipient’s private key and can nodify files, they can create
val i d SAFE-encoded data for that recipient (in Base node). Auth
nmode (Section 5.6.3.1) nmitigates this for steps where the attacker
does not also hold the sender’s private key; see Section 8. 2.

Si de-channel attacks: SAFE assumnes inpl enentations do not
intentionally leak secrets. Tinming attacks on Argon2id, HPKE, or
AEAD operations are out of scope for this docunent.

8.2. Sender Authentication Properties

When sid or shint is present in an hpke(...) step, SAFE uses HPKE
Aut h nmode (node_auth, [RFC9180]). Auth node defends agai nst forgery
by parties who do not hold the sender’s private key: a decryptor who
successfully processes an auth-node step is assured that the
encapsul ati on was produced by a holder of skS. This closes the
"encryptor authentication" gap identified above for Base node, within
the following limts:

Non-repudi ation: Auth node authenticates the sender only to the
hol der of the recipient’s private key. The recipient cannot prove
to athird party that the sender created the SAFE object.
Applications requiring non-repudiati on MIST use externa
si gnat ures

Sender identity confidentiality: The sid paraneter (when a Base64
val ue) reveals the sender’'s key identifier to any observer. shint
narrows the sender’s identity. Anonynous auth node (sid=anon)
avoi ds explicit sender identification, at the cost of tria
decryption across all candi date sender keys.

Sender key trust: SAFE does not define a trust nodel for sender
public keys. Decryptors MJST independently verify that a sender’s
public key is authentic (e.g., via a certificate, TOFU, or out-of-
band verification) before relying on auth-node authentication

8.3. Integrity and Authenticity

The KEK schedul e bi nds encryption_paraneters at initialization and
final derivation, with step tokens and per-step secrets folded via
sequenti al Label edDerive chaining. The payl oad schedul e bi nds

payl oad_key to encryption_paraneters independently, tying bl ock
encryption to the negoti ated AEAD and Bl ock-Si ze. Payl oad AEAD

aut henti cates each bl ock w th index-bound AAD, preventing reordering
and cross-file splicing. SAFE detects truncation and extension at

bl ock boundaries via is _final in block AAD (Section 5.7.6).
Applications requiring third-party verifiability (e.g., signatures)
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MUST use external signatures
8.4. Inplenentation Considerations

The step sequence has AND semantics; security equals the weakest
step. Nonces MUST be unique: fresh | ock _nonce per LOCK, and fresh
random nonce per block. Inplenentations MJIST zeroize sensitive

val ues (CEK, KEK, PRKs) imediately after use. To prevent error
oracles, inplenentations exposing decryption to untrusted callers
(e.g., network services, APIs) MJST return a single generic
"decryption failed" error rather than distinguishing between w ong
passphrase, wong key, conmtnment msmatch, or AEAD failure. Local
tools (e.g., CLI applications, test harnesses) MAY use the detail ed
error codes in Appendix E for diagnostics. |nplenmentations MJST use
constant-time AEAD, KEM and KDF operations. Trial decryption |oops
(Section 8.6.3) MJST NOT |eak timng infornmation about which

candi dat e key succeeded.

8.5. Passphrase KDF Sel ection

SAFE supports two passphrase KDF variants with different security
properties:

pass(kdf =argon2id, ...): Menory-hard function that resists GPU and
ASI C attacks. The default paranmeters (64 MB nmenory, 2
iterations) provide strong resistance to offline attacks.
Recommended for nost depl oyments.

pass(kdf =pbkdf2, ...): Wdely depl oyed function using PBKDF2- HVAC-
SHA- 256. Lacks menory-hardness, naking it nore vulnerable to GPU
and ASIC attacks than Argon2id. The 600,000 iteration count
provi des equi val ent CPU-based attack resistance but does not
mtigate hardware-based attacks. Use only when policy prohibits
menory- hard KDFs.

Encryptors targeting Decryptors with mxed policy constraints MAY
i nclude two pass(...) LOCK blocks: one with pass(kdf=argon2id, ...)
and one with pass(kdf=pbkdf2, ...), using the sane passphrase but
fresh salts for each.

Mul tiple LOCK bl ocks all ow observers to infer shared payl oad access.
HPKE key identifiers link files to the same recipient across objects.
The Base64 | ength reveal s approxi mate payl oad size; LOCK count

reveal s recipient count. Applications concerned about traffic

anal ysi s SHOULD pad payl oads.
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8.6. Recipient Anonynmity and Trial Decryption

SAFE supports three levels of recipient identification for hpke(...)
st eps:

Identified nmode: The id paraneter uniquely identifies the
recipient’s public key. Observers can |ink SAFE-encoded data
encrypted to the sane recipient.

Hi nted node: The hint paraneter is a recipient-assigned val ue (not
cryptographically derived). It filters candidates locally while
reveal i ng nothing about the key itself. Miltiple keys may share
the sane hint.

Anonymous node: No identifier is present. Decryptors MJST trial -
decrypt against all |ocal keys matching the kemtype. Provides
maxi mum privacy at the cost of increased decryptor conputation

8.6.1. Privacy Benefits

Oritting or replacing the key identifier with a hint prevents passive
observers from mappi ng SAFE-encoded data to specific public keys.
This is valuable when file-recipient associations are sensitive

nmet adat a.

8.6.2. Sender Anonynity

Aut h- node hpke(...) steps support the same three | evels of sender
identification via sid and shint:

Identified (sid present): The sid paranmeter identifies the sender’s
public key using the sanme Hash as id. bservers can |ink SAFE
objects to the sane sender across files.

Hinted (shint present): The shint paraneter is a sender-assigned
value that filters candidates locally. It reveals less than sid
but still narrows the sender’s identity.

Anonynmous (neither sid nor shint): Decryptors trial-decrypt against
all locally known sender keys matching the kemtype. Provides
sender privacy at the cost of increased trial decryption (see
Section 8.6.3).

Encryptors SHOULD prefer sid unless sender privacy is required. The

same trade-offs between identification, hinting, and anonymty apply
to sender keys as to recipient keys.
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8.6.3. Trial Conplexity

Anonynmous node with conposabl e step sequences (multiple hpke steps)
requires conbinatorial trial decryption. For a step sequence wth
two anonynous hpke(...) steps, where the decryptor holds Kl keys for
step 1 and K2 keys for step 2, up to KL x K2 conbi nati ons may be
attenpted. Auth-node steps add a further multiplicative factor: if
an aut h-node step has no sid or shint, the decryptor MJST try all S
candi dat e sender keys, multiplying the search space by S

I npl enent ati ons MJUST set a MaxTrial Attenpts limt to bound
conmputation and MJUST rej ect LOCK bl ocks that would exceed this limt.

8.7. Denial of Service Considerations
An attacker can craft SAFE-encoded data with many anonynous LOCK
bl ocks to force Decryptors into expensive cryptographi c operations.
| mpl enent ati ons MUST:
* Limt the number of LOCK bl ocks processed per object

* Prioritize identified blocks over hinted bl ocks over anonynous
bl ocks

* Abort early when resource linmts are exceeded

M.- KEM decapsul ation is significantly nore expensive than X25519;
anonynous M.- KEM steps anplify the DoS potenti al

8.8. Hint Assignnent

The hint is a 4-digit decimal value (0000-9999) assigned by the
recipient; it is not solely dependent on the public key. Recipients
conmmuni cate their hint to Encryptors out-of-band. Miltiple keys MAY
share the sane hint.

Encryptors MJST NOT assunme the hint uniquely identifies a key.
Decryptors MAY reassign hints at any tine; Encryptors SHOULD refresh
hi nt val ues periodically through out-of-band conmuni cati on

Encryptors SHOULD prefer identified node unless recipient privacy is
required.
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8.9. Nonce Ceneration and CEK Reuse

Encryptors SHOULD use the hedged construction (Appendi x C. 2) when a
private key is available, the plaintext-bound nonce construction
(Appendi x D.2) when RNG state duplication is a concern, and an NWMR
AEAD (Section 5.2.1) for additional protection. The follow ng cases
describe the resulting security properties.

Wth private key, working RNG Full protection. The bl ock nonce
base is derived fromboth fresh randommess and the hedge key.
Nonces are unique across files and within files.

Wth private key, duplicated RNG state: Deterministic encryption per
encryptor. Different encryptors (with different private keys)
produce di fferent hedge keys and therefore different CEKs and
nonce bases. Wthin a single file, block indices guarantee nonce
uni queness. Across files fromthe sane encryptor, the CEK and
nonce base repeat, producing identical ciphertext for identica
pl ai nt ext bl ocks at the same index. This |eaks equality but not
content. The pl ai ntext-bound nonce construction (Appendix D.2)
further limts exposure: nonces differ when plaintext differs,
even across files.

Wthout private key, working RNG Full protection. SafeRandom
returns raw CSPRNG out put. Nonce uni queness depends on the RNG

Wthout private key, duplicated RNG state: No defense. CEKs and
nonce bases repeat across files. Wthin a file, block indices
still provide distinct nonces. Across files, nonce reuse under
distinct plaintext pernits key recovery attacks agai nst AES- GCM
ChaCha20- Pol y1305, AEQ S-256, and AEG S-256X2. AES- 256- GCM SI V
limts the damage to determnistic encryption (|l eaks equality).
The pl ai nt ext - bound nonce construction also linmts nonce reuse to
i dentical blocks at the sanme index.

A functioning CSPRNG i s REQUI RED when no private key is avail abl e.

Encryptors operating in environnents where RNG state duplication is
possi bl e (VM snapshots, process forks w thout reseed, container

cl oni ng) SHOULD use the plaintext-bound nonce construction

(Appendi x D.2). Because the plaintext-bound construction

i ncorporates a plaintext-dependent derivation via

Label edDeri ve(" SAFE- NONCE", plaintext i, encryption_paraneters, 32)
into nonce derivation, two instances that share identical key
material still produce distinct nonces whenever plaintext differs.
The two-pass cost of this construction is justified by the defense it
provi des agai nst state duplication
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8.

8.

Wthin a single file, block indices are bounded by the plaintext

I ength and Bl ock-Si ze. Encryptors MJST ensure bl ock indices remain
bel ow 2764. Practical inplenentations SHOULD enforce a | ower bound;
for exanple, rejecting plaintexts exceedi ng 2748 bl ocks

(approxi mately 4 petabytes at the default Bl ock-Size of 65536 octets)
provi des a conservative margin while supporting files far |arger than
current storage systens.

9.1. Deri ved Nonces

For NVR AEADs, per-block nonces are derived determnistically from
nonce_base and the bl ock index rather than generated randomy and
stored. This is restricted to NVR AEADs for the follow ng reasons:

Uni queness: The Label edDerive output is unique per CEK (each CEK
produces a distinct nonce_base). XOR with distinct block indices
yi el ds distinct nonces for all i < 2764.

Nonce reuse tol erance: Re-encrypting block i with the sane CEK
reuses nonce_i. NVR AEADs degrade gracefully to determnistic
encryption: identical plaintext at the sanme i ndex produces
i dentical ciphertext, but no additional information is |eaked.
Non- NMR AEADs woul d suffer catastrophic nonce reuse, which is why
derived nonces are not used with them

10. Selective Editing Security

Per - bl ock random nonces and the is _final flag enable selective
edi ting: individual blocks can be re-encrypted w thout affecting
ot her bl ocks or LOCK bl ocks. When editing:

* Cenerate a fresh random nonce for any re-encrypted bl ock

* Update the is final flag if the | ast bl ock changes

* Bl ocks not being edited retain their original nonces and
ci phertexts

The is_final flag prevents truncation and extension attacks:

* Truncation: decrypting a block with is_final =0 when no successor
exi sts indicates nalicious or accidental truncation

* Extension: appending blocks after a block with is final=1 will
fail AEAD verification because the original final block’s AAD
included is final=1
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8.11. Key ldentifier Collisions

Key identifiers are 32-octet hashes of SPKI DER encodi ngs

(Section 5.6.3.3). Both registered Hash al gorithns (sha-256 and
turboshake256) produce 32-octet output, giving a birthday bound on
collision probability of approximately N2 / 27257 for a depl oynent
with N keys. This is negligible for any practical key popul ation.

I mpl enenters MUST NOT rely solely on key identifier matching for
aut hori zation; successful HPKE decapsul ati on and AEAD verification of
Encrypt ed- CEK are required.

8.12. Key Conmitnent

SAFE supports multiple LOCK bl ocks that can be added or renoved

i ndependently. Wthout key comm tnent, an adversary could craft LOCK
bl ocks that decrypt to different CEKs and exploit AEAD nualleability
to create payload ciphertext valid under multiple keys:

1. Creates LOCK that waps CEK for recipient A
2. Creates LOCK that waps CEK for recipient B

3. Crafts payload ciphertext C that decrypts to plaintext P under
payl oad_key (derived from CEK) and to P under payl oad_key
(derived from CEK)

None of the AEADs registered for SAFE provide key commtnent fromthe
AEAD nechani sm al one at the 128-bit security | evel (AES-GCM and
ChaCha20- Pol y1305 are well-known to lack this property; AEGQ S-256
with 128-bit tags provides only birthday-bound conm t nent at

approxi mately 2764).

The comm tnent prefix in the SAFE DATA bl ock (Section 6.4.1) provides
uni form key commitnment for all AEAD choices. The conmitnent is

al ways 32 octets, derived via Label edDerive("comit", CEK,
encryption_parameters, 32) per Section 5.7.3. Recipients verify that
the derived commitnment equals the prefix before block decryption
Thi s binds the ciphertext to both the CEK and the negoti ated

al gorithm paraneters (via encryption_paraneters in info), providing
27128 key-conmmitnment security and preventing cross-al gorithm
commitnent collisions. The security relies on collision resistance
of Label edDerive: the Encode() fram ng ensures unanbi guous parsing of
all inputs, so distinct (encryption_paraneters, CEK) pairs cannot
produce the same conmm tnent.
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8.13. AlgorithmAgility and Post-Quantum Support

SAFE accommmopdat es post-quantum KEMs wi t hout format changes. M-
KEM 768 (HPKE KEM I D 0x0041) is registered and MAY be used as keneni -
kem 768.

Hybrid post-quantum constructions require no protocol extensions. An
encryptor lists both a classical and a post-quantum hpke(...) step in
the same step sequence:

Step: hpke(kem=x25519, kentt=<Base64>, id=<cl assical-id>)
Step: hpke(kenmem - kem 768, kentt=<Base64>, id=<pg-id>)

The KEK schedul e (Section 5.7.1) folds each step’s secret into the
aggregator in order, so the derived KEK depends on both the X25519
and M.- KEM 768 shared secrets. An attacker nust break both KEMs to
recover the KEK. Because the KEK schedul e fol ds each step secret
sequentially, the derived KEK s security is additive: an attacker
must break every step. Hybrid post-quantum protection follows
natural ly from conbi ni ng cl assical and post-quantum steps.

The decryptor eval uates both decapsul ati ons during CEK recovery.
Each KEM ci phertext is carried in the kenct paraneter of its
correspondi ng hpke(...) step token. See Appendix A for a conplete
exampl e.

I mpl enent ati ons pl anning PQ m grati on SHOULD ensure kentt parsing
does not inpose unnecessary length limts (M-KEM 768 ci phertexts are
1088 octets).

8. 14. Downgrade Resi stance

SAFE has no al gorithm negotiation: the encryptor selects
encryption_paranmeters unilaterally, and the decryptor either accepts
themor fails. An active attacker who nodifies encryption_paraneters
(e.g., substituting a weaker AEAD) changes the derived KEK

(Section 5.7.1) and payl oad keys (Section 5.7.3), causing CEK

unwr appi ng or block decryption to fail. Forging a valid SAFE obj ect
with altered parameters requires the attacker to also hold valid
credentials for the target LOCK

Decryptors that operate in constrained environments MAY reject
encryption_parameters containing algorithms outside a locally
configured allowist.

The symmetric conponents of SAFE (HPKE export-only key schedul es,

Label edDeri ve- based KEK aggregati on, conmitnent prefixes, and AEAD
encryption) are not vulnerable to quantum attacks. Gover’s
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9

9

al gorithm provi des at nbst a quadratic speedup agai nst symretric
primtives, leaving all symretric operations at or above 128-bit
security. The post-quantummgration surface is limted to KEM
sel ecti on.

DHKEM based KEMs (x25519, p-256) internally use HKDF- SHA256
regardl ess of the Hash paraneter; this is an HPKE desi gn property,
not a SAFE limtation. A deploynment using only M.-KEM 768 with
Hash=t ur boshake256 elim nates all SHA-256 dependenci es.

| ANA Consi der ati ons
1. SAFE AEAD ldentifiers Registry

I ANA is requested to create a SAFE AEAD ldentifiers registry.

Regi stration policy is Specification Required. Designated Experts
shoul d verify that proposed AEADs provide [ RFC5116] semantics with a
16-octet authentication tag, that identifiers are at npbst 255 octets
of lowercase ASCII, and that the algorithmis appropriate for
gener al - purpose use in encrypted data formats.

Initial entries:

[ oo e pee gt Chjet Chejemnt Cbmjes s pejent = pumjenp =bamsjemms e fomesjenes e e s e
| ldentifier | Nk| Nn| NVMR | MIl | Reference |
[ el el el oo ool oo e oo oo s s s s °)
| aes-256-gcm 32|12 No | Yes | [N ST-SP-800-38D] |
i I I S +- -+ - - - - +----- e i +
| chacha20-pol y1305 | 32| 12] No | No | [RFC8439] |
I I IR R I I +----- I T +
| aes-256-gcmsiv | 32]12] Yes | No | [RFCB8452] |
F- - e m - - - +--+--F---- - +----- B T i +
| aegis-256 |32]32] No | No | [I-Dirtf-cfrg-aegi s-aead]

i I I S +- -+ - - - - +----- e i +
| aegis-256x2 |32]32] No | No | [I-D.irtf-cfrg-aegi s-aead]

I I IR R I I +----- I T +

Tabl e 11

Nk/ Nn are key/nonce sizes in octets. Nnis required to conpute bl ock
boundaries (Section 5.7.4). "NWR' indicates nonce-m suse resi stance
Conform ng inplenmentati ons MJST support aes-256-gcm (Ml =Yes). All

ot her AEADs are OPTI ONAL.
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9.2. SAFE KEM I dentifiers Registry

I ANA is requested to create a SAFE KEM I dentifiers registry. This
registry maps SAFE' s string identifiers (used in kenms paraneters) to
HPKE KEM | Ds. Registration policy is Specification Required.

Desi gnat ed Experts should verify that the KEMis registered in the

| ANA HPKE KEM I dentifiers registry, is conpatible with HPKE export -
only node (AEAD | D OxFFFF) as specified in Section 5.6.3, and that a
specification for SPKI encoding of public keys is provided. The Auth
col umm i ndi cates whether the KEM supports Aut hEncap/ Aut hDecap for
HPKE Aut h node. Encryptors MJST NOT include sid or shint with KEMs
wher e Aut h=No.

Initial entries:

[ R ettt pespemsfeeg ety e e e el gl
| Identifier|HPKE | Encap | Auth| SPKI Encodi ng | MT

| | KEM I D] Si ze | | |

E Sl b ool el oo s oo oo oo s pept
| x25519 | 0x0020| 32 | Yes | [ RFC8410] | Yes|
| | | oct et s| | |

F--- - - +------ +------ i e I I +---+
| p- 256 | 0x0010| 65 | Yes | [ RFC5480] | No |
| | | oct et s| | |
R +------ +------ I s T T +---+

| M -kem 768| 0x0041| 1088 |No |[!-D.ietf-1lanps-kyber-certificates]|No
| | | oct et s| | |

Table 12

HPKE KEM | Ds are defined in the | ANA HPKE KEM I dentifiers registry
est abli shed by [ RFC9180]. Conform ng inplenentati ons MJST support
x25519 (MTl=Yes). Al other KEMs are OPTI ONAL.

9.3. SAFE KDF ldentifiers Registry

I ANA is requested to create a SAFE KDF Identifiers registry.

Regi stration policy is Specification Required. Designated Experts
should verify that identifiers are at nost 255 octets of | owercase
ASCI |, that the underlying KDF provides at | east 128-bit security,
and that the entry references a KDF registered in the HPKE KDF
Identifiers registry ([RFC9180] Section 7.2).
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Each entry MJUST reference a KDF registered in the HPKE KDF
Ildentifiers registry. Two-stage KDFs provide Extract(salt, ikm,
Expand(prk, info, L), and Nh. Single-stage KDFs ([I-D.ietf-hpke-pq])
provide Derive(ikm L). The Cass columm determ nes which

Label edDerive instantiation is used (see Section 5.4).

The CONFI G field name renains "Hash" for wire conpatibility.

Al'l conform ng inplenmentations MJST inpl ement sha-256, which is the
default when Hash is onmitted fromthe SAFE config. |nplenentations
MAY i npl enent tur boshake256

Initial entries:

B e sl el s sl
| ldentifier | HPKE KDF ID | d ass | Reference |
F =4 -+t ——————————————+d————————————————————+
| sha-256 | 0x0001 | two-stage | [ RFC5869] |
I I T I i i I R I I R +
| turboshake256 | TBD | single-stage | [I-D.ietf-hpke-pq] |
S I F-- - - - - - I i T I I R +
Tabl e 13

9.4. SAFE Step Nanes Registry
I ANA is requested to create a SAFE Step Nanes registry. Each
registration defines a step type conformng to the interface in
Section 5.6. The registry has the follow ng col ums:

Step Nane: Unique ASCII identifier for the step type (e.g., "pass",
"hpke") .

Paraneters Granmar: ABNF granmar for step-specific paraneters in the
token, or "None" if no paraneters.

Inputs: Description of required inputs (e.g., "user passphrase,
salt", "recipient private key, kentt").

Secret Length: MJST be 32 octets for all registered steps.
Ref erence: Docunent specifying the step’s derivation algorithm

Regi stration policy is Specification Required. Designated Experts
MUST verify:

* The derivation algorithmis determ nistic and produces exactly 32
octets
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* Paraneter nanmes do not conflict with existing registrations

* The specification provides conplete inplenentation guidance
i ncludi ng the Encode binding form

Initial entries:

[ e femnl s el el 1)
| Step Nanme | Al gorithns | Secret Length | Reference |
B el e ety s el s ety
| pass | argon2id, pbkdf2 | 32 octets | Section 5.6.2
I R I I I I I T I I T +
| hpke | (see kemvalues) | 32 octets | Section 5.6.3
R R i i i +
Tabl e 14

The pass step requires: user passphrase and the salt parameter from

the pass(...) step token as inputs. The algorithmvariant (argon2id
or pbkdf2) is specified in the step token's kdf paraneter.

pass(kdf =argon2id, ...) is MIl; pass(kdf=pbkdf2, ...) is OPTIONAL for
environnments where policy prohibits Argon2id.

The hpke step requires: recipient private key, kenctt, and the step
token itself as inputs. Wen sid or shint is present, the sender’s
private key (for encryption) or public key (for decryption) is also
required. Supported kem values are defined in Section 5.6.3.2; key
identifier conputation is defined in Section 5.6.3. hpke(...)

wi thout auth is MIl; hpke(...) with sid or shint is OPTIONAL and
limted to DHKEM based KEMs (x25519, p-256).

Future registrations MAY define additional step types (e.g., hardware
token, OPRF) or variant algorithns for existing step nanes (subject
to Designated Expert review for interoperability inpact). A

regi stration request MJST include:

* Step Name and Paraneters G amrar ( ABNF)

* Conplete list of Inputs with their sources

* Derivation algorithm producing exactly 32 octets

* Definition of any step-specific paranmeters (nanme, encoding,
semanti cs)

* Security considerations for the step type

See Appendix K for an illustrative exanple.
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9.5. SAFE Config Options Registry
I ANA is requested to create a SAFE Config Options registry. Each
registration defines a CONFIG field nane and the registry or val ue
set that defines its legal values. The registry has the follow ng
col umms:
Field Nane: Case-sensitive ASCII field nane used in SAFE CONFI G

Val ue Definition: Registry or fixed set of values allowed for the
field.

Ref erence: Docunent specifying the field and its senantics.
Regi stration policy is Specification Required.

Initial entries:

| Field Nane | Value Definition | Reference

[ oo bbb s s oo ool e e
| AEAD | SAFE AEAD ldentifiers registry | Section 9.1

Fom e oo oo S +
| Bl ock-Size | 16384, 65536 | Section 6.1
oo Fom o e e S +
| Hash | SAFE KDF ldentifiers registry | Section 9.3
T o e e e e e e e e e e e e e e S +
| Lock-Encoding | arnored (MTl), readable (optional) | Section 6.2

Fom e o m o oo S +
| Data-Encoding | arnmored (Mrl), binary, binary- | Section 6.3

| | linear (optional) | |
o m e e e oo - o e e e e e e e e e e e e e e e e e o o m e e e oo - +

Tabl e 15

The default encoding is "armored" when the Data-Encoding field is
omtted. The default Lock-Encoding is "arnored" when omitted.

9.6. SAFE Bl ock Types Registry
I ANA is requested to create a SAFE Bl ock Types registry. This
registry lists the block types that nay appear in SAFE-encoded dat a,
identified by their fence markers. The registry has the follow ng
col umms:

Bl ock Type: The block type nane as it appears in fence markers
(e.g., "CONFIG', "LOCK"', "DATA").
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Fence Marker: The opening fence marker string (e.g., "----- BEGA N
SAFE CONFI G- ----").
I gnorable: "Yes" if Decryptors MAY skip unrecogni zed i nstances of

this block type without failing; "No" if Decryptors MJST fail when
encountering an unrecogni zed bl ock of this type.

Ref erence: Docunent defining the block’s senmantics.

Regi stration policy is Specification Required. Designated Experts
MUST verify:

* The bl ock type nane does not conflict with existing registrations
* The specification clearly defines the block’s syntax and semantics

* Bl ocks marked | gnorabl e=Yes do not affect security or correctness
if omtted

Initial entries:

[ bbby e bbbl bbbl e s pet, o)
| Block Type | Fence Marker | I'gnorable | Reference

| CONFI G | ----- BEG N SAFE CONFIG----- | No | Section |
I I I | 6.1 I
R o e e e e e e e e m o R R +
| LOCK | ----- BEG N SAFE LOCK----- | No | Section |
I I I | 6.2 I
Fom e e o - o mm e e e e e e e i Fom e oo Fom e oo +
| DATA | ----- BEA N SAFE DATA----- | No | Section |
| | | | 6.3.1 |
R o e e e e e e e e m o R R +

Tabl e 16
Al initial block types are critical (lgnorable=No). Future
ext ensi ons MAY regi ster new bl ock types with Ignorabl e=Yes for
optional features such as detached signatures, netadata, or recipient
hints.
9.7. Media Type Registration
I ANA is requested to register the follow ng nedia type per [RFC6838]:

Type name: application

Subt ype nane: safe
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Requi red paraneters:

Opti onal paraneters:

Encodi ng consi derati ons:

(the default) consists of ASCI
wi th Base64 encodi ng for payl oad data.
headers foll owed by raw bi nary payl oad dat a.

f eeds,
data have ASCl |

Security considerations:
See Section 8 of this docunent.

content.

Interoperability considerations:
with PEMstyle fence nmarkers.

SAFE March 2026

None

None

Binary or 7bit. Arnored-encoded SAFE data
printable characters and |line
Bi nary- encoded SAFE

SAFE- encoded data contain encrypted

SAFE- encoded data are ASClII-arnored
Li ne wrappi ng of Base64 content is

permtted; Decryptors MJST accept any line |ength.

Publ i shed specification:

Applications that use this nedia type:

Thi s docunent

File encryption, secure file

sharing, encrypted backups
Fragrment identifier considerations: None
Addi tional information: Deprecated alias names for this type: None
Magi ¢ nunber(s): Files begin with "----- BEA N SAFE" (ASCl 1)
File extension(s): .safe
Maci ntosh file type code(s): None
Person & enmanil address to contact for further information: |ETF CFRG
W5 (cfrg@etf.org)
I ntended usage: COMVON
Restrictions on usage: None
Aut hor: See Authors’ Addresses section
Change controller: |ETF
10. References
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Appendi x A.  Exanpl es
Thi s appendi x is infornative.
Note: The exanples in this section illustrate structure and
formatting only. The Base64 val ues are placehol ders and do not
represent valid cryptographic outputs. |Inplenmenters requiring test
vectors with known inputs and outputs should consult the Test Vectors
appendi x (Appendi x I).

A mninmal object with readable LOCK format (Lock-Encoding set to
readabl e; aes-256-gcm commitnent prefix):
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----- BEG N SAFE CONFI G - - - -
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
————— BEG N SAFE LOCK-----
St ep: pass(kdf=argon2i d, salt=c2FsdHzZhbHVI MIl zNDU2Nzg=)
Encr ypt ed- CEK:
MT1 zNDU2Nz g5 MDEy MOFCQORFRkd! SUpLTELOT1BRU NU
WZXWFI aYWj ZGvnZz2hpant sbWsvcHFyc3R1ldnd4eXowMT | zNA==
————— END SAFE LOCK- - - - -
————— BEG N SAFE DATA-----
cGxhY2Vob2xkZXJj ZW j b21t aXRt ZWo0aG-zaDEyMz QLN c4YW)j ZGVnZ2hpant s
bWbvcHFyc3R1dnd4eXpBQkNERUZHSEl KSOXNTk9QUVI TVFVWW1hZW AxM MONTY3
ODkr Lz09
----- END SAFE DATA-----

A LOCK bl ock encoded as arnored (default Lock-Encoding):

----- BEG N SAFE LOCK- - - - -

USRI cDpwYXNzKG kZj 1hcndvbj JpZCxz YW OPWWY RnNk SFpo YK hWh E1USXp ORFUy
TnpnPS| Fbim\y e XBOZWQ QOVL Ok 1USXpORFUy TnpnNULERXI NVEZDUTBSR! Jr ZEI T
VXBWEUX T1QXQ JVBESWI ZaWFdGhGFZVOpgWkdVibVoy aHBhbXRz Y1 c1dmNI Rnl |
MLI xZG5KNGVYb3dNVEl 6 Tk E9PQ==

----- END SAFE LOCK- - - - -

----- BEG N SAFE DATA---- -

YnFzZTYObGOj a2VAYWLwbGVk YXRhY2h1bnt woGFj ZWhvbG

R cmVAYWLwb GVK YXRNMTI zNDU2

----- END SAFE DATA-----

HPKE recipient in arnored format (derived fromthe readabl e exanpl e
above):

----- BEG N SAFE CONFI G - - - -

Bl ock- Si ze: 16384

————— END SAFE CONFI G --- -

————— BEG N SAFE LOCK-----

U3R cDpocG | KG | bT14M ULMTksaW@Wrk2bVFuWIVqOHBIWKEZz bz Zy V2d0dz 09
LG | bVWNOPVI XSmpaR1Zt W JocGFt dHNi VzZV2YOhGeWvE U FkbmQ0ZVhveELqQTTBO
VFkzTORr dyl FbmNy eXBOZWX QOVLONHRnpj MMR2Y21ReE1qTTBOVFkz TORr d11 X
SnmpaR1Zt W Joc GFt dHNi VzV2Y0OhGeWvez U FkbmQ0ZVhveELqTTBOVFkz TORr d11 X
SnmpaR1Zt W JocGFnPT0=

————— END SAFE LOCK- - ---

----- BEA N SAFE DATA-----

aHBr ZW/4YWLwbGVj ZW j b21t aXRt ZWb0aGFzaHZhbHVI MIIWR2hwY3l Cc GN5QThJ
SE50Y! hCc1pTQxi bUS5ZVhCMFpXUWIj ROY1Ykc5aFpDQ NhWFIvSUcx MAJ | UnBj

R3hs SUdCh2RXNXJj dz09

————— END SAFE DATA-----
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A HPKE recipient with non-default Bl ock-Size (AEAD onitted, uses
default aes-256-gcmw th conmtment prefix):

————— BEG N SAFE CONFI G- - - - -
Bl ock- Si ze: 16384
Lock- Encodi ng: readabl e
----- END SAFE CONFI G ----
----- BEG N SAFE LOCK-----
Step: hpke(kem=x25519, i d=Zi 6mnY5j 8pl Yq306r WINw==,
kentt =YWJj ZGVnZ2hpamnt sbWsvcHFyc3R1ldnd4eXoxM MINTY3CODkw)
Encr ypt ed- CEK:
cGFzc3dventxM MONTY3ODkwYWj ZGVnz2hpant sbWsvcHFy
c3R1ldnd4eXoxM MONTY3ODkwYWj ZGVnZ2hpag==
----- END SAFE LOCK- - - - -
----- BEG N SAFE DATA-----
aHBr ZW/A4YWLwbGVj ZW j b21t aXRt ZWs0aGFzaHzZhbHVI MIIWR2hwY3| Cc GN5QThJ
SE50Y! hCec1pTQxi bUS5ZVhCMFpXUWIj ROY1Ykc5aFpDQ NhWFJv SUcx MAJ | UnBj
R3hs SUdOh2RXNXJj dz09
----- END SAFE DATA-----

HPKE reci pi ent with Hash: turboshake256 (32-octet key identifier,
default aes-256-gcmw th commtnent prefix):

----- BEG N SAFE CONFI G -- - -
Hash: turboshake256
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
————— BEG N SAFE LOCK-----
Step: hpke(kemx25519,
i d=dHVyYnmBzaGFr ZTI INnVAYWLWoGVOoYXNoMz JvY3RI dHVE,
kentt =dHVy YnBzaGFr ZW | bVWNpc Ghl cnRl eHRI eGFt ¢ Gxl M1 z)
Encr ypt ed- CEK:
dHVY YmBub25) ZTEyMz QLN c40OWFi Y2RI ZndoaWr bGlu
b3BxcnNOdXz3eH 6NVDEy Mz QLN c40TBhYmNkZWZnaGk=
————— END SAFE LOCK- - ---
----- BEG N SAFE DATA-----
dHWYnmBzaGr ZWN a2NvbWLpdGll bnRI eGFt ¢ Gxl aGFzaDFSeGhi WEJ zW NCMAMY
bHVaeUJ6Y0dOcExYUj Fj bUp2YzJoaGEy VX OVFl nYTIWNUI HhG aVzUwYVdacFpY
SWIk MmwYUNBek 1pMXZZMLJIs ZENBPTO=
————— END SAFE DATA-----

AEG S-256 with TurboShake key identifier (commtment prefix in DATA):
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----- BEG N SAFE CONFI G - - - -
AEAD: aegi s- 256
Hash: turboshake256
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
----- BEG N SAFE LOCK- - - - -
Step: hpke(kenmx25519,
i d=YWnaXNodXJi b3NoYW | aWRl bnRpZmi | ¢j MyYnl 0ZXME,
kentt =YW/naXNr ZWLj aXBoZXJ0ZXh0ZXhhbXBsZTEyM QLN c4)
Encr ypt ed- CEK:
YW/naXNub25j ZTEyMz QLN c40TAXxM MONTY3CDKWMT| z
YWj ZGVniz2hpamt sbWsvcHFyc3R1dnd4eXowMr| z NDU2
Nzg5MGFi Y2R ZmdoaWpr bGlub3BxcnNOdXZ3eH 6
----- END SAFE LOCK- - - - -
————— BEG N SAFE DATA-----
YWnaXNub2NvbWLpdGll bnRj aHVua2NpcGhl cnRl eHRvbnx5ZXhhbXBs ZWRhd GE=
————— END SAFE DATA-----

Anonymous X25519 recipient (trial decryption required):

————— BEG N SAFE CONFI G- - - - -

Lock- Encodi ng: readabl e

————— END SAFE CONFI G ----

----- BEG N SAFE LOCK- - - - -

Step: hpke(kenmx25519,
kentt =YWbvbnl t b3VzZW5j YXBzdWhdGvka2V5bWFOZXJ p YV
M MONTY3ODkwYWj ZGVnZ2hpamnt sbWsvcHFyc3R1dg==

Encr ypt ed- CEK:
YWsvbnl t b3VzZWbj cnl wdGVvkY2Vr ZGFOYTEY Mz QLN c4
OrBhYmN\kZWZnad ga2xt bmdwe XJzdHv2d3h5ej AxMy==

----- END SAFE LOCK- - ---

----- BEG N SAFE DATA-----

YWbvbnl t b3VzY2Vr Y29t bW 0bW/udCGhhc2h2YW1ZXBheWwkv YWR) aHVua2RhdCGE=

————— END SAFE DATA-----

H nted M.- KEM 768 recipient (4-digit hint for candidate filtering):
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----- BEG N SAFE CONFI G - - - -

Lock- Encodi ng: readabl e

————— END SAFE CONFI G- - - - -

————— BEG N SAFE LOCK-----

Step: hpke(kemenl - kem 768, hint=4217,
kenctt =bWr ZWLj aXBozZXJ0ZXh0d2l 0aGhpbnRl ZHJI Y2I waW/u
dG&ZpbHRI cm uZ2VAYWLwb GVk YXRNMT|T zNDU2Nz g5 MA==)

Encr ypt ed- CEK:
ad udGvkzZWej cnl wdGVk Y2Vr ZGFOYW/4YWLwb GUxM M)
NTY3ODkWYW | ZGvnZ2hpant sbWsvcHFyc3R1ldnd4eXo=

————— END SAFE LOCK-----

————— BEG N SAFE DATA-----

ad udGvkY2Vr Y29t bW ObW/udCGhhc2h2YW1ZXBheWv YWR aHVua2RhdGFozZXJl

----- END SAFE DATA-----

Two recipients, one passphrase-only and one HPKE (default aes-
256-gcm :

----- BEG N SAFE CONFI G - - - -
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
————— BEG N SAFE LOCK-----
St ep: pass(kdf=argon2i d, salt=cHdkc2FsdDEyMzQLNj c40TA=)
Encr ypt ed- CEK:
cHdkbmBuY2UxM MONTY3ODkwYWj ZGVnZ2hpant sbWsvcHFy
c3R1dnd4eXowMrl zNDU2Nzg5MGFi Y2RI ZnmdoaWw=
————— END SAFE LOCK- - ---
————— BEG N SAFE LOCK-----
St ep: hpke(kemep-256, id=Z21d0u6QE0cB2a4nM3Kp2Wv==,
kenct =QUJ DREVGROhJ Skt MTUSPUFFSULRWI d YW/phYm\kZWZnad q
a2xt bmBwe XJzdHv2d3h5ej AxM MONTY3ODkwYWj ZGVimZ2hp
ant sbWwsvcHFyc3R1ldnd4eXo=)
Encr ypt ed- CEK:
aHBr ZWsvbmNI MT1 zNDU2Nzg5MGFi Y2RI ZndoaWpr bGLub3Bx
cnNOdXz3eH 6 VDEyMz QLN c40TBhYm\kZWZnad q
----- END SAFE LOCK- - - - -
----- BEG N SAFE DATA-----
bXVsd@ yZWNpcG | bnRj ZW j b21t aXRt ZWs0aG-zaHzZhbHVI VFhW 2RHa3Rj bVZq
YVhCc FpXNTBJ R1YOW/c xd2J HVWik MnwwYUNCenFHRnI aV1FnYOdGNW HOMaJs
YmLlOeW/YQ BaVliFnYj | 1lal pRPTO=
————— END SAFE DATA-----

Mil ti-step step sequence with AND senantics (passphrase AND HPKE,
chacha20- pol y1305 with commtment prefix):
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----- BEG N SAFE CONFI G - - - -
AEAD: chacha20- pol y1305
Bl ock- Si ze: 16384
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
----- BEG N SAFE LOCK- - - - -
Step: pass(kdf=argon2id, salt=bXVsdd zdGvwc2FsdDEyM Q=)
Step: hpke(kem=x25519, id=eEF3bX yT3BWXpLUj RCdz09,
kentt =bXVsdd zdGvwWZXhhbXBsZW | bVWNpc Ghl cnRl eHQxM MDNTY3)
Encr ypt ed- CEK:
bXVsdd zdGvwbmBuY2UxM MINTY3ODKkWYWj ZGVniZ2hpant s
bWbvcHFyc3R1ldnd4eXowMr zNDU2Nz g5MGFi Yw==
----- END SAFE LOCK- - ---
----- BEG N SAFE DATA-----
bXVsdd zdGvwY2Vr Y29t bW ObW/udGhhc2h2YWk1ZTEy Me QLVWML W GRXbH aViEELn
WA 5 MGFDONdZWE56ZDI 5eVpDQkJ UalFnVORIMUSURTVI SEJ5YVhaaGRHVWIhM Y1
SUhSdkl HUmkZMDo1YOhRPQ==
----- END SAFE DATA-----

Sane multi-step exanple in arnored format (default Lock-Encoding):

————— BEG N SAFE CONFI G- - - - -

AEAD: chacha20- pol y1305

Bl ock-Si ze: 16384

----- END SAFE CONFI G ----

----- BEG N SAFE LOCK-----

U3R cDpwYXNzKG kZj 1hcmdvbj JpZCxz YWkOPW YVnINk R2x 6 ZEd Wi 2 My RnNk REVS
TXpRPSI TdGWwOThwa2Uoa2Vt PXgy NTUxOSxpZD1l RUYz Yl hseVQzQ di WHBMWWHS
Q@R6MDKksa2Vt Y3QQYI hWe 2RHbHpkR1Z3W hoaGl YQnNaV3Rs Yl dOc GNHaGxj bl Js
ZUhReE1qTTBOVFkzKUVUY3J5cHR ZC1DRUs6Yl hWwe2RHbHpkR1Z3YnD5dVky VXhN
akOwTl RZMD9Ea3dZVOopgWkdWhVoyaHBhbXRz Yl c1dmNI Rnl j MLI xZG5kNGVYb3dN
VEI 6 TKRVIK562Zz VNROZpWKc 9PQ==

————— END SAFE LOCK- - - - -

————— BEG N SAFE DATA-----

bXVsdd@ zdGvwY2Vr Y29t bW ObW/udGhhc2h2YWk1ZTEy Mz QLVWLWe GRXbHI aViEELn
WAD 5 MGFDONdZWE5S 6 ZDI 5eVpDQkJ UalFnVORIMUSURTVI SEJ5YVhaaGRHVWIhM Y1
SuhSdkl HUmkZMDo1YOhRPQ==

----- END SAFE DATA-----

Not e: The arnmpored LOCK exanpl es above use pl acehol der Base64 val ues.
The arnored payl oad is Base64(Encode(step_1, ..., encrypted_cek)) per
Section 6.2.2.

Two- passphrase step sequence (requires both passphrases to decrypt):
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----- BEG N SAFE CONFI G - - - -
Lock- Encodi ng: readabl e
————— END SAFE CONFI G ----
————— BEG N SAFE LOCK-----
St ep: pass(kdf=argon2i d, salt=Zm yc3RwWYXNzd29yZHNhbHQ=)
St ep: pass(kdf =pbkdf2, salt=c2Vjb25kcGFzc3dvcnmRzYW0)
Encr ypt ed- CEK:
dHdvcGFzc3dvenRub25j ZTEyMz QLN c40TBhYm\kZWZnad q
a2xt bmbwe XJzdHvV2d3h5ej AxM MONTY3ODkwYW =
————— END SAFE LOCK- - - - -

Hybrid post-quantum step sequence (X25519 AND M.- KEM 768, default
aes-256-gcmw th commitment prefix):

————— BEG N SAFE CONFI G- - - - -

Lock- Encodi ng: readabl e

————— END SAFE CONFI G ----

----- BEG N SAFE LOCK- - - - -

Step: hpke(kem=x25519, i d=cHF6RM ucHIpbnQxM MINTYS3,
kentt =eDl 1NTE5a2Vt Y2| waGVydGv4dDEy Mz QLNj c4OTBhYri\k Z\WY'=)

Step: hpke(kemem - kem 768, i d=bWkr ZWLmaWbnzZXJwcni udDEy Ma==,
kentt =bWr ZW3Nj hr ZWLj aXBoZXJ0ZXh0ZXh0cnVt ZW5b&uZz2Jh
C2U2NGVU Y29k ZWRk YXRh YXBwe mB4aWLhd GVs e TEWCDhv Y3RI
dHNb3JIwe XN Y3VyaXR5dChpc2l zZHVt bXI kYXRhZnmBy ZGvit

Nz Y4a2Vt Y21 waGvydGv4dGVuY2Fwe 3Vs YXRpb25k YXRh)
Encr ypt ed- CEK:
aH i cm kbmBuY2UxM MONTY3ODkwYWj ZGVnZ2hpant sbWsv
cHFyc3R1ldnd4eXowMTl zNDU2Nzg5MGFi Y2Rl Znt=
————— END SAFE LOCK- - - - -
----- BEG N SAFE DATA-----
aH i cm kcHFj ZW j b21t aXRt ZWs0aGFzaHzZhbHVI MI zNDU2VUc 5emRDMXhkV0Z1
ZEhWIEl HaDVZbk pwWk NCbGVHRNRj R3hs SUdSbGI XOXV) MLI5WhSc &t Y2dZM | 0
WAL s dVp XUWIXREK X TI RFNU HRnVaQ0J OVEMK TFJ VIVHQ=
————— END SAFE DATA-----

Appendi x B. I nplenmentation Quide

This appendix is informative. For a concise summary of the encryptor
and decryptor flows, see Section 3.

B.1. Encryptor Processing

Encrypt or processing proceeds in three phases: setup, recipient key
wr appi ng, and content encryption.

During setup, the encryptor:
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1. Selects an AEAD al gorithm and Bl ock-Si ze (or accepts defaults)

2. Emts a SAFE config block if using non-default val ues

3. Generates a random 32-octet CEK: Saf eRandom(32, " SAFE- CEK")
Encryptors MJST NOT reuse a CEK across nultiple files; each SAFE
encoding requires a fresh CEK. Reusing a CEK weakens unlinkability:
an adversary observing multiple files encrypted with the same CEK can
determ ne they share the sane content encryption key by conparing
derived payl oad keys or nonces.

For each recipient, the encryptor waps the CEK by:

1. Emtting Step lines with required step paraneters (salt for pass
steps, kentt for hpke steps)

2. GCenerating a fresh lock_nonce: SafeRandom( Nn, " SAFE-LOCK- NONCE")
3. Deriving step secrets and conputing the KEK per Section 5.7.1

4. Emtting the Encrypted-CEK field

To encrypt content, the encryptor:

1. Derives payload_key fromthe CEK and encrypti on_parameters per
Section 5.7.3

2. Splits the plaintext into Block-Size bl ocks (N blocks total)

3. For NWMR AEADs, derives nonce_base per Section 5.7.3 and conputes
nonce_i = nonce_base XOR pad(uint64(i)) for each bl ock. For non-
NVR AEADs, generates per-block nonces using one of the
constructions in Appendi x D.

4. For each block i: a. Computes nonce_i per the chosen
construction b. Determines is final =1 if i == N- 1, else 0 c.
Constructs data_aad(i, is_final) per Section 5.7.6 d. For non-
NVR AEADs: emits nonce_i || AEAD. Seal (payl oad_key, nonce_i, aad,

bl ock). For NWVR AEADs: emts AEAD. Seal (payl oad_key, nonce i,
aad, block) (ciphertext and tag only; nonce is not stored).

B.2. Decryptor Processing

Decryptor processing proceeds in three phases: configuration, CEK
recovery, and content decryption
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During configuration, the decryptor reads the SAFE config (if
present) to | earn non-default values and constructs
encryption_parameters from AEAD, Bl ock-Si ze, and Hash

To recover the CEK, the decryptor

1. Selects a LOCK bl ock per Section 6.2.3

2. Parses lock_nonce (first Nn octets) fromthe Encrypted-CEK field
3. Evaluates steps to derive the KEK per Section 5.7.1

4. Decrypts Encrypted-CEK to recover the 32-octet CEK

Decryptors MJST reject Encrypted-CEK values that do not decode to
exactly Nn octets (wap nonce) plus a ciphertext whose pl ai ntext
length is exactly 32 octets, where Nn is the AEAD nonce size from
Section 9.1.

To decrypt content, the decryptor derives payl oad _key fromthe CEK
and encryption_paraneters per Section 5.7.3. For NVR AEADs, the
decryptor al so derives nonce_base and conputes nonce_i = nonce_base

XOR pad(uint64(i)) for each block. For non-NVR AEADs, the decryptor
reads each nonce fromthe stored netadata. Each block is decrypted

using its nonce, ciphertext, tag, and data_aad(i, is_final) per
Section 5.7.6. The location of these conmponents depends on the
| ayout :

* Linear layout (Section 6.4.1): for non-NVR AEADs, each encrypted
bl ock contains nonce, ciphertext, and tag concatenated; for NWR
AEADs, ciphertext and tag only.

* Aligned | ayout (Section 6.4.2): for non-NVR AEADs, nonces and tags
are in the header netadata array; for NVR AEADs, only tags are
stored. Ciphertext blocks are at aligned offsets.

See Appendix G for offset cal cul ations.

Appendi x C. Random CGenerati on

Thi s appendi x defines Saf eRandom the random generation function used
for all encryptor-generated random val ues in SAFE

C 1. Base Construction

Saf eRandon{ n, | abel):
return CSPRNGE n)
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When no private key is avail able, Saf eRandom returns raw CSPRNG
output. The |abel parameter is reserved for use by the hedged
construction (Appendix C. 2).

C. 2. Hedged Construction

When a long-termprivate key sk is available, the encryptor SHOULD
mx it into Saf eRandomto defend agai nst a weak or attacker-

i nfluenced RNG The construction follows [RFC8937]: hedge_key is a
determnistic function of sk (replacing the signature in [ RFC8937]
with a KDF, since SAFE does not require a signature schene), and
Saf eRandom conbi nes it with CSPRNG out put via Label edDeri ve.

hedge_key = Label edDerive(" SAFE- HEDGE", sk, "", 32)

Saf eRandon{ n, |abel):
return Label edDeri ve(l abel,
[ hedge _key, CSPRNG n)], "", n)

An adversary who can predi ct CSPRNG out put but does not know sk
cannot predict the hedged val ues. Hedging does not prevent repeated
output from RNG state duplication (VM snapshot restore, process fork
wi t hout reseed); identical CSPRNG output produces identical hedged
out put regardl ess of the private key.

Suitable private keys include any | ong-termkey held by the encryptor
(an HPKE sender private key, an application-provided signing key, or
simlar). The key need not correspond to any LOCK st ep.

Encryptors MJST use Saf eRandom for all random val ues generated during
SAFE encodi ng: CEK, passphrase salt, |ock_nonce, and bl ock nonce
base. HPKE internal randommess (Encap) is not hedged by default.

I mpl enent ati ons whose HPKE |ibrary accepts an external randonmess
source SHOULD supply Saf eRandon{Nrand, "SAFE-ENCAP") instead of raw
CSPRNG out put, where Nrand is the randommess |length required by the
KEM

A functioning CSPRNG i s REQUI RED when no private key is avail abl e.
See Section 8.9 for the security analysis.

Appendi x D. Nonce Constructions
Thi s appendi x describes two nonce constructions for block encryption.
Bot h produce Nn-octet nonces suitable for use with the configured

AEAD. Decryptors read the stored nonce from each bl ock and do not
need to know which constructi on was used.
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D.1. Base-XOR Construction

base
nonce_i

Saf eRandon( Nn, " SAFE- NONCE")
base XOR uint64(i)

Where uint64(i) is the block index in network byte order (see
Section 4.1). The XOR is applied to the last eight octets of base,
with the remaining | eading octets unchanged. Wthin a single file,
the XOR with distinct block indices guarantees nonce uni queness.

This construction is one-pass and supports parallel block encryption
D. 2. Pl aintext-Bound Construction

Encryptors SHOULD i ncorporate plaintext into per-block nonce
derivation for SlIV-1ike nonce-m suse resistance when RNG state
duplication is a concern (e.g., VM snapshots, process forks without
reseed). This requires two passes over each bl ock (hash then
encrypt).

nonce_i = Label edDeri ve("nonce",
[ Saf eRandon{ Nn, " SAFE- NONCE"),
payl oad_key],
[...encryption_paraneters,
Encode( " SAFE- NONCE', |20SP(i, 8),
Label edDeri ve(" SAFE- NONCE",
pl ai ntext i,
encryption_paraneters, 32))],
Nn)

Under RNG state duplication, this construction produces different
nonces when plaintext differs, Iimting exposure to | eaking equality
of identical blocks at the same index. The two-pass cost is the
trade-of f for this property.

Appendi x E.  Error Codes for Testing
Thi s appendi x is informative.

For interoperability testing, inplenentations MAY use the follow ng
error identifiers to categorize failures

| Error Code

Unknown AEAD
al gorithm

config |
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| ERR_UNSUPPORTED KEM

SAFE

| Unknown KEM
| identifier

| I'nvalid Bl ock-
| Size val ue

| No matching
| private key

| HPKE
| decapsul ation
| error

| Encrypt ed- CEK
| decryption
| failed

| Bl ock
| decryption
| failed

| Bl ock index
| invalid

| Base64
| decoding error

| Repeated field
| nane

| Repeated step
| parameter

| pass(...)
| without salt

| hpke(...)
| without kenctt

| ERR_MULTI PLE_PASS ONLY_LOCK | Ml tiple same-

| ERR RESOURCE LIM T

Sul l'i van

| variant pass-
| only LOCKs

| Non-ASCII in
| header

Si ze/ count
| limt exceeded

Expi res 3 Septenber 2026

March 2026
| Parsing |
| hpke(...) step |
o e +
| Parsing SAFE |
| config |
. +
| Reci pi ent |
| discovery |
o e +

o a o +
| Content |
| decryption |
I I
o e +
| Content |
| decryption |
o a o +
| Any Base64 |
| field |
o e +
| Parsing SAFE |
| config |
o a o +
| Parsing Step |
| lines |
o e +

. +
| Parsing LOCK |
I I
o e +
| Discovery |
I I
I I
. +
| Parsing any |
| header |
S +
| Parsing any |
| bl ock |
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e T R . +

| ERR_INVALI D SALT_LENGTH | salt not | Parsing salt

| | exactly 16 | |

| | octets | |

O . +
Tabl e 17

Appendix F. Arnored Data Arithnetic
Thi s appendi x is infornative.
In arnored node, Decryptors conpute the block count N and final block

size fromthe Base64 payload length. Let S b64 be the payload string
between the fences, len_b64 its length in characters, pad the nunber

of trailing = signs (0, 1, or 2), and len_bin_total = 3 *
floor(len_b64 / 4) - pad. The commtnent prefix is always 32 octets.
The encrypted bl ock region is len_bin _ciphertext = len_bin_total -

32. Let B = Block-Size and Nn = AEAD nonce | ength. Define:

C = Nn + B+ 16
N nonfinal = floor( len_bin _ciphertext / C)
rem = len_bin_ciphertext - N nonfinal * C
if rem==
N N_nonfi na
C final C

else if rem< Nn + 16:
reject as mal forned

el se:
N = N_nonfinal + 1
Cfinal = rem

L final = Cfinal - Nn - 16

A decryptor decrypting block index i conputes byte offsets relative
to the start of the encrypted block region (after any comm tnent):

i * C
Cif i <N- 1else Cfinal

bl ock_byte_start
bl ock_byte | en

byte start = 32 + bl ock_byte start

byte | en = bl ock_byte | en

char_start =4 * floor( byte start / 3)

char _end =4 * ceil( (byte start + byte len) / 3)
For each block index i, the decryptor:

1. Extracts S b64[char_start:char_end]

2. Base64-decodes to a tenporary buffer tnp
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3. Conputes skip = byte_start nod 3
4. Selects encrypted_block = tnp[skip : skip + byte_len]

5. Parses nonce_i = encrypted_block[0: Nn] and ciphertext i =
encrypt ed_bl ock[ Nn: ]

6. Determnes is final = 1if i == N- 1 else 0
7. Constructs data aad(i, is final) per Section 5.7.6

8. AEAD-opens ciphertext i under payload key with nonce_ i and
dat a_aad

Appendi x G Sel ective Decryption
Thi s appendi x is infornative.

To decrypt block index i froma |long object, a decryptor first

sel ects a candi date LOCK per Section 6.2.3. The decryptor constructs
encryption_parameters fromthe SAFE config or fromdefaults, parses

| ock_nonce from Encrypt ed- CEK, eval uates the step sequence to derive
the KEK, and opens Encrypted-CEK to recover the CEK. The decryptor
derives payl oad_key fromthe CEK and encryption_paraneters, then

| ocates block i in the payload. No other blocks need to be read or
decoded.

For binary encoding, read N and D fromthe header, then conpute bl ock
i’s ciphertext offset as (D + i) x B. The nonce and tag are at
of fset header_len + 32 + 8 +i x (Nn + 16). See Section 6.4.2.

For armored encodi ng, the decryptor nust conmpute the Base64 character
wi ndow covering bl ock i and decode only that wi ndow, as descri bed
bel ow.

G 1. Exanple: Arnored Sel ective Bl ock Decryption

Consi der Bl ock-Si ze=16384, Nn=12 ( AES-256- GCM nonce size), and three
bl ocks: two full blocks plus a 5000-octet final block

C = Nn
Cfinal = Nn
total _binary
Base64 | en

B+ 16 = 12 + 16384 + 16 = 16412 octets (full bl ock)
5000 + 16 = 12 + 5000 + 16 = 5028 octets (final bl ock)
32 + 16412 + 16412 + 5028 = 37884 octets

ceil (37884 / 3) * 4 = 50512 characters

I+ +

To decrypt block i=0, conpute byte and character offsets:
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byte start =32 + (0 * C = 32

byte | en = C = 16412

char_start = floor(byte start / 3) * 4 = 40

char _end = ceil ((byte_start + byte len) / 3) * 4 = 21928
skip = byte start nod 3 = 2

Extract S b64[40:21928], Base64-decode, skip first 2 bytes of decoded
out put, then take 16412 bytes as the encrypted bl ock. Parse the
first 12 bytes as the nonce, AEAD open the renaining bytes under

payl oad_key with the extracted nonce and bl ock AAD.

Appendi x H.  Design Rational e
Thi s appendi x is informative.
SAFE' s design choices reflect trade-offs between flexibility,
performance, and sinplicity. This section explains the rationale
behi nd key architectural decisions.
H 1. Two-Tier Key Hi erarchy
SAFE separates the Content-Encryption Key (CEK) fromthe Key-
Encryption Key (KEK) to enable nulti-recipient encryption wthout
duplicating payl oad ci phertexts.
H1.1. Benefits
A single CEK is generated once and used to encrypt the payl oad; each
recipient’s LOCK derives a KEK that wraps the sane CEK. This design
of fers several advantages:
1. Storage and bandwi dth efficiency: Adding recipients requires only
addi ng LOCK bl ocks (typically < 1 KB each), not duplicating the
entire payload. For large files, this is critical

2. Key rotation: Recipients can be added or renoved by re-w appi ng
the CEK under new KEKs w t hout re-encrypting the payl oad.

3. Operational flexibility: The CEK remai ns constant while KEKs
rotate, sinplifying key nmanagenent.

H 1.2. Trade-offs
This design inplies that all recipients share the sanme payl oad_key.
Encryptors who require per-recipient payl oad keys (e.g., for fine-

grai ned access control that survives CEK conprom se) would need to
encrypt multiple independent payl oads.
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If recipients directly decrypted the payload with their KEK, each
reci pient would require a distinct copy of the ciphertext,
mul ti plying storage and bandw dth costs.

H 2. Mniml Block AAD

Bl ock associated data is defined as Encode(" SAFE- DATA", |20SP(i, 8),
1 20SP(is_final, 1)), binding each block to its position and finality.
Suite paraneters and LOCK-specific data are excluded from bl ock AAD.

H 2.1. Rationale
This choice prioritizes sinplicity and (1) random access:

1. Selective decryption: payl oad_key al ready depends on
encryption_paranmeters, so block AAD need not repeat them This
avoi ds requiring every block decryption to reference the SAFE
config.

2. Milti-recipient caching: Including LOCK-specific data (Step
lines, kentt) would couple block decryption to a specific LOCK
preventing efficient caching of payload key across nmultiple
recipients.

H 2.2. Security Properties
Suite and LOCK binding is indirect through the key hierarchy:

* The KEK schedul e binds encryption_paranmeters at initialization and
final derivation, with all step tokens fol ded between; Encrypted-
CEK AEAD aut henticates the CEK under this KEK

* The payl oad schedul e bi nds payl oad_key to encryption_paraneters
vi a Label edDeri ve.

* Bl ock AAD includes the block index and finality flag, preventing
reordering, splicing, truncation, and extension within a file.

H 2.3. Alternative Designs Considered

An alternative design could include a "recipient_id" in block AAD
but this would require additional per-recipient netadata and
complicate nmulti-recipient scenarios. SAFE s choice favors
performance and sinplicity for the common case of single-recipient or
trust-equivalent multi-recipient files, while accepting that

ci phertext blocks alone do not directly identify which LOCK unl ocked
t hem
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SAFE provides built-in truncation and extension detection via the
is final flag in block AAD (Section 5.7.6). The final block is
marked with is_final=1; all preceding blocks use is_final=0. This
design, inspired by the STREAM constructi on [ STREAM, enabl es

* Truncation detection: a block with is_final=0 and no successor
i ndi cates truncation

* Extension prevention: appending after is_final=1 fails AEAD
verification

* Streaming wites: encryptors buffer the Iast block until the
stream cl oses, then encrypt it with is_final=1

Per - bl ock random nonces (Section 5.7.4) enable selective editing:

i ndi vi dual bl ocks can be re-encrypted wi thout affecting LOCK bl ocks
or other blocks. This design trades a snall storage overhead (Nn
bytes per block) for flexibility in payload nodification

Appendix |I. Test Vectors

Thi s appendi x provides a conpl ete known-answer test for a passphrase-
based SAFE encodi ng using default paraneters (aes-256-gcm Bl ock-

Si ze=65536, Hash=sha- 256, Dat a- Encodi ng=arnored). All values are hex
unl ess not ed.

## | nputs

Passphrase: "correct horse battery staple" (UTF-8, 28 octets)
Sal t: 01010101010101010101010101010101

CEK: aaaaaaaa...aa (32 octets of O0xAA)

| ock_nonce: 020202020202020202020202

Pl ai nt ext: "Hel l o, SAFE!" (12 octets)

## encryption_paraneters
encryption_paranmeters = ["aes-256-gcnt, "65536", "sha-256"]

## KEK Schedul e

st ep_t oken: 00047061737300086172676f 6326964
001001010101010101010101010101010101
Encode("pass", "argon2id", salt)
step_secret: 7d3491ac8af 1b54526792869b7257f 5dbf 7¢cc3¢c20929417bb193e396¢51d7965
agg_init: 1b257512ce57328cbb04bbf 80b4b3aa220d875832¢c8439c0cdda85eleaf 8428b

Label edDeri ve("kek_init", "",
encrypti on_paramneters, 32)
agg_step: 596a483b938ad11da3369007f 1b7f 073502101879eb257f Of 4b22c0758f dee21
Label edDeri ve("kek_step",
[agg, secret], token, 32)
derived_kek: bf edcaf d41d9da3c1c77f 73358b973adececf bc212ae558eed0df ba709cdc24e
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Label edDeri ve("kek", agg,
encrypti on_paramneters, 32)

## Encrypt ed- CEK

aad: """ (enpty)

Encr ypt ed- CEK: 020202020202020202020202352che85
a8e4434e5cd98d6507c¢80759df e41f be
13a649df 57a9f 7f 46d1a7f 90c60e1531
92ech8c83a649656a6785487

## Payl oad Schedul e

conmi t nent : 4a3a59d10a797e3f dOeab54ab2ca4e9b6d2ba6116475981f c2b7clec88c8bf acc
Label edDerive("commit", CEK,
encrypti on_paramneters, 32)

payl oad_key: 3888f 12793448b662f 9b2b85c5e3e9f 9256d08cc6chbe29699038808accd2aa7a
Label edDeri ve(" payl oad_key", CEK
encryption_paraneters, 32)

## Bl ock Encryption (block 0, is_final=1)

raw_r andom 030303030303030303030303

ui nt 64(0): 0000000000000000

nonceO: 030303030303030303030303 (= raw_random XOR 0)
dat a_aad: 0009534146452d4441544100080000000000000000000101

Encode( " SAFE- DATA",
| 205P(0, 8), 120sP(1, 1))
ci phertext +t ag: €6d28185d04caa07e012e4dd30e6be6337c9e04493504427888ee386
encrypted_bl ock: 030303030303030303030303c6d28185
d04caa07e012e4dd30e6be6337c9e044
93504427888ee386

## Conpl ete SAFE bj ect
SAFE DATA = commitnment (32) + encrypted_bl ock (40)
= 72 octets, 96 Base64 chars.

Readabl e format: ~~~~ -----BEG@ N SAFE CONFI G ---- Lock-Encodi ng
readable ----- END SAFE CONFIG ---- ----- BEG N SAFE LOCK- - - - - Step
pass( kdf =argon2i d, sal t =AQEBAQEBACQEBACQEBACQEBAQ==) Encr ypt ed- CEK:
Agl CAgl CAgl CAgl CNSy+haj kQ05c2Y1l B8gHWI/ kH74Tpknf V6n39&0af 5DGEDhUx

kuy4yDpkl | aneFSH ----- END SAFE LOCK----- ----- BEG N SAFE DATA-----
Sj pZ0Q5fj / Bl Sr LKTpt t K6 YRZHWYHSK3wey | y L +s WDAMVDAMVDAWMVDAWPG0 0 GF
OEyqB+AS5NOWST 5) NBngRINQRCel j UGG ---- - END SAFE DATA----- ~~~~

Sane object in arnored format (default Lock-Encoding). The arnored
LOCK body is Base64(Encode(step, ecek)) per Section 6.2.2:
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----- BEA N SAFE LOCK-----

ACl ABHBhc3MACGFY Z29uMmr k ABABAQEBAQEBAQEBAQEBAQEBADWCAgG! CAgl CAgl C
Agl 1LL6FqORDTI zZj WJHy AdZ3+QF vhOrSd9Xqf f ObRp/ kMYOFTGS7Lj | OnSW/qz4
Vl c=

Sj pZ0Q5f j / Q61 Sr LKTpt t K6 YRZHWYHBK3wey | y L +s wDAMVDAMVDAMVDAWPGD 0 GF
OEygB+AS5NOWST 5) NBngRINQRCel j uCG
————— END SAFE DATA-----

Appendi x J. Label edDerive Test Vectors
This appendix is informative. These vectors validate the
Label edDerive function in isolation, independent of the SAFE
protocol. Inputs are deliberately short for readability. See
Section 5.4.1 for the definition

Conmon inputs for all vectors:

| abel : " SAFE- TEST" (9 octets, hex: 534146452d54455354)
i km 0a0b0c0d0eOf (6 octets)
i nfo: "" (0 octets)

J.1. Hash=sha-256, L=32

Extract salt = "SAFE-v1":
534146452d7631

Extract i km = Encode(" SAFE-v1",
label, ...ikn):
0007534146452d76310009534146452d5445535400060a0b0c0d0eOf

prk = Extract(salt, ikn):
983d59830192955caf 33f f f 4056ed415e2cdlcef 7f e3072e075cf 90903¢c97146

Expand i nfo = Encode(" SAFE-v1",
| abel, ...info,
1 20SP(32, 2)):
0007534146452d76310009534146452d54455354000000020020

out put = Expand(prk, info, 32):
d7413c70bb7bde999f 5e543c0796d63a0af 6839ebbe5203cc526776b978bald7

J. 2. Hash=sha- 256, L=16

out put = Label edDerive(l abel, ikm info, 16):
€190628€91995808047c49a7269b9d3b
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J. 3. Hash=turboshake256, L=32

Deri ve( Encode( " SAFE-v1",

| abel, ...ikm
1 208P(32, 2), ...info), 32):
i nput: 0007534146452d76310009534146452d5445535400060a0b0c0d0e0f 00020020

0000
out put: 0394158419b3a24ch4f 29376ada39b833f 100a1825bf ac7bc64f 4f 2ca9f f 8a50

J. 4. Hash=turboshake256, L=16

out put = Label edDerive(l abel, ikm info, 16):
f 1c0c2cd38c6b0cbdOf a6a986b12c82d

Appendi x K. Defining New Step Types
Thi s appendi x is infornative.

New step types can be defined and registered to extend SAFE with
addi ti onal authentication nmechanisns. This section illustrates the
process using three hypothetical steps: two PPKDF steps for token-
gated key derivation (Appendi x K 1), and a WebAut hn PRF step for
har dwar e token aut henti cati on.

K. 1. Exanple: Privacy Pass Steps

Privacy Pass [ RFC9578] type 0x0001 tokens use a VOPRF [ RFC9497]. The
client constructs a Tokenl nput containing a nonce, blinds it, and
sends the blinded elenent to the issuer. The issuer evaluates its
PRF on the blinded element and returns the result. The client
unblinds to obtain the authenticator, which is a determnistic
function of the Tokenlnput and the issuer’s secret key.

In normal issuance the nonce is random naking each token uni que.
PPKDF sets the nonce to a deterministic value derived fromthe SAFE
context, so the authenticator is reproducible and serves as step key
material. The issuer’s behavior is unchanged and cannot distinguish
a PPKDF request from normal token issuance.

Two step types use this mechani sm

*  ppkdf: token-gated key derivation with application-supplied
cont ext .

*  ppkdf-pass: token-gated key derivation with password-derived
context for online throttling.
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K.1.1. Shared Paraneters
i ssuer (REQUIRED): Server nanme (host or host:port) of the Privacy
Pass token issuer. The issuer holds the VOPRF key pair; its
public key pkl MJST be known to the client.

salt (REQUI RED): Base64-encoded salt. MJST decode to exactly 32
octets. GCenerated at encryption tine using Saf eRandom

The binding step _token uses the Encode form (Section 5.6):
*  ppkdf: Encode("ppkdf", issuer, salt)
*  ppkdf - pass: Encode(" ppkdf-pass", issuer, kdf, salt)

where issuer and kdf are UTF-8 strings and salt is the raw decoded 32
octets.

K.1.2. ppkdf Step

The ppkdf step provides token-gated key derivation with application-
suppl i ed context.

Token form

ppkdf (i ssuer =t okens. exanpl e. com sal t =<Base64>)

G ammar :

ppkdf - st ep = "ppkdf (" ppkdf-paranms ")"

ppkdf - parans = "issuer=" pp-host "," "salt=" salt

pp- host = host [ ":" port ]

host = 1*( ALPHA/ DGET / "-" [ "." )

port =1*DAT

sal t = 1* BASE64CHAR ; 44 chars = 32 octets

Derivation

Decode salt to salt_bytes (32 octets). Conpute a deterninistic nonce
for the Tokenl nput:

nonce = Label edDeri ve(" SAFE- PPKDF",
"" [...encryption_paraneters,
bi ndi ng_step_t oken, salt_bytes], 32)

where binding step token is the Encode-based binding formdefined in

Section 5.6. Construct a type 0x0001 Tokenl nput ([RFC9578],
Section 5.1) with nonce as above. Set challenge digest to
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Label edDeri ve(" SAFE- PPKDF", TokenChal | enge, encryption_paraneters,
32), using a TokenChall enge with issuer_name = issuer and enpty
redenpti on_context and origin_info.

Blind the Tokenlnput and send in a standard type 0x0001 TokenRequest.
The issuer evaluates the VOPRF and returns a TokenResponse. Verify
the VOPRF proof and unblind to obtain the authenticator (32 octets).
Set step_secret = authenticator.

K. 1.3. ppkdf-pass Step

The ppkdf-pass step adds password-derived input. Each password guess
requires a VOPRF evaluation fromthe issuer

Token form

ppkdf - pass(i ssuer =t okens. exanpl e. com kdf =ar gon2i d, sal t =<Base64>)

G ammar :
ppkdf - pass-step = "ppkdf-pass(" ppkdf-pass-parans ")"
ppkdf - pass- parans = "issuer=" pp-host ","

"kdf =" kdf-name "," "salt=" salt
kdf - nane = "argon2id" / "pbkdf2"

The kdf paraneter selects the password KDF using the same al gorithns
and default paranmeters as the pass() step (Section 5.6.2).

Deri vati on:
Decode salt to salt_bytes (32 octets). Derive pw32 fromthe user’s
password using the KDF indicated by the kdf paraneter, with
salt_bytes as salt input and the default paraneters defined in
Section 5.6.2. Conpute the determ nistic nonce:
nonce = Label edDeri ve(" SAFE- PPKDF- PASS",

pw32, [...encryption_paraneters,

bi ndi ng_step_t oken], 32)

Execute the PPKDF protocol as in the ppkdf step using this nonce.
Set step_secret = authenticator.

K.1.4. |1 ANA Registry Entries

A registration for these steps would incl ude:
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E oo oo s e, e ey el e e
| Step Name | Parameters | I'nputs | Secret | Ref

[ e e ey s ey e
| ppkdf | issuer=X, salt=X | PPKDF token | 32 octets | (this

I I I I | doc) |
I R I I I I I +------- +
| ppkdf-pass | issuer=X, kdf=X, | PPKDF token, | 32 octets | (this

| | salt=X | password | | doc) |
R I R i I i T F--- - - - +------- +

Tabl e 18

K.1.5. Security Considerations for Privacy Pass Steps
For ppkdf:

The issuer sees only the blinded elenment. It cannot |earn context,
step_secret, or anything about the SAFE file. The VOPRF proof lets
the client detect the wong issuer key. Conprom se of skl enables
of fline computation of step_secret for any context, breaking the
online-gating property.

For ppkdf - pass:

Each password guess requires a VOPRF eval uation; issuer rate linits
control guessing frequency. The issuer never sees the password-
derived context. Conprom se of skl still requires inverting the
menory-hard KDF to recover the password.

Exanpl e LOCK bl ock:

----- BEG N SAFE CONFI G --- -
Lock- Encodi ng: readabl e
————— END SAFE CONFI G- - - - -
————— BEG N SAFE LOCK-----
St ep: ppkdf (i ssuer =t okens. exanpl e. com sal t =<Base64>)
Encr ypt ed- CEK:
Base64- encoded encrypted CEK
————— END SAFE LOCK-----

K. 2. Exanple: WbAuthn PRF Step

A WebAut hn- based step woul d all ow hardware token authentication using
the PRF extension defined in Wb Aut hentication Level 3

[ WBC. webaut hn-3]. Unli ke WebAut hn assertions (signatures), the PRF
extension provides determ nistic output suitable for SAFE s step
nodel .
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K.2.1. Step Definition
Step nane: webaut hn-prf

The webaut hn-prf step token has three forns:

webaut hn- prf (r pi d=exanpl e. com sal t =xyz. . .) ; ldentified RP
webaut hn-prf (sal t =xyz...) ; Anonynmous RP
webaut hn- prf (r pi d=exanpl e. com sal t =xyz. .., | abel =Yubi Key) ; Wth | abe

The paraneters are:

rpid (OPTIONAL): The WebAuthn relying party identifier. When
present, the Decryptor uses this rpld for the WebAut hn cerenony.
When onitted, sel ects anonynous RP nopde.

salt (REQUI RED): The Base64-encoded PRF salt. MJST decode to
exactly 32 octets. Generated at encryption tinme using Saf eRandom

| abel (OPTIONAL): A human-readabl e display nane for this credentia
(e.g., "YubiKey", "Phone"). Not included in the binding
step_token; see Section 5.6.

Credential selection is delegated to the authenticator via WbAuthn's
al | owCredenti al s nechanism The Decryptor passes all candi date
credential IDs for the rpld; the authenticator selects the matching
credential internally.

G anmar :

webaut hn-prf-step "webaut hn-prf (" webaut hn-paranms ")"

webaut hn- par ans [ "rpid=" rpid "," ] "salt=" salt
[ "," "label =" |abel -val ue ]
rpid =1*( ALPHA/ DT/ "-" [ ".")
sal t = 1* BASE64CHAR ; 44 chars = 32 octets
| abel -val ue = 1*( ALPHA/ DAT/ "-")

Anonymous RP node: Whien rpid is omtted fromthe token, the
Decryptor tries each rpld for which it holds credentials. Each
rpld requires a separate WbAut hn cerenony (and potentially a user
pronpt). Privacy benefit: hides the relying party from passive
observers. Cost: one cerenony per candi date rpld.

Derivation: The authenticator eval uates the PRF extension with the
sel ected credential and the decoded sal t:
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prf_salt = decode(salt) ; 32 octets
prf_out put = WebAut hn_PRF(credential, prf_salt)

step_secret = Label edDeri ve(
"webaut hn-prf", prf_output,
encrypti on_paraneters, 32)

Inputs: credential (local, selected by authenticator for the
rpld), prf_salt (fromtoken).

Encode form Encode("webauthn-prf", rpid, salt). rpid is UTF-8; salt
is the raw decoded 32 octets. rpid is always present in the
bi nding form even when onmitted on-wire; when omtted, the
Encryptor or Decryptor uses the rpld fromthe WbAut hn cerenony.
Label is not included in binding.

Validation: salt MJST decode to exactly 32 octets. rpid, when
present, MJST match the hostnane grammar 1*(ALPHA / DIGT / "-" [/

")
Exanpl e LOCK

----- BEG N SAFE CONFI G- - - - -
Lock- Encodi ng: readabl e
----- END SAFE CONFI G- - - - -
----- BEG N SAFE LOCK-----
St ep: webaut hn-prf (rpi d=exanpl e. com sal t =xyz...)
Encr ypt ed- CEK:
Base64- encoded encrypted CEK
----- END SAFE LOCK- - - - -

K. 2.2. 1ANA Registry Entry

(this |
rpld

Table 19
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K.2.3. Security Considerations for WebAuthn PRF Step

The WebAut hn PRF step provides hardware-bound key material (the

aut henticator holds the secret), user presence verification (touch
required), phishing resistance (rpid binding), and offline decryption
capability once the PRF output is conputed.

The PRF extension requires WbAuthn Level 3 support in the browser.
Non- di scoverabl e credentials wap key material in the credential 1D
| osing the credential ID neans | osing access to the encrypted file.
Unli ke the Privacy Pass steps, no server-side rate limting is
possi bl e.

Privacy: rpid in cleartext reveals the relying party to passive
observers. Anonynous RP node (rpid omtted) hides this but the rpld
may still be guessable from context.

Trial bounds: anonynous RP nobde requires one WebAut hn cerenony per
candidate rpld. Decryptors SHOULD i npose a | ocal bound on the number
of rplds to try. Prefer identified node when privacy i s not
required.
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