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1. Introduction

The CFRG and | ETF have devel oped effective coll aboration patterns for
publ i shing cryptographi c nechanisns in | ETF protocols. MS and HPKE
Privacy Pass and VOPRF, PPM and VDAF all follow a simlar structure:
the Crypto Forum Research G oup (CFRG publishes mechani sm
specifications on the | RTF stream as Informational RFCs, and | ETF
wor ki ng groups publish Standards Track protocol integration that

ref erences those nechani sns.

Thi s docunent articul ates a structured nodel, informed by those

col l aborations, for managi ng the boundary between CFRG nmechani sm
devel opment and | ETF Standards Track deploynent. It describes three
el ements: a two-lane publication nodel (nechani sm specification vs.
protocol integration), a dedicated working group tenplate for

coordi nating Standards Track depl oynent of CFRG nechani sns across
mul tiple protocols, and use of the CFRG Crypto Review Panel to help
wor ki ng groups strengthen their Security Considerations text.

In 2025, the | ETF chartered the HPKE Worki ng G oup [ HPKE- CHARTER] to
republish [ RFC9180] on the Standards Track and defi ne post-quantum
extensions. This docunent generalizes the HPKE WG approach into a
repeatabl e pattern available for future nmechani sns.

These col | aboration patterns work well when followed deliberately.

Wt hout deliberate coordination between |anes, two recurring problens
ari se.
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1.1. Under-Justified Cryptographi c Decisions

Prot ocol working groups sonetinmes duplicate or redefine cryptographic
al gorithm paraneters, encodings, or constructions w thout CFRG | eve
anal ysis. This happens when a WG percei ves CFRG engagenent as too

sl ow or out-of-scope, |eading to cryptographi c design decisions in

St andards Track docunents without security proofs, test vectors, or

i ndependent review. A WG that defines a custom key derivation
construction or novel nonce generation schene has made a

crypt ographi ¢ design decision that warrants CFRG scrutiny, regardless
of how "straightforward" the construction appears.

1.2. Late-Stage Security Surprises

Prot ocol working groups sonetinmes discover at |ETF Last Call or |ESG
review that a docunment needs CFRG review, when Security

Consi derations text is scrutinized and assunptions about threat
nmodel s, key nmanagenent, or algorithm properties diverge between
crypt ographi c experts and protocol engineers. This applies across

| ETF areas, not just the Security Area: any working group using
crypt ographi ¢ nechani sns may encounter gaps between its protoco
expertise and the cryptographic properties it depends on. A docunent
that reaches | ETF Last Call without crypto review nmay require Crypto
Panel review late in the process, adding nonths to publication and
forci ng substantive design changes under time pressure.

Wor ki ng groups, area directors, and the |Independent Subm ssions
Editor retain full discretion over adoption. The normative keywords
in this docunent describe recomended practice for those adopting
thi s nodel .

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.3. Term nol ogy

Mechani sm agreenent: The set of docunments establishing that a
crypt ographi c nechanismis suitable for | ETF use. For CFRG
aut hored mechani sms, this is a mechani smspecification (algorithm
definition, security analysis, and test vectors) published on the
| RTF stream For externally specified nechanisns, this is the
external specification plus a CFRG security considerations
docunent validating the nmechanismfor |ETF protocol contexts. See
Section 2 for the full definition of Lane 1.

Sul l'i van Expi res 3 Septenber 2026 [ Page 4]



I nternet-Draft Crypto Two-Lane March 2026

Protocol profile: A Standards Track docunent (also called
"integration docunent") that defines wire formats, code points,
and protocol -specific usage for a given nechanism See Section 2
for the full definition of Lane 2

2. Two-Lane Publication Mde

The two-1ane publication nodel separates cryptographic work into two
tracks. This separation follows the principle of conpanion algorithm
docunents recomended in [ RFC7696] (BCP 201): base protoco
specifications reference separate al gorithm docunents, allow ng
either to evol ve independently.

2.1. Lane 1: Mechani sm Agreenent

Lane 1 establishes that a cryptographic nmechanismis suitable for
| ETF protocol use. Two paths through Lane 1 exist, depending on
where t he mechani sm ori gi nat es.

2.1.1. CFRG Aut hored Specification

When CFRG devel ops a nechanism it publishes a nechani sm
specification on the IRTF streamas an Informational RFC. This
docunent defines the cryptographic algorithm construction, or
primtive. It includes algorithmdefinition with conplete

mat hemat i cal description, security rationale with proofs or
references to security anal yses, test vectors for all specified
operations, and inplenentation guidance covering known pitfalls.

A mechani sm speci fication does not include protocol wire formats or
encodi ngs, protocol -specific code point assignnents (TLS

Si gnat ureScheme val ues, JOSE al gorithm nanes, etc.), negotiation
mechani sms, or integration with specific protocol frameworks. This
boundary ensures the nmechani sm specification can serve nultiple
protocol s w thout revision, and that protocol changes do not require
crypt ographi c re-anal ysis.

Exanpl e: [ RFC8032] defines EADSA as a signature schene over tw sted

Edwards curves. It includes the algorithm security analysis, and
test vectors. It does not define JOSE or PKIX encodi ngs.
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2.1.2. Externally Specified Mechani sns

When a mechanismis specified through an external open process with
extensive public cryptanalysis (e.g., N ST post-quantum
conpetitions), CFRG does not need to respecify the algorithm The
external specification provides the unanbi guous definition; CFRG
val i dates security properties for | ETF use cases. Lane 2 work nmay
proceed in parallel with CFRG validation (see Section 2.2.4).

Two validation paths exist, depending on how many instantiations are
under considerati on:

CFRG security considerations docunent: Wen nultiple instantiations
of a mechani smtype are candi dates for | ETF use, CFRG may adopt
the topic of that mechanismtype’s use in the requested setting.
The resulting docunent studies the set of suitable instantiations,
anal yzi ng assunptions about key nmanagenent, conposition w th other
primtives, known limtations, and paraneter gui dance wi thout
duplicating the external specifications.

Crypto Panel review. \When a single instantiation is under
consi deration, Crypto Panel review (Section 3) of the working
group’s profile docunment is sufficient. A full CFRG security
consi derations document is not required.

In sone cases, CFRG adoption of the security considerations topic is
sufficient for Lane 2 work to proceed; publication is not a
prerequisite. Lane 2 authors coordinate with the evol ving CFRG
docunent on changes and test vectors.

2.1.3. Mechanism Registries

Mechani sm speci fications SHOULD NOT create | ANA registries. Two
categories of registries exist, with different ownership nodels:

Mechani sm | evel registries: Algorithmidentifiers that nust be
consi stent across all consum ng protocols. Exanple: HPKE s KEM
KDF, and AEAD suite identifiers. These are unavoi dabl e when the
mechani smitsel f defines paraneterized constructions.

Prot ocol -specific registries: Code points within a particular
protocol's namespace. Exanple: TLS SignatureSchene val ues, JOSE
al gorithm nanmes, COSE algorithmidentifiers. These belong in
protocol profile documents, not mechani sm specifications.
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When nechani sm | evel registries exist, a dedicated WG or consumi ng
protocol provides the |ong-term mai ntenance path on the Standards
Track. See Section 2.5 for guidance on registry ownership and errata
resol ution.

2.2. Lane 2: Protocol Profiles (IETF Strean

Lane 2 produces Standards Track docunents that nake a mechani sm
usable in I ETF protocols. The choice depends on scope and novelty:

WG needs a cryptographi ¢ nmechani sm

| CFRG revi ewed nmechani sm |
| avail abl e? |

o m e e e e e iee i +
I I
NO YES
I I
% %
o e e e e e e oo N +
| Do other groups need | | Already on the |
| the sanme prinmitive? | | Standards Track? |
o S +
I I I I
NO YES NO YES
I I I I
% % % %
WG or Form a Should it be Wite profiles
i ndi vi dual dedi cat ed pronoted to ref erenci ng
drives WG Stds Track? Stds Track RFC
paral | el
work with
CFRG |
R R
I I
YES NO
| |
% %
Dedi cat ed Approved
WG downr ef +

republishes profiles via

+ profiles existing WG or

(defaul t) i ndi vi dual
submi ssi on

Figure 1: Lane 2 decision tree
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"CFRG reviewed" in Figure 1 includes both mechanisnms that CFRG itself
produced and externally specified algorithnms that CFRG has vali dated
for 1 ETF use cases. For externally specified algorithms, CFRG
val i dates security properties for | ETF protocol contexts without
respecifying the algorithm See Section 2.1.2.

2.2.1. Existing WG Adoption

VWhen an existing working group is the primary consumer of a mechani sm
and cross-area coordination is mninmal, that Ws nmay adopt both the
mechani smrepublication and its protocol profile. The WG requests
Crypto Panel review to cover cryptographic aspects outside its core
expertise. This avoids creating a new WG whil e keeping work within
est abl i shed | ETF process.

2.2.2. Individual Subm ssion

When no exi sting working group covers the protocol donain, an
i ndi vi dual submi ssion produces a profile w thout form ng a working
group. Two paths exist depending on the target stream

* AD-sponsored: The responsible AD sponsors a Standards Track
profile through I ESG review. The author requests CFRG Crypto
Revi ew Panel anal ysis.

* | SE: The | ndependent Subm ssions Editor sponsors an |Informationa
profile on the Independent stream This path is appropriate for
regi onal or special -purpose profiles (e.g., regionally nmandated
algorithmsuites) that do not target the Standards Track

I ndependent subm ssions generally cannot create | ANA registries;
profiles on the | ndependent streamreference existing registry
entries rather than creating new ones. This is the |ightest-weight
pat h for narrow scope worKk.

2.2.3. Dedicated Wrking G oups

When multiple protocols across areas need the mechani sm a dedicated
wor ki ng group coordinates Standards Track integration. The W5
republ i shes the nechani smon the Standards Track, incorporating
errata and i npl enmentati on experience, and coordi nates per-protoco
profil e docunents that allocate code points in protocol-specific
registries.

A dedicated Wsis typically warranted when three or nore protoco
domai ns need profiles (e.g., TLS, JOSE, COSE, PKIX), the scope is
bounded with cl ear technical consensus, and cross-area coordination
justifies a dedicated venue.
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Proponents may propose charters through existing dispatch nmechani sns

([ RFC7957], secdispatch). A BoF [RFC5434] is not required if ADs and
rel evant W5 chairs agree the work is uncontroversial and scope is

wel | -defined. The responsible AD determ nes the appropriate path: a

BoF for conplex or controversial scope, dispatch through secdi spatch,
or direct charter sponsorship ([RFC3710]).

The charter MJST reference the specific nechani sm specification being
profil ed and enunerate the protocol domains in scope (e.g., "TLS code
poi nts and PKI X encodings for X'). 1t MJST state explicit non-goals
(e.g., "this We will not redesign the cryptographic nmechani snt) and

i nclude a scope | ock prohibiting expansion. The tineline SHOULD be
aggressive: 12-18 nont hs.

The WG exists to publish, not to redesign. The charter may permt
target ed changes based on i npl enentation experience: resolving
errata, renoving unused features, aligning with | ETF fornmatting
requirenents.

The WG SHOULD nmaintain a registry of consuming Wss and their profile
requirenents to ensure conplete coverage. The charter SHOULD i ncl ude
a sunset clause: the WG cl oses upon conpleting its enunerated

del i verabl es.

2.2.3.1. Exanple: HPKE

The HPKE Wor ki ng Group, chartered in 2025 [ HPKE- CHARTER], serves as
the first instance of this pattern. It was chartered w thout a BoF,
with AD sponsorship, to republish [ RFC9180] on the Standards Track
and define post-quantum al gorithm suites. The WG uses the
consol i dat ed approach: a single Standards Track docunment that is both
the mechani smrepublication and the registry definition for consum ng
protocols. The charter explicitly constrai ned scope, excluding
redesi gn of the HPKE mechani smitself.

See Appendix A for a sanple charter tenplate.
2.2.4. Tining Mdels

Regar dl ess of which Lane 2 approach is used, two timng nodels exist
for when profile work begins:

Post - publ i cati on: The mechani sm RFC exi sts before profile work
starts. This avoids coordination risk and | eads to tighter
al i gnment between CFRG and | ETF mi |l estones, resulting in nore
predi ctabl e tinelines.

Parallel: Profile work begins while CFRGis still devel oping the
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mechanism This carries coordination risk: if the nechani sm
changes, profile work nmay need revision. ADs considering parallel
wor k shoul d assess nechanismstability with CFRG chairs before
proceeding. Profiles cannot publish until the nmechani sm RFC

exi sts (normative reference), but can reach | ESG review shortly
after.

2.2.5. Profil e Docunent Contents

Regar dl ess of which approach produces it, a protocol profile
integrates the nechanisminto a specific protocol context:

* Wre format definitions (byte layouts, ASN 1 nodul es, JSON
structures)

* | ANA code point assignnents for that protocol’s registries
* Negotiation and al gorithm sel ecti on nmechani snms

* Normative reference to the mechani sm specification

* Protocol -specific security considerations

A protocol profile runs 5-15 pages. It normatively references the
mechani sm speci fication and focuses on interoperability withinits
pr ot ocol dormai n.

Exanmpl es: [ RFC8037] defines JOSE encodi ngs for EdDSA. [ RFC8410]
defines PKI X encodings. Both reference [ RFC8032] and are Standards
Tr ack.

2.2.6. Entry Criteria

Two situations trigger this coordination path, dependi ng on whet her
the nmechani sm al ready exi sts.

Republ i cation of an existing CFRG nechanism A published CFRG
mechanismis a candidate for Standards Track pronotion when it is
referenced as a de facto standard by multiple | ETF Standards Track
protocols and has verified errata with security or functionality
i mpact. When both conditions hold, Standards Track republication
is warranted. Wen only the first holds, the Downref Registry may
suffice. When only the second holds, a CFRG -bis revision may be
nmor e appropri ate.

New nmechani smrequiring Standards Track integration: Wen CFRG has
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2

2. 3.

2

adopted a nmechanismtopic and nultiple protocols have expressed
integration intent, the coordination path described here sequences
paral l el Lane 2 work. ADs considering parallel work should assess
mechani smstability with CFRG chairs before proceeding.

7. Scope
Scope depends on the mechani sms condition

Cl ean nmechani sm (no bl ocking errata, ready for deploynent): The coor
dination effort produces Standards Track profiles and optionally
republ i shes the mechanismfor status alignment. Republication
elimnates downref requirenments but is not nandatory if profiles
can reference the Informational RFC directly.

Mechani smwi th accunul ated techni cal debt (unresolved errata,

anbiguities, inplenmentation divergence): The effort republishes the
mechani smon the Standards Track with fixes, then produces updated
profiles. The CFRG Crypto Revi ew Panel validates that fixes
preserve cryptographic properties. Consum ng Wz coordinate
ref erence updat es.

Exanpl e: An EdDSA coordination effort could resolve [ RFC8032]'s
cofactor ambiguity, incorporate held errata, and produce a Standards
Track specification that consuning protocols reference.

The scope MJST NOT permit new cryptographi c nodes or substantia

al gorithm nodifications. Profile work may involve updating
recomrended code points in alignment with ongoing or conpleted CFRG
work, or with Crypto Panel review. Protocol profiles may include
desi gn decisions specific to integration (paraneter restrictions,
serialization choices, negotiation strategies). These protocol-I|eve
desi gn decisions are in scope; changes to the underlying

crypt ographi ¢ nechani sm are not.

Coor di nati on Between Lanes

The two-1 ane nodel requires a coordination point between CFRG
(upstream nmechani sm owner) and the protocols that consune the

mechani sm (downstreamintegrators). For a dedicated working group,
the W fills this role. For existing WG adoption, that WG does. For
an individual subnission, the author and sponsoring AD coordi nhate
directly.

Upstream coordi nation with CFRG The coordi nation point is the
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single contact for errata resolution, anmbiguity clarification, and
mechani sm updates. CFRG addresses techni cal questions once rather
than responding to N consum ng protocols independently.

Downst r eam coordi nation with consunmers: Protocols that need code
points or profiles register those needs with the coordination
poi nt, whi ch sequences work: mnechani smrepublication first, then
profiles in parallel. This aligns tinmelines so consunmers can plan
m | est ones around the nmechanism s Standards Track availability
rat her than managi ng i ndependent downref approvals.

Coor di nati on mechani snms i nclude cross-posted review requests, cross-
area revi ew di scussions, and inviting chairs or designees of
consum ng Wss to participate.

The two-1 ane separation also raises practical questions about
normative references, registry owership, errata resolution, and
change control. The follow ng subsections address these.

2. 4. Nor mati ve Ref erence Rul es

Protocol profiles normatively reference nechani sm specifications.
When the mechani sm specification is Informational or Experinental

(I RTF strean), this creates a downward reference (downref) as defined
in [RFC3967]. The | ETF maintains a Downref Registry and established
| ESG procedures that handl e individual downrefs adequately.

A side-effect of the two-1ane nodel is reducing the nunber of downref
exceptions. Wen a nechanismis republished on the Standards Track,
subsequent protocol profiles reference the Standards Track version
with no downref required. This is not a driving notivation for the
model , but a measurabl e signal that it reduces coordination overhead.

Two resol ution paths exist:

*  Approved downref: The | ESG approves the downref and adds it to the
Downref Registry. This is appropriate when the mechanismis
stable, widely reviewed, and referenced by few Standards Track
docunent s.

* Standards Track republication: A dedicated WG (Section 2.2.6)
republi shes the mechani smon the Standards Track, elimnating the
downref for all current and future consuners. This is appropriate
when the mechanismis widely referenced as a de facto standard
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2.5. | ANA Consi derations Placenent
2.5.1. Registry Omership

Wil e | RTF docunents can create | ANA registries, CFRGis not well -
positioned for |ong-term docunent maintenance. CFRG s value is
cryptographi c anal ysis: security proofs, paraneter validation,
construction review. Registry adnmnistration is not.

Pr ot ocol -specific registries belong in profile docunents, not
mechani sm speci fications. Registry ownership depends on the
publicati on approach. A dedicated WG nay consolidate all registries
(mechani sm 1 evel and protocol code points) in a single Standards
Track document, or coordinate separate profile docunments where each
consum ng protocol maintains its own registry allocations. Wen
mechani sm | evel registries exist in CFRG docunents, a dedicated W5 or
consumi ng protocol provides the maintenance path on the Standards
Track. The nmechanics of transferring registry ownership froman |IRTF
docunent to a Standards Track docunent should be confirmed with | ANA
the HPKE WG [ HPKE- CHARTER] provi des an exanple. See Section 2.2.3
for charter guidance

2.5.2. FErrata and Mi nt enance

Informational RFCs accunul ate errata marked "Hol d for Docunent
Update" [I-D.rpc-errata-process]. CFRG can publish -bis revisions as
Informational to address these. The Standards Track path provides an
alternative with additional benefits: clear docunent ownership,
establ i shed | ETF nai ntenance procedures, and elinm nation of downref
requi renents for consum ng protocols.

The nodel provides a decision framework for when each path is
appropriate. A nmechanismthat is referenced as a de facto standard
by multiple | ETF Standards Track protocols and has verified errata
with security or functionality inpact is a candidate for Standards
Track pronmotion. See Section 2.2.6 for entry criteria.

[ RFC9180] (HPKE) and [ RFC8554] (LMs) are CFRG docunents that created
| ANA registries. HPKE is now being retrofitted: the HPKE WG

[ HPKE- CHARTER] is republishing it on the Standards Track, taking over
regi stry ownership and providing a clear hone for code point

al |l ocati on as post-quantum suites are added.
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2.6. Change Control Boundari es

VWhen a mechani smis republished on the Standards Track, the | ETF owns
the resulting docunent and any subsequent revisions. CFRGretains
cryptographic review authority: substantive changes to the algorithm
or security properties require CFRG Crypto Revi ew Panel anal ysis
before | ETF publication. This division places docunent maintenance
(errata resolution, bis revisions) within | ETF process while ensuring
crypt ographi ¢ expertise gui des substantive changes.

Pr ot ocol working groups own protocol profile evolution: code point
assignnents, wire format changes, and integration updates.
Cryptographi c expertise stays with CFRG  Protocol -specific details
stay with domain experts.

3. CFRG Crypto Revi ew Pane

The CFRG nmintains a Crypto Revi ew Panel [CFRG PANEL] that provides
expert cryptographic analysis for docunents across the | ETF and | RTF.
The panel’s nenbers are primarily external cryptographic experts who
bring i ndependent anal ytical capability. Wile primarily used by
Security Area working groups, the panel is available to any WG whose
docunents include cryptographi c nechani sns.

To request review, an AD, WG chair, or author contacts the CFRG
chairs, who assign a panel reviewer based on the docunent’s
cryptographic content. The |ISE may al so request review for

i ndependent subnissions. Panel findings do not bind the WG or
responsi bl e AD, who decide how to address them The responsible AD
det ermi nes whether Crypto Panel review is needed before | ESG
approval , based on cryptographic conplexity.

If the panel denonstrates consistent val ue under increased use, the
community nmay explore further organizational support (such as
publ i shed nmenbership rosters, docunented revi ew procedures, or
dat atracker integration) to sustain review capacity.

3.1. What |Is Reviewed

The panel focuses on cryptographic correctness and appropri at eness,
not general protocol design. Review areas include:

*  Cryptographic justification for algorithm choices
* Security Considerations text covering algorithmspecific risks

* Correctness of algorithmusage (nbdes, paraneters, contexts)
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* Parameter choices (key sizes, nonce handling, iteration counts)
* Conposition of primtives (KDF chains, AEAD usage, etc.)

* Externally specified algorithns proposed for | ETF use: validating
that security claims hold in | ETF protocol contexts

The panel does not duplicate Security Area Directorate revi ew.
Wor ki ng groups may request targeted reviews of specific cryptographic
usage (e.g., "review our use of HKDF in this context") w thout
requiring a full docunment review

3.2. Requesting Review

Review is warranted when a draft defines cryptographic behavior
beyond what existing CFRG specifications cover: novel constructions,
non- st andard paraneter choices, or security clainms that rely on
unanal yzed cryptographic properties. Reviewis generally not needed
when a draft uses CFRG published nechani sns as specified, defining
only wire formats, code points, or protocol integration

Wor ki ng groups SHOULD request review before WG Last Call, ideally
when the Security Considerations section nears conpletion. The pane
targets 2-4 weeks for review conpletion. Wss introduci ng nove

crypt ographi ¢ constructions should consult the panel during design,
not after. Appendix B provides a conplete pre-Ws Last-Call
checkl i st.

The WG docunents the disposition of each finding (accepted, rejected
with rationale, or overtaken by design changes). The Crypto Panel
may recommend routing a docunent through CFRG if the work involves
novel mechani sms requiring deeper research comunity revi ew.

4. National Cryptography
The two-1ane nodel applies to all cryptographic nechanisns. This
section addresses algorithns that have not undergone broad open
i nternational review and whose adoption is primarily driven by
regul atory compli ance.

4.1. Definition

This section uses the term "national cryptography" as shorthand for
al gorithms where:

* Public cryptanalysis and i ndependent review are limted relative
to algorithns sel ected through open international processes
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* Adoption is driven by regulatory conpliance in a specific
jurisdiction rather than broad cryptographic conmunity consensus

Al gorithns that have undergone extensive public review enter |IETF
protocols through the main flowchart path (Figure 1). The guardrails
bel ow apply to algorithns that have not.

4.2. Risks and Chall enges

Algorithns in this category create tension between regi ona

regul atory conpliance and gl obal protocol interoperability. Wen a
regul ator mandates al gorithm X for donestic deploynents, the | ETF
nmust deci de whether and how to acconmopbdate X without fragnmenting the
gl obal protocol baseline.

I ncorporating such algorithns w thout sufficient safeguards produces
four problens. First, regulatory mandates create conpliance pressure
that overrides global interoperability, fragmenting protocols into
regi onal variants. Second, algorithns w thout extensive public
cryptanal ysis carry higher risk of undiscovered weaknesses. Third,
algorithms with limted gl obal deploynent inflate | ANA registries and
increase inplenentation conplexity for margi nal benefit. Fourth,

al gorithms perceived as governnent-controlled rai se concerns about
backdoors regardl ess of technical nerit.

These risks notivate the guardrails bel ow
4.3. Guardrails and Best Practices

The foll owi ng practices manage the ri sks above while preserving
regional extensibility. These guardrails are process-based: they
apply to any algorithmthat has not undergone broad open
international review, regardless of origin. Al gorithnms that have
under gone extensive public review enter through the main path

(Figure 1). Al gorithnms w thout such review appear in separate
optional profile docunents that reference the algorithnis
authoritative specification (whether a national standard, an

I nformational RFC, or an independent subm ssion). They do not nodify
core protocol specifications or base mechani sm docunents.

Optional profiles: Algorithns wthout broad international review
SHOULD be specified in separate optional profile docunents, not
enbedded in core protocol specifications. This preserves a
gl obal Iy interoperabl e baseline while allow ng regi ona
extensions. [RFC8998] is an exanple of this pattern for TLS 1.3
[ RFCB8446] .

Recommendati on marking: Where | ANA registries include a
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"Recommended" col utm, wor ki ng groups MAY choose to only recomend
al gorithms that have CFRG approval. See [RFC9367] for an exanple.

Regi stry policy: Registries for cryptographic algorithns SHOULD
mai ntain "RFC Requi red" or "Specification Required" [RFC8126]
policies with designated expert review. Early allocation and
private use ranges mitigate pressure for premature
st andar di zat i on.

Crypto Panel reviewrequired: Al gorithns entering through this path
MUST receive Crypto Panel review. Lack of public cryptanalysis is
grounds for rejection or marking as Not Recommended.

Code point coordination: Algorithnms appearing in multiple protocols
SHOULD coordinate all registrations together to avoid redundant or
conflicting identifiers.

4.4. Exanple: N ST Post-Quantum Al gorithms

Al gorithns sel ected through open international conpetitions with
extensive public cryptanalysis illustrate the main-path nodel for
wel | -revi ewed external algorithnms. Such algorithnms enter |ETF
protocols through the main flowchart path (Figure 1): externally
specified, CFRG reviewed via security considerations docunents, then
wor ki ng groups wite protocol profiles. The guardrails in this
section do not apply because these al gorithns have undergone

ext ensi ve public review

4.5. Neutral Language

Docunents involving algorithns in this category MJST use neutral,
techni cal | anguage focused on interoperability and security
properties. Political or geopolitical framng is inappropriate.
Factual statenents about al gorithm provenance, standardization body,
and public anal ysis status are acceptable and encouraged for
transparency.

5. Security Considerations

Thi s docunent defines processes and best practices; it does not
specify protocols or cryptographic algorithns directly.
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7.

7.

7.

The two-1ane nodel is designed to inprove security outcones by
routing cryptographi c mechani sms through focused expert review in
CFRG whil e protocol integration receives appropriate review in

wor ki ng groups. Separating these concerns is intended to reduce the
risk of cryptographic errors during protocol design and provide a
structured path for applying CFRG Crypto Revi ew Panel expertise to
docunments across the | ETF and | RTF.

Concentrating cryptographic reviewin a small panel creates process
risks: reviewer availability can bottl eneck publication, and a narrow
revi ewer pool may develop blind spots. Mtigations include

mai nt ai ni ng di verse panel mnenbership, publishing review criteria, and
preserving AD discretion to proceed when panel review is unavail able
or di sput ed.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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Appendi x A.  Charter Tenpl ate

The foll owing sanple template is provided for area directors
chartering dedi cated working groups that depl oy CFRG cryptographic
mechani sms.  Text in brackets should be replaced with context-
specific content.

[ XYZ] Working Group Charter
Background and Mdti vati on:

[ For post-publication charters:]
The | ETF Crypto Forum Research Group (CFRG has published [ RFC xxxx],
whi ch specifies [nmechanismnane], a [brief description].

[ For parallel charters:]

The | ETF Crypto Forum Research Group (CFRG has adopted
[draft-irtf-cfrg-xxx], which specifies [nmechanismnane], a [brief
description]. CFRG expects to publish this nmechanismas an RFC
in [timefrane].
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[ Common text:]

Thi s mechani sm has applications in [list key use cases]. Miltiple
| ETF wor ki ng groups have expressed interest in integrating

[ mechani smnane] into their protocols, including [WGl], [WR], and
[ W&3] .

To ensure consistent and secure integration across protocols, the
[ XYZ] working group will coordinate Standards Track specifications
for [mechani sm nanme] depl oynment in | ETF protocols.

Scope:
The working group will produce the follow ng deliverabl es:

1. Standards-Track Specification (optional):
[ For post-publication:] Produce a Standards Track version of the
CFRG mechani sm specification suitable for normative reference.
Thi s docunent owns any nechani smlevel registries (e.g., algorithm
identifiers used across protocols) and elim nates downr ef
requi renents for consum ng protocols.
[For parallel:] Protocol profiles are the primary deliverable.
Mechani smrepublication is deferred until CFRG publishes and may
be omtted if profiles can reference the CFRG RFC directly.

2. Protocol Profiles:
St andards Track RFCs defining integration of [nechani sm nane] into:
- [Protocol 1] ([target RFC, e.g., TLS 1.3, JOSE, etc.])
- [Protocol 2]
- [Protocol 3]
Each profile will allocate code points in protocol-specific
registries, define serialization fornmats and paraneter
restrictions, and specify protocol -specific security
consi derati ons.

3. Algorithm Updates and Extensions (optional):
The WG may add new al gorithm paraneters usi ng CFRG approved
primtives (e.g., post-quantum suites) and resolve errata or
clarifications identified through inplenmentation experience.
Substanti al changes to cryptographic constructions require CFRG
review, the W5 coordinates with CFRG for such changes.

Qut of Scope:

- New crypt ographi c mechani smresearch (belongs in CFRG

- Protocol redesign unrelated to [nmechani smname] integration
- [ her specific exclusions]

Wor ki ng Met hods:
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The working group will operate on an accelerated tineline with tight
scope control. The W wll:

- Hold virtual interimneetings as needed for rapid iteration

- Coordinate with [relevant WG] to avoid duplicate work

Request CFRG Crypto Revi ew Panel review of all profile documents
Sunset after delivering chartered itens (typically 12-18 nonths)

M | est ones:

[ For post-publication:]

- [Month Year]: WG fornation, adopt mechani sm spec (if needed)
- [Month Year]: Adopt protocol profile docunents

- [Month Year]: WG Last Call on nechani smspec (if needed)

- [Month Year]: Submt mechanismspec to IESG (if needed)

- [Month Year]: WG Last Call on protocol profiles

- [Month Year]: Submt protocol profiles to | ESG

- [Month Year]: WG cl osure

[ For parallel:]

- [Month Year]: WG formation, adopt protocol profile documents

- [Month Year]: WG Last Call on protocol profiles

- [Month Year]: CFRG nmechani sm published (external dependency)

- [Month Year]: Adopt nechanismrepublication (if needed)

- [Month Year]: WG Last Call on nechanismrepublication (if needed)
- [Month Year]: Submit mechanismrepublication to | ESG (i f needed)
- [Month Year]: Submt protocol profiles to | ESG

- [Month Year]: WG closure

Success Criteria:

The WG i s successful if [nmechani sm nane] can be depl oyed
interoperably in [Iist key protocols] with consistent security
properties and wel | -understood integration gui dance.

[ Suggested: interoperability denponstrated by e.g. at |east two

i ndependent i npl enentations per protocol profile passing published
test vectors.]

Appendi x B. Pre-Last-Call Crypto Checkli st

Wor ki ng groups introduci ng cryptographi ¢ nechani sns shoul d address
these itens before WG Last Call. This checklist conplenments formal
revi ew processes.

1. Stabl e al gorithm specification exists: Does a published or
i mm nent RFC specify the cryptographic mechanismin full
detail, including security analysis? O does this draft
i nvent new cryptography?
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2. Crypto Panel review conpleted: Has the CFRG Crypto Revi ew Pane
reviewed this docunent? |If not, has a review request been
filed with the CFRG chairs?

3. Security Considerations drafted: Does the Security
Consi derations section address al gorithm specific risks (key
size, paraneter choices, known attacks) in addition to
prot ocol -1 evel concerns?

4. | ANA code points identified: Have algorithmidentifiers, code
points, or O Ds been requested in appropriate registries? |Is
the registration policy appropriate for cryptographic
al gorithns?

5. No duplicate work el sewhere: Have you confirmed that another WG
or SDOis not standardizing the sane algorithmintegration?
Check related Ws charters and recent | ETF Last Calls.

6. Backward conpatibility considered: |f extending an existing
protocol, how do inplenentations negotiate the new al gorithn?
VWhat happens when one peer does not support it?

7. Performance i npact assessed: Wat is the conputational cost
conpared to existing alternatives? Are there environnents
(10T, constrained devices) where performance is prohibitive?

8. Recommended vs optional status decided: Should this algorithm
be marked "Reconmmended” in | ANA registries, or is it a
speci al - purpose or regional algorithn? Wat is the
justification?

9. Test vectors included or referenced: Are there test vectors for
i npl ementation validation? If in a separate mechani sm spec,
is that docunent normatively referenced?

10. Algorithmagility preserved: Does the design follow algorithm
agility principles [RFC7696]? Can the al gorithm be replaced
or deprecated wi thout redesigning the protocol?

Appendix C. Summary for ADs and Chairs

Three el enents for | ETF cryptographic standardization
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C.1. Two-Lane Mddel (Mechanism + Profiles)

Separ at e cryptographi c nmechani sm specifications (CFRG I nformational
RFCs with full algorithmdetails and security anal ysis) from protocol
profil e specifications (Standards Track RFCs defining integration
into specific protocols). Profiles normatively reference mechani sm
specs rather than duplicating algorithmtext. This avoids
duplication, ensures consistent security analysis, and |lets one
mechani sm serve multiple protocols.

C.2. Coordination Path

A coordi nation nodel for moving CFRG nechani sns to the Standards
Track, applicable to any Lane 2 vehicle: existing W5 adopti on,

i ndi vi dual subm ssion, or a dedicated working group. The nodel
establishes a single coordination point between CFRG (upstrean) and
consumi ng protocols (downstrean). Two timng nodels apply: post-
publication (mechani sm RFC exists) and parallel (work begins while
CFRG is still devel oping the mechanism with the AD assessing
stability). \When three or nore protocol domains need profiles, a
dedi cated WG provi des cross-area coordination. Scope prohibits new
crypt ographi ¢ nodes or al gorithm nodifications, though profile work
may update reconmended code points in alignnent with CFRG work or
Crypto Panel review

C.3. CFRG Crypto Revi ew Panel

An optional resource to help working groups strengthen their Security
Consi derations text. To request review, an AD, WG chair, or author
contacts the panel. This applies cryptographic expertise

consi stently, catches al gorithmusage errors, and identifies when
work should route to CFRG

Appendi x D. Exanpl e: EdDSA

The Edwards-curve Digital Signature Al gorithm (EdDSA) predates this
docunent. It did not follow the two-1ane nodel deliberately, but its
history illustrates both the accidental benefits of separation and
the costs of insufficient CFRG vetting.

D.1. Wat Happened

CFRG publ i shed [ RFC8032] (EdDSA) as an Informational RFC in January
2017. Three Standards Track profiles foll owed i ndependently:

[ RFC8446] (TLS 1.3 code points), [RFC3037] (JOSE identifier), and

[ RFC8410] (PKIX O Ds). [RFC8032] served as a Lane 1 mechani sm
specification; the three Standards Track RFCs served as Lane 2
profiles, each normatively referencing [ RFC8032] wi thout duplicating
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al gorithmtext.
D.2. Wat Went Wong

[ RFC8032]'s publication reveal ed gaps that additional structured

revi ew m ght have caught. These gaps illustrate why this docunent
recommends nore rigorous review for mechani sm specifications.
Consequences:

Cof actor anmbiguity: [RFC8032] underspecifies validation of public
key and signature conponents, causing inplenentation divergence in
whet her smal | -order el enments are accepted. [CHALKIAS] docunents
this inconmpatibility across depl oyed inpl enentati ons.

Errata backlog: Contributors filed nultiple errata against
[ RFC8032]. Several are held for a docunent update that has no
publication path: CFRG cannot publish Standards Track revisions
and no | ETF WG owns the docunent.

M ssing security theorem The document provides security di scussion
but no precise theoremstatenent or citation to the rel evant
Schnorr-fam |y reduction. A nechani sm specification under the
two-1 ane nodel should cite or reproduce the formal security
ar gunent .

No coordinated profile timng: The JOSE profile ([RFC8037]) appeared
simul taneously with [RFC8032] in January 2017, but the PKIX
profile ([RFC8410]) took until August 2018. The Curve25519 key
agreenent function [ RFC7748] predated [ RFC8032] by a year, causing
sequenci ng confusion about which curves were ready for which
pr ot ocol s.

D.3. How the Two-Lane Mdel Applies

Under the two-1ane nodel, CFRG woul d resol ve the cofactor anmbiguity
and produce formal security argunents before publication. A

dedi cated WG woul d then republish the vetted mechani smon the

St andards Track, coordinate profile docunments, and sequence work so
consum ng Wss can plan their mlestones. The Crypto Review Pane
woul d review profiles for correct algorithmusage: cofactor handling,
context strings, cross-protocol attack prevention
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D.4. EdDSA as Pil ot

The two-| ane nodel also applies retroactively. EdADSA is a candidate
for testing whether this coordination nodel is repeatable: it neets
both decision criteria (de facto standard referenced by nmultiple

St andards Track protocols; verified errata with security and
functionality inpact), it is well-understood, and it is not on the
post-quantumtransition hot path. A charter for EJDSA woul d
illustrate the nodel without interfering with higher-priority work.

EdDSA renai ns w dely deployed and its errata affect current
i mpl ement ations regardl ess of post-quantumtinelines. Six confirmed
errata, some highlighting deploynent and interoperability hazards,
warrant resolution independent of the post-quantumtransition

A charter mght be scoped as foll ows:
Charter scope: Produce a Standards Track EdDSA specification that

resol ves the cofactor anbiguity by specifying explicit validation
criteria for public keys and signature components. |ncorporate

held errata. Add a formal security theorem statenent or normative

citation to the Schnorr-famly reduction. The resulting docunent
supersedes [ RFC8032] as the normative al gorithmreference.

Profile updates: Coordinate with TLS, JOSE, and PKI X worki ng groups
to update their normative references from[RFC8032] to the new
St andards Track docunent. Existing code points and wire formats
remai n unchanged; only the reference target changes.

Crypto Panel review. The Crypto Review Panel reviews the new

specification’s resolution of the cofactor anbiguity, confirnms the

security argunment is conmplete, and verifies that validation
criteria produce consistent behavi or across inplenmentations.

Success or failure of this pilot inforns how the nbodel applies to
hi gher - st akes nmechani sns during the post-quantumtransition
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