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Abst r act

Thi s docunent defines Random Access Aut henticated Encryption (raAE),
a mechani sm for encrypting segnented content that supports decryption
of individual segnents w thout processing others, selective re-
encryption of individual segments in place, and content-|evel
integrity via an accunul ator binding all segnent authentication tags.
raAE is paraneterized over an Authenticated Encryption with

Associ ated Data (AEAD) algorithm a key derivation function (KDF),
segnment size, epoch | ength, and nonce generation node.

raAE does not define wire formats, | ANA registries, or key
managenent ; applications instantiate it with a chosen paraneter set
and protocol identifier. This docunent also defines "raAE-v1l", a
concrete profile with test vectors, supporting five AEAD al gorithns:
AES- 256- GCCM ChaCha20- Pol y1305, AES-256- GCM SIV, AEQ S-256, and

AEG S-256X2, each with HKDF- SHA- 256 and 65536-oct et segnents.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Crypto Forum Research
Goup mailing list (cfrg@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/cfrg.

Source for this draft and an issue tracker can be found at
https://github. com grittygrease/draft-sullivan-cfrg-raae.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Consider a 1 tebibyte (TiB) encrypted backup stored as 2724 segments
of 64 KiB each. A user changes one segnent. Today that service nust
either re-encrypt the entire file or treat each segnent as an

i ndependent Aut henticated Encryption with Associ ated Data (AEAD)
nmessage and give up cross-segnent integrity. STREAM ([ STREAM ) does
not help here; it chains nonces across segnments, so readi ng segnent
1000 requires verifying segments 0 through 999 first.

Random Access Aut henticated Encryption (raAE) solves this. It
encrypts each segnent independently, supports in-place re-encryption,
and binds all segnent tags into a single accunulator for content-
level integrity.

The nechani smworks in layers. Start with a 32-octet random Cont ent
Encryption Key (CEK) and a per-content salt. Fromthese, derive a
commitnent (lets the reader reject a wong key before decrypting
anyt hing), a payload key, an accunul ator key, and optionally a nonce
base. For each segnent, derive a per-segnent key fromthe payl oad
key (either directly or through an epoch-key |ayer that bounds nonce
reuse), generate a nonce, and encrypt with an AEAD. Take the AEAD
tag fromeach segment, feed it through a keyed pseudorandom function
(PRF), and XOR all the outputs together into the accurul ator.

The hierarchy is deterministic: CEK plus salt plus segnment index is
enough to derive any key.
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Thi s docunment defines "raAE-v1", a concrete profile supporting AES-
256- GCM ChaCha20- Pol y1305, AES-256-GCM SIV, AEQ S-256, and AEQ S-
256X2, all wth HKDF- SHA-256, and includes test vectors for each
nonce generation node. raAE does not define wire formats, | ANA code
poi nts, or key nanagenent; consum ng protocols handl e t hose.

Section 2 fixes notation. Section 3 defines the nmechanism

Section 4 states the domain separation requirenents any concrete KDF
fram ng nust neet. Section 5 gives the security analysis. Section 6
defines raAE-vl.

1.1. Related Wrk

STREAM ([ STREAM ) encrypts sequential data by chaining a nonce from
one segment to the next: segment N s nonce depends on segment N-1's
ci phertext, so decryption is inherently sequential. raAE replaces
this chain with i ndependent per-segnment nonces (random derived, or
pl ai nt ext - bound), which is what makes random access reads possible.
Bot h constructions authenticate each segnment individually; raAE adds
a content-1evel accumul ator that STREAM does not need because
STREAM s chai n al ready binds segnment order

FLOE ([FLCE]) fornalized the raAE security notion as ra-ROR (random
access real-or-random), a simulation-based definition that captures
confidentiality and authenticity when segnments can be encrypted and
decrypted in any order. ra-RORis strictly stronger than nonce-based
online authenticated encryption (nOAE2): a schenme can be nQAE2-secure
(secure for sequential encryption with random access decryption) but

i nsecure when encryption order is also arbitrary.

FLOE proved that its construction (epoch key rotation, per-segnent
AEAD, and a hash-based integrity tag) satisfies ra-ROR and defined
ra- CMI (random access context commtnent) as a conmtnent notion

i ndependent of the underlying AEAD s conmitnent properties. raAE-vl
draws on FLOE s epoch key structure but uses a different integrity
mechani sm a XOR- of - PRF accunul ator that supports (1) increnental
update on segnment rewrites. The informal security argunent in
Section 5 follows FLOE s reduction structure, adapted for the XOR-of-
PRF accunul at or.

1.2. Applicability
Use raAE when the content is too large for a single AEAD call and the

application needs to read or wite individual segments. The format
must store per-segment nonces and tags.
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For small nessages, a single AEAD call is sinpler and sufficient.
For sequential stream ng, STREAM ([ STREAM) gives stronger ordering
guarantees with |l ess machinery. For formats where per-segnent

nmet adata i s prohibitively expensive, derived nonce nbde renoves the
nonce overhead but restricts the AEAD to M suse-Resi st ant

Aut henti cated Encryption (MRAE, [RFC9771]) al gorithmns.

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

A Segnent is a fixed-size unit of plaintext. Each segnment is
i ndividually encrypted and authenticated. The final segnent of a
message may be shorter than the nom nal segnent size

The Content Encryption Key (CEK) is a 32-octet uniformrandom master
key fromwhich all other keys for a given message are derived.

The protocol _id is an application-chosen octet string that binds al
KDF outputs to a specific protocol version and application context.
Different applications MJST use different protocol _id values even
when using the same underlyi ng AEAD and KDF al gorit hns.

O her terns (epoch, epoch_key, payl oad_key, accunul ator, conmtnent,
and rel ated values) are defined in Section 3 where they first appear

2.1. Notation

1 20SP(n, w): The woctet big-endi an encoding of the non-negative
integer n, as defined in [ RFC8017].

uint64(n): Shorthand for |20SP(n, 8).
uint8(n): Shorthand for [20SP(n, 1).
|]: Octet string concatenation

| p16(x): The 2-octet big-endian length of x followed by x:
1 20SP(1en(x), 2) || x.

Encode(x1, ..., xn): Injective |length-prefixed encoding: |pl6(x1) |
|| I'plé(xn). Each argument MJUST be at nost 65535 octets. The
concrete framng in Section 6.2 specifies how Encode is used in
KDF cal | s.
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XOR: Bitwi se exclusive-or of two octet strings of equal |ength.

x[a:b]: Octets a through b-1 inclusive of x (zero-based, half-open
interval).

Nk: Key size in octets for the chosen AEAD al gorithm

Nn: Nonce size in octets for the chosen AEAD al gorithm

Nh: Hash or PRF output size in octets for the chosen KDF.

Nt: Authentication tag size in octets for the chosen AEAD al gorithm
3. The raAE Franmewor k

The key hierarchy is shown below. A CEK and per-content salt feed

t he payl oad schedul e, which derives four values. The payl oad key

feeds per-segnent keys (optionally through epoch keys), each segnent
produces an AEAD tag, and all tags feed the accumul ator.
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3. 1. Paranet ers

A raAE paraneter set is a tuple (AEAD, KDF, protocol id,
segnment _si ze, epoch_Il ength, nonce_node,

raAE Key Hi erarchy

aad_| abel ).

March 2026

AEAD: An authenticated encryption with associated data al gorithm

satisfying the interface of [RFC5116],
octet nonces, and Nt-octet authentication tags.

KDF: A key derivation function supporting the abstract

with Nk-octet keys, Nn-

interface

defined in Section 3.3. Two-stage KDFs (HKDF) use Extract and

Expand; singl e-stage KDFs (extendabl e-output function,

direct derivation call.

XOF) use a

protocol id: An application-chosen octet string that binds al
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derived values to a specific protocol version. Applications MJIST
NOT use the profile identifier "raAE-v1l" as their protocol _id; the
test vectors in this document use it for illustration only. A
real application would use a value identifying itself (for
exanpl e, "nmyapp-backup-v1").

segnment _size: A positive integer that is a power of two and at | east
4096 octets. Power-of-two sizes align to nmenory page boundari es
and sinplify offset arithnmetic. Al segnents except possibly the
| ast have exactly this nany octets of plaintext. The segnent size
MUST remain within the per-invocation plaintext limt of the
chosen AEAD (for example, 2736 - 32 octets for AES- GCM per
[ NI ST-SP-800-38D]). A zero-length plaintext produces a single
segrment of length O with is_final = 1.

epoch |l ength: A non-negative integer r, or absent (neaning the
paraneter is omitted fromthe tuple entirely, not set to a
sentinel value). Wen present, each epoch covers exactly 2°r
consecutive segments starting at a nultiple of 2*r. Wen absent,
all segments use the payload key directly and epoch derivation is

ski pped: segnment _key(i) = payload_key for all i. When
epoch_length = 0, each segnment gets a unique derived key. The
value r MJUST be in the range 0 to 63 inclusive. |nplenentations

MJST reject r >= 64.

nonce_node: One of the strings "randoni, "derived", or "plaintext-
bound”. See Section 3.4. Wen nonce_node is "derived",
epoch_| ength MJUST be absent. Wen nonce_node is "random or
"pl ai nt ext -bound" and the AEAD uses 96-bit nonces, epoch_length
MJUST be present to bound per-key nonce usage.

aad_I| abel: A protocol -chosen ASCI| string used as the first argunent
to Encode in segnent_aad construction. See Section 3.6.

Two sizes are determ ned by the chosen algorithns rather than by the
paraneter set directly.

Nh: The hash or PRF output size for the KDF, in octets. This is
al so the size of each accunul ator contribution and of the acc_key.

conmmitnent _length: A positive integer, defaulting to Nh, specifying
the length of the key commtment prefix in octets.

3.2. Conponents
An encrypted nessage is built fromthree input values, four payl oad

schedul e outputs, per-segnent values derived fromthose outputs, and
a content-level integrity val ue.
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3.2.1. Inputs

Three val ues are provided by the caller or constructed from
paraneters

CEK: A 32-octet uniformrandom Content Encryption Key generated
fresh for each nessage

salt: A per-content random value of Nh octets, generated fresh for
each nessage. The salt separates payl oad schedul e outputs across
messages even when the CEK is reused. An application that wites
a new nessage MUST generate a fresh salt. Reusing a salt with the
same CEK produces identical payl oad schedul e outputs, causing
nonce reuse in derived node and correl ated nonces in random node.
An application extending an existing nessage MJST reuse the
existing salt.

payl oad_info: A franed encodi ng of the paranmeter set context. Wen
epoch_l ength is absent:

payl oad_i nfo = Encode( AEAD i d, segment_size_str,
KDF id, salt)

When epoch_length is present:

payl oad_i nfo = Encode( AEAD i d, segment_size_str,
KDF_id, epoch_length_str, salt)

The exact encoding is defined in Section 6.2.
3.2.2. Payload Schedul e Cutputs

Four values are derived fromthe CEK and payl oad_info. They are
conput ed once per nessage and fixed for its lifetine.

commitnent: A conmitnent | ength-octet value derived fromthe CEK and
payl oad_info. Stored at the start of the content to catch key or
par anet er ni smat ches before decrypti on begins.

payl oad_key: An Nk-octet key derived fromthe CEK and payl oad_i nfo.
Used directly as the segnment key when epoch | ength is absent, or
as the root for epoch key derivation.

acc_key: An Nh-octet key derived fromthe CEK and payl oad_i nfo.
Used to conpute per-segnent accumul ator contri butions

nonce_base: An Nn-octet val ue derived fromthe CEK and payl oad_i nf o,
used in derived nonce node only.
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3.2.3. Per-Segnment Val ues

Each segnent i has a set of derived val ues produced fromthe payl oad
schedul e outputs and the segnment i ndex.

epoch_key(i): An Nk-octet key for the epoch containing segnent i,
derived fromthe payl oad_key and the epoch index. Present only
when epoch_l ength is specified.

segnent _key(i): The AEAD key for segnent i. Equal to epoch_key(i)
when epoch _length is present; equal to payl oad key ot herw se.

nonce(i): The Nn-octet nonce for AEAD operations on segnent i.
Derived per the chosen nonce_node.

segnent _aad(i, is_final): Per-segnment additional authenticated data
that binds the segnent to its index and whether it is the fina
segment .

tag(i): The Nt-octet AEAD authentication tag for segnment i, produced

by the AEAD Seal operation.
3.2.4. Content-Level Integrity
Two val ues provide integrity across the full set of segnents.

contrib(i): An Nh-octet accurul ator contribution for segment i,
derived fromacc_key, the segrment index, and tag(i).

accurul ator: An Nh-octet content-level integrity value equal to the
aggregation of all contrib(i) values across all segnents.

3.3. Key Derivation Structure

A nmessage’'s entire key hierarchy grows fromtwo random val ues: the
32-octet CEK and the per-content salt. Al other keys are derived
deterministically fromthese two values, so there is no per-segnent
key state to manage or synchronize. The abstract interface bel ow

exi sts so that raAE can support both two-stage (HKDF) and singl e-
stage (XOF) KDF famlies; Section 6 defines the only current concrete
framing. Al key material flows through this interface:

KDF(protocol _id, label, ikm info, L)

* protocol _id: binds the output to a specific protocol version and
application context.

* label: a unique ASCI| string identifying the derivation role.
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* ikm input keying material, provided as a single octet string or
an ordered list of octet strings.

* info: context information, provided as a single octet string or an
ordered list of octet strings.

* L: the requested output length in octets.
The KDF MJST satisfy these requirenents.

Qut puts MJST be conmputationally indistinguishable fromrandom given
an unknown i km under the assunption that the underlying hash or PRF
is a secure pseudorandom function

The fram ng of (protocol _id, label, ikm info, L) into the octet
string input of the underlying primtive MJST be injective: each | pl6
field is self-delimting, so the concatenati on can be uni quely parsed
regardl ess of the nunber of arguments. Distinct input tuples MJST
NOT produce the sane primtive input. The concrete framnng
requirenents are specified in Section 4.

The requested output length L MUST be committed in the primtive
input. This prevents attacks where an adversary truncates a | onger
output to obtain a valid shorter one.

The protocol _id MIST appear in the primtive input. This prevents
cross-protocol reuse of derived val ues.

Each | abel used within a protocol version MJST be distinct across al
derivation roles.

The | abel appears in both the Extract and Expand phases of the two-
stage KDF as a defensive redundancy measure: if either phase is weak
in isolation, the | abel binding in the other phase preserves donain
separation. |Inplenentations MAY anortize the Extract conputation
internally when deriving nultiple outputs fromthe sanme protocol _id,
| abel, and ikm

3.3.1. Payload Schedul e Derivation

Four values are derived fromthe CEK and per-content salt. The
conmitnent allows early rejection of a wong key. The payl oad key
encrypts segnents (directly, or via epoch keys). The accunul ator key
aut henticates the set of segment tags. The nonce base (derived-node
only) seeds determ nistic per-segnent nonces.

Sul l'i van Expi res 26 Septenber 2026 [ Page 12]



Internet-Draft r aAE March 2026

commi t nent KDF(protocol _id, "commt",
[ CEK], [payl oad_info],

commi t nent _| engt h)

payl oad_key = KDF(protocol id, "payload key",
[ CEK], [payload_info], Nk)
acc_key = KDF(protocol id, "acc_key",

[ CEK], [payl oad_info], Nh)
For derived nonce npde, a nonce base is al so derived

nonce_base = KDF(protocol id, "nonce_base",
[ CEK], [payload_info], Nn)

3.3.2. Epoch Key Derivation

AES- 256- GCM uses 96-hbit nonces. The birthday bound for nonce

col lisions under a single key beconmes a practical concern at around
2732 encryptions. For rewitable content, this linmt can be reached
through repeated nodifications to the sane segnents. Epoch keys
partition the nonce space: each epoch key covers at nost 27r segnent
positions (initial wites plus rewites), so the per-key invocation
count is bounded regardl ess of the content’s total size.

When epoch length = r is specified, the segnent key for segnent i is
an epoch key derived fromthe payl oad key:

segment _key(i):
epoch index =i >>r
return KDF(protocol id, "epoch_key",
[ payl oad_key],
[ui nt 64(epoch_i ndex)], Nk)

When epoch_l ength is absent, segnent_key(i) = payl oad_key for al
segnent indices i. Epoch keys inplenent the parallel externa
rekeyi ng pattern of [ RFC8645], adapted for random access patterns.

3.3.3. Key Schedul e Design Rational e

The singl e- CEK desi gn separates key agreenent from content

encryption. Different recipients can hold different wappings of the
same CEK; adding a recipient requires only a new key-w appi ng
operation, not re-encryption of the payload. The per-content salt
makes the payl oad schedul e uni que even when a CEK i s reused across
messages, which matters for applications that derive CEKs from
passwords or group keys. A separate salt lets the encryptor choose
it at wite time without coordinating with recipients; a counter in
the CEK woul d require that coordination
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Epoch keys exi st because 96-bit-nonce AEADs hit their birthday bound
qui ckly: wi thout epoch partitioning, large content with nmany rewites
exhausts the nonce space under a single key. Rekeying the entire
content woul d defeat the random access property, so epoch keys bound
the per-key invocation count without requiring a full re-encryption

Label s separate derivation roles: conmtnment and payl oad_key share
the sane inputs but different |abels, making themindependent under
the PRF assunmption. Once CEK and salt are chosen the hierarchy is
fixed, with no nutable state to synchroni ze across witers.

3.4. Nonce Ceneration
Three nonce nodes trade off AEAD flexibility, storage cost, and

random nunber generator (RNG trust. The chosen node is part of the
paraneter set and MJST be consistent across all segnents of a

nessage
Random Deri ved: Pl ai nt ext - Bound:
nonce_base
Randonm({ Nn) -. | Hash(pt _i)
| XOR ui nt 64(i)
v | pt _di gest -.
nonce_i nonce_i KDF(...) -+-> pt_hash
I
Random - - - +
|
nonce_i
Fi gure 2: Nonce Ceneration Mdes
3.4.1. Random Stored Nonces (nonce_mnpode = "randont')

Each segnent gets an independent random nonce:
nonce(i) = Random(Nn)

The nonce is generated fresh on initial wite and on each rewite of
that segnent. Each segnment’s nonce is stored in per-segment netadata
and MUST be accessible to any reader that decrypts individua
segment s.

Thi s node requires a functioning cryptographically secure

pseudor andom nunber generator (CSPRNG . The nonce collision
probability across independently generated per-segment nonces follows
the standard birthday bound; see Section 5.4.
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3.4.2. Derived Nonces (nonce_node = "derived")

For MRAE AEADs, nonces are derived determnistically fromthe payl oad
schedul e. The AEAD nonce size Nn MJST be at |east 8 octets. The XOR
operation is applied to the last 8 octets of nonce base, with the
remai ni ng octets unchanged:

nonce(i) = nonce_base[ 0: Nn- 8]
|| (nonce_base[Nn-8: Nn] XOR ui nt64(i))

No per-segnent nonce storage is required.

Nonce reuse on rewite is tolerated by the MRAE AEAD. The degraded
security is deternministic encryption (equality |eakage), not

pl ai nt ext recovery. Applications MJST use an MRAE AEAD such as AES-
256- GCMt SI V ([ RFC8452]) when using derived nonce node.

3.4.3. Plaintext-Bound Nonces (nhonce_node = "plaintext-bound")

The pl ai nt ext -bound construction nixes plaintext content into nonce
generation to defend agai nst random nunber generator state
duplication. It uses two passes.

Pass 1 conpresses the plaintext to a fixed-size digest and then
derives a collision-resistant hash bound to the encryption
paraneters. The conpression step avoids passing the full segment (up
to 65536 octets) through I pl6, which is [imted to 65535 octets. The
salt is excluded because an application nay need to conpute pt_hash
bef ore choosing an out put destination (for exanple, during content-
addr essed deduplication):

pt _digest(i) = Hash(plaintext_i)
encryption_params = Encode( AEAD id, segment_size_str,
KDF_i d)
pt _hash(i) = KDF(protocol _id, "pt-nonce",
[pt_digest(i)],
[encryption_parans], Nh)

Hash is the hash function underlying the KDF (SHA-256 for HKDF- SHA-
256). The pt _digest is always Nh octets, well within the Iplé limt.

Pass 2 mixes fresh randommaterial with the payl oad key and the
pl ai nt ext commitment:
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nonce_ctx = Encode(protocol _id,
uint64(i), pt_hash(i))

nonce(i) = KDF(protocol _id, "nonce",
[ Randonm( Nn), payl oad_key],
[ payl oad_i nfo, nonce_ctx], Nn)

Pass 1 is a deterministic function of the plaintext and al gorithm
paraneters; it targets collision resistance, not PRF security. Pass
2 mxes fresh randommaterial with the payl oad key and the pl ai nt ext
conmmitnment. Wien an RNG produces duplicated state (for exanple, from
a virtual machine snapshot), two calls with different plaintexts at
the same segnment index produce different nonces because pt_hash(i)
differs. Two calls with the sanme plaintext at the sane index produce
the sane (key, nonce, aad) triple under RNG duplication, resulting in
determnistic encryption: the ciphertexts are identical, revealing
that the plaintexts are equal. No additional information beyond this
equality is |eaked

For plaintext-bound rewites, the procedure is:
1. Reconpute pt_hash(i) with the new pl ai ntext.

2. Derive a fresh nonce(i) using the new pt_hash(i) and a new
Random( Nn) .

3. Seal the new plaintext under the new nonce.
4. Update the accunulator as in Section 3.8.
3.4.4. Nonce Mde Design Rationale

Random node is sinplest but trusts the CSPRNG conpletely. Derived
nmode renoves that trust entirely at the cost of requiring an MRAE
AEAD. Pl ai ntext-bound node splits the difference: it m xes plaintext
into the nonce, so different content at the sane index gets different
nonces even under RNG duplication. The cost is one hash of the ful
segrment (for pt_digest) plus two short KDF calls, comparable in tine
to the AEAD encryption itself.

3.5. Hedged Randommess (Opti onal)

When a long-termsynmetric key sk of at least Nh octets is avail able
to the encryptor, inplenmentations SHOULD nmix it into random
generation using the hedging pattern of [RFC8937]. If only an
asymmetric private key is available, it MJST first be processed
through a KDF to produce a uniformsynmetric key.
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hedge_key = KDF(protocol _id, "hedge", sk, "", Nh)

HedgedRandom(n, | abel):
return KDF(protocol id, |abel,
[ hedge_key, Random(n)], "", n)

HedgedRandom out put depends on both the CSPRNG and sk, so a weak
CSPRNG al one cannot predict it. Hedging does not help when the
CSPRNG state itself is duplicated (VM snapshots, fork w thout
reseed); identical CSPRNG output still produces identica
HedgedRandom out put. The pl ai nt ext - bound nonce node (Section 3.4)
addresses that distinct threat and i s orthogonal to hedging;
applications with a long-termkey SHOULD apply bot h.

3.6. Segment AAD

Each segnent is encrypted with additional authenticated data (AAD)
that binds it to its position in the content and to whether it is the
final segnent:

segnment _aad(i, is_final):
return Encode(aad_| abel,
uint64(i), uint8(is_final))

The aad_| abel is the protocol -chosen | abel fromthe paraneter set.
The segment index i is encoded as a big-endian 8-octet integer, and
is final is 1 for the last segnent and O for all others.

The salt is not included in the AAD because it is already bound into
segnent _key via the payl oad schedul e; different nessages produce

di fferent segnent keys even at the sane index. Transposing two
segments within a nmessage fails because the AAD at each position
encodes the expected index. Truncation is detectable: a reader that
sees is final = 0 knows nore data nust follow. Extension is also
caught: appending after a segnment marked is _final = 1 either
invalidates the original final segment on re-read or produces a

ci phertext that cannot verify. Encoding both the index and the
finality bit in the AAD, rather than relying on the accunul at or

al one, catches these attacks per-segment w thout requiring the reader
to hold all tags before decrypting any one of them
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3.7. Commitnent and Aggregation

Per - segnment AEAD al one has two blind spots. Wthout a commtment, a
reader with the wong key attenpts decryption of every segnment before
di scovering the mismatch, leaking timng information in the process.
Wt hout an accumrul ator, an adversary who controls storage can repl ace
segment 3's ciphertext with a different valid ciphertext for index 3
(from anot her message encrypted under the sane key), and the per-
segnment AEAD check will pass. The commitnent catches the first; the
accunul at or catches the second.

3.7.1. Key Conmitnent

The conmitment is a conmtnent | ength-octet value derived fromthe
CEK and payl oad_i nfo:

conmi tnent = KDF(protocol id, "commt"
[ CEK], [payl oad_info],
conmi t ment _| engt h)

Bef ore decrypting any segnment, a reader derives the expected
commitnent fromthe CEK and payl oad_i nfo and conpares it octet-for-
octet with the stored value. A misnatch indicates a wong key, wong
paraneter set, or corrupted header.

The conm tment achi eves CMI-1 security (as defined in [RFC9771]).
Under the PRF assunption on the KDF, the probability that any other
(CEK, payload info) pair produces the same commitnent is at nost
27"(-8 * commitnment _length), which is 27(-256) for commitnent length =
32. Across q key queries the birthday bound gives a collision
probability of at nmost g2 / 2~(8 * conmitnment _length + 1).

Several AEADs including AES-GCM ([ NI ST- SP-800-38D]) and
ChaCha20- Pol y1305 ([ RFC8439]) lack strong native key commtnent. An
external PRF-based comm tnent delivers uniformcollision resistance
regardl ess of the AEAD choi ce.

FLOE ([FLCE]) defines ra-CMI, a conmitment notion for raAE schenes
that is independent of the underlying AEAD s conmmitment properties.
raAE achi eves ra- CMI because the PRF-based commitnent is checked

bef ore any AEAD operation: a wong key is rejected at the comm tnent
step, so the AEAD s | ack of native key commtnent cannot be
expl oi t ed.
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For reference, CMI-4 ([RFCO771]) depends on AEAD specific properties
beyond i ndi sti ngui shability under chosen-ciphertext attack (1ND
CCA2). AES-256-CGCM and ChaCha20- Pol y1305 do not achi eve CMI-4; AES-
256- GCM SIV does. raAE' s ra-CMI guar antee hol ds regardl ess, as |ong
as the conmitnent check is not bypassed.

3.7.2. Aggregation

The accurul ator binds all segnment authentication tags into a single
Nh-octet content-level integrity val ue.

The per-segnent accunul ator contribution is:
contrib(i) = KDF(protocol _id, "acc_contrib",

[acc_key],

[uint64(i), tag(i)], Nh)
The aggregation function used to combi ne contributions MJST be
commut ative, associative, and support (1) increnental update when a
single segment is rewitten. Formally, the aggregation function Agg
over Nh-octet values MJIST satisfy:
* Agg(a, b) = Agg(b, a) for all a, b.
*  Agdg(Agg(a, b), c) = Agg(a, Agg(b, c)) for all a, b, c.

* There exists an identity el ement e such that Agg(a, e) = a for all
a.

* Gven the current accunul ator, the old contribution, and the new
contribution, the updated accunulator is computable in (1) tine.

The accurnul ator for a nessage with N segnents is:

accunul ator = Agg(contrib(0), contrib(1),
., contrib(N-1))

When segnent i is rewitten, the accunulator is updated as:
accunul at or = Agg(Agg(accunul at or,
i nverse(old contrib(i))),
new_contrib(i))

For XOR-based aggregation (the concrete instantiation defined in
Section 6), this sinplifies to:

accunul ator = accunul ator XOR ol d_contrib
XOR new _contrib
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A Merkle tree of tags would give Ol og N) per-segnment verification,
but updates cost Q(log N) hashes and require storing the tree. XOR-
of - PRF trades per-segnment verification (which requires all tags) for
Q(1) update and no auxiliary storage. For a rewite-heavy workl oad,
(1) update natters nore. To rewite segnent i, conpute contrib(i)
fromthe old tag (which is already stored al ongsi de the ciphertext),
XOR it out of the current accunulator, encrypt the new plaintext to
get a new tag, conpute the new contrib(i), and XOR it in. No other
segnent is read or decrypted; the accunul ator update touches only the
rewitten segnment’s netadata. A hash chain would force re-reading
all prior tags on every rewite, defeating the random access
property. The PRF-keyed contribution prevents an adversary w t hout
acc_key frompredicting any contrib(i) value, so forging a valid
accunul ator for a nodified set of segment tags requires breaking the
KDF' s PRF security. The accunul ator does not bind the total segnent
count; see Section 7.5 for the inplications and required mitigations.

3.8. Encryption and Decryption
Three operations use the framework above.
3.8.1. Encryption

Gven a CEK, a fresh salt, a paraneter set, and a plaintext P split
into segments P_0 through P_{N-1}, encryption works in two phases.

First, derive commtnent, payload_key, acc_key (and nonce_base for
derived node) fromthe payl oad schedule. Store the commitnent as the
first commtnent | ength octets of output.

Then, for each segnment i fromO to N 1:

1. Compute segnent_key(i) per Section 3.3.

2. Compute nonce(i) per the chosen nonce_node (Section 3.4).

3. Set is_final =1 if i = N1, else set is_final = 0.

4. Conpute aad = segnent_aad(i, is_final).

5. Conpute C.i = AEAD. Seal (segnent _key(i), nonce(i), aad, P_.i). The
ciphertext ct i is the first len(P_i) octets of Ci and tag_i is
the final Nt octets. This assunes Ci = ct_i || tag_i per
[ RFC5116] Section 2.1, which holds for all AEADs profiled in
Section 6. 1.

6. Store nonce(i) (random node only), ct i, and tag i.
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7. Compute contrib(i) = KDF(protocol _id, "acc_contrib", [acc_key],
[uint64(i), tag_i], Nh).

After all segnents are encrypted, conmpute the accunulator as the XOR
of all contrib val ues:

accunul ator = contrib(0) XOR contrib(1)
XOR ... XOR contrib(N-1)

Store the accurul ator al ongsi de the comm tment and segnent dat a.
2. Decryption of Segnent i

G ven the CEK, salt, paraneter set, segment index i, finality status,
and the stored ciphertext for segment i

1. Derive conmitnent, payload key, acc_key fromthe CEK and salt via
t he payl oad schedul e.

2. Verify that the stored comm tnent equals the derived conmtnent.
If they differ, the inplenmentati on MUST NOT proceed with
decryption, SHOULD zeroize derived key material, and MJUST return
an error to the caller.

3. Optionally, verify the stored accunul ator agai nst the derived
contributions fromall avail abl e segment tags before proceedi ng
to segnent decryption. Applications that have all segnment tags
avai |l abl e SHOULD performthis check. A reader decrypting a
single segnent without verifying the accunul ator gets per-segnent
AEAD integrity only; cross-segnment integrity (detecting
substitution or renoval) requires accunul ator verification

4. Conpute segment _key(i) and nonce(i).
5. Conpute aad = segnent _aad(i, is_final).

6. Conpute P_i = AEAD. Open(segnent _key(i), nonce(i), aad, ct_i |
tag_i) per [RFC5116] Section 2.2. Return a decryption error if
verification fails.

Decryption can fail in three distinguishable ways: comm tnent

m smat ch (wong key or paraneters), AEAD verification failure
(corrupted or tanpered segnment), and accunul ator ni smatch (segnent
set nodified). |Inplenmentations SHOULD report these as distinct error
conditions for |ocal diagnosis, but SHOULD return a single opaque
error to untrusted callers to avoid | eaking an oracle (for exanple,
di stingui shing "wong key" from"tanpered segnent” over a network).
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3.8.3. Rewiting Segnent i

The rewite procedure assunmes the caller has already verified the
comm tnment or otherwise confirned it holds the correct CEK. A
rewrite under the wong key produces unreadabl e ci phertext and
corrupts the accunul ator; the error is detectable only on a
subsequent read.

Rewiting a segnent does not require reading or decrypting any ot her
segnent. The old tag is already stored al ongside the old ciphertext.
For random nonce node:

1. Read the old tag_i from storage.

2. Compute old_contrib = KDF(protocol _id, "acc_contrib", [acc_key],
[uint64(i), old_tag_i], Nh).

3. Generate a fresh nonce(i) = Random(Nn).

4. Conpute C_.i = AEAD. Seal (segment _key(i), nonce(i), segment_aad(i,
is_final), new P i). Extract new.ct_i and new tag i.

5. Conpute new contrib = KDF(protocol id, "acc_contrib", [acc_key],
[uint64(i), new tag_i], Nh).

6. Update the accumul ator: acc = acc XOR ol d_contrib XOR
new contrib.

7. Store the new nonce(i), newct i, newtag i, and the updated
accunul at or.

For derived nonce node, nonce(i) is conmputed per Section 3.4 and is
the sane on rewite as on initial encryption. The MRAE AEAD
tolerates this reuse. The accurul ator update proceeds identically.

Not e that the accunul ator cannot be validated during an in-place
rewite. Validation requires conputing contrib(j) for every segment

j and checking that their XOR matches the stored accumul ator, which
means reading all tags. During a rewite the application trusts the
stored accunul ator and applies the delta. Full validation is a
separate operation that an application perforns when it has access to
all tags (for exanple, on a full read or an integrity audit).
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4.

old_tag_i --> KDF("acc_contrib") --> old_contrib
I
accumul ator ---XOR old_contrib ---------- >XOR
I
new tag i --> KDF("acc_contrib") --> new contrib

XOR new _contrib
Y,
new accunul at or

Figure 3: Accunul ator Update on Segnent Rewrite
Fram ng and Dommi n Separati on Requirenents

The security analysis in Section 5 assunes that distinct KDF input
tupl es produce distinct primtive inputs. This section states the
requirenents that any concrete fram ng nmust satisfy for that
assunption to hol d.

Injectivity: The mapping fromthe tuple (protocol _id, |abel, ikm
info, L) to the octet string input of the underlying hash or KDF
primtive MIST be injective. Distinct input tuples MJST NOT
produce the sanme printive input.

Label wuni queness: Each derivation role, including commtnent,
payl oad key, accunul ator key, nonce base, epoch key, accunul ator
contribution, segnent nonce, and hedged nonce, MJST use a distinct
| abel string within each protocol version.

Prot ocol binding: The protocol _id MJST appear as a distinct
component of the KDF primitive input. Different application
protocol s using the same AEAD and KDF MUST use different
protocol id values to ensure that derived val ues from one protocol
cannot be confused with those from anot her.

Qut put length comm tnent: The requested output length L MJUST be part
of the KDF primtive input. This prevents attacks in which an
adversary attenpts to use a truncated version of a |onger derived
output as a valid shorter one.

Cross-role isolation: A KDF output for one derivation role, such as
payl oad_key, MJST be conputationally independent of the output for
any other role, such as acc_key, even when derived fromthe same
CEK and payl oad_info. This property follows from | abel uniqueness
and PRF security of the underlying prinmtive.
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5

5

Security Properties and Assunptions

The adversary can observe all ciphertexts and content mnetadata,
tamper with individual segnents or their ordering, replace the
accunul ator, and attenpt decryption with chosen keys. The adversary
does not know the CEK, any derived key, or the per-content salt.

When multiple nessages share a CEK, the per-content salt separates
payl oad schedul e outputs across nmessages under the PRF assunption;
the multi-nmessage advantage grows linearly in the nunber of nessages.
raAE clains the properties bel ow agai nst this adversary.

The security argunent assunes that the KDF is a PRF. For HKDF- SHA-
256, HKDF-Extract with a public salt (protocol _id) acts as a
randommess extractor on the KM which follows fromthe PRF property
of the HVAC conpression function per the HKDF anal ysis [ RFC5869].

Al raAE-vl KDF outputs are at npbst Nh octets, so HKDF- Expand rmakes a
single HVAC call per derivation and the PRF assunption applies
directly.

1. Segnment Confidentiality and Integrity

raAE targets ra-ROR security ([FLOE]): the adversary can adaptively
interl eave encryption and decryption of segnents for different
messages, in any order, across different keys. The security argunent
reduces ra-ROR to the nmulti-user real-or-random (nu- ROR) security of
the underlying AEAD in three steps. First, PRF security of the KDF
repl aces payl oad_key with a uniformy random key (one hybrid step per
message, since the salt nakes each nessage’ s derivation i ndependent).
Second, each epoch _key is sinmlarly replaced. Third, nu-ROR security
of the AEAD bounds per-segnent confidentiality and integrity | oss.

The bound bel ow uses the following variables. Let F be the number of
messages encrypted under adversary-chosen keys, E the total nunber of
epoch keys derived across all nessages, and S the total nunber of
segnent encryption queries. For each per-epoch key k, let g _k be the
nunber of segnment encryptions under that key.

Condi tioned on no nonce collisions anong segnments sharing a key (the
bi rt hday bound for each per-epoch key; see Section 5.4.1), the
advantage is infornmally bounded by:

Adv <= F * 4 * Adv_PRF
+ E * Adv_PRF
+ S * Adv_nmuROR
+ Adv_acc
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where Adv_PRF is the PRF advantage of the KDF, Adv_muROR is the per-
query nulti-user real-or-random advant age of the AEAD, and Adv_acc is
the accunul ator forgery advant age.

The total advantage is the sum of the nonce collision probability and
the conditioned bound above. In derived nonce node, nonces are

di stinct by construction and the collision termvanishes. |In random
nonce node with epoch_length = 0 (one key per segnent), q_k equals
the rewrite count for a single segnent position

In practice the domnant termis Adv_nuROR, which scales with the
total nunber of segnent encryption queries. The PRF terns (payl oad
schedul e and epoch keys) are typically negligible because F and E are
small relative to S. The accunul ator forgery advantage Adv_acc is
bounded by Adv_PRF + g_forge * 272(-8 * Nh), where g_forge is the
nunber of forgery attenpts. Under the PRF assunption each contrib
value is uniformy random so each attenpt succeeds with probability
at most 27(-256) for Nh = 32.

A formal proof extending the ra-ROR analysis of FLOE [FLOE] to the
XOR- of - PRF accumul ator is in preparation; the bound above captures
the reduction structure.

Segnent ci phertexts are indistinguishable fromrandom under the ra-
ROR definition. Each segment is authenticated, including its binding
toits index and finality status via the segment AAD. An adversary
cannot nodify, reorder, truncate, or extend the set of segnments

wi t hout causing an AEAD verification failure on at |east one affected
segnent .

5.2. Key Commit nent

raAE-vl1l uses conmitnent _length = 32 (Nh octets) and Nt = 16. The

bi rt hday bound and CMI-1 analysis in Section 3.7.1 apply directly;
the per-pair collision probability is at nost 27(-257), and the per-
pair forgery probability is at nmost 27(-128).

5.3. Accunul ator Security

The accurul ator is unforgeabl e without know edge of the acc_key. An
adversary who does not know acc_key cannot predict any individua
contrib(i) value (by the PRF security of the KDF), and therefore
cannot construct a valid accurmul ator for any set of segment tags that
differs fromthe authenticated set.

The XOR-based aggregation is susceptible to cancellation: if an

adversary can control two contributions simultaneously such that
their XOR equals the XOR of two target contributions, a forgery is

Sul l'i van Expi res 26 Septenber 2026 [ Page 25]



Internet-Draft r aAE March 2026

possi ble. However, each contrib(i) is a KDF output keyed by acc_key
and bound to the segnent index and AEAD tag. W thout know edge of
acc_key, the adversary cannot sel ect segnent tags to achieve a target
contribution val ue.

An adversary who conprom ses acc_key can forge accumul ator val ues

wi t hout recovering any segnent plaintext. Applications MJIST treat
acc_key exposure as equivalent to accunul ator integrity | oss and MJST
rotate the CEK if acc_key conprom se i s suspected.

5.4. AEAD Usage Limts
Two bounds constrain the nunber of segnent operations under a single
key: a confidentiality bound driven by nonce collisions and a per-
query integrity bound driven by forgery probability. Both are
analyzed in [I-D.irtf-cfrg-aead-limts]. For raAE with segnent_size
= 65536 octets (L = 4096 AES bl ocks, or L' ~ 4099 Pol y1305 bl ocks),
the per-key limts are:

5.4.1. Confidentiality (Nonce Collision)

For random nonce node with Nn-octet nonces and g segnent encryptions
under one key, the collision probability follows the birthday bound:

P(collision) <= g*2 / 2"(8*Nn + 1)

VWhen epoch_length = r is specified, g counts encryptions per epoch

key (initial wites plus rewites within that epoch), not across the

whol e content. Each epoch key has an i ndependent budget.

For derived nonce node, nonces are deterministic and distinct across

segrment indices. Rewiting the same segnent reuses the nonce, which

is tolerated by the MRAE AEAD with degradation to equality | eakage.
5.4.2. Integrity (Forgery)

Each AEAD decryption query gives the adversary a chance to forge a

valid ciphertext. The forgery advantage per query depends on the

AEAD and t he segnent si ze.

For AES-256-CGCM ([I-D.irtf-cfrg-aead-linmts] Section 5.1):

IA<=2* v * (L+ 1) / 27128

where v is the nunber of forgery attenpts and L = 4096 bl ocks per
segnent .

For ChaCha20-Pol y1305 ([I-D.irtf-cfrg-aead-linits] Section 5.2):
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IA<=v * (L' +1) / 27103

The 27103 denom nator (not 27128) reflects Pol y1305' s per-query
forgery bound. At 65536-octet segnents, the integrity limt for
ChaCha20- Pol y1305 is tighter than for AES- GCM

5.4.3. Conbi ned Budget

The binding constraint is whichever limt is reached first. For
random nonce node with 96-bit nonces, nonce collision (g < 2732 at
27(-32) target) is typically the binding constraint because integrity
limts are much larger (v < 2783 for AES-GCM v < 2759 for
ChaCha20- Pol y1305 at the sane target).

Applications MIST track total segment encryptions per key and rotate
the CEK before exceeding either limt.

5.5. Rewite Budget

The rewite budget is the per-key limt from Section 5.4 applied to
segnment rewites. Each rewite counts as one encryption query

agai nst the confidentiality bound and may trigger decryption queries
(for verification) against the integrity bound.

Wth epoch_length = r and Nn = 12, each epoch key covers at nost 2-r
segnment positions. The per-epoch nonce budget is independent of

ot her epochs, so the content’s total rewite capacity scales with the
nunber of epochs.

For derived nonce node, nonce collisions cannot occur fromrewites
because the AEAD is MRAE. The budget is linmted by the AEAD s native
integrity margin (approxi mately 2748 nmessages for AES-256-GCM Sl V per
[ RFC8452] Section 6.2) and the application’s key rotation policy.

6. raAE-vl Profile
This section defines the "raAE-v1" profile. Al values are as
defined in this section unless otherwi se specified. The identifier

"raAE-v1" is reserved for the profile defined in this docunent.
Applications MJUST NOT reuse it for a different parameter set.
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6.1. Algorithms

4= -——————————————=——=—=—+4=-=——=—+4+=-=—=——+==—=—=+===—===—+
| Algorithm | ldentifier | NK | Nn| Nt | MAE |
B Rttty Sl p——p—t——— plj—t—t" —te—t—— pljj——t —p—(—(—r—r—
| AES-256- GCM | aes-256-gcm | 32 | 12| 16 | No |
R I ] R I ] I e I e I I +
| ChaCha20-Pol y1305 | chacha20-poly1305 | 32 | 12 | 16 | No |
B T B T I e I S +
| AES-256-CGCM SIV | aes-256-gcmsiv | 32 | 12| 16 | Yes |
I I ] I I ] I I S I i +
| AEG S- 256 | aegis-256 | 32| 32| 16 | No |
R I ] R I ] I e I e I I +
| AEG S-256X2 | aegis-256x2 | 32| 32| 16 | No |
B T B T I e I S +

Tabl e 1: Supported AEAD Al gorithns

The MRAE col umm i ndi cates Nonce M suse-Resistant Authenticated
Encryption as defined in [RFCO771]. Al algorithns provide [ RFC5116]
semantics with 16-octet tags (Nt = 16). AES-256-CGCMis specified in
[ NI ST- SP-800-38D]. ChaCha20-Pol y1305 is specified in [ RFC8439].

AES- 256-GCM SIV is specified in [ RFC8452]. AEGQ S-256 and AEQ S-256X2
are specified in [I-Dirtf-cfrg-aegis-aead].

The epoch_l ength paranmeter interacts with the AEAD choice. For
ChaCha20- Pol y1305, epoch_| ength MJUST be present because 96-bit nonces
require epoch keys to bound the per-key AEAD invocation count. For
AES- 256- GCM epoch_| ength MJUST be present for the sane reason. For
AES- 256- GCMt SI V, epoch_| ength MJUST NOT be present because AES-256-
GCM SIV is an MRAE AEAD and uses derived nonce node where epoch keys
are not applicable. For AEGQ S-256 and AEGQ S-256X2, epoch_l ength
SHOULD NOT be present because 256-bit nonces make collision
probability negligible even w thout per-epoch key rotation.

The following table summarizes valid paraneter conbinations:
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| AEAD | nonce_node | epoch_Ilength |
[} e ————————— = —_———————————— Ll p—p——_—r
| AES- 256- GCM | random pt-bound | MJST present |
S TRy +
| ChaCha20-Pol y1305 | random pt-bound | MJST present |
T Ipp I I +
| AES-256-GCMSIV | derived | MUST NOT present |
o e e e o o e e e e oo oo o e e e +
| AEGQ S- 256 | random pt-bound | SHOULD NOT present |
S TRy +
| AEQ S-256X2 | random pt-bound | SHOULD NOT present |
I IR I +

Table 2: Valid Paranmeter Conbinations

The KDF is HKDF- SHA-256 ([ RFC5869]), with Nn = 32. The franework
supports single-stage KDFs; a future docunment nmay define a profile
usi ng one (for exanple, TurboSHAKE256) .

The supported segnent sizes are 16384 and 65536 octets. Both val ues
are powers of two and at |east 4096 octets. The 16384-octet size
aligns to 16 Ki B nenory pages (for exanple, on Apple Silicon). The
65536-octet size aligns to 64 KiB (four 16 Ki B pages).

The conmitment | ength is 32 octets. The aad_|abel is "raAE-DATA".
The per-AEAD usage limts for raAE-vl follow the analysis in

Section 5.4. The table bel ow gives per-key linmts for 65536-o0ctet
segnents at a 27(-32) advantage target.

[ sl ool s sl ool
| AEAD | Conf. (qg) | Integ. (v) | Binding |
B Rty e el el Ll o
| AES- 256- GCM | 2732 | 2783 | conf |
I I IR R I I R +
| ChaCha20- Pol y1305 | 2732 | 2759 | conf |
F- - e m - - - R R I +
| AES-256-GCMSIV | (MRAE) | 2748 | integ. |
i I I S F-- - - - I i +---- - - - +
| AEQ S-256 | 27112 | 2783 | integ |
I I IR R I I R +
| AEG S-256X2 | 27112 | 2783 | integ. |
F- - e m - - - R R I +

Tabl e 3: Per-Key AEAD Usage Linits
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Confidentiality values are rounded down to the nearest integer
exponent. The "Binding" colum indicates which limt is reached
first in practice. For 96-bit-nonce AEADs wi th random nonces,
confidentiality (nonce collision) binds. For AEGS and GCM SIV,
integrity binds because nonce collisions are either negligible
(256-bit nonces) or inpossible (derived nonces). The AEA S integrity
val ues are conservative: with 256-bit tags AEG S has a stronger per-
query forgery bound than AES-GCM but raAE-v1 uses 128-bit tags (Nt =
16) where the per-query bound is conparable. 2783 (the AES-GCM
value) is used as a floor pending a published per-query analysis in
[I-D.irtf-cfrg-aegi s-aead].

For AES-256-CGCM with epoch_length = 0 (one segnent per epoch): the
per - epoch budget equals the rewite count for a single segnent
position. At the default segnment_size of 65536, a 1 TiB file
contains approxi mately 2724 segnents. Wth epoch length = 0, each
segnent can be rewritten approximtely 2732 tinmes before the per-
epoch birthday bound is reached at the 2~(-32) target. Epoch keys
are fresh for each epoch, so rewites in one epoch do not affect the
col l'i sion bound for other epochs.

6.2. Concrete Fram ng
The concrete franming uses a | ength-prefixed encodi ng.

I p16(x) = 120SP(len(x), 2) || x
Encode(x1, ..., xn) = 1pl6e(x1) || ... || |pl6(xn)

Each argunent to Encode MJST be at nobst 65535 octets (the maxi num
representable by a 2-octet length prefix). Encode is injective: each
I pl6 field is self-delinmting, so the concatenation can be uniquely
parsed regardl ess of the nunmber of arguments. Distinct input tuples
produce distinct output strings.

6.2.1. Two-Stage KDF (sha-256)

KDF(protocol _id, label, ikm info, L):

extract i nput = Encode(protocol _id, |abel,
...ikm
prk = HKDF- Extract (sal t=protocol _id,
i kmeextract i nput)
expand_i nfo = Encode(protocol _id, |abel,
...info, 120SP(L, 2))

ret urn HKDF- Expand(prk, expand_info, L)
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The notation ...ikm neans each elenment of the ikmlist is a separate
argunent to Encode. When ikmis a single octet string rather than a
list, it is treated as a one-elenent list. The protocol _id appears
in both the HKDF salt and the extract _input as a defensive neasure;
binding in either position suffices for dommi n separation

6.2.2. Payload Info Construction
VWhen epoch_l ength is absent:

payl oad_i nfo = Encode( AEAD i d, segnent_size_str,
KDF_id, salt)

When epoch_length is present:

payl oad_i nfo = Encode( AEAD i d, segnent_size_str,
KDF id, epoch_length str, salt)

Each el enent is an ASCII string or raw octet string. AEAD id and
KDF id are the identifier strings fromSection 6.1 (for exanple,
"aes-256-gcnt and "sha-256"). segnment_size_str is the decimal ASClI
representation of the segnent size (for exanple, "65536").

epoch _length str is the decimal ASCI| representation of epoch_|length
(for exanple, "0" or "1").

6.2.3. Segnment AAD

The following instantiates the abstract segnent AAD construction in
Section 3.6 for the raAE-vl profile.

segrment _aad(i, is_final):
return Encode("raAE- DATA",
| 2CSP(i, 8),

120SP(is_final, 1))

6.2.4. Labels

| Derivation Role | Label |
[ s ety e ———
| Comm t nent | "commit" |
o e e e e e e e e oo s o +
| Payl oad key | "payl oad_key"

o m e e e e e e a oo Fom e e e oo - +
| Accumul at or key | "acc_key" |
o e e e e o - R +
| Nonce base | "nonce_base" |
o e e e e e e e e oo s o +
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| Epoch key | "epoch_key" |
o m e e e e e e a oo Fom e e e oo - +
| Accumul ator contribution | "acc_contrib" |
o e e e e o - R +
| PIaintext-bound hash | "pt-nonce" |
o e e e e e e e e oo s o +
| PIaintext-bound nonce | "nonce" |
o m e e e e e e a oo Fom e e e oo - +
| Hedged key | "hedge" |
o e e e e o - R +

Tabl e 4: KDF Labels by Rol e
Each | abel is an ASCI|I string and is distinct fromall others.
6.3. Concrete Procedures
6.3.1. Concrete Payl oad Schedul e

The followi ng instantiates the abstract payl oad schedul e derivation
in Section 3.3 for the raAE-v1 profile.

payl oad_i nfo = Encode( AEAD i d, segnent_size_str,

KDF_id, salt) ;; epoch absent
;,oor:
payl oad_i nfo = Encode( AEAD i d, segment_size_str,

KDF_id, epoch_length_str,

salt) ;; epoch present
commitnent = KDF("raAE-v1", "commt",
[ CEK], [payl oad_info], 32)
payl oad_key = KDF("raAE-v1", "payl oad_key",
[ CEK], [payload_info], Nk)
acc_key = KDF("raAE-v1", "acc_key",

[ CEK], [payload_info], Nh)
;; For derived nonce node only:
nonce_base = KDF("raAE-v1", "nonce_base",

[ CEK], [payload_info], Nn)

6.3.2. Epoch Key
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segnment _key(i):
i f epoch_l ength absent:
return payl oad_key
epoch_index = i >> epoch_length
return KDF("raAE-v1", "epoch_key",
[ payl oad_key],
[120SP(epoch_i ndex, 8)], Nk)

6.3.3. Segment Encryption

key i = segnent _key(i)
nonce_i = (per nonce_node)
is final =1if i == N1else 0
aad = Encode("raAE- DATA",

| 20SP(i, 8),

120SP(is_final, 1))
(ct i, tag_ i) = AEAD. Seal (key_i, nonce_i,
aad, plaintext_i)
6.3.4. Accumul ator
contrib i = KDF("raAE-v1", "acc_contrib",
[acc_key],
[120SP(i, 8), tag i], Nn)

accunul ator = contrib_ 0 XOR contrib 1
XOR ... XOR contrib_{N1}

6.3.5. Rewrite Update

old_contrib = KDF("raAE-v1", "acc_contrib",

[acc_key],

[120SP(i, 8), old_tag], Nh)
new contrib = KDF("raAE-v1", "acc_contrib",

[acc_key],

[120SP(i, 8), new tag], Nh)
accurnul ator = accunul ator XOR ol d_contrib
XOR new contrib

March 2026

Test vectors for the raAE-vl profile are provided in Appendix B.

7. Security Considerations

raAE's ra-ROR security ([FLOE]) rests on three assunptions:

t he AEAD

is mu-ROR secure, the KDF is a secure PRF, and nonces do not collide.

Each subsection bel ow descri bes a way one of these can fail

br eaks.
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7.1. Nonce M suse

Nonce reuse under a non- MRAE AEAD | eaks pl aintext: an adversary who
observes two ci phertexts under the sane key and nonce recovers the
XOR of the plaintexts (for CTR-based AEADs) and can forge new

ci phertexts.

Random nonce node depends entirely on the CSPRNG |If the CSPRNG
returns duplicated state, segnments collide. Derived nonce node is

i mmune because nonces are deterministic; the MRAE AEAD degrades to
equality | eakage on rewrite, not plaintext recovery. Plaintext-bound
nmode partially defends agai nst CSPRNG duplication: different

pl ai ntexts at the sane index produce different nonces because pt_hash
differs, but equal plaintexts still collide. |nplenentations that
need full RNG duplication defense MJST use derived nonce node with an
MRAE AEAD.

7.2. Paraneter Set M smatch

The nonce_node and aad_| abel are not bound into the conmtnent or
payl oad_info. |If a reader uses a different nonce_npode or aad_| abe
than the witer, the per-segnment AEAD decryption will fail (wong
nonce or wong AAD), but the commitnent check will pass because the
conmi t nent depends only on the CEK and payl oad_i nfo. Consum ng
protocol s MIUST authenticate the full paraneter set, including
nonce_node and aad_| abel, before decryption. In particular,
confusing derived for random node with a non- MRAE AEAD causes nonce
reuse on every rewite, breaking confidentiality conpletely.
Consum ng protocols MJST integrity-protect the nonce _node before
attenpti ng nonce recovery or AEAD decryption.

7.3. Framing and Label Errors

Two cl asses of inplementation error break cross-role isolation. A
non-injective framng function maps distinct KDF i nput tuples to the
same primtive input, correlating outputs that shoul d be i ndependent;
i mpl ementations MJST verify injectivity per Section 4. Reusing a

| abel across roles (for exanple, "conmit" for both comm tnent and
payl oad key) has the sane effect. Labels MJST be distinct within a
protocol version, and a new version that changes any derivati on MJST
change the protocol _id.

Sul l'i van Expi res 26 Septenber 2026 [ Page 34]



Internet-Draft r aAE March 2026

7.4. Paraneter M suse

The nonce nmode and AEAD choi ce are coupled. An MRAE AEAD in random
nonce node wastes its msuse resistance; a non- MRAE AEAD in derived
nonce node reuses nonces on every rewite and breaks conpletely.
Epoch keys compound the problem they add a derivation |ayer that the
MRAE nonce structure does not expect. The rule is sinmple. MRAE
AEADs MUST use derived nonce node and MJST NOT use epoch keys. Non-
MRAE AEADs MJST use random or pl ai nt ext-bound nonce node. See
Section 6.1 for per-AEAD gui dance.

7.5. Accunmul ator Limtations
The accurul ator has four limtations worth highlighting.

First, it does not bind the segnent count. An adversary who controls
the storage |layer can renove the final segnent (the one narked

is final = 1) and present truncated content where every renaining
segrment individually verifies. Applications MIST store the expected
segment count or content size independently. A reader decrypting a
single segment w thout verifying the accumul ator and wi thout an

i ndependent segnent count cannot detect truncation. Applications
that support random access singl e-segnent reads MJST either store the
total segment count al ongside the comm tnent and accunul ator, or
verify the accunul ator on every read.

Second, conprom sing acc_key lets an adversary forge accunul at or
val ues w thout recovering plaintext (see Section 5.3). Rotate the
CEK i f acc_key conprom se is suspected

Third, w thout accunul ator verification a storage adversary can rol
back i ndividual segments to previously valid versions. The per-
segnment AEAD cannot detect this because the old ciphertext remains
valid under the sane key and index. Applications that skip

accunul ator verification on reads accept this rollback risk

Fourth, a different aggregation function (not XOR) nust still be
commut ati ve, associative, and support (1) increnental update. The
XOR-of -PRF instantiation in Section 6 satisfies all three;
substitutes MJST be verified i ndependently.
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7

7

7

7

6. Salt Reuse

Reusing a salt with the sane CEK across two files produces identica
payl oad schedul e outputs: the sane payl oad key, acc_key, and (in
derived node) the same nonces. An adversary can silently swap
segnents between the two files, and both per-segnent AEAD checks and
the accunmul ator will pass. This is a conplete integrity break
Applications MIJST ensure salt uniqueness per CEK; the MJST at
Section 3.2 exists for this reason

7. Rewite Hazards
Two rewrite-rel ated hazards deserve attention

Applications MIST track total segment encryptions per key and rotate
the CEK before exceeding the budget in Section 5.5. For AES-256-GCM
with epoch | ength = 0, that budget is roughly 2732 rewites per
segnent position; exceeding it risks nonce collisions and pl ai nt ext
recovery.

VWhen multiple witers rewite different segnments concurrently, each
conput es an i ndependent accunul ator delta (old contrib XOR

new contrib). Applying these deltas is commutative, but the read-
nmodi fy-wite on the stored accunul ator requires coordination. As a
recovery nechani sm the accunul ator can al ways be rebuilt from
scratch by XOR-ing all contrib val ues.

raAE al so does not guarantee atomc rewites. A segnment rewite
touches four val ues (nonce, ciphertext, tag, accurmulator). A crash
bet ween any two of these | eaves the content inconsistent.
Applications MJST use wite-ahead | oggi ng, copy-on-wite, or an
equi val ent nmechanismto make rewites recoverable.

8. Password-Derived CEKs

The CEK is specified as a 32-octet uniformrandomvalue. |[|f an
application derives the CEK from a password, the conmitnment becones a
determnistic function of the password and payl oad_i nfo (both known
to the attacker), enabling offline dictionary attacks. Applications
that derive CEKs from passwords MJST use a nenory-hard KDF (such as
Argon2id) to produce the CEK, and MUST NOT use the raw password
output as the CEK wi thout stretching.

9. Constant-Tine |nplenmentation

Several raAE operations handle secret data and MJST be inplenmented in
constant tinme to prevent timng side-channels.
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The KDF calls in the payl oad schedul e and epoch key derivation take

the CEK or payl oad_key as input keying material. |Inplenentations
MJST ensure that HKDF- Extract and HKDF- Expand execute in constant
time with respect to their key inputs. 1In practice this is satisfied

by HVAC i npl enmentations that do not branch on key octets.

The conmi t ment conparison (Section 3.8) MJST use a constant-tinme
octet conparison. A variable-tine conparison |eaks the position of
the first differing octet, which reveals partial information about
the derived comm tnent and thus about the CEK

The XOR operations in accunul ator update and derived nonce
construction are inherently constant-tinme on standard hardware. No
special care is needed for these.

AEAD Seal and Open operations inherit the constant-time requirenents
of the underlying AEAD. |npl enentations SHOULD use AEAD libraries
that document constant-tinme guarantees.

7.10. Properties Not Provided

raAE protects segnent content and binds segnents together. It
del i berately does not address four concerns that belong to the
consumi ng protocol

The CEK rmust remmin avail able as | ong as any reader needs access, SO
there is no forward secrecy. Ci phertexts are not bound to any sender
identity; a signing or MAC | ayer is needed for sender authentication
Key identifiers and structural features of the encrypted fornmat are
visible, so unlinkability requires application-|layer mneasures.
Finally, the accumul ator verifies segnents within a nessage but
cannot detect replacenment of the nmessage itself; an adversary who
swaps one encrypted nmessage for another goes undetected unl ess the
application binds nessage identity externally.

8. Privacy Considerations

raAE does not define wire formats, so the privacy properties bel ow
apply to the abstract nechani sm consum ng protocols inherit
responsibility for netadata protection

The nunber of segnents and the size of the final segment reveal the
plaintext length to within one segment_size boundary. Applications
that require length hiding SHOULD pad the final segment before
encryption.
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10.

10.

I n random nonce node, stored nonces change on each rewite. An
observer conparing two snapshots of the same encrypted content can
identify which segnments were rewitten by conparing per-segnent
nonces. The accunul ator al so changes on rewite, revealing that at

| east one segnment was nodified. raAE does not provide wite-pattern
privacy; consumng protocols that require this property nust re-
encrypt all segments on each wite.

The per-content salt is stored unencrypted and uniquely identifies a
content object. GCbhservers can use the salt to link different copies

or versions of the same encrypted content across storage | ocations or
backups. Applications requiring unlinkability must encrypt the salt

under a separate nechani sm

In derived nonce node, the accunulator is a determnistic function of
the CEK, salt, and plaintext. Two encryptions of identical content
under the sane key material produce identical accunul ators, revealing
content equality to any observer of the stored accunul at or

For a systematic treatnment of privacy threats in Internet protocols,
see [ RFC6973].

| ANA Consi der ati ons

Algorithmidentifiers in the raAE-vl profile are scoped to that
profile. Consunming protocols define their own identifier mappings.
Thi s docunment has no | ANA acti ons.
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Appendi x A, Exanple File Layouts

This appendix is informative. |t describes two exanple |ayouts a
consumi ng protocol mght use to store raAE output. raAE does not
mandat e either |ayout.

A. 1. Linear Layout

In a linear layout the salt, comm tment, accumul ator, and segment
data appear in sequence. The salt cones first because it is needed
to derive all payl oad schedul e values. The commtnent follows so a
reader can reject a wong key before reading any segnment data. The
accunul at or precedes the segnment data so a stream ng reader can
verify content-level integrity before beginning decryption; this also
renoves any anbiguity about which segnent is final. Segnents then
follow in index order.
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oo S . I Hoomm- I +
| salt | commitnent | accunulator | segnent | | segnent |
| (Nn) | (commt_ | ('Nh) | O data | | N1 data |
| | length) | | ct + tag | | ct + tag |
I I I | (+nonce) | | (+nonce) |
S - . eIy demenn eIy +

Figure 4: Linear Layout

I n random nonce node the per-segnent nonce is stored al ongside the
ci phertext and tag for that segnent. In derived nonce node no nonce
storage i s required.

Li near | ayout supports streaming wites. A witer enits the salt,
commitnent, and a pl acehol der for the accumnul ator, then streans
segnents. After all segnents are witten the witer seeks back to
the accunul ator position and wites the final value in place.

A.2. Aigned Layout

In an aligned |layout all per-segment nmetadata is collected into a
header, followed by fixed-size ciphertext blocks. The header
contains the salt, commtnent, accunulator, and one (nonce, tag) pair
per segnent. Ciphertext blocks follow at fixed of fsets.

| Header:

| salt (Nh)

| commitnent (comm tnent | ength)
| accumul ator (Nh)

| per-segnent netadata:

I

|

I

I

nonce_0 (Nn), tag 0 (MNt) |
nonce_1 (Nn), tag_1 (MNt) |

nonce {N-1} (Nn), tag {N-1} (Nt) |

o m e e e e e e e e e e e e e e e eeee e +
| Segnent O ciphertext (segnent_size) |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +
| Segnent 1 ciphertext (segnent_size) |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
I I
o m e e e e e e e e e e e e e e e eeee e +
| Segnent N-1 ciphertext (<=segnent_size) |
o e e e e e e e e e e e e e e e e e e e e e emaeao - +

Figure 5: Aligned Layout
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To read segnment i, a reader seeks to header_size + i * segnent_size
The header contains all nonces and tags, so the accumrul ator can be
verified by reading only the header. This |ayout supports efficient
random access reads (one seek per segnent) and enabl es accunul at or
verification without readi ng any segnment ciphertext.

Appendi x B. Test Vectors
Thi s appendi x is informative.

Al test vectors use protocol _id = "raAE-v1l" and KDF = sha- 256

Unl ess stated otherw se, segnent _size = 65536 octets. Vectors are
provi ded for AES-256-GCM ChaCha20-Pol y1305, AES-256-CGCM SIV, AEGQ S-
256, and AEGQ S-256X2. The initial vectors bel ow use AES-256-GCM with
nonce_node = "randont.

B.1. Single-Segnent Vector

This vector encrypts the 12-octet string "Hello, raAE!" as a single
segrment. The payload_info is constructed by Encode()-ing the AEAD
identifier "aes-256-gcnt, the segnent size "65536", the KDF
identifier "sha-256", and the 32-octet salt. The commitment is then
derived by calling KDF with protocol id "raAE-v1", |abel "commt",
the CEK as ikm and payload_info as info. The KDF trace bel ow shows
the HKDF- Extract input (Encode of protocol _id, label, CEK) and the
HKDF- Expand i nfo (Encode of protocol _id, |abel, payload_info, and
output length), followed by the 32-octet conmtnent. The payl oad_key
and acc_key follow the sane pattern with their respective | abels.

I nput s:
protocol _id: "raAE-v1"
CEK: aaaaaaaa...aa (32 octets of 0xAA)
salt: 04040404...04 (32 octets of 0x04)
pl ai nt ext: "Hell o, raAE!'" (12 octets)
nonce_0: 030303030303030303030303
AEAD: aes- 256- gcm
segnment _si ze: 65536
KDF: sha- 256

payl oad_i nfo (hex):
000b6165732d3235362d67636d000536353533
3600077368612d3235360020040404040404040404
0404040404040404040404040404040404040404040404

KDF Trace (conmtnment):
extract _input:
0007726141452d76310006636f 6d6d6974
0020aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
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aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
prk:
cb10c1430alc89f ef 79ddd6d99ef 698b
6a64161bbc349c2f 6eb3e673e32508c6
expand_i nf o:
0007726141452d76310006636f 6d6d6974003f
000b6165732d3235362d67636d000536353533
3600077368612d32353600200404040404040404
0404040404040404040404040404040404040404
04040404040400020020
conmi t nent :
4541 1649919652acf 3032d9331f bec23
34c68f c7031f 114f €15808d2029c91f a

payl oad_key:
170573c64e86782013e37149914db731
d25968df 650f 85ea1062093f 297aabe3

acc_key:
d4b04ab7b60d6d3f d4bc4f 110f 018279
5c¢3bd3f 5f 9f 4dcce2f 82c2d7c2f 284f 0

Segnent 0 (is_final=1):
nonce_0O: 030303030303030303030303
segnent _aad: Encode("raAE- DATA",
| 20SP(0, 8), 120SP(1, 1))
= 0009726141452d4441544100080000000000000000000101
ct +t ag:
cb4139f f 74b6e97c9e2e8adbb71lleela
212aa0d7054echd2d567f a49
tag_0: b7lleela2l2aa0d7054echbd2d567f a49

Accumul ator (single segnment):

contrib_O:
de0c0c543502add75f 3f f dab8129bb0d
d77d8a4a9da83184024cb153f 58880a6

accunul at or:
de0c0c543502add75f 3f f dab8129bb0d
d77d8a4a9da83184024ch153f 58880a6
(accumul ator = contrib_0 for N=1)

B.2. Two- Segnent Vector

I nput s:
protocol _id: "raAE-v1"
CEK: aaaaaaaa...aa (32 octets of O0xAA)
salt: 04040404...04 (32 octets of 0x04)
segnment _0: "Bl ock zero data!" (16 octets)
segnment _1: "Final block." (12 octets, final)
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nonce_0: 030303030303030303030303
nonce_1: 050505050505050505050505
AEAD: aes- 256-gcm
segnent _si ze: 65536
KDF: sha- 256

Payl oad Schedul e (same as singl e-segnent):

commi t nent :
4541 1649919652acf 3032d9331f bec23
34c68f c7031f 114f €15808d2029c91f a

payl oad_key:
170573c64e86782013e37149914db731
d25968df 650f 85ea1062093f 297aabe3

acc_key:
d4b04ab7b60d6d3f d4bc4f 110f 018279
5¢3bd3f 5f 9f 4dcce2f 82c2d7c2f 284f 0

Segnent 0 (is_final=0):
nonce_0: 030303030303030303030303
segrment _aad: Encode("raAE- DATA",
| 20SP(0, 8), 120sP(0, 1))

= 0009726141452d4441544100080000000000000000000100
ct+tag_O:

c1483af 070bab36b8d00ef 9ed6f b1452

36c¢cf 3e20e3de9375aaa2c2e2a873318e
tag_0: 36cf3e20e3de9375aaa2c2e2a873318e

Segnent 1 (is_final=1):
nonce_1: 050505050505050505050505
segnment _aad: Encode("raAE- DATA",
| 20SP(1, 8), 120SP(1, 1))
= 0009726141452d4441544100080000000000000001000101
ct+tag_1:
a10003997560f bb42adc3a8deOb4131e
€8e5d0154190bd588bf 5e7a6
tag_1l: eOb4131ee8e5d0154190bd588bf 5e7a6

Accumul ator (two segments):
contrib_O:
a61d5e6bch37211246d6ac546f 29262f
9f 39¢c690462bce8834a1292e0f 55937a
contrib_1:
097c8a52de03b224dd43f 471a9341282
55f 5¢8b6d623ab87a46f 5eb83cc706e3
accunul at or:
af 61d439153493369bh955825¢c61d34ad
cacc0e269008650f 90ce779633929599
(accunul ator = contrib_0 XOR contrib_1)
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B.3. Epoch Key Vectors

The foll owi ng vectors use the sane CEK and salt as above. They
denonstrate the effect of epoch | ength on payload info and on segnent
key derivati on.

--- epoch_l ength absent ---

payl oad_i nfo (hex):
000b6165732d3235362d67636d000536353533
3600077368612d3235360020040404040404040404
0404040404040404040404040404040404040404040404

payl oad_key:
170573c64e86782013e37149914db731
d25968df 650f 85ea1062093f 297aabe3

segnment _key(0) = payl oad_key

segnent _key(1l) = payl oad_key

--- epoch_length =0 ---

payl oad_i nfo (hex):
000b6165732d3235362d67636d000536353533
3600077368612d3235360001300020040404040404
04040404040404040404040404040404040404040404
04040404

payl oad_key:
223b82c12818dd4cb8da2b4ae5092075
0abbc404661c3dbb291a069acale3aab

segnment _key(0) = epoch_key(epoch=0):
65ccallf da472b224be476566897c09c
5006c856ec1698be47b27db8154e8a01

segnment _key(1l) = epoch_key(epoch=1):
e9b26223alcal32d620a2462170f 56b24
5f 8d859519b7681a0f a229f c8al55e85

--- epoch_length =1 ---

payl oad_i nfo (hex):
000b6165732d3235362d67636d000536353533
3600077368612d3235360001310020040404040404
04040404040404040404040404040404040404040404
04040404

payl oad_key:
23e9988c2cf d2db4f 6e648f ced969c81
c7d676f 31254def 813a3f 841f e733a5f

segrment _key(0) = segnent_key(1) = epoch_key(epoch=0):
bOdef 46ad428a0c0395473c4129632b5
127cb4c825d7db558551c0e27f 5¢c7ebf

segnent _key(2) = epoch_key(epoch=1):
8af 593d86913df ale3d193a4d9dc0378
d51c1536b454986569e82420f f 568eae
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When epoch_l ength = 0, each segnment receives a unique derived key
(one segment per epoch). Wen epoch_length is absent, epoch
derivation is skipped entirely and all segments use payl oad_key
directly.

B.4. KDF |solation Vectors

Conmon i nput s:
protocol _id: "raAE-v1"

| abel : " TEST- LABEL"
(hex: 544553542d4c4142454c)
i km 0a0b0c0d0eOf (6 octets)
i nfo: "" (0 octets)
KDF("raAE-v1", "TEST-LABEL", ikm "", 32):

92e7e2777e02b90014ab3e66f f a55ad9
2cdaba3aeel627c8dd51224ed6899e05

KDF("raAE-v1", "TEST-LABEL", ikm "", 16):
6a66aec2c022b339df 1299b66a591f e2

The two out puts above share no prefix even though they differ only in
the requested length L. This denonstrates that the output |ength
commitnent in the fram ng produces independent outputs for different
L val ues.

B. 5. Deri ved Nonce Mdde Vect or

This vector uses the sane CEK, salt, and plaintext as the single-
segnment random vector, but with nonce node = "derived" and

epoch_l ength absent. The nonce is conputed deterministically from
nonce_base. This vector uses AES-256-GCM with derived nonces for KDF
testing conveni ence (sanme CEK and salt as the random nonce vector
above). In production, derived nonce node MUST only be used with
MRAE AEADs; see Section 3.4.
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I nput s:
protocol _id: "raAE-v1"
CEK: aaaaaaaa...aa (32 octets of O0xAA)
salt: 04040404...04 (32 octets of 0x04)
pl ai nt ext: "Hell o, raAE!'" (12 octets)
nonce_node: derived
AEAD: aes- 256-gcm
segment _si ze: 65536
KDF: sha- 256

Payl oad Schedul e (sane CEK and salt, epoch absent):
conmmi t nent : (same as singl e-segnent vector)
payl oad_key: (sanme as single-segnent vector)
acc_key: (same as singl e-segnment vector)

nonce_base:
50328410634d38b5798e931e

nonce_0 = nonce_base XOR uint 64(0):
50328410634d38b5798e931e

Segment O (is_final=1):

nonce_0: 50328410634d38b5798e931e

segnment _aad:
0009726141452d44415441
00080000000000000000000101

ct +t ag:
bc72c63154666be5e8cc253a110ddc57
7932263db32b2d861d5d6c61

tag_0: 110ddc577932263db32b2d861d5d6c61

Accurul at or:
contrib_O:
84c0f 459b51162bc69ad4f 9e32f f c310
ce8e47ea4d95372e246d9781ef 63025b
accumnul at or:
84c0f 459b51162bc69ad4f 9e32f f 310
ce8ed47eadd95372e246d9781ef 63025b

B. 6. Pl ai nt ext-Bound Nonce Mbde Vect or
This vector uses the sane CEK, salt, and plaintext as above, but with
nonce_node = "pl ai ntext-bound". The nonce depends on both the

pl ai ntext content and fresh randommaterial. For reproducibility,
Random(12) = 0x070707...07 (12 octets of 0x07).
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I nput s:
protocol _id: "raAE-v1"
CEK: aaaaaaaa...aa (32 octets of O0xAA)
salt: 04040404...04 (32 octets of 0x04)
pl ai nt ext: "Hell o, raAE!'" (12 octets)
Randon(12) : 070707070707070707070707
nonce_node: pl ai nt ext - bound
AEAD: aes- 256-gcm
segnment _si ze: 65536
KDF: sha- 256

Payl oad Schedul e:
(same as singl e-segnment vector)

nonce_0 (pl ai nt ext-bound):
5e8def 13adb2d65b5054f d15

Segnent 0 (is_final=1):

nonce_0: 5e8def 13adb2d65b5054f d15

segment _aad:
0009726141452d44415441
00080000000000000000000101

ct +t ag:
81df 8f 47¢31648f 379b0493bd746c293
b815f 4e94cheb5530f de3f 5b

tag_0: d746c293b815f 4e94chbeb5530f de3f 5b

Accumul at or:
contrib_O:
c80f 4a347e6e74a58d3ee8b25bb5a3f 9
982321de03593f bab7b471d99e2cf 1bc
accunul at or:
c80f 4a347e6e74a58d3ee8b25bb5a3f 9
982321de03593f bab7b471d99e2cf 1bc

B. 7. ChaCha20- Pol y1305 Vect or
Singl e segnent wi th random nonce node and ChaCha20- Pol y1305. Sane

CEK and salt as above; different AEAD id changes the payload_info and
all derived val ues.
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I nput s:
AEAD: chacha20- pol y1305
nonce_node: random

(CEK, salt, plaintext, nonce as single-segnent)

conm t nent :
1e30998c28c0224cca320e5ba27f 8514
d232b9e58f 1df 3dccf fff903c5ef edf d

payl oad_key:
12a66095dcch074137667f 5f 6f e9f c41
0943dba7b9f dea052828609297ech897

acc_key:
985ce823beB86c332e410d30066¢chdof 1
1a9a840b8d691adda468ecbea988e2eb

Segnent 0 (is_final=1):
nonce_0O: 030303030303030303030303
ct +t ag:
ff7acl7f 504f f c08032b100aaa2ee764
25e9128c8f f 9d6ed8b66dc08
tag_0: aa2ee76425e9128c8ff9d6ed8b66dc08

Accumul at or:
accumul at or:
58babbc3e19ebdf c7e88bde91b8a9e3b
42f c8f 0090892783648761ad6cec65ed
B.8. AES-256-GCM SIV Vect or

Singl e segnent with derived nonce node and AES-256- GCM SI V.
epoch_length is absent (required for MRAE AEADs).
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I nput s:
AEAD: aes- 256-gcm si v
nonce_node: derived

(CEK, salt, plaintext as single-segnent)

conm t nent :
5d6d5c00c15b2a6bf 44f 28cedd1b99f 4
35b0f 51085470b2c5f 5b9a4a2f el7cc9
payl oad_key:
ce2969d3b94dc1c4b173d3clbaf 37del
blala5f ece2bcea662ba6f e284a8c0a8
nonce_base:
ef 1630c621ebbe963al8ab66

nonce_0 = nonce_base XOR ui nt 64(0):
ef 1630c621ebbe963a18ab66

Segnent 0 (is_final=1):
ct +t ag:
12c611b3a380d5474ea9af 7686f 2ca90
63b34086d29e41bdf cch08f 4
tag_0: 86f2ca9063b34086d29e41bdf ccb08f 4

Accurul at or:
accumul at or:
el31f 4c66daf 6b7c6300e190325al164a
6058daf 07d76670ebblcf cdce937f 97c

B.9. Rewite Vector
Thi s vector denonstrates accumul at or update when segnment 0 of the
two- segnment AES- 256- GCM nessage is rewitten with new plaintext. The

accunul ator is updated by XOR-ing out the old contribution and XOR-
ing in the new one.
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Oigi nal nessage:
segment _0: "Bl ock zero data!" (16 octets)
segnment _1: "Final block." (12 octets, final)
accunul at or:
af 61d439153493369b955825¢c61d34ad
cacc0e269008650f 90ce779633929599

Rewite segment O:
new pl ai ntext: "Updated data!!!l!" (16 octets)
new_nonce: 090909090909090909090909
new_ct +t ag:
050f a5774cdf d95¢c94bec167dcf 2a7d0
daf 41e183622c7f b6aeb355652f 6¢050
new_t ag:
daf 41e183622c7f h6aeb355652f 6¢c050

Accunul at or updat e:

old_contrib_O:
a61d5e6bch37211246d6ac546f 29262f
9f 39¢690462bce8834a1292e0f 55937a

new contrib_O:
83ef 8c0d86c63f 63ce507723ca44d46¢
d2755468d6923a5f 5b0b8ae1860f ddf a

new accunul ator =
old_acc XOR old_contrib_0 XOR new contrib_O:
8a93065f 58c58d47131383526370c6ee
87809cde00b191d8f f 64d459bac8db19

B. 10. Segnent Size 16384 Vector
This vector uses segnment_size = 16384 with AES-256-GCM The sane
CEK, salt, plaintext, and nonce as the single-segnent vector above

are used; the different segnent_size changes payl oad_info and all
derived val ues
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I nput s:
AEAD: aes- 256-gcm
segnment _si ze: 16384
nonce_node: random

(CEK, salt, plaintext, nonce as single-segnent)

payl oad_i nfo (hex):
000b6165732d3235362d67636d000531
3633383400077368612d323536002004
04040404040404040404040404040404
040404040404040404040404040404

conm t nent :
3670f 64513f a362f 5ed8881eed41bbal9
e3e8c9d69f 92f 1018671¢c00995546022
payl oad_key:
30039f 0450af 5845f 73eb170549ch81d
30327157c72727ae6bf a4decabbcl11d4
acc_key:
d429ed408c97218e051141cd1a215086
2cf 799ddaldeaf d1e18920f bf 06632f ¢

Segnent 0 (is_final=1):

nonce_0: 030303030303030303030303

segment _aad:
0009726141452d44415441
00080000000000000000000101

ct +t ag:
7ecae9c12c¢31383e27f 074c2cc735c19
0d91f 5f bb4b9b40f 87608a97

tag_0: ¢c735c190d91f 5f bb4b9b40f 87608a97

Accunul at or:
contrib_O:
66¢c8f 92ec5341ae4f ad08af db3f 509e1l
2e92cae583bd6b90a2f 77f b75b4419fd
accumnul at or:
66c8f 92ec5341ae4f ad08af db3f 509e1l
2e92caeb583bd6b90a2f 77f b75b4419f d

B.11. Milti-Segnment Full-Size Vector
This vector encrypts two full 65536-octet segnents. It denonstrates
the segnment _aad is_final flag, per-segment AEAD, and accunul ator XOR

across full-size blocks. Segment 0 is 65536 octets of 0x00; segnent
1 is 65536 octets of 0x01
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I nput s:
protocol _id: "raAE-v1"
CEK: aaaaaaaa...aa (32 octets of O0xAA)
salt: 04040404...04 (32 octets of 0x04)
segnment _0: 0x00 * 65536 (65536 octets)
segnment _1: 0x01 * 65536 (65536 octets, final)
nonce_0O: 030303030303030303030303
nonce_1: 050505050505050505050505
AEAD: aes- 256-gcm
segnent _si ze: 65536
KDF: sha- 256

Payl oad Schedul e (same as singl e-segnent):
commi t nent : (same as singl e-segnment vector)
payl oad_key: (sane as singl e-segnent vector)
acc_key: (sanme as singl e-segnent vector)

Segnent 0 (is_final=0):
nonce_0O: 030303030303030303030303
segment _aad:
0009726141452d44415441
00080000000000000000000100
ct (first 16): 832455931b9ac90ef f 6f cffab78f 7573
ct (last 16): 60aefecea60d483670e82d15030dal0l
tag_0: 2aeOe657af 52f 40b5a97716e809727f b

Segment 1 (is_final=1):
nonce_1: 050505050505050505050505
segnment _aad:
0009726141452d44415441
00080000000000000001000101
ct (first 16): e6686c¢cf9184198d944be50a2chbacef 2
ct (last 16): ¢hb929c96667c24cel1822d1c88d5613ch
tag_1l: 8al48hel24e0f 085638e8ladcc2c947a

Accumul ator (two segnents):
contrib_O:
6670594c17d70d9ed935408cd3a07f 93
e599f 389cef 9d26003af 30423b07c460
contrib_1:
b221f 9b0b2ad7eb446842b22a7e80600
b393e94f 27a48e6e4e2el155dedf 11b46
accunul at or:
d451a0f ca57a732a9f b16bae74487993
560alac6e95d5c0e4d81251f d6f 6df 26
(accumul ator = contrib_0 XOR contrib_1)
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B.12. AEGQ S-256 Vector

Singl e segnment with random nonce node and AEGQ S-256. Sane CEK and
salt as above. AEQ S-256 uses 32-octet nonces

I nput s:
AEAD: aegi s- 256
nonce_node: random

(CEK, salt, plaintext as single-segnent)

payl oad_i nfo (hex):
000961656769732d3235360005363535
333600077368612d3235360020040404
04040404040404040404040404040404
04040404040404040404040404

conm t nent :
93cc15475b3383b353bb908f 979cc493
c271abb4409alf b9al1588b508f b3ebd9

payl oad_key:
041d039530a5c34f b19f ee3f 719f c4d3
eef aa28da5df 8a8ed24b7df 78a2e990e

acc_key:
37aa2cf b9b79f c8b0f 97¢c327ccl1lc8bd9
b9c5b70f 3c3bd0ea24480b24a6b34d73

Segment O (is_final=1):

nonce_Q0:
03030303030303030303030303030303
03030303030303030303030303030303

ct +t ag:
219cc576e7c5662f 8dda048000f 22574
b490f 3af 2c0b3a2842605df a

tag_0: 00f 22574b490f 3af 2c0b3a2842605df a

Accurul at or:
contrib_O:
2561aa0b0317d3640be35a3b81edf 5a5
blef ebdeeaad67e253e77b12a8410a3e
accumnul at or:
2561aa0b0317d3640be35a3b81edf 5a5
blef ebdeeaad67e253e77b12a8410a3e

B.13. AEG S-256X2 Vect or

Singl e segnent with random nonce node and AEGQ S-256X2. Sane CEK and
salt as above. AEGQ S-256X2 uses 32-octet nonces
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I nput s:
AEAD: aegi s- 256x2
nonce_node: random

(CEK, salt, plaintext as single-segnent)

payl oad_i nfo (hex):
000b61656769732d3235367832000536
3535333600077368612d323536002004
04040404040404040404040404040404
040404040404040404040404040404

conm t nent :
63f 577¢993f 7Tba7ed4acf ca98366702e
242c¢820055f 6e67c143bch2e6a15b87d

payl oad_key:
57e33ccba9081a1332632354af 0cb00b
54f b5a66742aa9e0079c77e49f 25af ec

acc_key:
96e4b420589f 9f bd2103f b995372d91a
8a5b5b6ae03425b5b6952blac792deab

Segnent 0 (is_final=1):

nonce_O:
03030303030303030303030303030303
03030303030303030303030303030303

ct +t ag:
cba698d2ed783f 03ef 1¢10839c7ce962
94644f af 13f db98843f 61457

tag_0: 9c7ce96294644f af 13f db98843f 61457

Accurul at or:
contrib_O:
768297bf f c6313db1059ad3e714f daad
6386689b2dc4dc9aa87d250df 622aad6
accumnul at or:
768297bf f c6313db1059ad3e714f daad
6386689b2dc4dc9aa87d250df 622aad6

Aut hor’ s Addr ess
Ni ck Sullivan

Crypt ography Consulting LLC
Emai | : nichol as. sullivan+ietf @nail.com
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