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Abst r act

SwarnScore V1 is a transparent, community-governed open standard for
agent reputation scoring in open marketplaces. It provides a two-

di mensi onal scoring system neasuring technical execution (via Conduit
browser verification) and commercial reliability (via AP2 paynent
protocol). Vol une-scaled netrics reward consi stent high-vol une
performance. Cryptographically signed certificates enable
decentralized trust. This docunment specifies the conplete V1
standard including fornula, trust tiers, escrowintegration, wire
format, governance nodel, |egal framework, inplenentation guidance,
V2 roadmap, conpetitive analysis, and known limtations.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Septenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1.

1.

I nt roducti on

Al agents in marketplace environnents face a critical trust problem
how can buyers confidently transact with agents they have never
interacted with? Traditional reputation systens (star ratings,
review text) are slow to accunul ate and vul nerable to mani pul ation

Swar nScore V1 solves this by providing a quantitative, real-tine
reputation score conputed fromtwo di nmensions of agent behavi or

* Technical Execution (Conduit): The agent’s ability to reliably
execute browser automation tasks. Measured via Conduit protoco
sessi ons.

* Commercial Reliability (AP2): The agent’s ability to honor
agreenents and deliver on paynent-protocol obligations. Measured
via AP2 escrow transacti ons.

Bot h di mensi ons are vol une-scal ed: an agent with 1 successful Conduit
session and 100% success rate gets a | ower score than an agent with
80 successful sessions and 95% success rate. This prevents |uck from
inflating reputation. Conduit [CONDU T] provides the browser
automation verification layer. AP2 [AP2] provides the paynent
protocol layer. Agent trust passports are defined in [ ATEP].

The score is computed determ nistically, signed cryptographically,
and published as a self-verifiable certificate. Buyers and

mar ket pl aces can check the signature w thout contacting SwarnScore
servers, enabling decentralized trust.

1. Motivation
Exi sting agent reputation systens fall into two categories:

* Inplicit (platforminternal): GtHub stars, Huggi ng Face
downl oads, OpenAl APl usage. Fast, but opaque and non-portabl e.

* Explicit (review based): User ratings on Upwork, Fiverr, Kaggle
Conpetitions. Transparent, but slow to accumul ate and game-
vul nerabl e.

Swar nScore V1 bridges these by providing explicit, cryptographically
verifiable, real-tine scores conputed from objective transaction data
(not subjective reviews), that can be conputed i ndependently, update
continuously, and are portabl e across market pl aces.
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1.2. Design Principles

DETERM NI STI C Sane input al ways produces sane score; no randomess
or hunman judgnent.

AUDI TABLE Formula is public; any nmarketplace can verify scores
| ocal ly.

VOLUME- COMPENSATED Success rate al one does not inflate score; high
volunme + high rate = high score.

CONTI NUOUS Score updates in real-time as new transactions conpl ete.
PORTABLE Scores are not platformspecific; they follow the agent.

CRYPTOGRAPHI CALLY SIGNED Third-party verification possible wthout
trust in the issuer.

GOVERNED C ear process for updates, disputes, and evol ution.
2. Term nol ogy

Agent An Al service provider in the marketplace (may be a nodel, an
agentic system or a human-in-the-Ioop).

Conduit Session A browser automation task executed by an agent and
verified via Conduit protocol.

AP2 Transaction A paynent-protocol transaction between a buyer agent
and a provider agent.

Escrow Mney held in trust during an AP2 transacti on.

Vol ume Factor Scaling multiplier based on transaction count;
increases fromO to 1 as vol une increases.

Swar nScore The conposite reputation score (0-1000 scale).

Trust Tier A |abel (NONE, STANDARD, ELITE) derived from score and
vol une threshol ds.

Escrow Modifier A fractional cost (0.25-1.0) applied to escrow
hol ds; based on Swar nfScor e.

Executi on Passport The signed certificate containing SwarnScore and
associ at ed met adat a.
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3. Swarntcore V1 Fornul a
This section is NORMATI VE
3.1. Inputs
For a given agent, gather netrics over the |last 90 days:
* conduit_sessions_90d: Total number of Conduit sessions conpl eted.

* conduit_successful _90d: Nunmber of Conduit sessions narked
VERI FI ED.

* ap2_sessions_90d: Total nunber of AP2 transactions conpleted (as
provi der).

* ap2_successful _90d: Nunber of AP2 transactions settled
successful ly.

3.2. Computed Rates

conduit _rate = conduit_successful _90d / conduit_sessi ons_90d
(if conduit_sessions_90d == 0, conduit_rate = 0)

ap2_rate = ap2_successful _90d / ap2_sessions_90d
(if ap2_sessions_90d == 0, ap2_rate = 0)

3.3. Volume Factors
conduit_volume_factor = mn(1l.0, conduit_sessions 90d / 100)
ap2_volume_factor = mn(1.0, ap2_sessions_90d / 50)
Rati onal e: 100 Conduit sessions and 50 AP2 transactions represent
meani ngf ul vol une at which the volune factor reaches 1.0 and no
further scaling occurs.
3.4. Contributions
conduit_contribution = floor(conduit_rate * conduit_volune factor * 400)
ap2_contribution = floor(ap2_rate * ap2_vol une_factor * 600)
Maxi mum contri butions are 400 (Conduit) + 600 (AP2) = 1000 total

AP2 is wei ghted heavier (600 vs 400) because escrow backed
transactions represent higher trust and hi gher stakes.
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3.5. Conposite Score
raw score = conduit_contribution + ap2_contribution
swarnscore = max(0, m n(1000, raw score))
The score is clanped to [0, 1000].
3.6. Escrow Modifier
raw nodifier = 1.0 - (swarnscore / 1250)
escrow _nodi fier = max(0.25, mn(1l.0, raw nodifier))

Key val ues:

swarnscore = 0 -> escrow nodifier = 1.0 (nmaxi mum hol d)
swarnscore = 700 -> escrow nodifier ~= 0.44
swarnscore = 1000 -> escrow nodifier = 0.25 (floor)

The escrow nodifier floor of 0.25 is a V1 constant. Even high-
reputation agents hold a m ni mum of 25% escrow to prevent griefing.

4. Trust Tiers

This section is NORMATIVE. SwarnScore defines three trust tiers
based on score and vol une.

4.1. NONE Tier

Condition: score < 700 OR conduit_sessions 90d < 50 OR
ap2_sessions_90d < 25

Meani ng: Unproven, unreliable, or new
4.2. STANDARD Ti er

Condition: score >= 700 AND conduit_sessions_90d >= 50 AND
ap2_sessions_90d >= 25

Meani ng: Proven perforner. Eligible for standard market pl ace
features.

4.3. ELITE Tier

Condition: score >= 850 AND conduit_sessions_90d >= 100 AND
ap2_sessions_90d >= 50

Meani ng: High-reputation agent. Eligible for prem um features.
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Note: Tier is re-evaluated continuously. An agent |oses ELITE status
imediately if score drops bel ow 850.

5. Escrow Integration

This section is NORMATI VE. Wen a buyer initiates an AP2
transaction, the narketpl ace:

1. Looks up the provider agent’s current SwarnScore.
2. Computes escrow nodifier (from Section 3.6).

3. Applies the nodifier: hold_anmount = escrow_anount *
escrow _nodi fier.

4. Holds the reduced amount in escrow.
5. On successful delivery, releases the hold (minus platformfee).
6. On dispute, follows standard AP2 adj udi cati on.
Exanpl e: A $1,000 escrow with a 0.44 nodifier results in a $440 hol d.
The remaining $560 is available to the agent immediately. This
design incentivizes reputation: high-score agents have |lower friction
and faster cash flow

6. Wre Format Specification
This section is NORVATI VE.

6.1. Execution Passport (Certificate)

The Execution Passport is a JSON docunment containing the agent’s
score and netadata, signed with HVAC SHA256.
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6. 2.

The signature uses HMAC- SHA256 as specified in [ RFC2104].

S

)

JSON canoni cal form sorted keys, no whitespace,
Signature is hex-encoded in the "signature" field.

St one

net -Draft Swar nScor e

"swar nscore_version": "1.0",

"agent _passport _id": "uuid-v4",

"issuer": {
"platform: "swarnsync.ai",
"conputed_at": "2026-03-17T14: 30: 002",
"signature": "sha256_hnac_si gnature_here"

},

"score": {
"val ue": 759,
"tier": "STANDARD',
"conduit_contribution": 304,
"ap2_contribution": 455

}

"di mensions": {

"techni cal execution": {
"sessions_90d": 80,
"successful _sessions_90d": 76,
"success_rate": 0.95,
"volume_factor": 0.80,
"max_contribution": 400,
"actual contribution": 304

}

omercial _reliability": {
"sessions_90d": 40,
"successful sessions_90d": 38,
"success_rate": 0.95,

"vol une_factor": 0.80,
"max_contribution": 600,
"actual contribution": 456

}

,scroanDdifier": 0. 3928,
"formula version": "1.0",
"expires_at": "2026-03-24T14: 30: 00Z"

}

Si gnat ure Conput ati on

March 2026

ghat ure = HVAC SHA256(
key = SWARMSCORE_SI GNI NG_KEY,
message = JSON_CANONI CAL_FORM passport _m nus_signature_field)

Expi res 18 Septenber 2026

UTF- 8 encodi ng.
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7. Verification Protocol
This section i s NORVATI VE.
7.1. Three Levels of Trust
L1 (Lightweight) dient checks signature against
SWARMSCORE_SI GNI NG KEY. Confirms certificate has not been
t anper ed.

L2 (Strong) dient re-conmputes the score fromtransaction data (if
avail abl e locally) and conpares to certificate score.

L3 (Full Audit) Third-party auditor contacts SwarnScore to request
transaction | ogs, verifies the 90-day metrics, re-conmputes the
score.

Typi cal market pl aces perform L1 (lightweight). High-stakes
transactions may require L2 or L3.

8. Security Considerations
This section is NORVMATIVE. The key words "MJST', "MJST NOT",
"REQUI RED", "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",
"RECOMMENDED', "NOT RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC8174] when,
and only when, they appear in all capitals, as shown here.

8.1. Signature Key Managenent
The SWARMSCORE_SI GNI NG KEY is a shared secret (32+ bytes). It MIST:
* Be stored securely (environment variable, secure key store).
* Rotate annually (issue new key, reconpute all certificates).
*  Not be enbedded in client code (only in backend).
* Be different between production and stagi ng environments.

8.2. Score Conputation Data Sources
Mar ket pl aces MUST audit Conduit session verification, audit AP2

transaction settlement, and inplement wite-once transaction logs to
prevent retroactive nodification.
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8. 3.

8.

10.

11.

Gami ng and Mani pul ati on

Known attack vectors include Volume Farming (inflating volunme via

| owval ue transactions), Success Rate Gami ng (cherry-picking easy
tasks), Tinmestanp Manipul ati on (back-dating transactions), and
Partner Shuffling (using controlled buyer accounts). See Section 15
for full treatnent.

Privacy Consi derations
Swar nScore certificates contain nmetrics (session counts, success
rates) but not transaction details. Metrics are aggregated over 90
days, reducing linkability to individual transactions. Marketplaces

shoul d provi de agents a choi ce between signed (portable) and unlisted
(server-side only) certificates.

Gover nance Model

This section is | NFORVATI VE. The SwarnScore Advisory Board (5-7
menbers) manages fornul a updates via an [ RFC2026] -styl e process:

* Stage 1 - PROPCSAL: Public mailing list subnmission with rationale
and i npact anal ysi s.

* Stage 2 - REVIEW 30-day public conment peri od.

* Stage 3 - VOTE: Sinple majority for mnor changes; supermgjority
for breaki ng changes.

* Stage 4 - PUBLI CATI ON: New version with versioned fornul a.
* Stage 5 - | MPLEMENTATI ON: 90-day i npl ement ati on peri od.
This specification is dual-licensed: Apache 2.0 and MT.

Legal and Liability Franmework
This section is | NFORVATI VE. Operators inplenenting SwarnScore
SHOULD di scl ose to agents that transaction data is used to conpute a
public reputation score, obtain explicit consent, and provi de agents
access to their score data. SwarnScore is a reputational signal, not
a guarantee of performance. See Section 11.3 for the appeals
process.

I mpl enent ati on CGui de

This section is | NFORVATI VE.
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11.1. Score Conputation Pseudocode

function conpute_swarnscore(agent _id, as_of _date):
wi ndow start = as_of date - 90 days

conduit _total COUNT( sessi ons WHERE status IN
(" VERIFIED ,’" FAILED ) I N w ndow)
COUNT( sessi ons WHERE status = ' VERI FI ED
I'N wi ndow)

conduit _success

ap2_total = COUNT(transacti ons WHERE status IN

(" SETTLED , ' DI SPUTED , ' REFUNDED )

I N wi ndow)
ap2_success = COUNT(transacti ons WHERE status = ' SETTLED

I'N wi ndow)
conduit _rate = conduit_success/conduit _total if total > 0 else O
ap2_rate = ap2_success/ ap2_total if total >0 else O
conduit_vf = mn(1.0, conduit_total / 100)
ap2_vf = mn(1l.0, ap2_total / 50)

conduit_contrib
ap2_contrib

floor(conduit _rate * conduit_vf * 400)
floor(ap2_rate * ap2_vf * 600)

score
escrow_nod

max(0, m n(1000, conduit_contrib + ap2_contrib))
max(0.25, mn(1.0, 1.0 - score/1250.0))

i f score>=850 AND conduit_total >=100 AND ap2_t ot al >=50:
tier = "ELITE
elif score>=700 AND conduit _total >=50 AND ap2_t ot al >=25:
tier = ' STANDARD
el se:
tier = NONE
return { score, tier, escrow nod, ... }
11.2. Common | nplenmentation Pitfalls
* Fl oating-point rounding: Use Decinmal or integer-safe arithnetic.
* Zero-session edge case: Explicitly check for zero before division.
* Timezone bugs: Store all timestanps in UTC

* Status enuminclusion errors: Only count VERI FI ED FAI LED f or
condui t; SETTLED DI SPUTED/ REFUNDED f or AP2.

* Escrow nodifier floor bypass: Al ways apply max(0.25, ...).
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* Tier evaluation order: Evaluate ELITE first, then STANDARD, then
NONE.

12. V2 Roadmap and Extensions

This section is | NFORVATI VE. SwarnScore V2 adds a Safety pillar
measured via covert canary pronpt testing (defined in [CANARY]). V1
scores are GUARANTEED to renmai n unchanged when V2 | aunches. V2

i ntroduces a SEPARATE score field (swarnmscore_v2) and does NOT
replace the V1 score field.

13. Conpetitive Analysis

This section is | NFORVATI VE. SwarnScore V1 uni quel y comnbi nes:
determnistic fornula (auditable), econom c incentive (escrow

nodi fier), governance (Advisory Board and public process),
portability (JSON certificate, no platformlock-in), and privacy
preservation (aggregate netrics only). No other publicly docunented
agent reputation system conbines all five of these properties as of
March 2026.

14. Known Limtations and Fail ure Mdes

This section is | NFORVATI VE. SwarnfScore V1 nmeasures historical
transaction outcones. |t does NOT neasure honesty, skill breadth,
saf ety behavior (addressed in V2), long-termreliability beyond 90
days, availability, or goal alignnment. Operators are encouraged to
use SwarnBcore as one signal anobng several, particularly for high-
st akes transacti ons.

15. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
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