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Abstract

Thi s docunent describes extensions to the Path Conputation El enent
(PCE) Conmunication Protocol (PCEP) to pernit a PCEP Speaker to
updat e information previously exchanged during PCEP session
establishment via the Open message.

Di scussi on Venues
This note is to be renoved before publishing as an RFC
Di scussion of this docunent takes place on the Path Conputation
El ement Working Goup nmailing list (pce@etf.org), which is archived

at https://milarchive.ietf.org/arch/browse/pce/.

Source for this draft and an issue tracker can be found at
https://github. com ast one282/ draft - st one-pce-updat e- open.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 29 August 2025.
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1. Introduction

CO~NNN~NOOODOOOGUIOITOR”BRBRADRADWOWWN

The Path Conputation El ement (PCE) Communi cation Protocol (PCEP)

[ RFC5440] provides mechani sns for

PCEs to perform path conputations

in response to requests from Path Conputation Cients (PCCs).
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[ RFC5440] outlines the nessage exchange procedures that PCEP Speakers
must foll ow upon initial connection to establish a PCEP Sessi on.

Thi s procedure includes sending an Cpen Message contai ni ng an OPEN
oj ect, which conveys various session characteristics such as
protocol tinmers. The OPEN (bject can be extended with TLVs to convey
addi tional session characteristics, such as PCE capabilities (e.g.,

[ RFC8408]) or specific values and ranges (e.g., [RFC8664] and
[I-D.ietf-pce-controlled-id-space]). This information is exchanged
only once per session and cannot be dynam cally nodified w thout
tearing down and re-establishing the PCEP session, which can be
operationally disruptive.

Addi tionally, [RFC5440] specify a Notification Message (PCNtf)
cont ai ni ng a NOTI FI CATI ON Obj ect, which a PCEP Speaker may use to
notify the other speaker of an event.

Thi s docunent proposes a generic nmechani smallowi ng a PCEP Speaker
(PCC or PCE) to update previously exchanged Open Message infornmation
using a PCNtf Message with a new notification called "Open Refresh".
Thi s approach mtigates the need to termnate the session to nodify
any exchanged i nformati on.

Note that [I-D.ietf-pce-controlled-id-space] al so proposes using
PCNtf Message to relay Open Messages between PCEs about each PCE' s
connected peers. It is anticipated that [I-D.ietf-pce-state-sync]
will use a simlar notification nechanismw th a unique notification
type, as the semantics of a PCEP Speaker exchanging its information
differ fromexchanging information related to a connected state-sync
PCEs.

Thi s docunent describes a generic extension and nechani smto update
Open bj ect content but future documents MAY describe further
semantics on a per TLV basis.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

2. Term nol ogy
Open Refresh: The act of nodifying content previously exchanged

during PCEP Open Message in an ad-hoc nanner without termnating the
PCEP sessi on.
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Open Refresh Notification nmessage: An Open Refresh notification
message is a new Notification Type to be used in the PCNtf Message
([ RFC5440]) that will also contain the open information to be
refreshed

3. Operational Considerations

Thi s section discusses sone high-level considerations that should be
consi dered when supporting Open Refresh. While scenarios described
here exist in present-day PCEP, they require explicitly tearing down
the PCEP session which gives a clear indication of potential system
i npact. Wth ad-hoc mani pul ati on of open information, the inpact of
a possi bl e change may not be evident so this section attenpts to
descri be sone of these considerations.

3.1. Capability Change

One use case of the Open nessage is to exchange device software
capabilities and feature enabl ement to deternine whether a PCEP
Speaker may support a given operation defined in PCEP extensions. |If
a PCEP speaker supports renoval of a capability using Open Refresh,
then all states related to the capability MJST be reset and renoved
and MUST follow the guidelines set out by the capability should the
ot her PCEP speaker no | onger support the capability. This may inpact
devi ce-wi de state and network traffic. For exanmple, [RFC8281]
defines the STATEFUL- PCE- CAPABI LI TY-TLV to indicate support for PCE-
Initiated LSPs. The renoval of this capability would result in PCE-
Initiated LSPs being del eted fromeach PCEP Speaker

3.2. Node-wi de Property Change
One use case of the Open nessage is to exchange device-I|eve
configurations or settings. |In the case of statefully del egated LSPs
([ RFC8231], the nodification of these values may trigger path
cal culations for established LSPs with a possibility of LSP tear
down.

3.3. Frequency of Open Refresh
A PCEP inplenentation should consider the inpact on the entire
networ k before sending frequent Open Refresh Notifications. It could
consi der applying sonme form of danpening or back-off nechani sm

4, Pr ocedur es
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4.

4.

4.

1. Capability Advertisenent

A PCEP Speaker indicates support of Open Refresh during the PCEP
Initialization phase ([RFC5440]). As per [RFC5440], a PCEP Speaker
sends an Open Message with exactly one OPEN object. This docunent
defines a new flag, OPEN-REFRESH CAPABILITY (R-bit), in the Open
Message Flags field to indicate the support of the Open Refresh
feature.

* R (OPEN- REFRESH CAPABI LITY - 1 bit - TBD1): If set to 1 by a PCEP
speaker, the PCEP speaker indicates that the PCEP speaker supports
updating the information in the Open nessage w thout resetting the
sessi on.

If a PCEP speaker receives an Open Message that does not set the
OPEN- REFRESH- CAPABI LI TY fl ag, the PCEP Speaker MJST NOT send Qpen
Refresh nessages to the renote PCEP speaker.

2. Open Refresh

An Open Refresh is transmitted by sending a PCNtf Message ([ RFC5440])
containing a NOTI FI CATION (bhject with Notification-type=TBD2 (Open-
Ref resh):

* Notification-value=1: Refresh the Open information. The
NOTI FI CATI ON Obj ect encodes any TLV that can be encoded in an OPEN
hj ect. The NOTI FI CATI ON bj ect contains a snapshot of all
unnodi fied and nodified TLVs. Upon receiving an Open-Refresh
Notification nessage, the PCEP Speaker conpares the newly received
TLVs with the previously received TLVs to determ ne what has
changed. An omission of a TLV MJUST be treated as a renoval of the
TLV and perform a necessary side effect(s) to the systemstate as
if the TLV was never exchanged during session establishment via
Open nessage.

2.1. Adding/renoving val ues or Sub-TLVs

If the PCEP Speaker determines it cannot support the Open-Refresh
differential change(s), the PCEP Speaker generates a PCEP Error
(PCErr) with Error-type=TBD3 (Unsupported-Qpen- Refresh) and error-
val ue TBD4 and it SHOULD termi nate the PCEP session.

Security Considerations

TODO Security
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6

8.

8.

8.

Managabi I ity Consi derations
TCDO
| mpl enent ati on Status

[Note to the RFC Editor - renove this section before publication, as
well as renove the reference to RFC 7942. ]

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the IETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and working groups
to assign due consideration to docunents that have the benefit of
runni ng code, which may serve as evidence of val uabl e experinmentation
and feedback that have made the inplenmented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

| ANA Consi der ati ons
1. Open hject Flag Field

I ANA is requested to allocate a new bit value in the "Open Object
Flag Field" registry:

E ool ooy e g
| Bit | Descri ption | Ref erence

[ el et sl
| TBDL | OPEN- REFRESH CAPABILITY | This document |
B T T S I +

Table 1
2. NOTI FI CATI ON Obj ect

I ANA is requested to allocate a new Notification-type value in the
"Notification Object" registry:
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B ool oo s el e g
| Notification-type | Name | Notification-value | Reference|
B e et e s e ey s e e ey e el
| TBD2 | Open-Refresh | 0: Unassigned | This |
| | | | docunent |
I I Fom e e m - - R I I +
| | | 1: Refresh the | This |
| | | Open informtion | docunent |
I IR R I ] I I R I +
Table 2
8.3. PCEP Error

IANA is requested to allocate a new Error-type value in the "PCEP-
ERROR hj ect Error Types and Val ues" registry:

B oo b e s s sy e e e =}
| Error-type | Meaning | Error-value | Reference |

[ sl e s s s s s s s sl sl
| TBD3 | Open-Refresh Error | 0: Unassigned | This |

| | | | docunent |

Fo-m - - - - R I R I I Fo-m - - - - +
| | | 1: Open-Refresh | This |

| | | is not supported | document |
I I I R R R I ] I I +

Table 3
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