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Abst r act

Thi s docunment defines a canonical, defensible, machine-checkable
primtive for an Agent-to-Agent (A2A) transaction. |t establishes
the bundl e of cryptographically signed elenents that constitute a
recorded val ue exchange between two software agents acting as
instruments of identified principals, the conformance tiers that
determ ne which elenents are required, the rail-specific Profiles
that map the bundle to existing paynent infrastructure, and the two-
tier validity nodel that distinguishes externally-adjudicable
transacti ons from operationally-valid uncontested exchanges.

ATXN is the foundational |egal and technical primtive for escrow,
di spute resolution, audit, and liability allocation in agentic

commerce. It is designed to operate under existing contract |aw (UCC
2-204, UETA 14, Restatenent (Third) of Agency, ClSG without
requiring statutory recognition of agent personhood. It nmaps

directly to AP2, Stripe ACP, Visa TAP, Mastercard Agent Pay, and x402
as Profiles of a single canonical bundle.

Conpani on specifications (all co-subnitted as Internet-Drafts, work
in progress):

* AIVS (draft-stone-aivs-01): cryptographic audit-trail substrate
that ATXN bundl es inherit from

* VCAP (draft-stone-vcap-01): verified-comerce escrow rails that
consurme ATXN bundl es

* ATEP (draft-stone-atep-01): trust passports that bind agents to
capacity-attested principals

* ADRP (draft-stone-adrp-00): dispute resolution protocol invoked
when an ATXN bundl e enters the disputed state

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 27 October 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.1. The Probl em

Every existing paynent infrastructure encodes 3,000 years of human
commercial law (offer, acceptance, consideration, capacity, nutua
assent, dispute window). Every assunption in that infrastructure
presupposes a person — a mnd that intends, a body that signs, a
| egal status that bears liability.

Sof tware agents transacting on behal f of principals break every one
of these assunptions sinultaneously:

* Agents cannot sign contracts in the |legal sense;

* Delivery verification has no independent nmechani sm when both
parties are software;

* \When harmoccurs, the liability chain anong principal, operator,
mer chant, processor, and nodel provider is undefined;

* Existing dispute mechani snms (chargebacks, arbitration) have no
native concept of an agent acting under bounded mandat e.

Wthout a canonical primtive, every platformdeploying agentic
commerce will independently invent inconpatible transaction records,
produci ng a fragmented ecosystemin which cross-platform escrow,
di spute resolution, and audit are inpossible.

1.2. What ATXN Defi nes

An A2A transaction is the cryptographically-verifiable execution of a
Bundl e conprising five signed el enents:

1. Intent Mandate — principal’s signed declaration of desired
out cone

2. Scope/ Capability Token — machi ne- checkabl e bounds the agent
cannot exceed

3. Payment Authorization — rail-agnostic signed instrunent reference

4. Delivery Attestation — counterparty-countersigned proof that
performance occurred

5. Revocability Wndow — declared finality clock with a queryable
revocation beacon
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Each agent participating in a Bundle presents a Standi ng Token
binding it to a capacity-attested principal via a verifiable
credenti al chain.

1.3. Wat ATXN Deliberately Does NOT Do

* ATXN does not grant agents |egal personhood. Bundles are
evidentiary artifacts of principal-to-principal contracts.

* ATXN does not require statutory change. |t operates under
exi sting UCC 2-204, UETA 14, Restatenent (Third) of Agency, and
Cl SG

* ATXN does not define a dispute resolution forum The Bundle's
choi ce-of -1aw tag and Profil e-JURI SDI CTION pin the forum at
signing; the actual dispute mechanismis profile-specific
(chargeback for Profil e-CARD, on-chain arbitration for Profile-
CRYPTO, ADRP for Profil e- MANDATE) .

* ATXN does not define agent identity beyond a D D/ operat or/
princi pal credential chain.

1.4. Legal Mbdel: Agents as Executors, Not Parties

ATXN treats Agents as instruments of Principals, not as independent

| egal parties. This is consistent with UETA 14 ("automated
transactions”) and Restatenent (Third) of Agency 1.01, under which an
agent acting within the scope of its mandate binds the principal, not
itself. Al liability in an ATXN Bundle flows to the identified
Principals via the Standing Token chain. This |legal nodel is shared
by the conpani on specification ADRP (draft-stone-adrp-00,

Section 5.1), which further specifies that only Principals have

di sput e standi ng.

1.5. Design Tenets
* *Falsifiable:* Every elenment is a binary cryptographic check

* *Rail-agnostic:* A Bundl e abstracts over AP2, ACP, TAP, Agent Pay,
x402; none privil eged.

* *Two-tier validity:* Distinguishes externally-adjudicable
transactions from operationally-valid uncontested exchanges.

*  *Mandat e- f ramewor k- anchored: * Legal force derives fromthe
upstream mandate chain, not the transaction nmessage itself.
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* *Tiered conformance:* L1 atomic, L2 mandated, L3 fiduciary —
proportional to risk class.

* *Mechani cal assent:* "Miutual assent" is replaced by matched-
signed-intents (a nechanical predicate nmatch).

2. Term nol ogy
The key words MUST, MJUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in BCP 14 [ RFC2119] [ RFCB8174].

Agent A software process that takes action on behalf of a Principa
under a verifiabl e Mandate.

Principal A natural or |egal person whose |legal capacity, liability,
and recourse are anchored by the transacti on.

Qperator The platform service, or entity that runs an Agent on
behal f of a Princi pal

Bundl e The five-elenment ATXN primtive defined in Section 3.
St andi ng Token A verifiable credential chain (agent_key to
operator_key to principal _legal _identity) presented at Bundle

execution, defined in Section 4.

Mandat e Framework The pre-established principal-to-principa
aut hori zation structure fromwhich the Bundl e derives | egal force

Profile A mapping of the Bundle's five elenments onto a specific
paynment rail’s native artifacts (Section 6).

Tier A conformance |evel (L1/L2/L3) that determ nes which Bundle
el enents are required (Section 5).

Primary Validity Al five Bundle elenments are independently
verifiable by a party with no stake in the outcone.

Secondary (Operational) Validity Self-attested delivery by
transacting parties; valid between parties when uncontested but
not independent!|y adjudicable.

Conmi t ment Event The point at which obligation forns; the liability-
attachnment noment.

Revocation Beacon Principal-controlled endpoint that publishes
signed revocation events.
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ADRP Agent Dispute Resolution Protocol (comnpanion specification,
draft-stone-adrp-00) invoked when a Bundl e enters the di sputed
state. Ternms from ADRP used in this docunent: D sputeBundl e,

Di sputeFiling, DisputeFlag, RulingBundle, EscrowDirective,
Arbitration Mandate. See draft-stone-adrp-00 Section 2 for
definitions.

Conduit Attestation A delivery attestation issued by the SwarnBSync
Conduit headl ess-browser audit substrate or another structurally
i ndependent attestor recognized by the Bundle's Profile.

3. The ATXN Bundl e
A Bundle is a cryptographi cally-signed object containing five
el ements. Each elenent MJST be a Verifiable Credential per the WBC
VC Data Model 2.0, JSON-LD canonicalized per [RFC8785] (JCS), and
signed using JWs with EdDSA (Ed25519) or ECDSA (P-256).

3.1. FElenent 1. Intent Mandate

The Intent Mandate is the Principal’s signed declaration of desired
out cone.

Required fields:

intent_id (UU D) Unique mandate identifier.

principal _did (DID) Principal’s decentralized identifier.

outconme (String) Natural-Ilanguage description of desired outcone.
budget _ceiling (Decimal + currency) Maxi num spend aut hori zed.

counterparty class (EnunfString) Allowed counterparty type or
specific DI D

time_wi ndow (1 SO 8601 interval) Mandate validity w ndow.

choi ce_of | aw (1SO 3166-1 al pha-2) Jurisdiction tag for dispute
pi nni ng.

mandat e _framework ref (URI) Reference to upstream nandate franework
that grants |egal force.

princi pal _signature (Ed25519 base64) Principal’s signature over
canoni cal JSON of all preceding fields.
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The mandate_framework ref field is REQURED. A Bundle with no
mandat e-framework reference fails primary validity.
3.2. Elenent 2: Scope/Capability Token
Required fields:
scope_id (UU D) Unique scope identifier.
intent_id (UU D Foreign key to Intent Mandate.
max_spend (Decinmal + currency) Per-transaction spend cap.

al l oned_actions (Array of String) Machine-checkable action
predi cat es.

al | oned _counterparties (Array of DID or pattern) Counterparty
allowist or pattern.

sub_del egati on_depth (Integer) Maxi mum sub-agent chain depth.

predi cate_engi ne_version (SenVer) Version of determnistic
eval uat or.

enf orcenment _node (Enum advisory or enforced) v0.1 default advisory;
v1l.0 default enforced.

operator_signature (Ed25519 base64) Operator’s signature.

Enf orcenent node: vO0.1 inplenentations MAY use advi sory node, where

scope i s parseable but a scope-delta event is |ogged rather than

bl ocki ng execution. v1.0 inplenmentations MJST default to enforced.
3.3. FE enent 3: Paynment Authorization

Required fields:

paynment _id (UUI D) Unique paynment identifier.

intent_id (UU D) Foreign key.

instrunment _type (Enun) card_token, x402 chal |l enge, ach_mandat e,
st abl ecoi n_preauth, bank transfer, platformcredit.

instrunment _ref (String) Rail-specific reference.

anount (Decimal + currency) Authorized anount.
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profile (Enun) Active rail profile.

princi pal _signature or operator_signature (Ed25519 base64)
appropriate to profile.

3.4. Elenent 4. Delivery Attestation
Required fi el ds:
delivery id (UU D) Unique delivery identifier.

intent_id (UU D) Foreign key.

April 2026

Si gnature

deliverabl e _class (Enun) sync_api, async_job, streanmed_nedi a,

physi cal _of f chai n.
attestation _pattern (Cbject) Cass-specific structure.

counterparty_signature (Ed25519 base64) Receiving Agent’s
count er si gnat ure.

i ndependent _attestor_signature (EJd25519 base64, optional)
for primary validity.

Cl ass-specific attestation patterns:
* sync_api: response_hash, timestanp, status_code

* async_job: job_conpletion_ oracle_signature, oracle_did,
job_artifact hash

* streaned_nedi a: nerkle_root, chunk_count, total bytes

* physical _offchain: third party carrier_did,
si gned_proof of delivery, gps_tinestanp_optional

A transaction | acking an i ndependent _attestor_signature is

Requi r ed

operationally valid (secondary validity) but is NOT primary-valid for

adj udi cati on purposes.
3.5. Elenent 5: Revocability Wndow
Required fiel ds:
wi ndow_ id (UUI D) Unique wi ndow identifier.

intent_id (UU D) Foreign key.
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start _time (1SO 8601 timestanp) W ndow opens.
end_tine (1SO 8601 tinmestanp) Wndow closes (finality reached).

revocation_beacon_url (URI) Principal-controlled revocation
endpoi nt ..

clock_authority (Object) Threshold-signature clock specification

The clock authority MJST be a 3-o0of-5 threshold signature froma
federated set of tinestanping authorities for L2 and L3 Bundl es.

4. Standi ng Tokens and Princi pal Anchoring

Each Agent participating in a Bundle MJST present a Standi ng Token.
A Standing Token is a verifiable credential chain: agent _key to
operator_key to principal _|egal identity.

4.1. Required Sub-El enents

| Sub- el ement
[ e
| agent key

Descri ption |
st
Ed25519 or P-256 public key |
for the executing agent |

Public key of the platform |
operating the agent |
DD of the legal entity |
(natural or corporate) |

T T +
| capacity_attestation | Yes (L2/ | VC issued by a recognized |
| | L3) | verifier proving principal |
| | | capacity |
g S o m e e e e e e i e e ee oo +
| freshness_proof | Yes | Re-attestation tinmestanp,

| | | valid within freshness w ndow |
T TS o e e e e e e e e e e e o m o +
| revocation_list_url | Yes | Issuer-published revocation |
| | | list endpoint |
g S o m e e e e e e i e e ee oo +
| arbitrator_did | Yes (L2/ | Pre-committed arbitrator DID |
| | L3) | for dispute escal ation |
T TS o e e e e e e e e e e e o m o +
| arb_mandat e_hash | Yes (L2/ | SHA-256 hash of the |
| | L3) | Arbitration Mandate (per ADRP |
I I I I

Section 4); anchors the ADRP
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| | | dispute-resolution agreenent |
| | | at Standing Token signing tinme |
Table 1

4.2. Capacity Attestation
A Standi ng Token wi thout capacity attestati on MUST NOT anchor an L2
or L3 Bundle. Capacity attestation MJST establish that, at the tine
of mandate granting, the Principal had:
* |egal age in the relevant jurisdiction;
* no active sanctions;
* (for corporate principals) active legal-entity status;
* jurisdiction-pernitted authority for the transaction class.

4.3. Pre-Committed Arbitrator
Every L2 and L3 Standi ng Token MUST comit, at signing tine, to an
arbitrator_did enpowered to adjudicate disputes. The
arb_nmandat e_hash field anchors the full Arbitration Mandate (defined
in ADRP, draft-stone-adrp-00, Section 4) at Standing Token signing
time. A Standing Token for an L2 or L3 Bundle wi thout a valid
arb_nmandat e_hash MUST NOT be accept ed.

4.4. Freshness and Revocation
Freshness wi ndow. Re-attestati on MJST occur every N transactions or M
days (whichever is shorter), where N and Mare Profile-specific. A

stal e or revoked Standi ng Token MUST NOT anchor a new Bundl e.

5. Confornmance Tiers

| Tier | Required El ements | Use Case |
[ bbby s sy e s e
| L1 — | Elenents 1, 2, 3, 4 | x402 micropaynents; sub- |
| Atomc | in single round-trip; | cent netered conpute; |
| | Element 5 optional | streaming inference |
N Tt o e e e e e e oo o +
| L2 — | Elenments 1-5 (full | Standard agentic |
| Mandated | Bundle); capacity | commerce: AP2 purchases, |
| | attestation; pre- | Stripe ACP, nmulti-step |
| | coomitted arbitrator | service contracts |
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R o o m e e e e e e e oo - +
| L3 — | Elenents 1-5 + | High-value (greater than

| Fiduciary | epistemc attestation | $10k or fiduciary-grade)

| | + multi-sig principal | transactions; regul ated

| | binding | commerce; agent-nanaged

| | | treasury noves |
R o o m e e e e e e e oo - +

Tabl e 2

5.1. Anti-Arbitrage Rule

Tier selection is constrained by transaction risk class, not by

i ssuer election alone. A risk-classifier registry (jurisdiction-
specific) determnes the floor tier per transaction. An issuer MJST
NOT select a Tier below the floor nandated by the registered
classifier for the transaction cl ass.

5.2. Dispute-Phase Tier Escal ation

ATXN Ti er assignnent governs Bundle formation. During dispute

resol ution, ADRP (draft-stone-adrp-00, Section 10.1) MAY inpose a

| ower dispute-routing escalation threshold than ATXN's L3 formation
threshold. Specifically, ADRP routes a Bundle declared L2 at
formation to L3 dispute processing if the transaction val ue exceeds
$1,000. This is a dispute-processing rule only and does not
retroactively change the Bundle's declared Tier. The $10k threshold
in Section 5is the formation-tier floor for L3 Bundles; the $1,000
escal ation trigger in ADRP Section 10.1 governs only the dispute
arbitration path.

6. Rail Profiles

A Bundle is valid if it conforns to a defined Tier and at |east one
Profile.
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| Profile | Maps To | Notes |
[} g ————————————————————— L —p—_—_—— _lp—p—p—p—p—_—(—————————r
| Profil e- MANDATE | AP2 | Native AP2 |
| | Intent/Cart/ | alignnent |
I | Payment I I
| | Mandat es | |
o m e e e e e e e e e S oo o - +
| Profile-CARD | Visa TAP / | Agentic |
| | Mastercard | tokens, SPTs, |
| | Agent Pay / | network |
| | Stripe ACP | credentials |
o m e e e e e e e e e e aa oo o e e o - o a o +
| Profile-CRYPTO | x402, | HTTP 402 |
| | ERC- 8004 | chall enges, |
| | | on-chain |
| | | attestations |
o m e e e e e e i e e ee oo oo s o a o +
| Profile- AUTONOMOUS | Standing | For unattended |
| | intents, | operation; |
| | recurring | machine-tinme |
| | scope | expiry |
o m e e e e e e e e eea oo oo s o a o +

Profil e- PLATFORM Pl atf orm Covers non-
vouched crypt ographi c

I I I
| | _ |
| QAuth + HVAC | enterprise A2A |
| | |

di spute forum
data residency |

equi val ents vol ume

T R S +
| Profile- | Choi ce- of - | Decl ares |
| JURISDICTION-{US, EU, UK SG, ...} | law overlay | applicable |
| | | consuner- |
| | | protection |
| | | regine, |
I I I I
I I I

Table 3

6.1. Profile-PLATFORM

The dom nant real -world A2A volune in 2026 runs on platform vouched
rails. Profil e-PLATFORM Bundl es cannot achieve primary validity but
MAY be operationally valid for execution between consenting parties
using the platform
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6. 2.

Profil e Conposition

A Bundl e MAY declare nultiple Profiles. The Bundle' s effective
constraints are the union of its declared Profiles’ constraints.

7

7.1

Two-Tier Validity Mdel

Primary Validity

A Bundle is primary-valid if and only if:

*

all five elenments (per the conformance Tier) are present and
si gned;

the Standi ng Token chain validates to a capacity-attested
Pri nci pal ;

every elenent is independently verifiable by a party with no stake
in the outcone;

the Scope predicate evaluates true against the Cart/action under
the decl ared enforcenent node;

the chosen Profile’'s settlenent constraint is net.

Primary validity is a precondition for independent adjudication
(court enforcenent, regulatory recognition, cross-platformdispute
escal ation).

7.2.

Secondary (Operational) Validity

A Bundle is secondary-valid if and only if:

*

it executes successfully between the two parties;
both parties countersign w thout dispute;

St andi ng Tokens validate to identifiable Principals (capacity
attestation MAY be deferred);

delivery attestation is self-reported (no i ndependent attestor).

Secondary-val id Bundl es are operationally binding between the
transacting parties but are NOT independently adjudi cabl e.
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7.3. Boundary

A primary-valid Bundle MJST al so satisfy all secondary validity
conditions. A secondary-valid Bundle MJUST NOT be nmarketed, recorded,
or relied upon as prinmary-valid.

8. State Machine

States: proposed, authorized, executing, delivered, finalized,
di sput ed, adj udi cat ed.

proposed --> authorized --> executing --> delivered --> finalized

%
di sputed --> adjudicated

[ e s e e e e e e e e e s e e
| State | Trigger | Required Signatures |
| proposed | I'ntent Mandate signed | Principal |
| | by Principal | |
S o e e e e e e oo o e e e e e e oo +
| authorized | Scope Token + Payment | Principal + Operator |
| | Authorization signed | |
S oo oo +
| executing | Agent action begins | n/a |
S o e e e e o e e e e +
| delivered | Delivery Attestation | Counterparty (+ |
| | countersigned | independent attestor |
| | | for primary validity) |
S oo oo +
| finalized | Revocability Wndow | Threshold cl ock |
| | closes wthout | authority |
| | revocation | |
S Fom oo Fom oo +
| disputed | Counterparty contests | Either party + |
| | OR revocation beacon | arbiter notification |
| | fires | |
S o e e e e o e e e e +
| adjudicated | ADRP procedure | Arbiter + ADRP- |
| | term nates | defined parties |
S Fom e Fom oo +

Table 4
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8.1. Conmmitnment Event

The conm tment event — the transition from proposed to authorized —
is the legally significant nmonent for liability attachnment, NOT the
finalized state. Liability attaches at authorization time, even if
delivery never occurs. A Principal’s revocation between authorized
and delivered triggers disputed (not void). An Operator’s failure
bet ween aut hori zed and delivered is a breach attaching to the
operator-fallback liability tier (Section 11).

8.2. ADRP State Machine Join Points

| ATXN State | ADRP Entry | Condition |
| Transition | State | |
[ ettt ———— L p—p——————————— = —p—_——————————
| delivered | ADRP | Agent emits DisputeFlag |
| to disputed | FLAGGED | (advisory; principal nust |
| | | ratify within tier wi ndow) |
o m e e e oo - o m e e e oo - o e e e e e e e ememao - +
| delivered | ADRP FILED | Principal emts

| to disputed | | DisputeFiling directly |
| | | (skips FLAGGED)

S S o mm e e e e e e e i +
| disputed | adjudicated | ADRP Rul i ngBundl e si gned; |
| (ADRP | | EscrowbDirective produced |
| RULED) | | |
S S oo e e e e e e e e oo - - +
| disputed | finalized | EscrowbDirective consuned by |
| (ADRP | | paynment rail; escrow

| SETTLED) | | released or refunded |
o m e e e oo - o m e e e oo - o e e e e e e e ememao - +
| disputed | finalized | Filer withdraws; partial |
| (ADRP | | fee refund; escrow rel eases |
| W THDRAWN) | | per original terns |
S S o mm e e e e e e e i +
| disputed | finalized | Di spute wi ndow expired; |
| (ADRP | | escrow defaults per Profile |
| EXPI RED) | | |
S S oo e e e e e e e e oo - - +

Table 5

9. Cryptographic Requirenents
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9.1. Signature Al gorithmns
Primary: EdDSA (Ed25519) per [RFC8032]. Alternate: ECDSA P-256 per
[ RFC6979] (for FIPS-required environnents). Al signatures MJST be
over the JCS ([ RFC8785]) canonicalization of the signed object.

9.2. Hash Functions

Primary: SHA-256 per FIPS 180-4. Optional: SHA3-256 (forward-
conpati bl e).

9.3. Timnestanping

L2 and L3 Bundl es MJST use a 3-of-5 threshol d-signature cl ock
authority. Single-source timestanps are SUFFIClI ENT only for L1.

9.4. Key Hierarchy
agent _key Short-lived (rotated per session or per N transactions).
operator_key Longer-lived (rotated quarterly or on incident).
principal _key Long-lived (rotated annually or on key-loss event).

Cross-domai n key reuse MJUST be docunented in the Standing Token's
key usage field.

10. Dispute Triggers and ADRP Handof f
10.1. Dispute Triggers
A Bundle MJST transition to disputed if any of:

* counterparty issues a contestation signed by their Standi ng Token
within the Revocability W ndow;

* Principal triggers the revocation beacon for the Bundle’'s
intent _id before finalized;

* independent attestor’'s signature fails verification (when
present);

* scope predicate evaluates fal se post-execution (under enforced
nmode) ;

* capacity attestation expires or revokes nid-execution;

* mandate framework reference becones invalid
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10. 2.

ADRP Handof f

VWhen a Bundl e enters disputed, the executing platform MIST:

1

10. 3.

Freeze settlenent (if Profil e-CRYPTO escrow) or initiate
chargeback hold (if Profile-CARD);

Notify the pre-commtted arbitrator_did fromthe Standi ng Token

Package the Bundle and all signatures into an ADRP Di sput eBundl e
(per draft-stone-adrp-00, Section 2);

Surface the dispute to both Principals via the operator Ul

Halt any sub-del egati on chains that depend on the disputed
Bundl e.

Condui t-Attestati on Di sputes

ATXN di spute_class / ADRP cl ai m code nmappi ng:

stone
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| di spute_cl ass | Description| ADRP C ai m Code(s) | ADRP Path |
[ ooy oo sy oo e ey s s ety o}
| fact _dispute | Attestation|bundle_integrity, | Cryptographic-
| | correctness|tinestanp_skew, | class |
| | contested |oracle contradiction| resolution; |
I I I | ADRP I
| | | | Section 6.1 |
o e e e oo R o e e e o e +
| terns_di spute | Scope or | mandat e_scope, | Semantic-cl ass
| | quality | qual ity mi smat ch, | resolution; |
| | contested |spec_anbiguity, | ADRP |
| | | tim ng_breach, | Section 6.2 |
| | | fitness_for_purpose | |
o e e e oo R o e e e o e +
| capacity_di spute | Standing | Qut of scope for | Agent action
| | Token / | ADRP (see ADRP | set aside; |
| | capacity | Section 6.4) | refund-to-
| | contested | | buyer; handl ed
| | | | outside ADRP |
o e e e oo R o e e e o e +
| framewor k_di sput e| Mandat e | Qut of scope for | ATXN and ADRP |
| | framework | ADRP (see ADRP | halt; |
| |validity | Section 6.4) | settlenent |
| | contested | | frozen until |
| | | | resolved |
o e e e oo R o e e e o e +
Table 6

For capacity_dispute: the executing platform MJST freeze settlenent,
return funds to the buyer, and notify both Principals. No ADRP
filing is permtted.

For framework _di spute: the executing platform MJST freeze settl enent
and await resolution of the framework validity question. ADRP
processi ng MJUST NOT proceed.

11. Liability waterfal

[ bl s oo e e e e s s s e e s s s e e e s s s s e s s s s s s s s s e e
| Tier | Party | Triggering Failure |
| 1 | Principal | Authorized in-scope action delivered as |
| | | specified |
+o-m - - S ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +
| 2 | Operator | Qut-of-scope action; freshness violation; |

| | | revocation propagation failure |
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------ e
3 | Merchant | Delivery attestation fraud; goods/services

| | not as described |
------ T
4 | Processor | Settlenent failure; paynent-rail conprom se
------ T e
5 | Mbodel | (L3 only) Denonstrabl e nodel -i nduced nandat e

| Provider | violation under epistem c attestation |
------ oo e m e e e e e e et e e e e e e e e e e e e e e e e e e e e e e e e o -}

Table 7

Profil e-specific overrides MAY adjust this enum The Profile MJST
publish its waterfall explicitly.

12.

Qut - of - Scope Concer ns

The following are explicitly out of scope for ATXN v1.O0:

1.

2

13.

13. 1.

Agent | egal personhood.

Tax treatment.

Securities classification

Reput ation as contractual term

Sub- agency chai ns beyond sub_del egati on_dept h.
Security Considerations

X Danger ous Consensus: Scope Machi ne-Enforceability

The nost fragile | oad-bearing assunption in ATXN is that scope can be
made machi ne-checkabl e by a deterministic predicate engine.
I mpl enent ati ons MUST | og enf orcenent node.

13. 2.

Thr eshol d- Si ghature C ock Comnprom se

A 3-of -5 clock authority remains conprom sable via collusion
| mpl enent ati ons SHOULD di versify the clock authority set across
operators with non-correlated risk profiles.

13. 3.

Revocati on Beacon DoS

The revocation beacon is a denial -of -service surface.
I mpl enent ati ons MJUST cache beacon responses with a Profile-specific
TTL.

stone
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13.

13.

13.

13.

14.

14.

14.

4. Capacity Attestation as Privacy Attack Surface

Capacity attestation tied to KYC/sanctions is a privacy attack
surface. |nplenmentations SHOULD use sel ective-disclosure VCs (BBS+
or equival ent).

5. Hall ucinated Mandat es

An LLM generated mandate that the Principal did not actually intend
is alegitimte Bundle froma cryptographic standpoint. L3 epistenc
attestation partially mtigates this for high-value transactions.
This is acknow edged residual risk.

6. Sub- Agency Adversarial Chains

I mpl enentations MUST |imt sub_del egati on_depth per Profile and
SHOULD require all Standing Tokens in a chain to be independently
verifiable.

7. Tier Arbitrage

ATXN does not define an adjudicator for the risk-classifier registry
itself; this is a governance question outside the protocol

I ANA Consi derations
1. ATXN Bundl e JSON- LD Cont ext
URI: https://swarnsync. ai / spec/atxn/vl
2. ATXN Profile Registry

A new | ANA registry "ATXN Profile Identifiers"” is requested
Regi stration policy: Specification Required (per [RFC8126]).

Initial entries:
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| Identifier | Description | Reference |
[} e ——————————————— = —————————_——_ Ll p—p—p——(—(————r
| atxn-mandat e- ap2 | AP2 binding | This docunent |
e S I +
| atxn-card-stripe-acp | Stripe ACP binding | This docunent |
e T I IRy +
| atxn-card-visa-tap | Visa TAP binding | This document |
S o e e e T +
| atxn-card-nt-agent pay | Mastercard Agent | This docunent |
| | Pay binding | |
e - . +
| atxn-crypto-x402 | x402 binding | This document |
o e e e e e e oo o Fom e e e e oo o o m e e e oo - +
| atxn-crypto-erc8004 | ERC-8004 bi nding | This document |
o e m e e e e e oo o e e e e oo S +
| atxn-autononous-default | Standing-intent | This docunent |
| | default | |
e T e I I IRy +
| atxn-platformoauth-hmac | Pl atformvouched | This document |
| | QAut h+HVAC | |
o e m e e e e e oo o e e e e oo S +

Tabl e 8
14.3. ATXN Liability Waterfall Enum

A new | ANA registry "ATXN Liability Tiers" is requested. Initial
entries are listed in Section 11.
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Appendi x A: JSON Schema (I nformative)

The ATXN Bundl e schema (abbreviated):

{

"$schemn": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://swarnsync. ai/spec/ at xn/v1l/ bundl e. schema. j son",

"title": "ATXN Bundl e",

"type": "object”,

"required": [
"bundl e_id",
"tier",
"profile",
"i ntent _nmandate",
"scope_t oken",
"paynent _aut h",
"delivery attestation",
"revocability wi ndow',
"st andi ng_t okens",
"state"

I,

"properties": {
"bundl e_id": { "type": "string", "format": "uuid" },
"tier": { "enum: ["L1", "L2", "L3"] },
"profile": { "type": "array", "items": { "type": "string" }, "minltems": 1},
"state": { "enuni: ["proposed", "authorized", "executing", "delivered",

"finalized", "disputed", "adjudicated"] },

"validity tier": { "enunt: ["primary", "secondary"] }

}

}

Ful | schema published at the | ANA-registered URI .

Appendi x B: Worked Exanple (I nformative)
Scenari o: A consuner’s shoppi ng agent purchases a $42. 00 pair of
runni ng shoes froma merchant agent on Stripe ACP rails. L2

conformance, Profile-CARD + Profil e-JURI SDI CTION-US, two-tier
validity = primary.
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{
"Bundl e. bundl e_id": "7f3a...",
"Bundle.tier": "L2",
"Bundl e.profile": ["atxn-card-stripe-acp", "atxn-jurisdiction-us"],
"Bundl e.state": "finalized",
"Bundle.validity_ tier": "primry",
"intent _mandate": {
"outcone": "Purchase running shoes, size 10, nen’s, blue",
"budget ceiling": "50.00 USD',
"choice_of law': "US"
b
"scope_t oken":
"max_spend": "50.00 USD',
"all owed_actions": ["purchase:athletic footwear"],
"enforcenent _node": "advisory"
b
"paynent _auth": {
"instrument_type": "card_token",
"instrument _ref": "stripe_acp_spt_abcl123",
"amount": "42.00 USD'
b
"delivery_ attestation": {
"deliverabl e_cl ass": "physical _offchain",
"third party carrier_did": "did: web: fedex.cont,
"independent _attestor_signature": "Ed25519(fedex)"
b
"revocability_ w ndow'
"end_time": "2026-06-24T14:00: 002",
"coment": "60-day Reg E wi ndow',
"clock_authority": {
"threshol d": "3-of-5",
"set": ["aws-ts", "gcp-ts", "azure-ts", "swarmsync-ts", "stripe-ts"]
}
H
"standi ng_t okens": |
{ "role": "consunmer-side", "arbitrator_did": "did:web:arb.swarmsync.ai" },
{ "role": "merchant-side", "arbitrator_did": "did:web:arb.swarnmsync.ai" }
]
}

Aut hor’ s Addr ess
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