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Abst r act

Thi s docunent specifies the Agentic Integrity Verification Standard
(AIVS), a portable, self-verifiable archive format for cryptographic
proof of Al agent sessions. An AIVS proof bundle is a gzip-
conmpressed tar archive containing a SHA-256 hash-chai ned audit | og,
an Ed25519 digital signature over the chain, a machine-readabl e
mani f est, and an enbedded verification script that requires only the
Python 3 standard library to execute. AIVS also defines AlVS-M cro:
a mniml six-field attestation (~200 bytes) for continuous

moni toring and APl contexts where a full session bundle is not
required. AIVS enables any party to independently verify that every
action in an agent session is accounted for and unnodified, that no
actions have been inserted, deleted, or reordered, and that the
session was produced by a specific cryptographic identity — entirely
offline, without installing any software beyond Python 3.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

St one Expi res 18 Septenber 2026 [ Page 1]



Internet-Draft Al VS March 2026

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. 1. I nt roducti on

1.1. 1.1 Problem St atenment

Al agents increasingly performconsequential actions on behal f of
humans: navi gating websites, filling forms, executing JavaScri pt,
extracting data, and maki ng purchases. Existing observability

pl atforns (OpenTel enetry, LangSmith, Langfuse) | og these actions but
provi de no cryptographi c guarantees that the |l ogs are conplete,
unnmodi fied, or authentic.

Regul atory frameworks mandate audit trails but do not prescribe
formats:

EU Al Act Article 19 requires autonmatically generated | ogs for high-
risk Al systens but specifies no format.

I SO | EC 42001: 2023 Annex A.6.2.8 requires event |ogging but defines
no data structure.

NI ST Al RVF requires docunentation and audit trails but deliberately
avoi ds prescribing fornmats.

This creates a gap: organi zations that nust prove what their Al
agents did have no standard way to produce, exchange, or verify that
pr oof .

1.2. 1.2 Design Coals

| Goal | Rationale
Self-verifiable Bundl es verifiable w thout contacting any server,

bl ockchai n, or authority.

A single file that can be emmil ed, stored, or
submitted to any system

Modi fyi ng any action in the | og nust be detectable.
Verification requires only Python 3 standard |ibrary.
Covers an entire session (sequence of actions).
AlVS-M cro provides ~200-byte attestation for

hi gh-frequency nonitoring.

Applicable to any Al agent perform ng any action

Port abl e

Tanper - evi dent
Zer o dependenci es
Sessi on-1 evel

Li ght wei ght
profile
Domai n- agnosti c
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1.3. 1.3 Relationship to Existing Standards
| Standard | Scope | AI'VS Rel ationship |

WBC VC 2.0 Identity clains Al'VS bundl es may be w apped

as VC credenti al Subj ect

| ETF SCITT Supply chain transparency Al'VS bundl es may be regi stered
as SCITT signed statenents
C2PA v2.2 Medi a asset provenance Al'VS applies the sane
agent actions
Certificate Append-only Merkl e | ogs Al'VS hash chain is a

Transparency RFC 6962
EU Al Act Art. 19

simplified linear variant
AIVS is a concrete format
satisfying Article 19

Audit | og requirements

I I
I I
I I
I I
| |
| manifest-chain concept to |
I I
I I
I I
I I
| |

1.4. 1.4 Term nol ogy

| Term | Definition |
| oo | = |
Sessi on A bounded sequence of actions performed by a single
Al agent instance, identified by a session_id.
Acti on A single operation perfornmed by the agent (e.g.,
navigate to URL, click el ement, execute JavaScript).
Audit Row A JSON obj ect recording one action with its inputs,
outputs, tinestanp, cost, and hash chain fields.
Hash Chain A sequence of audit rows where each row s hash
Chai n Hash A single SHA-256 hash conputed over all row hashes,

serving as a fingerprint of the entire session.
A .tar.gz archive containing the audit |og, signature,
mani fest, public key, and verifier script.

Pr oof Bundl e

| |
I I
I I
I I
I I
| |
| depends on the previous row s hash. |
I I
I I
I I
I I
| |
I I
I I

AlVS-M cro A mniml 6-field JSON proof (~200 bytes) for a
single-URL scan attestation.
ldentity Key An Ed25519 keypair used to sign the chain hash.

2. 2. Hash Chain Specification
2.1. 2.1 Row Hash Computation

Each audit rowis identified by a deterninistic SHA-256 hash. The
hash input is a colon-separated string of exactly seven fields in
this order:

row_hash = SHA- 256(
"{row_id}:{session_id}:{action_type}:{tool nane}:{cost cents}:{tinestanp}:{prev_hash}

)
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The hash is represented as a | owercase hexadecimal string (64
characters).

.2. 2.2 Field Definitions
Field | Type | Description

.............. e
row.id I nt eger Monot oni cal Iy increasing row identifier

(1-i ndexed).

I I
| |
session_id | String | Unique identifier for the session
action_type | String | Cassification of the action
| | Default: "tool call™
t ool _name | String | Namespaced tool identifier
| | (e.g., "browser.navigate").
cost_cents | Integer | Cost of the action in cents. 0 for free
| | actions.
ti mestanp | Fl oat | Unix tinmestanp with fractional seconds
prev_hash | String | row hash of the imrediately preceding row.
| | Enpty string for the first row
.3. 2.3 Chain Integrity Property

For a chain of N rows, nodifying any field of row K invalidates
row _hash[ K], which invalidates prev_hash[K+1], and so on through
row _hash[N]. This neans:

Insertion of a rowis detectable (changes all subsequent row_.id
val ues and hashes).

Deletion of a rowis detectable (breaks the prev_hash |ink).
Reordering of rows is detectable (changes prev_hash |inkage).

Modi fication of any field is detectable (changes the affected row s
hash and all subsequent hashes).

4. 2.4 Chain Hash Computation

If rows is enpty:
chai n_hash = SHA-256( b"enpty")

El se:
conbi ned = concatenate(row hash[1], row hash[2], ..., row _hash[N])
chai n_hash = SHA- 256( combi ned. encode("utf-8"))

The chain hash is represented as a | owercase hexadeci mal string (64
characters)
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3. 3. Audit Row Schema

3. 1. 3.1 Row For mat

Al VS

\"https://exanple.com"}",
\ " Exanpl e Domai n\"}",

Descri ption

Row i dentifier, 1-indexed,
nmonot oni cal I y i ncreasi ng.
Session identifier.

Action classification.
Nanespaced tool identifier

March 2026

JSON- encoded action inputs.
Sensitive keys MJST be redact ed.
JSON- encoded action outputs.

MAY be truncat ed.
Action cost in cents.

Error message; enpty if success.

Uni x tinmestanp, fractional
Previous row s row_hash.

{
"id: 1,
"session_id": "sess-abc123",
"action_type": "tool _call",
"tool _nane": "browser. navi gat e",
"inputs_json": "{\"url\":
"outputs_json": "{\"title\":
"cost_cents": 0,
"error":
"timestanp": 1710252645. 123456,
"prev_hash": "y
"row_hash": "alb2c3d4e5f6..."
}

3.2. 3.2 Field Specifications

| Field | Type | Required |

EESREREEEEEREE |- |- |

| id | I'nteger | Yes |

I I I I

| session_id | String | Yes |

| action_type | String | Yes |

| tool _name | String | Yes |

| inputs_json | String | Yes |

I I I I

| outputs json | String | Yes |

I I I I

| cost_cents | I'nteger | Yes |

| error | String | Yes |

| tinmestanp | Fl oat | Yes |

| prev_hash | String | Yes |

| row_hash | String | Yes |

3.3. 3.3 Sensitive Input Redaction

Bef ore conputing the row hash,

SecCs.

This row s conputed SHA-256 hash.

i mpl ement ati ons MJST redact val ues for

i nput keys matching any of the foll owing case-insensitive substrings:

password, token,

bearer, credential,

api _key, secret,

key, authorization,

passwd, passphrase

Redact ed val ues MJST be replaced with the string "[ REDACTED]".
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3.4. 3.4 Qutput Truncation
I mpl enent ati ons MAY truncate outputs_json to a maxi mumlength. The
reference inplenentation truncates to 2000 characters. Truncation
does not affect the hash chain because outputs json is not included
in the row hash conputati on.

4. 4. Ed25519 Signature

4.1. 4.1 Signing

si gnature_bytes
si gnat ure_b64

Ed25519 Sign(private _key, chain_hash.encode("utf-8"))
Base64_Encode( si gnat ur e_byt es)

4.2. 4.2 ldentity Key Properties

| Property | Val ue |
|- R LSRR L EEEEEEEEEEEEEREREES |
Al gorithm Ed25519 (RFC 8032)
Private key size 32 bytes
Public key size 32 bytes

Public key repr. 64- character | owercase hexadeci mal string

I I
| |
St orage format | Raw bytes (not PEM |
I I
Fil e perm ssions | 0600 (owner read/wite only) |

4.3. 4.3 Signature File Format (session_sig.txt)

chai n_hash: { 64- char - hex- chai n- hash}
si gnat ur e: { base64- encoded- si ghat ur e}

4.4. 4.4 Signature is Optiona
| mpl enent ati ons MAY produce bundl es wi thout Ed25519 signatures. The
hash chai n provi des tanper-evidence i ndependent of the signature.
The signature adds identity binding (proof of who produced the
bundl e) .

5. 5. AIVS Full Bundle Fornat

5.1. 5.1 Archive Structure

ai vs_proof {session_prefix} {unix tinmestanp}.tar.gz

L—— session_proof/
F—— audit_log.jsonl # Hash-chai ned action | og
F—— manifest.json # Bundl e net adat a
F—— session_sig.txt # Ed25519 signature
F—— public_key. pem # Signer’s public key
L—— verify.py # Sel f-contained verifier (stdlib only)
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5.2. 5.2 manifest.json

{

"session_id": "sess-abc123",

"exported_at": "2026- 03- 14T15: 30: 457",

"action_count": 42,

"chai n_hash": "alb2c3d4...",

"aivs_version": "1.0",

"generator": " Exanpl eAgent ",

"generator _url": "https://github. conl exanpl e/ agent"
}

5.3. 5.3 verify.py Requirenents
The enbedded verifier script MIST:

Verify the hash chain using only Python 3 standard |library (hashlib,
json, sys, pathlib).

Exit with code 0 on successful verification.

Exit with code 1 if the hash chain is broken or the signature is
i nval id.

Print human-readabl e verification results to stdout.

The enbedded verifier MAY verify the Ed25519 signature if the
cryptography library is avail able.

5.4. 5.4 Bundl e Chaining (Optional)

When a session produces nultiple sequential bundles, each bundl e MAY
reference its predecessor via previous_bundl e _hash.txt, containing
the SHA-256 hex digest of the prior .tar.gz file. This fornms a scan
chain: a tanper-evident sequence of bundl es where each bundl e
cryptographically references its predecessor

6. 6. AlVS-Mcro

6.1. 6.1 Purpose
AlIVS-Mcro is a mininmal single-URL scan attestation (~200 bytes)
desi gned for use cases where a full session bundle is inpractical
conti nuous nonitoring, enbedded score wi dgets, APl responses, and DNS

TXT record verification

6.2. 6.2 Mcro Proof Format
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{
"url " "https://exanpl e.cont,
"dom hash": "sha256: alb2c3d4e5f6...",
"timestanp": "2026- 03-14T10: 22: 01. 0000000002",
"signhature": "ed25519: BASE64 ENCODED S| GNATURE",
"scanner _version_hash": "sha256: def 456...",
"scan_origin": "l ocal "

}

6.3. 6.3 Canonical Payload for Signing
{url}|{dom hash}| {ti nmestanp}| {scanner _version_hash}|{scan_ori gi n}
6.4. 6.4 Mcro Proof Verification

1. Reconstruct canonical payl oad:
payl oad = "{url}|{dom hash}|{ti mestanp}|{scanner_version_hash}|{scan_origin}"

2. Decode signature:
sig_b64 = micro_proof["signature"].renmoveprefix("ed25519:")
si g_bytes = Base64 Decode(sig_b64)

3. Verify:
Ed25519 Verify(public_key, sig bytes, payload.encode("utf-8"))

4. |If verification succeeds: PASS
5. If verification fails: FAI L
6. If signature == "unsigned": SKIP

7. 7. Verification A gorithm
7.1. 7.1 Hash Chain Verification (REQJ RED)

Input: audit_|og.json
Qut put: PASS or FAIL with row numnber
prev_hash = ""
for each rowin audit_log.jsonl (ordered by id):
expected = SHA- 256(
"{row.id}:{row session_id}:{row action_type}:"
"{row. tool nane}:{row. cost_cents}:{row. timestanp}:{prev_hash}"
)
if row row _hash != expected
FAIL at row.id
prev_hash = row. row_hash

PASS: all Nrows verified

St one Expi res 18 Septenber 2026 [ Page 9]



Internet-Draft Al VS March 2026

7.2. 7.2 Ed25519 Signature Verification (OPTI ONAL)

Input: session_sig.txt, public_key.pem
Qutput: PASS, FAIL, or SKIP

Parse chai n_hash and signature from session_sig.txt
Parse public key hex from public_key. pem
If no signing key configured: SKIP
Reconstruct Ed25519Publ i cKey fromraw bytes
Verify: Ed25519 Verify(public_key, signature,
chai n_hash. encode("utf-8"))
6. If verification succeeds: PASS
7. If verification fails: FAIL (exit 1)
8. If cryptography library unavail able: SKIP with notice

hwNE

7.3. 7.3 Exit Codes

| O | Hash chain verified. Signature verified (if avail able). |
1 | Hash chain broken OR signature invalid. |

8. 8. Security Considerations
8.1. 8.1 What AIVS Proves

Integrity: The sequence of actions has not been nodified since the
bundl e was creat ed.

Conpl et eness: No actions have been inserted or deleted fromthe
chai n.

Ordering: Actions occurred in the recorded sequence.

Identity (with signature): The bundl e was produced by the hol der of a
speci fic Ed25519 private key.

8.2. 8.2 Wat AIVS Does NOT Prove
Trut hful ness: AI'VS does not prove that the recorded inputs/outputs
actually occurred. A nalicious agent could fabricate actions and
produce a valid chain.

Ti mel i ness: Tinestanps are self-reported. |nplenentations requiring
trusted tinmestanps SHOULD | ayer RFC 3161 on top

Key authenticity: AIVS does not include a PKI or certificate chain.
The public key in the bundle is self-asserted.
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8.3. 8.3 Threat MNbdel

| Threat | Mtigated By
Hash chain (Section 2)
Sequenti al prev_hash chai ni ng
Sequential row_id + prev_hash
prev_hash depends on previous hash
Ed25519 signature (Section 4)
Mandat ory redaction (Section 3.3)
session_id + tinmestanp uni queness

| Post-hoc nodification of |og

| Deletion of actions

| I'nsertion of actions

| Reordering of actions

| I'mpersonation of agent identity
| Exposure of sensitive inputs

| Replay of old proof bundle

9. 9. | ANA Considerations

Thi s docunent defines no new | ANA registries. The follow ng existing
standards are referenced: SHA-256 (FIPS 180-4), Ed25519 (RFC 8032),
JSON (RFC 8259), gzip (RFC 1952).
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