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Abst r act

Thi s docunent defines the Agent Dispute Resolution Protocol (ADRP), a
wire protocol and state nmachine for resolving disputes that arise
from cryptographically-attested agent-to-agent (A2A) transactions.
ADRP is the conpani on specification to ATXN (draft-stone-atxn-00),

whi ch defines what an A2A transaction is. ADRP defines what happens
when a party contests one.

ADRP severs an equival ence that every prior agentic commerce design
has inplicitly assumed: that a valid cryptographic proof bundle
equal s contractual satisfaction. It does not. Conduit-style
cryptographic verifiers prove that an agent took specified actions;
they do not prove that those actions satisfied the principal’s Intent
Mandate. ADRP bifurcates disputes into a cryptographic class

(resol vabl e by code fromthe proof bundl e and nandate chain) and a
semantic class (resol vable only against pre-committed machine-
readabl e acceptance criteria, with arbitration escal ati on when those
criteria are absent or under-specified).

ADRP introduces the Arbitration Mandate as a fourth el ement of the
AP2 mandate chain (Intent / Cart / Payment / Arbitration), pre-signed
by the principal at agent-deploynment time. The Arbitration Mandate
is the FAA Section 2-conpliant witten agreenent that anchors the
entire protocol legally without statutory change.

ADRP defines a counter-attestation override pattern in which a signed
Rul i ngBundl e supersedes a Conduit ProofBundle by a signing-tine
precedence rule rather than by mutation. Both the origina
attestation and the override are preserved forever in the hash chain;
"override" is a verification-tinme conputation, not a wite.

Conpani on specifications (all co-subnitted as Internet-Drafts, work
in progress):

* ATXN (draft-stone-atxn-00): defines the A2A transaction primtive
that ADRP resol ves di sputes over
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* AIVS (draft-stone-aivs-01): cryptographic audit-trail substrate
for proof bundles

* VCAP (draft-stone-vcap-01): verified-comerce escrowrails
consuned by ADRP EscrowDirectives

* ATEP (draft-stone-atep-01): trust passports referenced by Standing
Tokens in ADRP

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

1.1. The Probl em

Conduit and simlar cryptographic browser-automation verifiers
produce SHA-256 hash-chained audit trails of agent task delivery.
The proof bundl es they produce are self-verifiable: any third party
can replay the chain and confirmthe recorded events occurred in the
recorded order with the recorded signatures

This is necessary but not sufficient.

A proof bundle attests that an agent took actions X, Y, and Z. It
does not attest that X, Y, and Z satisfied the principal’s Intent
Mandate. Enpirical data from Kl eros (~40% of decentralized
arbitration cases turn on spec anbiguity, not on whether action
occurred) and from Upwork, Stripe Connect, and eBay (auto-resolve
ceilings of 60-95%with all systens hitting walls bel ow 95%
denonstrates that cryptographic proof of execution does not elimnate
disputes — it relocates themto spec interpretation

ADRP addresses the rel ocated di spute surface w thout breaking the
crypt ographi ¢ substrate.

1.2. What ADRP Defi nes

A five-layer protocol stacked on the existing Conduit + AP2 + ATXN
st ack:

Layer 5: Precedent corpus (signed RulingBundles indexed by Cart
Mandat e t enpl at e hash)

Layer 4: Tier router (L1 atonmic / L2 mandated / L3 fiduciary)

Layer 3: Resolution engine (cryptographic-class auto, semantic-class
arbitration)

Layer 2: Counter-attestation primtive (append-only override of
Condui t Proof Bundl e)

Layer 1: Arbitration Mandate (4th AP2 nandate, FAA Section 2 witten
agr eenent)
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1.

1.

3.

4.

What ADRP Deli berately Does NOT Do

* ADRP does not nodify the Conduit ProofBundl e.

* ADRP does not grant agents independent dispute standing.

* ADRP does not require statutory change

* ADRP does not specify how acceptance criteria are authored.
* ADRP does not prom se greater than 90% aut o-resol ution
Desi gn Tenets

Bi furcation: Cryptographic and semantic disputes require different
pat hs.

Append-only override: The hash chain is never nutated.
Principal-only standing: Agents flag; only principals file.

Ti me-w ndowed default-resolution: Silence equals approval

Econom c friction on filing: Non-refundable filing fee deters spam

No t okeni zed stake: Filing fees are USD denom nated, non-refundabl e
to the filer, refundable to the prevailing party.

Pre-committed arbiter: The arbitration pool is named in the
Arbitration Mandate at agent-depl oynent tine.

Curated pool for v0.1l: Decentralized token-staked pools deferred to
vO0. 2.

US-only B2B for v0.1: Cross-border, consunmer, and PSD2/ Reg E scope
def erred.

Ter m nol ogy

The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOVMENDED, MAY, and OPTIONAL in this docunent are to be
interpreted as described in BCP 14 [ RFC2119] [ RFCB8174].

Conduit ProofBundle (H.c): A SHA-256 hash-chai ned, Ed25519-si gned
audit trail produced by a cryptographic verifier of agent task
delivery. The tip hash of this chain is referenced as Hc
t hroughout this docunent.
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RulingBundle (R): A signed attestation by an authorized arbitrator
that supersedes an underlying Conduit ProofBundle via signing-time
pr ecedence.

Di sput eBundl e: The append-only chain of dispute events (filing,
evi dence, arbitrator assignnent) anchored to a Conduit ProofBundl e
and consuned by verify_resol ution.

D sputeFl ag: An advisory, agent-enmitted notification that an anonmaly
has been detected. Non-binding. Expires if not ratified by the
principal within the tier-specific w ndow.

Di sputeFiling: A binding, principal-enitted dispute filing. Posts a
filing fee. Anchors a Di sputeBundl e.

EscrowDirective: The output of verify resolution. Consuned by the
AP2 Paynent Mandate executor (or VCAP escrowrail) to rel ease,
refund, or split funds.

Arbitration Mandate: The fourth el enment of the AP2 mandate chain,
pre-signed by the principal at agent-deploynment time. Defines the
arbitration pool, governing-law clause, fee schedule, and L1/L2/L3
threshol ds. Hash anchored in Standi ng Token.

Cart Mandate Acceptance Criteria: A machine-readable structure
enbedded in the Cart Mandate that defines the determnistic checks
Conduit attests against at delivery tine.

Crypt ographi c-cl ass di spute: A dispute whose resolution is
conmput abl e deterministically from (D sputeBundl e, RulingBundl e,
St andi ng Token chai n).

Semantic-class dispute: A dispute whose resolution requires
arbitration against the Cart Mandate's acceptance criteria.

Curated Arbitrator Pool: A SwarntBync-published list of vetted human-
or-nmodel arbitrators registered as DIDs in TRUSTED REGQ STRI ES.
v0. 1 nechani sm

Filing Fee: A non-refundabl e, non-transferabl e, USD denom nated fee
posted at DisputeFiling. Refundable only to the prevailing party.

Counter-attestation Override Pattern: The verification-tine

precedence rul e by which a RulingBundl e supersedes a Conduit
Proof Bundle. Both are preserved forever in the hash chain.
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Terms inported from ATXN (draft-stone-atxn-00): Bundle (the five-

el ement ATXN primtive, ATXN Section 3), Standing Token (ATXN
Section 4), Tier (L1/L2/L3, ATXN Section 5), Principal, Agent,
Qperator, Mandate Framework, Conmitrment Event, Revocation Beacon (all
ATXN Section 2).

3. Architecture Overview

ADRP sits on top of the follow ng existing |ayers:

| ADRP (this spec) |
| - Arbitration Mandate |
| - DisputeFlag / DisputeFiling |
| - RulingBundle (counter-attestation) |
| - EscrowDirective |

| ATXN (draft-stone-atxn-00) |
| - Bundle (5 el ements) |
| - Standing Token |
| - Tier / Profile |

| AP2 / ACP /| TAP / x402 |
| - Intent / Cart / Paynent Mandates |

| Conduit / AIVS

I
| - SHA-256 hash-chai ned ProofBundles |
| - Ed25519 signatures |

A dispute is the transition of an ATXN Bundle fromdelivered to
di sputed (per ATXN Section 8). ADRP defines what happens after that
transition.
4. The Arbitrati on Mandate
4.1. Purpose
The Arbitration Mandate is the FAA Section 2 / NY Convention witten,

consensual arbitration agreenent that nakes ADRP enforceabl e wi thout
statutory change.

stone Expi res 27 COctober 2026 [ Page 8]



I nternet-Draft ADRP April 2026

4.2. Required Fields

[} g —————————————— Ll p—p——_———_ Ll —_—_——————(————(——————r
| Field | Type | Description |
[ ey el ey
| arb_mandate_id | WU D | Unique identifier |
o e e e e a e oo oo S o m e e e e e e e oo - +
| principal _did | DD | Principal’s DID |
o e e e e e e oo S R S +
| arbitrator_pool _ref | URI | Reference to the curated |
| | | arbitrator pool (vO0.1) |
o m e e e e i oo S o e e e e e e e e oo s +
| governing_| aw | String | E. g., "FAA + Del aware |
| | | seat” |
o e e e e e e oo S R S +
| fee_schedul e_ref | URI | Reference to filing fee |
| | | schedul e |
o m e e e e i oo S o e e e e e e e e oo s +
| tier_thresholds | Object | L1/L2/L3 transaction- |
| | | val ue boundari es |
o e e e e e e oo S R S +
| appeal _panel _size | I'nteger | Default 5 |
o m e e e e e e aao o S o m e e e aa oo s +
| language of proceedings | | SO | Default "en" |
| | 639-1 | |
St B o e e e e e e oo o +
| principal _signature | Ed25519 | Principal’s signature |
| | base64 | over canonical JSON |
o m e e e e e e aao o S o m e e e aa oo s +
Table 1

4.3. Anchoring

The Arbitration Mandate's SHA-256 hash MUST be referenced in the
principal’s Standi ng Token (per ATXN Section 4) under a new field
arb_mandat e_hash. A Standi ng Token w thout an anchored Arbitration
Mandat e hash MJUST NOT participate in an L2 or L3 ATXN Bundl e.

4.4, Mitability
The Arbitrati on Mandate MAY be replaced by the principal at any tine,

but the replacenent MUST NOT apply retroactively to in-flight
Bundl es.
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5. Standing and the Flag/File Distinction

5.1. Parties
The parties to any ADRP dispute are al ways principal-A and principal -
B. Never agents. This preserves the A2A executor-not-party nodel
from UETA Section 14 and Restatenent (Third) of Agency.

5.2. Agent Flag Rights
Agents MAY enit DisputeFlags — advisory, lowcost (1 KB JSON nex),
signed by the agent’s Standing Token. A DisputeFlag is non-binding
and does not initiate the dispute state nachine.

5.3. Principal File R ghts

Only principals MAY enmit DisputeFilings — binding, fee-posting,
claimcoded events that initiate the dispute state nachine.

5.4. Flag Expiration

+o———oo4 o=+
| Tier | Ratification Wndow |
[ el oo oo s
| L1 | NA (no dispute) |
+------ R i I T R +
| L2 | 72h |
+------ T i +
| L3 | 14d |
+------ Feom e e e e e e e - - +

Table 2

After expiration, the flag is preserved in the audit |og but cannot
anchor a DisputeFiling.

5.5. Pre-Authorized Dispute Del egate
A principal MAY pre-authorize a dispute delegate via a del egation
field in the Arbitration Mandate. The delegate’'s filings are treated
as principal-filed for standi ng purposes.

6. Dispute Taxonomny

6.1. Cryptographic-C ass D sputes

Resol ved by code from (Di sputeBundl e, RulingBundle, Standing Token
chain) wthout arbitration.
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SHA- 256 chai n breaks; signature
verification fails

Agent acted outside Cart Mandate
scope (determnistic predicate) |

St andi ng Token revoked or |
expired pre-execution |

Attestation tinmestanps viol ate |
ordering invariants |

Third-party oracle data |
contradicts attestation |
Table 3
A cryptographic-class dispute MJST NOT be routed to arbitration
6.2. Semantic-C ass D sputes
Resol ved by arbitration against the Cart Mandate' s acceptance

criteria.

Descri ption |
s oo e s
Del i verabl e doesn’t satisfy |
acceptance_criteria.checks

Acceptance criteria absent, |
under-specified, or contradictory |

| fitness_for_purpose | Deliverable formally conpliant |

| but unfit for principal’s purpose

Table 4
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The DisputeFiling s claimcode field declares the class. ADRP
verifiers MJUST validate that the decl ared class natches the evi dence.

6. 4.

ATXN di spute_class to ADRP Cl ai m Code Mappi ng

ATXN (Section 10.3) defines a dispute_class field set at Bundle

handoff. The normative mapping is:

[ bbb e ey e st

| ATXN | ADRP C ai m Code(s) | ADRP d ass |

| dispute_class | | |

| fact_dispute | bundle_integrity, | Cryptographic

| | tinmestanmp_skew, | |

| | oracle _contradiction | |
o e e oo s g o +

| terns_dispute | mandat e_scope, | Semantic |

| | quality_m smatch, | |

| | spec_anbiguity, | |

| | tim ng_breach, | |

| | fitness_for_purpose | |
o e e oo s g o +

| capacity_dispute | out of scope — see | — |
| | Section 6.5 | |

o e e e o T T +

| framework_di spute | out of scope — see | — |
| | Section 6.5 | |
o e e oo s g o +

Table 5

When a DisputeFiling arrives with an ATXN di spute _cl ass, the ADRP

verifier

this table before routing.

6. 5.

stone

Qut of Scope (v0.1)

capacity_di spute

Princi pal -1 evel
adj udi cati on;
agent action
set aside
entirely

Expi res 27 COctober

MUST map it to the correspondi ng clai m code bucket using

Bypass ADRP entirely; |
executing pl atform MUST |
freeze settlenment and |
refund-to-buyer; route to
regul atory or Principal-

| evel forum outside ADRP |
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S RIS dememmememeeaaaas

| framework _dispute | Mandate |
| f r amewor k |
| validity |
| cont est ed |
I I
I I

Cr oss- bor der

| | Reg E/ PSD2 /
| consuner disputes |
I I
I I

|
GDPR overl ap |
not yet |
resol ved |

Table 6
7.

7.1. Invariant
The Conduit ProofBundle' s tip hash Hc i
the original ProofBundle is rewitten.
time precedence rule, not a nutation.
7.2. RulingBundle Structure
R = {
type: "RulingBundle",
supersedes: H c,
di spute_chain_tip: HJ,
verdict: "release" | "refund" |
partial _split: { to_buyer: 0.30,
rational e_hash: H rational e,
arbitrator _did: "did:web:...",
arbitrator_vc_hash: H vc,
signing_tine: "<RFC3339>",
prev_hash: Hd

"parti

}
sig Ed25519(arbitrator_priv, JCS(R))

7.3. Verification Rule

to_seller:

April 2026

Bypass ADRP entirely;
executing pl atform MJST
freeze settlenent; ADRP
MUST NOT process until
upstream franmework forum
resolves validity

The Counter-Attestation Override Pattern

s never nodified. No byte of
Override is a verification-

a|||1
0.70 },

The latest valid RulingBundle (by signing_tinme) whose supersedes

equal s the underlying ProofBundle’ s tip

hash AND whose si gnhi ng

arbitrator was authorized at signing time, with chain integrity

verified, is the verification w nner.

stone
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Verification is offline and

7.4. Wiy This Wirks
Hash-chain imutability is preserved.
determnistic. Arbitrator authority is anchored to signing_ tine.
The chai n becones a precedent corpus indexed by Cart Mandate tenplate
hash.
8. Wre Protocol
8.1. Message Types
| Nunber | Type | Emitter
| 1 | Di sputeFl ag | Agent
I I I
I I I
T g Fom e e o -
| 2 | DisputeFiling | Principal
I I I
I I I
S SRR o e e e e e oo oo R
| 3 | EvidenceSubmi ssi on | Either
I I | party
R o T
| 4 | ArbitratorAssignnent | Registry
I I I
S SRR o e e e e e oo oo R
| 5 | RulingBundle | Arbitrator
I I I
R o T
| 6 | EscrowDirective | Verifier
| | | (derived)
I I I
T g Fom ek
Table 7
8.2. Commopn Message Envel ope
stone Expi res 27 COctober 2026

[ oo oo
| Purpose |
[ el ]
| Advisory anomaly |
| notification |
| (non-bindi ng) |
Fom e +
| Binding dispute |
| initiation;

| posts filing fee |
oo o - +
| Hash-chai ned |
| artifact append |
oo +
| Binds arbitrator |
| DD to dispute |
oo o - +
| Signed verdict + |
| escrow directive |
oo +
| Consumed by AP2 |
| Paynment Mandate |
| or VCAP rail |
Fom e +
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{
"meg_type": "<one of the six>",
"nmeg_id": "<UU D>",
"prev_hash": "<SHA-256 of prior chain event>",
"subnmitter _did": "<Dl D>",
"subnitter_signature": "<Ed25519 base64 over JCS of preceding fields>",
"timestamp": "<RFC3339>",
"payl oad": { type-specific ... }

}

8.3. Canonicalization

Al'l signatures MJST be over the JCS ([ RFC8785]) canonicalization of
the signed object mnus the signature field itself.

9. State Machine

9.1. States

Pr e- FI LED:

Ter m nal :

9. 2.

The ADRP i nter nal

st at e.

FLAGGED
FI LED
I
\
ASSI GNED
I
\'
EVI DENCE_OPEN
I
\
UNDER_REVI EW
I
\'
RULED
I
\
SETTLED

W THDRAWN
EXPI RED

expires if not ratified)

fee posted)

(agent-emtted;
(principal-emtted;

(arbitrator bound to dispute)

(parties submt evidence)

(arbitrator deliberating)

(Rul i ngBundl e si gned)

(Escrowbi rective consuned by paynent rail)

(filer withdraws; fee partial -refunded)
(filing or evidence wi ndow expired)

ATXN St ate Machi ne Join Points

state machine is entered from ATXN s di sputed
The normative join points are:

* ATXN di sputed — ADRP FLAGGED: agent-emtted DisputeFlag (advisory;

princi pal

stone

nmust
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* ATXN di sputed — ADRP FILED: principal-enitted DisputeFiling (skips
FLAGGED)

* ADRP RULED + ADRP SETTLED — ATXN adj udi cated then finalized:
EscrowDirective consuned by paynent rail

*  ADRP W THDRAWN or EXPI RED — ATXN finalized: dispute resolved
wi t hout ruling; escrow rel eased per Profile default

9.3. lInvariants
| 1D | Invariant I

| I'1 | Paynent Mandate.escrow state == HOLD until SETTLED, |
| | W THDRAWN, or EXPI RED |

| 12 ] No state nutates a prior attestation; transitions |
| | are new signed events |

| 13| prev_hash of every event = SHA-256 of canonical - |
| | JSON of the imediately prior event |

o mm o oo oo +
| 14 | dispute_chain[0].prev_hash == Proof Bundl e.tip_hash |
ot m e o oo +

| I5 ] Only an arbitrator authorized by the Arbitration |
| | Mandate's pool may emit RulingBundle |

| 16 | EscrowbDirective MJIST be derivable from |
| | (DisputeBundl e, RulingBundle) by verify resolution |

10. Tier Parameters

F ool s s oo e ey e o}
| Parameter | L1 | L2 | L3 |
[ e e el s, s s e e e ety
| Dispute window | O | 72h | 14d |
I | (atomic) | I I
I I I I I I I +
| Filing fee | NA | 10% of val ue, | 10% of val ue, |
| | $1-$100 | $50-$1, 000 |
i T F--- - - - I e I T I e I T +
| Arbitrator SLA| NA | 4h | 24h |
I I T I I I +
| Arbitrator | NA | Curated Al | Curated human |
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10.

10.

| pool | | panel (3 of 5) | pool (3 of 5) + |
| | | | optional |egal |
| | | | review |
S S o e e e e oo o e e e e oo +
| Override | NA | 4-of-5 | 4-of-5 |
| threshold | | supermajority | supermajority |
o a o R o o +
| Max txn auto- | unlimited | $1, 000 | unlimted |
| arb | | | |
S S o e e e e oo o e e e e oo +
| Default if SLA| NA | refund-to-buyer | refund-to-buyer |
| missed | | | |
o a o R o o +
| Frivol ous | NA | 100% fee | 100% fee |
| slash | | forfeited | forfeited |
S S o e e e e oo o e e e e oo +
| Novel -but-lost | NA | 50% fee | 50% fee |
| slash | | forfeited | forfeited |
o a o R o o +
| Appeal window | NA | 12h | 48h |
o e R o e e e oo o e e e oo +
| Appeal panel | NA | 5 (up from3) | 5 + legal |
| | | | review |
o a o Fom e oo o e e oo o e e oo +
| Appeal quorum | NA | 4 of 5 | 4 of 5 |
oo o - N o e e e e oo - o e e e e oo - +
| Escrow hol d | O | 7 days | 21 days |
S S o e e e e oo o e e e e oo +
| Evidence file | NA | 10 MB total, | 10 MB total, |
| size cap | | max 20 files | max 20 files |
o a o R o o +

Table 9
1. Tier Routing

Tier is determned by the ATXN Bundl e’ s Tier (per ATXN Section 5) AND
by the transaction value relative to the nmax_txn_auto_arb ceiling. A
Bundl e declared L2 with transaction value greater than $1, 000 MJUST
aut o-escal ate to L3 dispute processing. This is a dispute-processing
escalation rule only and does not retroactively change the Bundle's
declared formation Tier (see ATXN Section 5.2).

2. Default Ruling on SLA Mss

If the arbitrator pool fails to produce a RulingBundle within the
SLA, the dispute MUST default to refund-to-buyer.
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11. Cart Mandate Acceptance Criteria
11.1. Required Field

The Cart Mandate MJST contain:

{
"acceptance_criteria": {
"schema_version": "1",
"checks": [
{ "type": "regex", "selector": "$. output", "pattern': "..." },
{ "type": "json_schemn", "selector": "$.deliverable", "schema": {
{ "type": "determnistic_function", "function_hash": "sha256:..." },
{ "type": "human_review required", "reason": "..." }
"defaul t_w ndow hours": 72,
"silence_equal s": "rel ease"
}
}

11.2. Check Types

| regex Determ ni stic regex match |
agai nst JSON-path sel ector |

o e e e e e e oo oo oo o e e e e e e e e e +
| json_schema | JSON Schenmm validation |
| agai nst sel ector |
T ST +

| determnistic_function | Pure function (referenced by |
| | hash, fetched fromregistry)
| | executed against deliverable |

| hurman_review required | Auto-routes to arbitration; |
| | flags spec as deliberately |
| | not auto-eval uabl e |
Tabl e 10
11.3. Conduit Attestation Agai nst Checks
Conduit attests against acceptance_criteria.checks at delivery tinmne.
If all checks pass determnistically, the dispute path auto-resolves

cryptographically. |If checks include human_review required OR are
m ssing, dispute auto-routes to L2 semantic arbitration
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11.4. The Authoring Hel per (Normative for Depl oynent)
A natural -1 anguage-t o-checks hel per that converts a principal’s
Engl i sh-1 anguage description into nachi ne-checkabl e predicates is
REQUI RED for vO0.1 depl oynent.

12. Arbitrator Poo

12.1. v0.1: Curated Poo
v0. 1 ships with a SwarnSync-curated arbitrator pool — a centralized
list of vetted human-or-nodel arbitrators registered as DIDs in
TRUSTED REQ STRI ES

12.2. Selection Al gorithm

Arbitrator selection MJIST use a verifiable random function (VRF)
seeded by the DisputeFiling s hash

12.3. Pool Composition

[} gttty S p—p—p—p—p—_———————————————————————————————————
| Tier | Pool Conposition |
| L2 | Al arbitrator panels (nmodel + curated checker) |
Fom e e - - o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +
| L3 | Hurman arbitrators (vetted, jurisdictionally- |
| | licensed where relevant) + optional |egal review |
Femmm o - o m m e e e e e e e e e e e e e e e e e e e e e eeee e +

Table 11
12.4. Arbitrator Credentialing
Every arbitrator MJST hold a Verifiable Credential that nanes the
arbitrator’'s DID, states valid fromand valid until timestanps, nanes
qualifications, and is signed by a registry in TRUSTED REQ STRI ES
12.5. v0.2 Roadmap

Decentral i zed stake-wei ghted arbitrator pools are deferred to vO. 2.

13. Filing Fee Econonics
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13. 1. Fee Structure

e +

| Denomination | USD (fiat or USDC stabl ecoin) |

. T e +

| Refund | To prevailing party only |

o e e - o e e e e e e e e e e aa o - +
Tabl e 12

13.2. Wiay Not a Tokenized Stake
The fee is non-refundable to the filer, non-transferable, and
denonmnated in USD. It yields no return. It is not a security under
Howey.

13.3. Sl ashing

| Filer loses; novel evidence

| Filer loses: frivolous | 100%forfeited |

| Filer withdraws before EVI DENCE CPEN | 75%refunded |

| Filer wiihdraws after EVIDENGE CPEN | 25%refunded |

o m m e e e e e e e e e eem e eaao - o e e o +
Tabl e 13

Forfeited fees MAY fund the arbitrator pool and a public dispute-
qual ity dataset.
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13.

14.

14.

14.

14.

14.

15.

15.

15.

15.

4. Arbitrator Conpensation

Arbitrators are conpensated 2% of transaction value (mn $0.50) from
the losing party’s escrow.

Appeal s
1. Trigger
Either party MAY file an appeal within the tier-specific appea
wi ndow (12h L2, 48h L3). Appeals require a fresh filing fee at 1.5x
the original rate.

2. Appeal Panel

A 5-arbitrator panel selected via VRF froma different pool slice
than the original ruling. Quorum 4 of 5.

3. Finality
Appeal rulings are FINAL. There is no second appeal
4. Appeal Override
An appeal RulingBundl e supersedes the original RulingBundle by the
same signing-time precedence rule (Section 7.3). Both are preserved
forever.

Precedent Cor pus
1. Indexing
Every signed RulingBundl e is content-addressed and i ndexed by: Cart
Mandat e tenpl ate hash; dispute claimcode; verdict; arbitrator DI D
signing tine.
2. CGCitation Requirenent
Future arbitrators MJST query the precedent corpus for prior rulings
on simlar Cart Mandate tenpl ates and either cite or distinguish
t hem

3. v0.1 vs v0.2

v0.1 ships the data layer. v0.2 ships the search and citation
infrastructure
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16. Verification Al gorithm

16.1. The verify_resolution Function

2026

def verify resolution(db: DisputeBundle, rb: RulingBundle) -> Result:

# 1. Anchor checks
assert db.conduit_proof _ref == rb.supersedes
assert rb.prev_hash == db.chain_tip

# 2. Chain integrity
h = db. conduit_proof ref

for evin [db.filing, *db.evidence_chain, db.arbitrator_assignment]:

assert ev.prev_hash ==
assert verify sig(ev.submitter_did, ev.sig, jcs(ev))
h = sha256(jcs(ev))

assert h == db.chain_tip

# 3. Arbitrator authority at signing tinme (not now)

vc = fetch_vc(rb.arbitrator_vc_hash)

assert vc.subject == rb.arbitrator_did

assert vc.issuer in TRUSTED REA STRI ES

assert vc.valid from<=rb.signing time <= vc.valid_ unti
assert verify sig(vc.issuer, vc.sig, jcs(vc))

# 4. Ruling signature

assert verify sig(rb.arbitrator_did, rb.sig, jcs(rb_mnus_sig))

# 5. Verdict well-fornmed

assert rb.verdict in {"release", "refund", "partial"}
if rb.verdict == "partial":
assert sun(rb.partial _split.values()) == 1.0

# 6. Derive directive
return Result(valid=True, escrow directive=EscrowhDirective(
paynent _mandat e_r ef =db. paynent _nandat e_r ef,
action=rb. verdict,
split=rb.partial _split,
ruling_ref=sha256(jcs(rb))
))

16. 2. Determ ni sm Requirenent

Two honest verifiers given the sane inputs MJST reach the sane
EscrowDi recti ve.
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16.3. O fline Requirenent

verify_resolution MIST NOT require network access except to fetch the
arbitrator’s Verifiable Credential by hash.

17. SDK Surface

A conformant ADRP v0.1 SDK MJST expose at m ni mum si x met hods,
i mpl ementable in 500 LOC total:

emt flag(agent _standing token, claimcode, evidence ref) -> DisputeFl ag
file_dispute(paynment_nandate, claimcode, claimdetail, flag_ref) -> D sputeBundle
submit _evi dence(dispute_id, artifact_bytes, minme_type) -> Evidencelink
query_status(dispute_id) -> {state, chain_tip, |atest_event}
render _ruling(dispute_id, verdict, partial _split, rationale) -> RulingBundle # arbitr
ator-only
verify resolution(dispute bundle, ruling _bundle) -> {valid, escrow directive}
17.1. Appeal as Re-Entry
An appeal is file_dispute with the prior_ruling_ref field set.
17.2. LOC Budget
emt _flag: ~30 LOC
file_dispute: ~80 LOC
submit_evidence: ~50 LOC
query_status: ~30 LOC
render _ruling: ~80 LOC
verify resolution: ~120 LOC
Conmon envel ope, signing, hash chain: ~110 LCC
Total: ~500 LOC
17.3. ol den Test Cases
+ +
| | Expected Behavi or |
b bbb s oo s e s
I I
I I
+ +

No flag, no filing, |
wi ndow expires — release |

| 2 | clear_refund | DisputeFiling with valid |
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| | | bundle integrity claim— |
| | | refund |

| 3 | partial _split | Semantic dispute,
| | | partial _split: {to_buyer: |
| | | 0.30, to_seller: 0.70} |

| 4 | attestation_override | Original ProofBundl e |
| | | preserved; latest valid |
| | | RulingBundle wns |

T o e e e e e e ee oo s e e e e e e e eaea oo n +
| 5 | frivolous dispute | Filer |oses wthout novel |
| | | evidence — 100% fee |
| | | forfeited |
Fomm oo o e e e e e e e e a oo - o e e e e e +
| 6 | malicious_requester_reject | Principal-Afiles invalid |

| | | claim— fee forfeited, |
| | | escrow rel eases to seller |

Fommmaa - L -, Fom e meemeeeeeeeccieeaaaaaa +
| 7 | expired_dispute | DisputeFiling outside |
| | | tier window — EXPI RED |
S SRR oo e e e e e e i oo oo oo o e e e e e e e oo +
| 8 | flag ratification | DisputeFlag emtted, |

| | | principal files within |
I | | wi ndow — pronoted |

| 9 | flag_expiration | DisputeFlag emitted, no |
| | | action within wi ndow — |
| | | preserved but cannot |
| | | anchor filing |
R o m e e e e e e oo o e e e e e e e e e e oo - +
| 10 | appeal _supersedes | Appeal RulingBundle |
| | | supersedes original by |
| | | signing-tine precedence
T o e e e e e e ee oo s e e e e e e e eaea oo n +
Tabl e 14
18. Scope Locks for vO0.1
[ el et o}
| Lock | Reason |
| US-only B2B | No consuner / cross-border / Reg E/ PSD2 / |
| GDPR overl ap |
o e e e e oo oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| Partnered | No SwarnBync-held escrow, relies on Stripe |
| custody | Connect, Bridge, Mdern Treasury, or equival ent
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dememmememeeaaaas N +
| Curated | No token-staked decentralized pool (Howey) |
| arbitrator | |
| pool I I
. +
| Filing fee, | Non-refundabl e, non-transferable, USD |
| not stake | denom nated |
o e e e e oo - Lt +
| Reputation | Avoids bootstrap-circul ar trust dependency in |

| logged but not | vO0.1 |
| nodul ating | |

R . +

| Per-principal | Data collection pipeline ships in vO0.1; |

| preference | productized search ships in v0.2 |

| nodel deferred | |

o e e e e oo oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
Tabl e 15

19. Security Considerations
19.1. The >90% Aut o- Resol ution Target Is NOT a Protocol Property

The greater than 90% auto-resolution target is a depl oynent-
conditional target, not a protocol property. Enpirical base rates
(Kl eros, eBay, Upwork, Mechanical Turk) cap auto-resolution at
60-95% I nplementations MJST: ship a normative NLP-to-checks

aut horing hel per; run a 90-day shadow node pil ot before GA;, neasure
check-coverage and auto-resolution rate as prinary netrics; pivot to
mandat ory human_review required flag if check coverage is |ess than
30% at day 30.

19.2. The Bifurcati on Seam
Adversaries will probe the seam between cryptographic-class and
semanti c-class disputes. The classification validation in
Section 6.3 is REQUI RED.

19.3. Arbitrator Coll usion
A 4-of -5 threshold is conpronisable via collusion of 4 arbitrators.
Mtigations: diversify the curated pool across non-correlated risk

profiles; nmonitor for arbitrator-pair correlation in rulings;
periodically audit a random sanple of rulings.
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19.

19.

19.

19.

19.

19.

19.

20.

4. Filing Fee as DoS Vector

Mtigations: per-principal rate limt (max 0.5%of rolling 30-day
transaction count); frivol ous slash; account suspension after N
frivolous filings.

5. Standi ng Token Repl ay

A revoked Standi ng Token MJUST NOT anchor a new Di sputeFiling

6. Tine-Skew Attacks

M tigations: threshol d-signature timestanps for L2 and L3 rulings
(3-0of -5 froma federated timestanping authority); reject rulings with
signing_time nore than 5 mnutes in the future.

7. Jurisdictional Enforceability of the Arbitrati on Mandate

| mpl enent ati ons SHOULD seek a witten legal opinion in the depl oynent
jurisdiction before relying on the Arbitrati on Mandate to defeat a
court filing.

8. Sanctions Screening

Every party receiving funds via an EscrowDirecti ve MJST be screened
agai nst OFAC and equi val ent sanctions lists.

9. Principal Capacity Md-Dispute

If a principal’s capacity attestation expires or is revoked m d-

di spute, the dispute MIST be halted and routed to a capacity_dispute,
defaul ting to refund-to-buyer.

10. Acknow edged Resi dual Ri sks

* Hal luci nated mandates: partially nmitigated by L3 epistemc
attestation; unsolved for L1/L2.

* Adversarial sub-agency chains: bounded by sub_del egati on_depth per
ATXN.

* Arbitrator pool capture: mtigated by VRF selection; vO0.2
decentralization is the long-termmnitigation

| ANA Consi der ations
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20.

20.

1. ADRP JSON LD Cont ext
URI: https://swarnsync. ai / spec/ adrp/vl
2. ADRP d ai m Code Registry

A new | ANA registry "ADRP O ai m Codes" is requested. Registration
policy: Specification Required (per [RFC8126]).

Initial entries:

| Code | A ass | Description |
| bundle_integrity | crypt ographi c| SHA-256 chai n breaks; |
| | | signature verification |
| | | fails |
g S o e e e e e e e i e +
| mandat e_scope | crypt ographi c| Agent acted outside Cart |
| | | Mandate scope |
T S o e e e e e e e e e o +
| token_authority | crypt ographic| Standi ng Token revoked or |
| | | expired pre-execution |
g S o e e e e e e e i e +
| timestanp_skew | cryptographic| Attestation tinmestanps |
vi ol ate ordering |
| | | invariants |
o e e e e e oo oo S o e e e e e e e e e +
| oracle _contradiction |cryptographic| Third-party oracle data |
| | | contradicts attestation |
o R o m e e e e e i e +
| quality_m smatch | semantic | Deliverabl e doesn't |
| | satisfy

| | | acceptance_criteria.checks
g Fom e o - o e e e e e e eee e +

| spec_anbiguity | semantic | Acceptance criteria absent
| | or under-specified |
o e e e e e e oo o m e e e oo - o e e e e e e e e m e e +
| timng_breach | semantic | SLA m ssed |
o e e e e e oo oo S o e e e e e e e e e +
| fitness for_purpose |senantic | Deliverable formally |
| | | conpliant but unfit |
o R o m e e e e e i e +

Tabl e 16
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20.

20.

21.

22.

3. ADRP Verdict Enum

A new | ANA registry "ADRP Verdicts" is requested

[ el e sl
| Val ue | Description |
| release | Funds released to seller (counterparty) |
S R o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| refund | Funds returned to buyer (filer) |
S TRy . +
| partial | Funds split per partial _split (rmust sumto 1.0) |
S T T e +

Table 17
4. ADRP Trusted Registries List

A new | ANA registry "ADRP Trusted Arbitrator Registries" is
request ed.

Acknowl edgenent s

Thi s specification synthesizes the output of the Utimate Brainstorm
v2.2 Agent Dispute Resolution Protocol session (2026-04-25). The

aut hor thanks: Epistem cAuditor (cryptographic/semantic bifurcation);
Archaeol ogi st (enpirical base-rate floor); Quantifier (tier
paraneters); ConstraintCartographer (Arbitration Mandate as FAA
anchor; v0.1 scope |ocks); socratic-nmentor (principal-only standing);
DarkMrror (flag/file distinction); IdeaMatrix (tiered hybrid
architecture); RenixForge (Cart Mandate acceptance criteria); SoSpec
(wire protocol, state machi ne, SDK surface, verify_ resolution

al gorithm; SpiderSpark (three-tier bonded-escal ation structure).

Three fornal dissents: Archaeol ogi st assigns |ess than 40%
probability to the greater than 90% aut o-resol ution target.

Epi st eni cAudi tor assigns 25% probability to nedian Cart Mandates
havi ng sufficient acceptance_criteria coverage. Rem xForge considers
deferring per-principal preference nodel to v0.2 a 70% probability
strategi c m stake.
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Appendi x A: JSON Schenmas (I nformative)

A.1 DisputeFiling Schema
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{
"$schema": "https://json-schema. org/draft/2020-12/schema",
"$id": "https://swarnsync. ai/ spec/ adrp/vl/dispute-filing.schema.json",
"title": "DisputeFiling",
"type": "object",
"required": |
"meg_type", "nmsg_id", "prev_hash", "submitter_did",
"subnitter_signature", "tinmestanp", "payload"
1,
"properties": {
"meg_type": { "const": "DisputeFiling" },
"meg_id": { "type": "string", "format": "uuid" },
"prev_hash": { "type": "string", "pattern": "~[0-9a-f]{64}%$" },
"submitter _did": { "type": "string" },
"submitter_signature": { "type": "string" },
"timestamp": { "type": "string", "format": "date-time" },
"payl oad": {
"type": "object",
"required": |
"paynent _nandate ref", "claimcode", "claimdetail”, "filing_fee"
1,
"properties": {
"paynent _nandate ref": { "type": "string" },
"claimcode": { "type": "string" },
"claimdetail": { "type": "string", "maxLength": 4096 },
"flag_ref": { "type": "string" },
"prior_ruling ref": { "type": "string" },
"filing fee": {
"type": "object",
"required": ["amount", "currency", "transaction_id"],
"properties": {
"amount": { "type": "nunmber", "mninun': 1, "maxinmn: 1000 },
"currency": { "enunt: ["USD', "USDC'] },
"transaction_id": { "type": "string" }
}
}
}
}
}
}

A. 2 RulingBundl e Schema
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{

"$schema": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://swarnsync. ai/spec/adrp/vl/ruling-bundle.schena.json",

"title": "RulingBundle",

"type": "object",

"required": |
"type", "supersedes", "dispute_chain_tip", "verdict",
"rational e _hash", "arbitrator_did", "arbitrator_vc_hash",
"signing_time", "prev_hash", "sig"

"properties": {
"type": { "const": "RulingBundle" },
"supersedes": { "type": "string", "pattern": "~[0-9a-f]{64}%$" },
"dispute_chain_tip": { "type": "string", "pattern": "~[0-9a-f]{64}%$" },
"verdict": { "enuni: ["rel ease", "refund", "partial"] },
"partial _split": {

"type": "object",
"properties": {
"to_buyer": { "type": "nunber", "minimm: 0, "maxinmm: 1},
"to_seller": { "type": "nunber", "mninmun': 0, "maximn': 1 }

} }
"rational e_hash": { "type": "string", "pattern': "~[0-9a-f]{64}3$" },
"arbitrator_did": { "type": "string" },
"arbitrator_vc_hash": { "type": "string", "pattern": "~[0-9a-f]{64}$" },
"signing_time": { "type": "string", "format": "date-tinme" },
"prev_hash": { "type": "string", "pattern': "~[0-9a-f]{64}3$" },
"sig": { "type": "string" }

}

}

Appendi x B: Worked Exanple (I nformative)

B.1 Scenario
A smal | business principal (did:web:snb.exanple) dispatches an agent
to book a $250 hotel reservation. The agent books in Portland, ME
i nstead of Portland, OR due to an anbi guous Cart Mandate.

B. 2 Sequence

1. Agent enits DisputeFlag: claimcode quality_ m smatch.

2. Principal reviews flag within 72h, agrees booking is wong.

3. Principal emts DisputeFiling: quality msmatch, filing fee
$25. 00 USDC
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subm ts evi dence:

ADRP

Arbitrator assigned via VRF from L2 curated Al

"Portland" without state qualifier.

Counterparty subnits evidence:

Arbitrator finds spec_anbiguity.

acce

Rul i ngBundl e signed wi thin 4h SLA

$175 to buyer, $75

AP2 Paynent Mandat e executor consunes EscrowDirective,

4.
5. Pri nci pal
6.
enpty.
7.
to buyer/seller.
8.
9. EscrowDi recti ve:
10.
split.
11. Filing fee:

B.3 Verification

Any third party,

50% forfeited ($12.50),

gi ven (Di sput eBundl e,

verify resolution determnistically.

B. 4 Precedent

ori gi nal

Ver di ct:

Rul i ngBundl e) ,

April

pool .

Cart Mandat e show ng

ptance criteria.checks is

partial,

to seller.

50% ref unded ($12.50).

can run

Rul i ngBundl e i ndexed in precedent corpus by Cart Mandate tenpl ate

hash.

Appendi x C. Open |ssues for Shadow Mode Vali dati on

stone

+—  +—— " +—— +

e ———(—(———————————————r
Question |

I
e
W Il principals author Cart |
Mandates with 3+ |
acceptance_criteria.checks? |

I
_____________________________ +
WI1l the auto-resolution |
rate hit 60%? |
I
_____________________________ +

Wl

the frivolous filing

I
rate stay bel ow 2% |
I
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Fal sification
Threshol d

Less than 30%
coverage at day 30 —
ship NLP-to-checks
hel per as nmandatory
Less than 60% at day
60 — escalate to
architectural review
G eater than 2% at
day 60 — tighten
filing fee floor

2026 [ Page

2026

split 70/30

execut es
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GA is gated on:

W |
pool

W |

the Arbitration

ADRP

the curated arbitrator
meet SLA at scal e?

Mandat e be chal l enged in

I
I
| court?
I

W |

| Are tier threshol ds

the precedent corpus
accunul ate fast enough?

| calibrated correctly?

Tabl e 18

auto-resolution rate greater than or equa

frivolous filing rate |l ess than or equa

chal  enges AND arbitrator SLA breaches |ess than or equa
medi an Cart Mandate has at

acceptance_criteria.check.

Aut hor’ s Addr ess

Ben Stone
Swar nSync. Al

Emai | :

stone

benst one@war nsync. ai
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Apri

Greater than 5% SLA
breaches at day 90 —
expand pool or

accel erate v0. 2

Any court chal |l enge
— seek i medi ate
witten | ega
opi ni on

Less than 100 cor pus
queries by
arbitrators at nonth
3 — revisit

Filing rate greater

than 5% or |ess than
0.05% — recalibrate

to 2% AND zero court

least 1 non-trivial

2026

to 60% AND

to 5% AND
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