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Abst r act

Encrypted Client Hello is designed to enhance personal privacy, in
particul ar obstructing the ability of comunications service

provi ders (but not Over The Top service providers) to map packet
flows to applications. VWhile nostly ineffective in attaining this
goal, it does severely hanper network-based detection of nalicious
flows, thus exposing end-users to various security risks that were
previ ously avoi dabl e.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 January 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Transport Level Security (TLS) 1.3 [ RFC8446] secures comuni cations
between clients and servers, providing integrity, confidentiality and
server authentication. However, certain cleartext extensions in the
TLS Cient Hello (CH) nessage actually facilitate application
identification by third parties. This capability may be abused for
pervasi ve nonitoring [ RFC7258].

Encrypted Cient Hello (ECH) [I-D.ietf-tls-esni] has been proposed to
renedy the perceived privacy infringenment inherent in the TLS CH, in
order to alleviate its pervasive nonitoring aspects. However,
RFC7258 recogni zes that there are forns of nonitoring that can be
beneficial and not part of any attack, e.g., network managenent
functions and nmalicious packet detection.

In this nmeno we explore precisely these two issues. Wile we support
efforts to protect personal privacy and mtigate pervasive nonitoring
attacks, we will showthat ECH is misguided inits rationale, largely
ineffective in attaining its ains, and is harnful due to exposing
clients to avoidable security risks.
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ECH i s m sgui ded

The rationale behind ECH is the hiding of a client’s behavior, and in
particul ar which servers a given client accesses, fromthe prying
eyes of surveillance. However, the mechanismonly inpacts
surveillance along the path between client and server; it obviously
does not thwart information gathering by the Over The Top (OIT)
entity operating the server itself.

OIT service providers routinely collect personal information of
clients accessing their servers. |In fact, their business nodel is
based on knowi ng their clients better than these clients know
thenselves. dient personal information is packaged and nonetized,
and was indeed the main source of personal information exploited by
governnental agencies. ECH plugs a pin-hole leak in an open-ended

pi pe.

On the other hand, Internet Service Providers (I1SPs) need to identify
the applications to which their client’s packet flows belong in order
to econom cally guarantee a level of Quality of Experience (QE)

I SPs may be under contractual obligation to deliver some m ni mal QOE,
and even if this level is not explicitly specified, underperformance
will lead to unsatisfied clients and subsequent churn. Throw ng
addi ti onal bandwi dth at this probl em does not always aneliorate the
probl em and even when it does that entails a price.

Many | SPs use smart traffic managenent based on application
classification in order to optinmally forward each packet -
prioritizing packets requiring expedited delivery, delaying tine

i nsensitive packets, and under conditions of extreme congestion

di scardi ng packets belonging to rate-adaptive applications.

Furt hermore, |SPs may provide network-based security services that
bl ock malicious traffic. These use-cases require identifying the
application but not the client, and thus do not involve persona
information froma particular client.

Sone use-cases do require identifying clients. Specific clients may
have specific policies regarding applications or application classes;
for exanple, first responders will generally be given priority over
other clients. Another case is identifying and di sconnecting clients
bel onging to botnets.
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Unli ke OTTs, even in these cases |SPs do not nonetize client persona
information, and thus have little incentive to collect and store

fl owto-application mappings. Thus, ECH penalizes |SPs that need
application classification in order to economically deliver the

promi sed service level to their clients, and to protect these clients
frominfection with malware. At the sanme tinme OITs continue to
exploit rmuch nore intrusive collection of personal information.

It may be clainmed that other actors (e.g., |aw enforcenent,
intelligence agencies, organized crine) may gain access to ISP client
application information. That is true. But why coerce an ISP to
hand over relatively | ean and unorgani zed i nformati on when it is nuch
easier and nore rewarding to get this information fromthe OITs or
fromclient device(s)?

Mechani sns have been proposed to deliver application flow
requirenents to | SP network el enments, such as explicit path signals

[ RFC8558]. On-path signaling of application requirenents fromclient
applications to | SP routers and m ddl eboxes coul d obvi ate the need
for application identification. However, no such signaling protoco
exists, and were it to exist the econonic notivation to inplenent is
uncl ear (except for nmalicious actors), and use of such a protoco
itself could equally be considered pervasive nonitoring.

3. ECHis not effective

Deploying ECH is intended to deny I1SPs the ability to map a packet
flowto the application it serves. It fails in this in two distinct
ways.

First, it is not difficult for an ISP to block ECH and force its
client to send CHin the clear. Most clients are configured to
enpl oy DNS resol vers belonging to their ISP, thus assuring

aut horitative behavior for CDNs and enabling |load balancing. 1In this
case the ISP can sinply decide not to distribute the ECH key in HTTPS
RR responses, thus inhibiting the use of ECH  Even when the DNS
resolver is not under direct control of the ISP, it is not difficult
to excise the ECH SvcParam from unencrypted DNS, or even to

compl etely discard HTTPS RR reponses, choking ECH wi thout the client
ever noticing.

Second, while Deep Packet Inspection (DPl) systems exploit fields in
the CH when they are avail able, granular classification is certainly
not inpossible without them By granular classification we mean not
merely identifying the OIT (e.g., CGoogle) but differentiating between
the different services it provides (e.g., search, maps, docs,

Youtube, etc.). 1In a recent experinent on a |arge nobile network, we
trained a classifier on one week of flow netadata with no TLS CH
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information, limting ourselves to under one second of traffic. W
then tested classification a week later, a nonth later, and severa
months later. W found that after one week we can granul arly
classify applications and web sites with over 90% F1 accuracy,
approaching the accuracy of a DPlI systemthat uses the TLS CH fi el ds.
Per f ormance degraded by | ess than two percent per nonth, neaning that
monthly retraining suffices to maintain high accuracy.

VWi | e accuracy was not severely inpacted, the conputational power,
and hence the electric energy required for classification, markedly
increased (and this without taking training conputation into
account). The increased conputation influences the | SPs CAPEX and
OPEX, in addition to being environmental |y detrinental.

4, ECH i s harnf ul

Whi | e about 95 percent of packet flows were correctly identified, the
long tail of extrenely rare applications and web sites were
classified as "other". These rare services either did not appear in
the training data, or occurred insufficiently frequently to be
reliably recognized. Unfortunately, it is precisely these unpopul ar
sites that are nost likely to be infected, either because their
security is lax, or because they are specifically created to serve
mal ware (frequently with domain nanes deceptively simlar to those of
popul ar services).

These small malicious sites are often cohosted on a single server IP
address with hundreds of nostly benign sites. The inability to
reliably distinguish between cohosted sites forces an | SP providing
net wor k- based security to either allowits clients to be attacked, or
to bl ock hundreds of conpletely legitimte sites.

One m ght ask whet her network-based security is the correct approach,
rat her than | eaving responsibility for security to the end-user. But
why shoul d the average Internet user be burdened with installation
and constant upgradi ng of security solutions? People expect their
water utility to supply safe water without having to install filters
to renmove dangerous substances! Simlarly, they have the right to
expect their ISP to supply themw th safe Internet, w thout needing
toinstall and maintain firewalls, antivirus software, and a plethora
of other conplex tools.
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8.

Sunmmary

We have shown that ECH is m sguided, nostly ineffective, and harnful
It heavy-handedly attenpts to block application identification even
when there is, inreality, no personal information involved, and
despite other entities actively exploiting this personal information.
It does not inhibit application identification, but nerely renders it
much nore expensive and environnentally detrimental. In the
security-vs.-privacy trade-off it comes down clunsily on the side of
percei ved privacy protection while tranpling on security concerns.

Wiile many (if not nost) people are willing to relinquish contro

over some of their privacy rights, e.g., in order to receive free
service, privacy remains tremendously inportant. The |ETF nust
strive to develop protocols that are not needl essly privacy invasive.
Security is another, no less inportant, goal. The |IETF nust ensure
that its protocols do not needl essly endanger |Internet users. Wre
you to ask a typical Internet user whether they want the behaviora
anonymity supposedly provided by ECH but at the cost of risking |oss
of all their digital assets to ransomware, what do you think their
answer woul d be?

| ANA
This meno i ncludes no request to | ANA
Security
Thi s docunent should not affect the security of the Internet.
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