Domai n Nanme System Qperations B. M Schwartz

I nternet-Draft Meta Platforns, |nc.
I nt ended status: Standards Track P. Sood
Expi res: 24 August 2025 Googl e
J. Todd

Quad9

20 February 2025
St andardi zed Query Nanme for DNS Resol ver Reachability Probes
draft - sst-dnsop- probe- nane- 00
Abstract

Thi s specification standardi zes DNS nanes that should be used for
checking connectivity to a DNS server.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-sst-dnsop-probe-nane/.

Source for this draft and an issue tracker can be found at
https://github. com bemasc/ pr obe- nane.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 August 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunents carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

In the Domai n Name System (DNS, [RFC1034]), clients normally send
queries to a recursive resolver in order to receive the resolution
results. However, sone clients also send queries nerely to check
that a response is received at all. W call these queries "DNS
probes”. DNS probes are used for many reasons:

* To determine if the network is working at all

* To detect if a particular address family is connected to the
gl obal internet.

*  To check that the client is able to reach the resolver’s IP
addr ess.

* To assess the reliability and performance of the network path
between the client and the resol ver.

* To establish which transport protocols (e.g., UDP, TCP, TLS
[ RFC7858], QUI C [ RFC9250]) are avail able.

N~N~NooooooobhDMBDN
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* To confirmthat the DNS resolver itself is operational

When sending a DNS query, the client nust choose a QNAME. Popul ar
NAME val ues for probes include:

*  Nanmes owned by the entity perform ng the probe.
* Names used by prominent, high-reliability internet services.

* Nanes operated at the direction of prom nent internet
organi zations such as the | ETF (e.g., "exanple.cont, [RFC2606]).

* Names that forman essential part of the internet infrastructure.

These choices are pragmatic, but they also present a nunmber of
downsi des for the client:

* The response could be delayed if the selected nane is not in
cache.

* The probe will return unneeded RDATA, wasting bandw dt h.

* Depending on the success criteria, the probe could report a
spurious failure

- if the selected nanme is renoved, or experiences an outage.

- if the resolver experiences an interruption on its outbound
l'ink.

* A distinctive QNAME coul d enabl e unwanted fingerprinting of the
client by the resolver or a network adversary.

These popul ar types of QNAME al so present sone downsides for the
resol ver operator:

* The probe may cause the resolver to do nore work than necessary,
especially when the selected name is not in cache.

* The operator cannot distinguish probe queries fromordinary
queries, limting their understanding of how their service is
bei ng used.

Thi s specification registers a Special -Use Domain Name for DNS
probing to avoid these downsi des
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3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Client Requirenents

Clients SHOULD set the QNAME on probe queries to
"probe.resol ver.arpa.".

Clients SHOULD set the QTYPE to A or AAAA. Cients that use other
QIYPEs are at a higher risk of inplementation fingerprinting due to
the distinctive QTYPE

Clients SHOULD NOT set the "DNSSEC OK' flag. Setting this bit causes
more work for the resolver, but does not provide any benefit to the
client.

Clients SHOULD avoid any stub caching, as this would cause probe
results to be out of date.

Clients MAY set the "Recursion Desired" flag to either val ue.
Setting this flag to O reduces | oad on resolvers that do not
i mpl ement this specification

Usi ng getaddrinfo

Clients MAY perform probe queries using a high-level DNS query
interface such as getaddrinfo ([ RFC3493], Section 6.1). Note that

i mpl ement ati ons of getaddrinfo and simlar interfaces often enploy a
stub cache, resulting in probe results that may not be fresh. These
i npl ementations typically retry queries across several servers unti
one responds successfully, so the result may not be attributable to a
specific resol ver and cannot be used to assess the network’s | atency
or packet loss rate.

Clients that use getaddrinfo for probes SHOULD call it with the
foll owi ng i nput paraneters

* nodename = "probe.resol ver.arpa."
* servnane = nul

* hints = null or all zeros except for .ai _famly
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Clients SHOULD interpret the getaddrinfo return value as foll ows:
* EAl _NONAME: The probe has succeeded.
* EAl _AGAIN. The probe has fail ed.

* 0: The resolver is msconfigured (returning addresses where there
shoul d be none).

* Any other error: The client systemis m sconfigured.

4. Server Requirenents
Upon receiving a query with a QNAME of "probe.resolver.arpa.”", DNS
servers MJST return a valid NXDOVAI N response fromthe
"resolver.arpa." locally-served zone [ RFC9462].

5. Security Considerations
If a resolver operator applies rate limts to queries, it SHOULD NOT
excl ude "probe.resolver.arpa” fromsuch limts. Queries for this
nane could still be used as part of a high query rate attack

6. | ANA Consi derations

6.1. Special Use Donmain Name "probe.resol ver. arpa"

Thi s docunent calls for the addition of "probe.resolver.arpa” to the
Speci al - Use Domai n Nanmes (SUDN) registry established by [ RFC6761].

6.2. Dommin Nanme Reservati on Consi derations

In accordance with Section 5 of [RFC6761], the answers to the
foll owi ng questions are provided for this docunent:

1) Are human users expected to recogni ze these nanes as special and
use themdifferently? In what way?

No. This nanme is principally intended to be useful to resolver
operators, and should never be seen by ordi nary users.

2) Are witers of application software expected to make their
software recogni ze these nanes as special and treat themdifferently?
I n what way?

Yes. Witers of DNS resolver nonitoring software are expected to

categori ze queries for this nane as distinct fromordinary user-
gener ated queri es.
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3) Are witers of nanme resolution APIs and libraries expected to nmake
their software recogni ze these names as special and treat them
differently? If so, how?

No. Stub resolvers process this nane in the ordinary fashion

4) Are devel opers of caching domai n nane servers expected to make
their inplenentations recognize these nanes as special and treat them
differently? If so, how?

No. This nanme is subject to ordinary caching | ogic.

5) Are devel opers of authoritative domain name servers expected to
make their inplementations recognize these nanmes as special and treat
themdifferently? I1f so, how?

No. Queries for this name are not intended to reach authoritative
domai n nane servers

6) Does this reserved Special -Use Donmai n Name have any potentia

i mpact on DNS server operators? |If they try to configure their
authoritative DNS server as authoritative for this reserved nane,

wi Il conpliant nanme server software reject it as invalid? Do DNS
server operators need to know about that and understand why? Even if
the name server software doesn't prevent themfromusing this
reserved nanme, are there other ways that it may not work as expected,
of which the DNS server operator should be aware?

Thi s name has no special inpact on DNS server operators beyond those
already inplied by the status of "resolver.arpa." as a Locally Served
Zone.

7) How shoul d DNS Regi stries/Registrars treat requests to register
this reserved domain nanme? Should such requests be deni ed? Should
such requests be allowed, but only to a specially-designated entity?

This name is inside an existing Locally Served Zone
("resolver.arpa."), so the question of registration requests is noot.
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