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Abstract

Aut ononbus System Provi der Authorization (ASPA) record authorizes
provi der ASes of a custonmer AS (CAS). Wile ASPA-based AS PATH
verification can correctly detect and nmitigate route | eaks and sone
forged-origin or forged-path-segnent hijacks, it fails to detect sone
mal i ci ous path mani pul ations for routes that are received from
transit providers. This docunent utilizes a new RPKI object called
Aut ononbus System Rel ationshi p Authorization (ASRA) that
significantly enhances AS PATH verification conpl ementi ng ASPA. ASRA
fills in a significant gap in the ASPA net hod by addi ng the
capability to detect fake links in the AS PATHs in BGP Updates
propagated from providers to customers. ASRA achieves this by
allowing an AS to register additional AS rel ationships, i.e.,
custoners and | ateral peers.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 16 Novenber 2026.
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1.

1.

1.

I nt roducti on

Aut ononobus System Provi der Authorization (ASPA) record authorizes
provi der ASes of a custoner (subject) AS
[I-D.ietf-sidrops-aspa-profile]. Wile ASPA-based AS PATH
verification can correctly detect and nmitigate route | eaks and sone
forged-origin or forged-path-segnent hijacks, it fails to detect sone
mal i ci ous path mani pul ations for routes that are received from
transit providers (see Appendix B and Section 9 of
[I-D.ietf-sidrops-aspa-verification]). This docunent utilizes a new
RPKI obj ect call ed Autononous System Rel ati onship Authorization
(ASRA) that significantly enhances AS PATH verification conpl enenting
ASPA. The Cryptographi c Message Syntax (CM5) protected content type
for the RPKI ASRA object is defined in
[1-D.geng-sidrops-asra-profile]. ASRAfills in a significant gap in
the ASPA net hod by adding the capability to detect fake Iinks in the
AS PATHs in BGP Updates propagated from providers to custoners. ASRA
achieves this by allowing an AS to register additional AS

rel ationships, i.e., custoners and | ateral peers.

ASPA al ready has the capability of detecting forged-origin or forged-
pat h-segnent hijacks (Section 2) when a verifying AS receives a BGP
Update froma custonmer or |ateral peer. ASRA adds the capability of
detecting the same when a verifying AS receives a BGP Update froma
provider. A forged-origin or forged-path-segnment hijack involves a
fake link (i.e., forged AS peering). The ASRA algorithm operates in
conjunction with ASPA in such a way that it fully preserves the route
| eak detection capabilities of ASPA while adding the fake |ink
detection capability.

Increnental benefit is accrued by early adopters. An AS that deploys
ASPA and ASRA prevents an offending AS fromfaking a link to it if
the receiving/verifying AS al so depl oys ASPA and ASRA. The fake |ink
will be detected by the receiving AS even if no other AS in the
received AS path has adopted ASPA or ASRA

The reader is expected to be famliar with the follow ng rel ated
docunents: [I-D.ietf-sidrops-aspa-profile],
[I-D.ietf-sidrops-aspa-verification], [I-D.ietf-sidrops-8210bis].
Ter mi nol ogy

The usage of ternms follows Section 3 of
[1-D.ietf-sidrops-aspa-verification].
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1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. AS Path Security Probl ens Addressed by ASRA
2.1. Fake-Link Attack: Provider Attacking a Custoner

ASPA' s properties of detection of forged-origin or forged-path-
segrment hijacks work only when the BGP Update is received froma
customer or |ateral peer (see Appendix B in
[I-D.ietf-sidrops-aspa-verification]). The use of ASRA (together
with ASPA) extends these properties to scenarios where the Update is
received froma transit provider. This is achieved due to the added
capability of detecting fake links in the AS path with the assistance
of ASRAs. ASPA al one cannot detect fake |inks.

An exanple scenario is illustrated in Figure 1. Assune that all ASes
shown in the Figure (the attacker AS(6) being a possibl e exception)
regi ster ASPA records and do ASPA-based AS PATH verification. Were
alink is marked C2P (Customer-to-Provider), it indicates that the AS
shown below is a custoner of the provider AS shown above. AS(1)
originates the BGP route for prefix P which propagates to the other
ASes. The AS PATH received by AS(6) is path{5,4,3,2,1}. However, the
m sbehavi ng AS(6) shortens the path by faking link with AS(2) and
propagates the route to AS(7) with a shortened path {6,2,1} to AS(7).
AS(7) fails to detect the manipul ated path based on verification
using only ASPAs. It chooses this path over the other valid path via
AS(8). However, if ASRA is deployed by AS(2), then AS(2)’s ASPA and
ASRA can indicate that AS(6) is not connected to AS(2), and the faked
link fromAS(6) to AS(2) will be detected. |If ASRA is deployed by
AS(1), AS(2), and AS(4) also, then AS(6) is prevented from conducting
the forged-origin or forged-path segment type of attack on its
customer AS(7) (in this scenario). The details about the
registration of ASRA and the algorithnms for AS path verification
usi ng ASPAs and ASRAs are provided in Section 3 and Section 4,
respectively.
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Fomem - - + Fomem - - + path{5,4,3,2,1}
| AS(4) |------ | AS(5) |-----omeeees
S + S + \
pat h{3, 2, 1}/ \ \ (C2P)
/ (C2P) \
- + \ - +
| AS(3) | pat h{5, 4, 3,2, 1} \ | AS(8) |
B S, + (CZP) \ B S, +
pat h{2, 1} | \ |
(C2P) | \ I
Hommmm- + (Fake 1i nk) Ho-mo--- + | pat h{8, 5, 4,
| AS(Z) |********************| AS(G) | | 3121 1}
- + - + | (C2P)
pat h{1} | | pat h{6, 2,1} |
(Cc2P) | (C2P) | (shortened) |
AR, + AR, + /
| AS(1) | | AS(7) |-------- /
Fom oo + Fom oo +
| (Origin) (Validating AS)
P

Figure 1. AS PATH shortened by a m sbehavi ng provider.

2.2. Fake-Link Attack: Customer Attacking its Non-Adopting Provider and
O her Cust omer

Figure 2 illustrates a scenario in which one customer AS(6) of the
non- adopti ng provider AS(7) attacks the provider which in turn
propagates the attack (Update) to its other custoner AS(5). |In this

exanple (Figure 2), the provider AS(7) has not adopted ASPA but all
ot her ASes have. AS(5) is the receiver perform ng ASPA-based AS path
verification. AS(6) conducts a fake-link (forged-origin) attack on
AS(7) which accepts the route and propagates it to AS(5). AS(5)
receives two routes (one each fromAS(7) and AS(4)) and per-ASPA
verification, the shorter route fromAS(7) is Unknown while the

| onger route is Valid. But since both Valid and Unknown routes are
eligible for path selection, AS(5) would select the shorter path from
AS(7) and is thus deceived in effect by AS(6). |If ASRA is depl oyed
by AS(1) and AS(5), then AS(5) can detect and mtigate the fake-link
(forged-origin) attack using ASRA and ASPA data (Section 4).
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3.

Fommma - + Fommma - +
| AS(3) | -mmmrmm | AS(4) |
S + S +
pat h{2, 1}/ |
I (C2P) path{4, 3, 2, 1}|
- + - + (C2P)
| AS(2) | | AS(7) | I
B S, + B S, + |
pat h{1} | pat h{6, 1}/ \pat h{7, 6, 1} /
(c2pP) | (c2pP) |/ \ (C2P) /
oo + (Fake |ink) oo + oo +
| AS(l) |******************| AS(G) | | AS(S) |_/
Fommma - + Fommma - + Fommma - +
| (Origin) (Validating AS)
P

Figure 2: Custoner attacking its non-adopting provider and
anot her custoner.

ASRA Regi stration Reconmendati ons

The term "Conpliant AS' or "conpliant BGP router"” in this docunent
refers to one that is conpliant with the specifications in this
docunent. A conpliant AS that has a valid ASRA record MJST al so have
a valid ASPA record. A valid ASRA record(s) for a signer (subject)
AS that does not have a valid ASPA record MJST be ignored (considered
unusable) for AS path verification purposes.

There are three subcategories of ASRAs defined: ASRA1l, ASRA2, and
ASRA3 [ | -D. geng-sidrops-asra-profile]. They are distinguished by a
subcategory field by setting its value to 1, 2, or 3, respectively.
ASRA1 and ASRA2 are used to register the lists of custoners and

| ateral peers, respectively. Alternatively, if the subject AS does
not wish to separately disclose custoners and | ateral peers, it NMAY
choose to register an ASRA3 to register the conbined |ist of
customers and | ateral peers. An ASRA-conpliant AS MJST either

regi ster ASRA3 al one or register both ASRA1 and ASRA2. To signa
that there are no neighbors to report in a subcategory, AS 0 MJST be
included in the correspondi ng ASRA subcategory in the payload field.

If it is found that an AS has X 509 valid ASRA3 and si nultaneously
has X. 509 valid ASRA1 and/or ASRA2, then only the ASRA3 MJST be
considered for AS path verification and the ASRA subcategories ASRAlL
and ASRA2 MJST be i gnored.

It is highly RECOWENDED that an AS (conpliant signer AS) register
and naintain either a single ASRA3 object or a single object of each
subcat egory ASRA1 and ASRA2. Such a practice hel ps prevent race
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condi tions during ASRA updates. If nultiple X 509 valid ASRAs of a
subcat egory exist for given subject AS, the ASes listed in all such
ASRAs wi |l be conbined (by the relying party) into one |ist of

nei ghbors of the subcategory in consideration. This conbined Iist
will be used for AS path verification purposes.

Al'l neighbors that are customers or lateral peers of the signer AS
MUST be included in an ASRA(s) of an appropriate subcategory
fol |l owi ng above-nenti oned recomendati ons.

A pair of conpliant ASes in a mutual transit relationship are
required to include each other in their respective ASPA (per
[I-D.ietf-sidrops-aspa-verification]). They MJST NOT further include
each other in ASRA1l, ASRA2, or ASRA3. A conpliant AS that has a
complex relationship with a nei ghbor AS where one of the
relationships is Provider is required to include the neighbor AS in
its ASPA (per [I-D.ietf-sidrops-aspa-verification]). (Note: By the
term"relationship is foo" it is neant here that the neighbor is
foo.) The AS MJST NOT further include the other AS in ASRAl, ASRA2,
or ASRA3. A compliant AS that has a conplex relationship with a

nei ghbor AS where none of the relationships are Provider inplies that
its relationships with the nei ghbor AS are custoner and | ateral peer
In such a case, the AS MUST include the neighbor ASin its ASRA3 if
doi ng ASRA3, otherwise in its ASRAL as well as ASRA2.

The Route Server (RS) to RS-client relationship is simlar to the
provi der-to-custoner relationship. So, a conpliant non-transparent
RS AS MUST either (1) list all its RS-clients as custoners in ASRA3,
or (2) list all its RS-clients as custonmers in ASRAL and regi ster an
ASRA2 with only AS O listed in the set of |ateral peers.

_Transparent RS AS case: _ Typically, an I X RS publishes a list of all
RS clients it has so that each RS client can choose which ot her
clients to peer with. The peering relationships are set up by using
BGP Conmunity tags or through policies configured at the RS AS. In
the case of a transparent RS AS, the peering between any pair of
clients is effectively lateral peering (nhote that the RS AS is absent
in the AS PATH . A conpliant RS client of a transparent RS AS MJST
include in the ASRA all the AS nunbers of other RS clients that it
has selected to peer with at the RS. If a conpliant RS client has
selected to receive all routes froma transparent RS, then the RS
client MJUST include in the ASRA the full published Iist of RS clients
of the transparent RS

Aut hors’ note: The possibility of defining an ASRA type using which a
transparent RS AS can register all its RSclients will be considered
in case it adds value. It may be useful at |east for cross-checking
the peering relationships registered by RS clients.
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4.

4.

4.

Al gorithms for Enhancement of AS Path Verification Using ASRA

In this section, two algorithns are descri bed whi ch enhance AS path
verification by augnenting ASPA-based verification
[I-D.ietf-sidrops-aspa-verification] with ASRA data. The basic
princi pl es behind each al gorithmare explained. (The intention is
that the SIDROPS W5 di scussions will help decide which algorithmto
sel ect.)

Let the sequence {AS(N), AS(N-1),..., AS(2), AS(1)} represent the

AS PATH in terns of unique ASNs, where AS(1l) is the origin AS and
AS(N) is the nost recently added AS and nei ghbor of the receiving/
verifying AS. The terms AS path and AS PATH are interchangeably used
in this docunent. N is the AS path length in unique ASes. Let
AS(N+1) represent the receiving AS that is verifying the entire
received AS path. For a given AS hop, say AS(i) to AS(i+1), AS(i) is
the sender and AS(i+1) is the receiver. For each such AS hop in the
AS path, the algorithns seek to check if the hop is a fake link,

i.e., AS(i+l1l) forging a connection to AS(i).

In the descriptions that follow, a valid ASPA or ASRA is one that is
X. 509 valid.

1. AgorithmA (Less Strict)

For a given AS hop AS(i) to AS(i+1), algorithm A gives precedence to
the ASPA created by the receiver AS(i+1) over the ASRA created by the
sender AS(i), and hence it is less strict (conpared to AlgorithmB
(Section 4.2)). This algorithmcan be used under the assunption that
AS(i+1) is very unlikely to create a false ASPA record (i.e., falsely
including AS(i) as a provider) because it is a digitally signed

obj ect and hence repudiation is hard. However, this al gorithm does
not guard against the creation of a fal se ASPA record and under such
conditions the stricter AlgorithmB (Section 4.2) nust be used.

1.1. Fake Link Determnation (Alg. A

The following is the procedure (per AlgorithmA) for determning if
the AS(i) to AS(i+1) hop in the AS path is a fake I|ink.

If AS(i) has valid ASPA(s) and they do not include
AS(i +1) as a Provider,
- AND if AS(i) has valid ASRA(s) and they do not include
AS(i +1) as a custoner or |ateral peer,
- AND {ElI THER AS(i +1) has no valid ASPA OR {AS(i+1) has
val id ASPA(s) and they do not include AS(i) as a Provider},
- then set Fake-Link(AS(i), AS(i+1)) = Detected,
- Else, set Fake-Link(AS(i), AS(i+1)) = Not Detected.
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4.1.2. Enhancenment to AS Path Verification Using ASRA (Alg. A
4.1.2.1. A gorithmfor Upstream Pat hs

Remai ns unchanged and the sane as described in Section 7.2 of
[I-D.ietf-sidrops-aspa-verification].

4.1.2.2. A gorithmfor Downstream Paths (Al g. A)

The paraneters mn_up _ranp and min_down_ranp represent ranp |engths
(in # ASes), and are conputed using only ASPAs (see Section 7 of
[1-D.ietf-sidrops-aspa-verification] and Figure 3 below). Successive
ASPAs affirmthe up-ranmp from AS(1) to AS(K), where K = nin_up_ranp.
The up-ranp stops at AS(K) because AS(K) does not have a valid ASPA
or its valid ASPA(s) do not include AS(K+1l) as a provider. The down-
ranp fromAS(L) to AS(N) is also affirned by successive ASPAs, where
L=N- nmndow ranp + 1. The top of the down-ranp is at AS(L)
because AS(L) does not have a valid ASPA or its valid ASPA(s) do not
i nclude AS(L-1) as a provider.

L=N- mndown_ramp + 1 K = mn_up_ranp
AS(L) ... AS(K)
AS(L+1) AS(K-1)

(down-r anp) . . . . (up-ramp)

AS(N- 1) AS(2)

/ \
AS(N) AS(1)

/ (Origin AS)

Receiving & verifying AS
(cust omer)

Each ranp has consecutive ASPA-attested
custoner-to-provider hops in the bottomto-top direction

Figure 3: Illustration of m n-up-ranp and ni n-down-ranp

First, run the verification algorithmfor downstream paths as
described in Section 7.3 of [I-D.ietf-sidrops-aspa-verification].
The obtained outcome is one of these: Valid, Invalid, Unknown. Now
enhance the outcone using the follow ng al gorithmwhere ASRA data is
applied. For the Fake-Link(AS(i), AS(i+1)) function, use the one
described in Section 4.1. 1.
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4.

4.

4.

1. If the outcone is Invalid, it remains unchanged
and the procedure halts.

2. Else, if mn_up_ramp = Nor {mn_up_ranp + m n_down_ranp} > N
then the outconme remains unchanged (Valid)and the procedure halts.

3. Else, let i = nmn_up_ranp.

4. 1f Fake-Link(AS(i), AS(i+1)) = Detected, then change the outcone
to Invalid and the procedure halts.

5. Else, if i = N- mn_down_ranp, then the procedure halts
(out conme renai ns unchanged).

6. Else, increment i toi+l. Go to Step #4.

2. AgorithmB (Strict)

Al gorithm B does not give precedence to the ASPA created by the

recei ver AS(i+1) over the ASRA created by the sender AS(i), and hence
it is strict (conpared to AlgorithmA). This algorithmis used to
counter the possibility that AS(i+1) could naliciously create a fal se
ASPA record (i.e., falsely including AS(i) as a provider) even though
repudi ati on is hard.

2.1. Fake Link Determnation (A g. B)

The following is the procedure (per AlgorithmB) for determining if
the AS(i) to AS(i+1) hop in the AS path is a fake I|ink.

If AS(i) has valid ASPA(s) and they do not include AS(i+1)

as a Provider,

- AND if AS(i) has valid ASRA(s) and they do not include
AS(i +1) as a custoner or |ateral peer,

- then set Fake-Link(AS(i), AS(i+1)) = Detected,

- Else, set Fake-Link(AS(i), AS(i+1)) = Not Detected.

2.2. Enhancement to AS Path Verification Using ASRA (Al g. B)

4.2.2.1. A gorithmfor Upstream Pat hs

Remai ns unchanged and the sane as described in Section 7.2 of
[1-D.ietf-sidrops-aspa-verification].

4.2.2.2. A gorithmfor Downstream Paths (Al g. B)

Here the min_up_ranp paraneter is the sane as discussed in

Section 4.1.2.2. First, run the verification algorithmfor
downstream pat hs as described in Section 7.3 of
[I-D.ietf-sidrops-aspa-verification]. The obtained outcone is one of
these: Valid, Invalid, Unknown. Now enhance the outcone using the
followi ng al gorithmwhere ASRA data is applied. For the Fake-

Li nk(AS(i), AS(i+1)) function, use the one described in
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Section 4.2.1.

1. If the outcone is Invalid, it remains unchanged and the procedure halts.
2. Else, if mn_up_ranmp = N, then also the outconme renmai ns unchanged (Vali d)
and the procedure halts.
3. Else, let i = nin_up_ranp.
4. 1f Fake-Link(AS(i), AS(i+1)) = Detected, then change
the outcome to Invalid and the procedure halts.
5. Else, if i = N- 1, then the procedure halts
(out corme renmi ns unchanged).
6. Else, increment i toi+l. Go to Step #4.

The differences between the above procedure and the corresponding
procedure in Section 4.1.2.2 for Algorithm A are at steps #2 and #5.

5. Operational Considerations

Every AS operator doi ng ASPA/ ASRA SHOULD periodically check their own
ASPA/ ASRA obj ects for correctness and conpl eteness. They SHOULD al so
ensure that the same are refreshed well before their expiry dates.

Every AS operator doi ng ASPA SHOULD periodically nonitor all the
ASPAs in the RPKI repositories to check if their AS nunber is
incorrectly included as a provider in an ASPA (X. 509 valid), and if
so, they SHOULD report it to the responsible party (or parties) so
that the ASPA can be rectifi ed.

Every AS operator doi ng ASPA SHOULD periodically nonitor all the
ASPAs in the RPKI repositories to check if their AS nunber is
incorrectly not included as a provider in the ASPA of a customer AS
(CAS), and if so, they SHOULD report it to the CAS operator so that
the ASPA can be rectified.

Every AS operator doi ng ASRA SHOULD periodically nonitor all the
ASRAs in the RPKI repositories to check if their AS nunber is
incorrectly included (or incorrectly not included) in an ASRA (X 509
valid), and if so, they SHOULD report it to the responsible party (or
parties) so that the ASRA can be rectified.

6. Security Considerations
Security concerns for AS path verification using ASPA and ASRA are

largely alleviated if the operational recommendations (Section 5) are
fol | oned.
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7.

9.
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| ANA Consi derati ons
Thi s docunent does not have | ANA consi derati ons.
Acknowl edgenent s

The authors w sh to thank M ngqi ng (M chael) Huang, Al exander Azinov,
Jeff Haas, Doug Montgomery, and diver Borchert for very hel pful
comrents and di scussi ons.

Ref er ences
1. Nornmtive References

[1-D.ietf-sidrops-aspa-verification]
Azi nov, A., Bogonmzov, E., Bush, R, Patel, K, Snijders,
J., and K. Sriram "BGP AS PATH Verification Based on
Aut ononpbus System Provi der Authorization (ASPA) bjects",
Work in Progress, Internet-Draft, draft-ietf-sidrops-aspa-
verification-25, 19 April 2026,
<https://datatracker.ietf.org/doc/htm /draft-ietf-sidrops-
aspa-verification- 25>,

[I-D.ietf-sidrops-aspa-profile]
Snijders, J., Azinov, A, Uskov, E. , Bush, R, Housley,
R, and B. Maddison, "A Profile for Autononbus System
Provi der Authorization", Wrk in Progress, Internet-Draft,
draft-ietf-sidrops-aspa-profile-26, 19 April 2026,
<https://datatracker.ietf.org/doc/htm/draft-ietf-sidrops-
aspa-profil e-26>.

[1-D. geng-sidrops-asra-profile]
Geng, N., Sriram K, and M Huang, "A Profile for
Aut ononbus System Rel ationship Authorization (ASRA)", Work
in Progress, Internet-Draft, draft-geng-sidrops-asra-
profile-03, 20 April 2026,
<https://datatracker.ietf.org/doc/htm /draft-geng-sidrops-
asra-profile-03>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Sriram et al. Expi res 16 Novenber 2026 [ Page 12]



Internet-Draft

9.

Sriram et al.

2.

I nformati ve References

[1-D.ietf-sidrops-8210bi s]

Bush, R, Austein,
Public Key Infrastructure (RPKI) to Router

R,

Enhancenent usi ng ASPA and ASRA

May 2026

and T. Harrison, "The Resource

Version 2", Work in Progress, Internet-Draft,
si drops-8210bi s-25, 2 March 2026,
<https://datatracker.ietf.org/doc/htm /draft-ietf-sidrops-

8210bi s- 25>.

Aut hors’ Addr esses

Kot i kal apudi Sriram

NI ST

Gai t her sburg, MD 20899,
United States of Anmerica
Emai | : ksriram@i st. gov

Nan Geng

Huawei

Bei jing

Chi na

Emai | : gengnan@uawei . com

Amr Herzberg

Uni versity of Connecti cut
Storrs, CT 06269,

United States of Anerica

Emai | : anir. herzberg@conn. edu

Expi res 16 Novenber 2026

Pr ot ocol ,

draft-ietf-

[ Page 13]



