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Abst r act

Thi s document specifies the SIME protocol, a decentralized, atonic
protocol for inter-domain mail transmission and entity-to-entity
communi cation. It defines packet types, headers, MX/ SRV-based trust
verification, TCP-based delivery, and SIME Extensions for
attachnents. Al servers act as Donmain Authorities (DA), and inter-
domai n transacti ons are governed by atonic protocol rules.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
SIME (Srijal’s Integrated Mail Extensions) is a decentralized
protocol designed to provide reliable nessaging between users in
different Domain Authorities (DA). Each DA nmanages its own user
aut hentication and registration rules. Atonc protocol enforcenent
ensures inter-domain transactions follow strict conpatibility,
reliability, and security rules.
Al SIME traffic is conducted over TCP to ensure reliable delivery.
2. Term nol ogy
DA (Domain Authority) - Server nmanaging a domain and its users
ID - Disposable session identifier (e.g., JW)
Transaction ID - ldentifier assigned per transaction session
TCP - Transm ssion Control Protocol (mandatory transport)
MAI L Packet - Packet containing mail nessages

CONV Packet - Packet for general conmunication

MX/ SRV Record - DNS record or SRV record pointing to server endpoint
for inter-domain verification
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3. Overview of SIME Protocol
- Users authenticate with their DA and receive disposable IDs.
- Conmunication is TCP-only to prevent packet | oss.
- Two prinmary packet types: CONV and MAI L.

- Inter-domain transactions require MX/ SRV verification to ensure
messages reach the correct DA server.

- Atomic rules enforce uniformty; non-conpliant servers are
rej ect ed.

4. Packet Types
CONV Packet s:
Used for |ogin and general conmunicati ons:
LOA N <usernane> <passwor d>
START TRANSACTI ON <I D>
CONV <payl oad>
Figure 1
MAI L Packet s:
Used for sending nessages:
PREPARE HEADERS <t ransact _i d> X- Mai | ed- Type- Render: <TXT| MD| HTML>; RECI PI ENT: user @omai n
PREPARE MESSAGE <transact id> <content>
END TRANSACTI ON <transact i d>
Figure 2
5. Headers
- SENDER: Originating user (user@omain)
- RECI PIENT: Destination user (user@onain)

- X-Mil ed-Type-Render: TXT | MD | HIM

Optional headers may be added via S| ME Extensions
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6. Authentication and Login
Users initiate login via CONV packet:

LOd N <user nane> <passwor d>

Fi gure 3
Server responses:
SUCCESS LOG N : <I D>
ERRCR AUTH

Figure 4

Di sposable I Ds are required for subsequent packets.
7. Message Fl ow
1. User logs in: CONV Packet — LOG@ N — SUCCESS LOG N : <ID>
2. User initiates transacti on: CONV Packet — START TRANSACTI ON <| D>

3. Server validates |ID:

Success — returns transacti on acknow edgnent

Failure — returns ERROR AUTH

4. User sends MAIL packet:

PREPARE HEADERS <transact id> ...

PREPARE MESSAGE <transact i d> <content>

5. User ends transaction: END TRANSACTI ON <transact id>
6. Server responds with SENT or appropriate error.
8. Atomc Protocol Rules

- No version negotiation; all inter-domain servers must inplenment the
exact protocol.

- Non-conpliant servers are rejected.

- Transactions nmust be atomic: either all steps succeed or fail.
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nt er- Domai n Transacti ons

DA MX/ SRV record nust point to verified server endpoint.
Messages are sent only to verified MX/ SRV endpoints.
Servers not listed or failing verification are rejected.
Error Codes

ERROR AUTH : Invalid | ogin/session

ERROR TRANS : Transaction initiation failure

ERROR HEADER : Invalid or m ssing headers

ERROR MXVER : Inter-domain MX/ SRV verification failure
ERROR PACKET : Mal fornmed packet

ERROR SEND : Message coul d not be delivered

Security Considerations

Al'l packets use TCP for reliable delivery.

Aut henti cati on handl ed per DA; disposable |IDs required.
TLS is recommended for inter-domain traffic.

Di sposable IDs and transaction IDs nitigate replay attacks.

Inter-domain trust relies on MX/ SRV verification; unverified
dpoi nts are rejected.

Confidentiality and integrity of nessage content require TLS or

tional message signing.

2025

Revi ewers shoul d note that depl oynment nust account for standard-

nmpl i ant DNS/ SRV usage instead of arbitrary |P: PORT MX records.

MX/ SRV Verification

Each DA nust publish a SIME MX or SRV record specifying its server

dpoi nt .

I nter-domai n nessages are routed only to verified endpoints.
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- Unverified endpoints are rejected.
13. SIME Extensions for Attachments

- ATTACHMENT: <fil enanme>

- ENCODI NG base64 | hex

- Optional netadata headers supported

Attached in content as: <UN CODE UTF-8: OxEF OxBF OxBF><hex| base64>
<encoded att achnent ><UNI CODE UTF-8: OxEF OxBF OxBF>

14. Packet Syntax

CONV- PACKET = LOG N- PACKET / TRANSACTI ON- PACKET / GENERAL- CONV

LOG N-PACKET = "LOG N' SP USERNAME SP PASSWORD CRLF

TRANSACTI ON- PACKET = " START TRANSACTION' SP ID CRLF / CONV SP PAYLOAD CRLF
MAI L- PACKET = "PREPARE HEADERS' SP TRANSACTI ON-1 D SP HEADER- FI ELDS CRLF

" PREPARE MESSAGE" SP TRANSACTI ON-1 D SP CONTENT CRLF
"END TRANSACTI ON' SP TRANSACTI ON-1 D CRLF

USERNANVE = 1*(ALPHA / DGEAT /[ "-" [ "_")
PASSWORD = 1*(ALPHA / DIAT / SYmMBQL)
TRANSACTION-ID = 1*DIA T
HEADER- FI ELDS = *( HEADER- NAME ":" SP HEADER- VALUE CRLF)
CONTENT = *( OCTET)
Figure 5

15. Exanpl e Message Fl ow

User DA- A DA- B

| LOGN | I
[ >| SUCCESS LOG N |

EE R R R T L T —— > TRANS ID: 67890 |
[ cemme e >| PROCEED

R >| PROCEED
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R >| SENT
Figure 6

16. Normative References
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