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Abst r act

The Li ghtwei ght Authenticated Key Exchange (LAKE) protocol, Epheneral
Diffie-Hell man over COSE (EDHOC), achi eves post-quantum security by
addi ng new ci pher suites with quantumresi stant al gorithns, such as
M.- DSA for digital signatures and M- KEM for key exchange. This
docunent specifies how EDHOC operates in a post-quantum setting using
bot h si gnat ure-based and PSK-based aut hentication nethods, and
defines correspondi ng ci pher suites.
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1. I nt roduction

The Li ghtwei ght Authenticated Key Exchange (LAKE) protocol, Epheneral
Diffie-Hell man over COSE ( EDHOC) [ RFC9528], supports the use of

mul tiple authentication nmethods and the negotiation of cipher suites
based on COSE algorithms. Currently, four asynmmretric authentication
met hods (0, 1, 2, and 3) are defined. 1In addition, a symmetric key-
based aut hentication nmethod is being devel oped, see
[1-D.ietf-1|ake-edhoc-psk].

Currently defined cipher suites rely on Elliptic Curve Cryptography
(ECC) for key exchange and authentication, making them vul nerable in
the event that a Cryptographically Rel evant Quantum Comput er (CRQC)
is constructed.

Thi s docunent specifies how EDHOC can operate in a post-quantum

setting using both signature-based and PSK-based authentication, and
defines correspondi ng ci pher suites.
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1.1. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

Readers are expected to be famliar w th EDHOC [ RFC9528].
2. EDHOC with Quantum Resistant Al gorithns

Method O in [ RFCO528], which uses digital signatures for

aut hentication by both the Initiator and Responder, and al so the PSK
method in [I-D.ietf-|ake-edhoc-psk], is straightforward to use with
st andardi zed post-quantum al gorithns.

A quantumresi stant signature algorithm such as M.- DSA
[I-D.ietf-cose-dilithium, is a drop-in replacenment for classical
signature al gorithms such as ECDSA. For post-quantum secure key
exchange, a quantumresi stant Key Encapsul ati on Mechani sm (KEM, such
as M.-KEM [I-D.ietf-jose-pgc-keni, can be applied directly to EDHOC,
as is detailed in Section 3.

To enabl e post-quantum security in EDHOC it suffices to register new
ci pher suites using COSE registered algorithnms. Ci pher suites using
M.- KEM 512 [I-D.ietf-jose-pgc-ken] for key exchange and M.- DSA-44
[I-D.ietf-cose-dilithiun] for digital signatures are specified in
Section 6.2. As both M.-KEM [ FI PS203] and M.- DSA [ FI PS204]
internally use SHAKE256, it is natural to al so use SHAKE256 for
EDHOC s key derivation. Additional post-quantum cipher suites may be
speci fi ed.

Met hods 13 in [RFC9528] use a Diffie-Hellman/ Non-Interactive Key
Exchange (NI KE) based APl for authentication. As of this witing, no
st andardi zed post-quantum al gorithnms for these nethods exist. To

hi ghl'i ght which nethods that require DHH NIKE a colunmm is added to the
EDHOC Met hod Type registry, see Section 6.1. To highlight matching

ci pher suites a correspondi ng colum indicating support for DH N KE

i s added, see Section 6. 2.

An alternative path to post-quantum EDHOC, not pursued in this

docunent, would be to define new authentication methods based on Key
Encapsul ati on Mechani sms ( KEMB) .
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Conpared to elliptic curve algorithms such as ECDHE, ECDSA, and
EdDSA, M.- KEM 512 and M.- DSA-44 introduce significantly higher

over head [ FI PS203] [ FI PS204]. More efficient post-quantum signature
schenes are being standardi zed, such as FN- DSA.

3. Using KEMs in EDHOC Key Exchange

G ven a quantumresistant KEM such as M.-KEM 512, with encapsul ation
key ek, ciphertext ¢, and shared secret key K (using the notation of
[ FIPS203]). The Diffie-Hellman procedure in EDHOC is replaced by a
KEM procedure as foll ows:

* The Initiator generates a new encapsul ation / decapsul ati on key
pai r matching the sel ected cipher suite.

* The encapsul ation key ek is transported in the GX field in
message_1.

* The Responder cal cul ates (K, c) = Encaps(ek).

* The ciphertext c¢c is transported in the GY field in nmessage_2.
* The Initiator calculates the shared secret K = Decaps(c).

* GXY is the shared secret key K

The security requirenments and security considerations of EDHOC and
the KEM al gorithmused apply. For exanple, the Initiator MJST
generate a new encapsul ati on / decapsul ati on key pair for each EDHOC
sessi on.

Note that G.Y does not contain a public key when a KEMis used in
this way. The definition of EDHOC message_2 in Section 5.3.1 of
[ RFC9528] remmi ns the sane:

message 2 = (
G Y CI PHERTEXT 2 : bstr,
)

and G Y _CI PHERTEXT 2 renmi ns the concatenation of GY and
Cl PHERTEXT 2, the latter is defined in Section 5.3.2 of [RFC9528].
But now G Y is a KEM ci phertext.

Just as with the epheneral key GY, the length of KEM ci phertext GY
is known fromthe corresponding algorithmin the sel ected cipher
suite, see Figure 1. Hence the Initator can separate out the

concat enat ed ci phertexts and decapsul ate and decrypt, respectively.
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6.

6.

. S +
| KEM | Length of ciphertext (bytes) |
[} e ———— e pp—p—p—p—(—(——————(——————(—————(—————r L
| M-KEM 512 | 768 |
| M-KEM 768 | 1088 |
| M-KEM 1024 | 1568 |
I Fom e meemeeieeeeeceieemeaacaaas +

Figure 1: Length of M.-KEM Ci phertext.

Note al so that this use of KEM applies both to standal one KEM and
hybrid KEMs such as, e.g., X-wing [|-D.connolly-cfrg-xw ng-keni.

Conventions for using post-quantum KEMs within COSE are described in
[I-D.ietf-jose-pgc-ken]. The shared secret key K corresponds to the
initial shared secret SS in that docunent.

Security Considerations

The cipher suites defined in [RFC9528] rely on Elliptic Curve

Crypt ography (ECC) for key exchange and authentication, which would
be broken by a Cryptographically Rel evant Quantum Conputer (CRQC).

In contrast, the cipher suites specified in this docunment use the
gquantumresi stant al gorithns M- KEM for key exchange and M.- DSA for
aut henti cation. When used with Method 0 from [ RFC9528], where both
the Initiator and Responder authenticate using digital signatures, or
with the PSK nethod defined in [I-D.ietf-|ake-edhoc-psk], these

ci pher suites preserve the sane security properties even in the
presence of a quantum capabl e adversary.

Security considerations of M-KEM are discussed in
[1-D.sfluhrer-cfrg-m -kem security-considerations].

Privacy Consi derations
TBD
I ANA Consi derati ons
1. EDHOC Met hod Type Registry
I ANA is requested to update the EDHOC Met hod Type registry with a
colum with heading "Requires DH NI KE" indicating that the nethod
requires Diffie-Hellman or Non-Interactive Key Exchange. Valid table

entries in this colum are "Yes" and "No".

For the existing Method Types, the following entries are inserted in
the new "Requires DH N KE" col um:
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6.

7.

7.

Val ue: 0, Requires DH NI KE: No

Val ue: 1, Requires DH NI KE: Yes
Val ue: 2, Requires DH NI KE: Yes
Val ue: 3, Requires DH NI KE: Yes

2. EDHOC Cipher Suites Registry

I ANA is requested to update the EDHOC Ci pher Suites registry with a
colum with headi ng "Supports DH NI KE" indicating that the cipher
suite supports Diffie-Hellman or Non-Interactive Key Exchange. Valid
table entries in this colum are "Yes" and "No".

For the existing EDHOC G pher Suites 0-6, 24, 25, the entry "Yes" is
inserted in the new "Supports DH NI KE' col um.

Furthernore, I ANA is requested to register the following entries in
the EDHOC Ci pher Suites Registry:

Val ue: TBD1

Array: 30, -45, 16, TBD3, -48, 10, -16

Descri ption: AES-CCM 16-128-128, SHAKE256, 16, M.KEMB12, M.- DSA- 44,
AES- CCM 16- 64- 128, SHA- 256

Supports DH NI KE: No

Ref erence: [[This docunent]]

Val ue: TBD2

Array: 3, -45, 16, TBD3, -48, 30, -16

Descri ption: A256GCM SHAKE256, 16, M.KEMb12, M.- DSA-44,
A256CCM SHA- 256

Supports DH NI KE: No

Ref erence: [[This docunent]]
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