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Abst r act

Thi s docunment specifies the Erik Synchronization Protocol for use
with the Resource Public Key Infrastructure (RPKI). FErik

Synchroni zati on can be characterized as a data replication system
using Merkle trees, a content-addressabl e nam ng schenme, concurrency
control using nonotonically increasing sequence nunbers, and HTTP
transport. Relying Parties can conbine infornmation retrieved via
Eri k Synchronization with other RPKI transport protocols. The
protocol’s design is intended to be efficient, fast, and easy to

i mpl enent .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 8 January 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies the Erik Synchroni zation Protocol for use
with the Resource Public Key Infrastructure (RPKI) [RFC6480]. FErik
Synchroni zati on can be characterized as a data replication system
usi ng Merkle Trees [ML987], a content-addressabl e nam ng schene

[ RFC6920], concurrency control using nonotonically increasing
sequence nunbers [ RFC0677], and HTTP transport [RFC9110]. Relying
Parties can conmbine information retrieved via Erik Synchronization
with other RPKI transport protocols ([ RFC5781] and [RFC8182]). The
protocol’s design is intended to be efficient, fast, and easy to

i mpl ement [ RFC1925].

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

1.2. Related Wrk

The reader is assuned to be fanmiliar with the ternms and concepts
described in "Mintenance of duplicate databases" [RFC0677], "An
Infrastructure to Support Secure Internet Routing" [RFC6480], "The
RPKI Repository Delta Protocol (RRDP)" [RFC8182], "Manifests for the
Resource Public Key Infrastructure (RPKI)" [RFC9286], and "A Digita
Si gnature Based on a Conventional Encryption Function" [ML987].

1.3. dossary

Thi s section describes the term nol ogy and abbreviations used in this
docunent. Though the definitions mght not be clear on a first read,
later on the terms will be introduce with nore detail.

Erik relay An internediate between CA publication repositories and
Rel ying Parti es.

FQDN The fully qualified domain nane of a RPKI repository instance
referenced in an end-entity certificate's Subject Information
Access (SIA) extension’'s id-ad-signedObject accessDescription

Hash A nessage digest calculated for an object using the SHA-256
al gorithm

Tree head Al so known as "root hash", this is the hash of the current
Eri kl ndex associated with a gi ven FCQDN
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Eriklndex A sorted listing of Partition identifiers and associ ated
Eri kPartition objects’ hashes.

Eri kPartition A sorted listing of the Manifest objects’ hashes,
mani f est Nunbers, and their certificates’ SIA extension val ues.

Snapshot A conpressed tarball archive containing all RPKI objects
for a given FCQDN

2. Informal Overview

In this synchronization protocol Merkle trees are used to determ ne
whet her differences exist between client and relay. Merkle trees are
hi erarchical data structures: the hash val ue of each node is conputed
recursively by hashing the concatenated hash val ues of the node’s
children. The tree head hash represents the entire dataset. |If the
tree head hash is not the sanme between two replicas, the relay
provides the client with hashes of smaller and smaller portions of
the to-be-replicated dataset until the exact list of out-of-sync or

m ssing objects is identified. Sequence nunbers are then used to

det erm ne whether these differences are rel evant enough for the
client to fetch. Al data is fetched using addresses derived from
hashes (except for the hash tree heads). This approach reduces
unnecessary data transfer between caches which contain nostly sinilar
dat a.

The client starts by querying an Erik relay for its current tree head
for a given FQDN. If the tree head is different conpared to the
previous run (or conpared to the tree head cal culated fromthe

| ocally cached objects), the client can fetch the Eriklndex object
using the tree head hash. Wth the Eriklndex in hand, the client can
determ ne which ErikParitions changed or are m ssing and fetch
accordingly. The client then can conmpare the _manifest Nunber _
sequence nunber for each Manifest listed in the ErikPartition, and
proceed to fetch (purportedly) newer versions of Mnifests of
interest. Wenever a relay offers a Manifest with a | ower sequence
number the client can ignore it. Wth the information contained
within Manifests, clients can fetch addressed by content and store by
nane. The client now has sufficient information to proceed to fetch
any nmissing Certificates, Signed objects, and CRLs.

3. File Fornmats

In this synchroni zation protocol the _signal |ayer_ nakes use of DER-
encoded nessages [ X. 690].
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_Design note: DER encoding was selected for its canonical properities
and because RPKI cache inplenmentations already support ASN. 1
encodi ng. _

3.1. ASN. 1 Definition for Eriklndex objects

An Eriklndex represents all current Manifest objects avail abl e under
a given FQDN and thus the conmplete state of the repository as it is
known to the rel ay.

Rpki Eri kl ndex- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) smne(16) nod(0)
i d- mod- r pki Eri kl ndex-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N
| MPORTS
Di gest, DigestAl gorithmdentifier
FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Eri kl ndex ::= SEQUENCE {
versi on [ 0] | NTEGER DEFAULT O,
i ndexScope | A5St ri ng,
i ndexTi ne General i zedTi ne,
hashAl g Di gest Al gorithm dentifier,
pr evi ousl ndex Di gest OPTI ONAL
partitionLi st SEQUENCE SI ZE (1..ub-Partitions) OF PartitionListEntry }
ub-Partitions INTECGER ::= 1024
PartitionListEntry ::= SEQUENCE {
partitionldentifier I NTEGER (1..ub-Partitions),
hash Di gest }
END

3.1.1. The version field

The version nunber of the Eriklndex object MJST be O.
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3.1.2. The indexScope field

The i ndexScope field contains the fully qualified domain nane of the
Si gned Object location of the Manifests referenced through this
particul ar Eriklndex. The FQDN MJST be in the "preferred nane
syntax", as specified by Section 3.5 of [RFC1034] and nodified by
Section 2.1 of [RFC1123].

3.1.3. The indexTine field

The indexTine is the nost recent partitionTinme val ue anong the

Eri kPartitions referenced fromthis Eriklndex. The field s value
roughly indicates when the Eriklndex was generated. The field exists
for troubl eshooting or measurement purposes.

For the purposes of this profile, GeneralizedTine values MJST be
expressed UTC (Zul u) and MJST include seconds (i.e., tines are
YYYYMVDDHHMVSSZ) , even where the number of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].

_Design note: using the nost recent partitionTine (rather than "now')
hel ps reduce churn in distributed systens. _

3.1.4. The hashAlg field

This field contains the QD of the hash al gorithmused to hash the
Eri kPartitions. The hash al gorithmused MJST conformto the RPK
Al gorithns and Key Size Profile specification [ RFC7935].

3.1.5. The partitionList field

This field is a sequence of EriklndexEntry instances. There is one
Eri kl ndexEntry for each current partition. Each EriklndexEntryis a
pair consisting of the partition identifier and the hash of the
partition object.

Information el enents are unique with respect to one another and
sorted in ascending order of the partition identifier

3.2. ASN. 1 Definition for ErikPartition Qojects
An ErikPartition represents a subset of Manifest objects available
under a given FQDN. Each ErikPartition is a sorted listing of the

Mani f est objects’ hashes, nanifestNunbers, and their end-entity
certificates’ SIA extension val ues.
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Rpki Eri kPartition-2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) sm ne(16) nod(0)
i d- nod-rpki Eri kPartition-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N
| MPORTS
Subj ect | nf oAccessSynt ax
FROM PKI X1Explicit88 -- in [ RFC5280]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0) id-pkix1l-inplicit(19) }

Di gest, DigestAl gorithmdentifier

FROM Crypt ogr aphi cMessageSynt ax- 2010 -- in [ RFC6268]

{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sminme(16) nodul es(0) id-nod-cns-2009(58) }

Eri kPartition ::= SEQUENCE {

version [ 0] | NTEGER DEFAULT O,

partitionTine Gener al i zedTi ne,

hashAl g Di gest Al gorithm dentifier,

mani f est Li st SEQUENCE SI ZE (1..MAX) OF ManifestListEntry }
Mani festListEntry ::= SEQUENCE {

hash Di gest,

mani f est Nunber | NTEGER (0. . MAX),

| ocation OCTET STRING } -- subjectlnfoAccess extnVal ue
END

3.2.1. The version field
The version nunber of the ErikPartition object MJST be O.
3.2.2. The partitionTime field

The partitionTime is the nost recent thisUpdate val ue anong t he
Mani fests contained within this ErikPartition. The field s value
roughly indicates when the ErikPartition was generated. The field
exi sts for troubl eshooting or neasurenment purposes.

For the purposes of this profile, GeneralizedTi ne values MIST be
expressed UTC (Zul u) and MJST include seconds (i.e., tines are
YYYYMVDDHHMVBSZ) , even where the nunber of seconds is zero.
General i zedTi me val ues MJUST NOT include fractional seconds. See
Section 4.1.2.5.2 of [RFC5280].
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_Design note: using the nost recent Mnifest thisUpdate val ue
(instead of "now') hel ps reduce churn in distributed systens. _

3.2.3. The hashAlg field

This field contains the O D of the hash algorithmused to hash the
Mani f est objects referenced in this ErikPartition. The hash

al gorithm used MJUST conformto the RPKI Al gorithns and Key Size
Profile specification [ RFC7935].

3.2.4. The manifestList field

This field is a sequence of ManifestListEntry instances. There is
one ManifestListEntry for each current Manifest. A Manifest is
nom nally current until the tine specified in nextUpdate or until a
Mani fest is issued with a greater nanifestNunber, whichever cones
first (see Section 4.2.1 of [RFC9286]).

A ManifestListEntry is a 3-tuple consisting of the hash of the
Mani f est object, the manifestNunber contained within the object, and
an OCTET STRING containing the Manifest’s End-Entity certificate’'s
Subj ect Informati on Access extension val ue.

Information el enents are unique with respect to one another and
sorted in ascendi ng order of the hash

4. Snapshots and Differentials

Clients can bootstrap initial state by fetching a snapshot. A
snapshot contains all RPKI objects a relay associated with a given
FQDN as of the time of the snapshot’s production. Shapshots do not
contain Eriklndex or ErikPartition objects. Because snapshots are
not produced in |lockstep with updates to the nmerkle trees, clients
MUST performa tree conparison after fetching a snapshot.

Snapshots are encoded using the PCSI X [ustar] format and conpressed
using GZI P ([ RFC1951], [RFC1952]).

Di fferences between snapshots will be specified at a later tine.

_Design notes: The ustar format was sel ected because it is
"streamabl e’, widely avail able, and an open standard. A conpressed
formis mandat ed because opportuni stic conpression in the transport

| ayer (e.g. HTTP conpressed content-encoding) is not universally
available. On the flip side, .tar.gz objects |ikely wont be produced
in a determnistic fashion across different inplenentations,
warranting a choice of sone other archive fornmat.
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5. dient-side Processing

A client can decide whether or not to fetch Erikl ndex and
Eri kPartition objects, by conparing the hash to previous fetches.

A client can decide whether or not to fetch a given Mnifest object,
by conparing the manifestNunber with what’'s locally cached and what’s
offered by the rennte rel ay.

A client can conmpute which products listed in the Manifest’'s fileList
need to be fetched fromthe rel ay.

As there is no concept of 'sessions’ (like in RRDP), clients can
i nterchangably use different Erik relay. Wen one Erik relay
generates a HITP error, the client can try fetching the requested
obj ect from another Erik relay.

6. Transport Error Detection and Handling

The client MJUST cal cul ate the hash of fetched objects and verify it
is the sane as the expected hash (which is enbedded in the nane

t hrough which the object was retrieved). |If there is a hash

m smatch, the client may try fetching the object froma different
Erik relay or treat this as a failed fetch_(see Section 6.6 of

[ RFC9286] ) .

7. Setting Up an Erik Rel ay

Erik relays can be operated by third parties, w thout permssion from
or coordination with publication point operators or CAs.

Rel ays generate Eriklndexes and Eri kPartitions derived fromtheir
current validation state, the client then cherry-picks which objects
(if any) it wishes to fetch. Relays fetch fresh data from other

rel ays or from CA-desi gnated publication points.

_Design notes: a decision nust be nade a deterministic "manifest-to-
partition" assignnent scheme. Job’s proof-of-concept relay uses the
first few octets of the SHA-256 hash of the Manifest for produce as a
stabl e assi gnnment strategy. Qher strategies could be to assign

Mani fests to ErikPartitions based on the "hour-of-day" of the CVB
signing tinmestanp or the Authority Key ldentifier._
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8. Conparison with other RPKI transport protocols

I gnoring obvious "on the wire format" differences between Erik,

Rsync, and RRDP; there are a nunber of key design differences between
the protocols. Rsync and RRDP can be described as "general purpose"
synchroni sation protocols, while the Erik protocol design is RPKI-
specific. In the Erik protocol, Manifest objects (which RPs require
for validation anyway) are an integral part of the signaling |ayer.

8.1. Conparison with Rsync

In Rsync, the server and the client construct and transfer a ful
listing of all available objects, and then transfer objects as
necessary. In effect, this allows clients to 'junp’ to the |atest
repository state, regardl ess of the state of the |ocal cache.

A maj or downside of Rsync is that the list of files itself can becone
a burden to transfer. As of June 2025, in order to nmerely establish
whether a client is synchronized or not with the RIPE NCC repository
at rpki.ripe.net, as much as 5.8 negabytes of data are exchanged

wi t hout exchangi ng any RPKI dat a.

When synchroni zi ng once an hour, Rsync generally consunes | ess
network traffic than RRDP

8.2. Conparison with RRDP

The key concept in RRDP is that the client downl oads a "journal",
containing all add/update/del ete operations and replays this journa
to arrive at the current repository state.

A maj or downside of RRDP is that (depending on the RRDP polling
interval) clients end up downl oadi ng data whi ch has becone out dat ed.
I magi ne a hypothetical CA which issues and revokes a ROA every 10

m nutes and a client that synchroni zes every 60 minutes; in effect
the client nust fetch 5 outdated states, wasting bandw dth.

When synchroni zing every 15 minutes, RRDP generally consumes |ess
network traffic than Rsync.

8.2.1. Garbage Collection

In contrast to RRDP, the Erik protocol has no concept of server-
specific "stateful" sessions that persist across polling attenpts,
obviating the need for withdraw instructions. Cients can sinply
del ete objects that are no |onger referenced fromtheir current
val idation state.
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9

10.

11.

12.

Open Questions
This section is to be renoved before publishing as an RFC

* Shoul d the hash tree heads contain a previous hash field so
clients can observe gaps in chains?

* Should ErikPartitions also list the filesize of the referenced
Mani fests? Perhaps there are optinisations possible when the
filesizes are communicated to clients?

*  Which of the possible deterministic manifest-to-partition
assignnent strategies yield the best results?

* \hat is the best archive format for Snapshots? The ustar/gzip
conbo mght not easily yield determnistic results across
different inplenmentations.

* |1s the concept of Differentials/Deltas needed in Erik
Synchr oni sati on?

Qper ational Considerations

As of July 2025, the global Internet’s RPKI churn rate appears to be
2 new obj ects per second. The ecosystemis estimted to be conposed
of ~ 5000 RPKI cache instances and ~ 50 repository servers. Assum ng
10 mnute fetching intervals and 150 netadata requests per
synchroni zati on run (for exchange of Merkle tree data), an Erik relay
serving all the Internet’s RPKI cache instances woul d probably need
to be able to sustain serving an average of at |east 11,000 HTTP
requests per second. This order of nagnitude in terns of scaling
requi renents can easily be handled by a single conmpdity server.

Security Considerations

Thi s docunent nakes no changes to RPKI certificate validation
procedures.

See Section 5 of [RFC8182] for applicable security considerations.
I ANA Consi derati ons

The 1ANA is requested to add an itemto the "SM Security for S/M ME
Modul e Identifier" registry as foll ows:
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Deci mal

TDB
TDB

Descri ption Ref er ences

i d- mod- r pki Eri kl ndex- 2025 [this-draft]
i d- nod-rpki Eri kPartition-2025 [this-draft]

13. References

13. 1. Nor mat i ve Ref erences

[ RFC1034]

[ RFC1123]

[ RFC1951]

[ RFC1952]

[ RFC2119]

[ RFC5280]

[ RFC6920]

[ RFC7935]

Sni jders, et

Mockapetris, P., "Domain nanmes - concepts and facilities",
STD 13, RFC 1034, DO 10.17487/ RFC1034, Novenber 1987,
<https://www. rfc-editor.org/info/rfcl034>.

Braden, R, Ed., "Requirenents for Internet Hosts -
Application and Support", STD 3, RFC 1123,

DO 10.17487/ RFC1123, Cctober 1989,

<https://ww. rfc-editor.org/info/rfcll23>.

Deut sch, P., "DEFLATE Conpressed Data Format Specification
version 1.3", RFC 1951, DO 10.17487/RFC1951, May 1996,
<https://ww.rfc-editor.org/info/rfcl951>.

Deutsch, P., "&ZIP file format specification version 4.3",
RFC 1952, DO 10. 17487/ RFC1952, May 1996,
<https://ww.rfc-editor.org/info/rfcl952>.

Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,

DA 10.17487/ RFC2119, March 1997,

<https://ww. rfc-editor.org/info/rfc2119>.

Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DO 10.17487/ RFC5280, May 2008,
<https://ww. rfc-editor.org/info/rfc5280>.

Farrell, S., Kutscher, D., Dannewitz, C., Ohlman, B.,
Keranen, A., and P. Hallam Baker, "Nam ng Things with
Hashes", RFC 6920, DO 10.17487/ RFC6920, April 2013,
<https://www. rfc-editor.org/info/rfc6920>.

Huston, G and G M chael son, Ed., "The Profile for
Al gorithns and Key Sizes for Use in the Resource Public
Key Infrastructure", RFC 7935, DO 10.17487/ RFC7935,
August 2016, <https://ww.rfc-editor.org/info/rfc7935>.

al . Expi res 8 January 2026 [ Page 12]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI July 2025

[ RFC8174]

[ RFC9110]

[ RFC9286]

[ X. 690]

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Fielding, R, Ed., Nottingham M, Ed., and J. Reschke,
Ed., "HTTP Senmantics", STD 97, RFC 9110,

DO 10.17487/ RFC9110, June 2022,

<https://www. rfc-editor.org/info/rfc9110>.

Austein, R, Huston, G, Kent, S., and M Lepinski,
"Mani fests for the Resource Public Key Infrastructure
(RPKI)", RFC 9286, DO 10.17487/ RFC9286, June 2022,
<https://www. rfc-editor.org/info/rfc9286>.

ITUT, "Information technology - ASN. 1 encoding rul es:
Speci fication of Basic Encoding Rul es (BER), Canonical
Encodi ng Rul es (CER) and Di stingui shed Encodi ng Rul es
(DER)", ITU- T Recomrendation X. 690, |1SO|EC 8825-1: 2021,
February 2021,

<https://ww.itu.int/rec/ T-REC X 690-202102-1/en>.

13.2. Informmtive References

[ MLO87]

[ RFC0677]

[ RFC1925]

[ RFC5781]

[ RFC6480]

Sni jders, et

Merkle, R, "A Digital Signature Based on a Conventi onal
Encryption Function", Advances in Cryptol ogy -- CRYPTO ' 87
Proceedi ngs, Lecture Notes in Computer Science, Vol. 293,
DA 10.1007/ 3-540-48184-2_32, 1988,

<https://doi.org/10. 1007/ 3- 540- 48184- 2_32>.

Johnson, P. and R Thomas, "Mintenance of duplicate
dat abases", RFC 677, DA 10.17487/RFC0677, January 1975,
<https://www. rfc-editor.org/info/rfc677>.

Callon, R, "The Twel ve Networking Truths", RFC 1925,
DO 10.17487/ RFC1925, April 1996,
<https://www. rfc-editor.org/info/rfcl925>.

Weiler, S., Ward, D., and R Housley, "The rsync URI
Scheme", RFC 5781, DA 10.17487/ RFC5781, February 2010,
<https://ww.rfc-editor.org/info/rfc5781>.

Lepinski, M and S. Kent, "An Infrastructure to Support

Secure Internet Routing", RFC 6480, DO 10.17487/ RFC6480,
February 2012, <https://ww.rfc-editor.org/info/rfc6480>.

al . Expi res 8 January 2026 [ Page 13]



I nternet-Draft Eri k Synchroni zation Protocol for RPKI July 2025

[ RFC8182] Bruijnzeels, T., Miravskiy, O, Wber, B., and R Austein,
"The RPKI Repository Delta Protocol (RRDP)", RFC 8182,
DA 10.17487/ RFC8182, July 2017,
<https://ww.rfc-editor.org/info/rfc8182>.

[ustar] | EEE/ Open Group, "ustar Interchange Format", |EEE
Std 1003.1-2024, DA 10.1109/| EEESTD. 2018. 8423794, June
2024, <https://pubs. opengroup. org/onlinepubs/ 9799919799/
utilities/pax.htm #tag_20_94_13 06>.

Acknowl edgenent s

The authors wi sh to thank George M chael son, Theo de Raadt, Bob Beck,
and Theo Buehler for the Iovely conversations that led to this
proposal .

This protocol is naned after Erik Bais, who passed away in 2024, as a
smal | token of appreciation for his friendship.

Aut hors’ Addr esses

Job Snijders
The Net herl ands
Emai | . j ob@obornost. net

Ti m Bruij nzeel s

RI PE NCC

The Net herl ands
Email: tim@ipe. net

Tom Harri son

APNI C

Australia

Emai | : tomh@pni c. net

Wat aru Ohgai

JPNI C

Japan

Email: alt@ic.ad.jp

Snijders, et al. Expi res 8 January 2026 [ Page 14]



