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Abst ract

Thi s docunent specifies a Canonical Cache Representati on (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). CCR is a DER-encoded data interchange format which can be
used to represent various aspects of the state of a validated cache
at a particular point in time. The CCR profile is a compact and
versatile format well-suited for a diverse set of applications such
as audit trail keeping, validated payl oad di ssem nation, and

anal yti cs pipelines.
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1. Introduction

Thi s docunent specifies a Canoni cal Cache Representati on (CCR)
content type for use with the Resource Public Key Infrastructure
(RPKI). A validated cache contains all RPKI objects that the Relying
Party (RP) has verified to be valid according to the rules for

val idation (see [ RFC6487], [RFC6488], [RFC9286]). CCR is a data

i nterchange fornmat using Distinguished Encodi ng Rul es (DER, [ X 690])
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whi ch can be used to represent various aspects of the state of a
val i dated cache at a particular point in time. The CCR profile is a
compact and versatile format well-suited for a diverse set of
applications such as audit record keeping, validated payl oad

di ssem nati on, and anal ytics pipelines.

The format was primarily designed to support conparative anal ysis of
uniformties and differences anong multiple RP instances using
different RPKI transport protocols (such as [RFC5781], [RFC8182], and
[1-D. spaghetti-sidrops-rpki-erik-protocol]).

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. The Canoni cal Cache Representation content type
The content of a CCRfile is an instance of Encapsul at edCont ent | nfo.
The content Type for a CCR currently is defined as id-ct-
r pki Canoni cal CacheRepresentation, with tenporary Object Identifier
(OD) 1.3.6.1.4.1.41948.825

The eContent is the payl oad of the CCR encapsul ated as an OCTET
STRI NG

Note: as part of the standardization process, at a future point in
time, the aforenentioned content Type value will change fromthe
current Private Enterprise Nunmber ([RFC9371]) to an O D assigned by
| ANA (Section 6).

3. The Canonical Cache Representation content

The content of a Canonical Cache Representation is formally defined
as follows:

Rpki Canoni cal CacheRepr esent ati on- 2025
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs9(9) snine(16) nod(0) id-nod-rpki CCR-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEG N

I MPORTS
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CONTENT- TYPE, Digest, DigestAlgorithmdentifier, SubjectKeyldentifier
FROM Crypt ogr aphi cMessageSynt ax-2010 -- in [ RFC6268]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) sm nme(16) nodul es(0) id-nod-cns-2009(58) }

ASI D, RQAI PAddr essFarmi |y
FROM RPKI - ROA- 2023 -- in [ RFC9582]
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs9(9) smine(16) nod(0) id-nod-rpki ROA-2023(75) }

CertificateSerial Nunber, SubjectPublicKeylnfo
FROM PKI X1Expl i cit-2009
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) }

AccessDescri ption, Keyldentifier

FROM PKI X11 npl i ci t-2009
{iso(1) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-inplicit-02(59) }

Encapsul at edContent I nfo ::= SEQUENCE ({
eCont ent Type CONTENT- TYPE. & d({Content Set}),
eCont ent [0] EXPLICIT OCTET STRI NG
( CONTAI NI NG CONTENT- TYPE. &Type({Cont ent Set } { @Cont ent Type})) OPTI ONAL }

Cont ent Set CONTENT- TYPE :: = {
ct - r pki Canoni cal CacheRepresentation, ... }

ct - r pki Canoni cal CacheRepresent ati on CONTENT- TYPE :: =
{ TYPE Rpki Canoni cal CacheRepresentati on
| DENTI FI ED BY i d- ct - r pki Canoni cal CacheRepresentation }

i d-ct-rpki Canoni cal CacheRepresentati on OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1) private(4)
enterprise(l) snijders(41948) ccr(828) }

Rpki Canoni cal CacheRepresentati on ::= SEQUENCE {
ver si on [0] I NTEGER DEFAULT O,
hashAl g Di gest Al gorithm dentifier,
pr oducedAt General i zedTi ne,
nfts [1] ManifestState OPTI ONAL,
VI ps [ 2] ROAPayl oadSt ate OPTI ONAL,
vaps [ 3] ASPAPayl oadSt at e OPTI ONAL,
tas [4] Trust Anchor St ate OPTI ONAL,
rks [ 5] RouterKeyState OPTI ONAL,

}

-- at |east one of nfts, vrps, vaps, or tas MJST be present
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( W TH COVPONENTS { , nfts PRESENT } |
W TH COMPONENTS { ..., vrps PRESENT } |
W TH COMPONENTS { ..., vaps PRESENT } |
W TH COMPONENTS { , tas PRESENT } |
W TH COVPONENTS { , rks PRESENT } )

Mani fest State ::= SEQUENCE {
m s SEQUENCE OF Mani f est | nstance,
nmost Recent Update General i zedTi e,
hash Di gest }
Mani f est | nstance ::= SEQUENCE {
hash Di gest,
si ze I NTEGER (1000. . MAX),
aki Keyl dentifier,
mani f est Nunber | NTEGER (0. . MAX),
t hi sUpdat e General i zedTi ne,
| ocations SEQUENCE SI ZE (1.. MAX) OF AccessDescription,
subor di nat es SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier OPTI ONAL }
ROAPayl| oadSt at e :: = SEQUENCE ({
rps SEQUENCE OF ROAPayl oadSet,
hash Di gest }
ROAPayl oadSet ::= SEQUENCE {
asl D ASI D,
i pAddr Bl ocks SEQUENCE (Sl ZE(1..2)) OF ROAI PAddressFam |y }
ASPAPay| oadSt ate :: = SEQUENCE {
aps SEQUENCE OF ASPAPayl oadSet ,
hash Di gest }
ASPAPay| oadSet ::= SEQUENCE {
cust omer ASI D ASI D,
provi ders SEQUENCE (Sl ZE(1..MAX)) OF ASID }
Trust Anchor State ::= SEQUENCE ({
ski s SEQUENCE (Sl ZE(1..MAX)) OF Subject Keyldentifier,
hash Di gest }
Rout er KeySt ate :: = SEQUENCE {
rksets SEQUENCE OF Rout er KeySet ,
hash Di gest }
Rout er KeySet ::= SEQUENCE ({
as| D ASI D,
r out er Keys SEQUENCE (Sl ZE(1..MAX)) OF RouterKey }
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Rout er Key ::= SEQUENCE {
ski Subj ect Keyl denti fi er,
spki Subj ect Publ i cKeyl nfo }
END

3.1. version

The version field contains the format version for the
Rpki Canoni cal CacheRepresentation structure, in this version of the
specification it MJST be 0.

3.2. hashAl g

The hashAl g field specifies the algorithmused to construct the
message digests. This profile uses SHA-256 [SHS], therefore the QD
MJST be 2.16.840.1.101.3.4.2.1

3.3. producedAt

The producedAt field contains a GeneralizedTine and indicates the
monent in tinme the CCR was gener at ed.

3.4. State aspect fields

Each CCR contains one or nore fields representing particular aspects
of the cache’s state. Inplementers should note the ellipsis

ext ensi on marker in the Rpki Canoni cal CacheRepresentati on ASN. 1
notation and anticipate future changes as new si gned object types are
st andar di zed.

Each state aspect generally consists of a sequence of details
extracted from RPKI Objects of a specific type, along with a di gest
conmput ed by hashing the af orenmenti oned DER-encoded sequence,
optionally including sone netadat a.

3.4.1. ManifestState
An instance of ManifestState represents the set of valid, current

Mani fests ([ RFC9286]) in the cache. It contains three fields: ms,
nost Recent Updat e, and hash
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3.4.1.1. Mani f est | nst ance

The ms field contains a SEQUENCE of Manifestlnstance. There is one
Mani f estl nstance for each current nanifest. A nanifest is nomnally
current until the time specified in nextUpdate or until a manifest is
i ssued with a greater nanifestNunber, whichever cones first (see
Section 4.2.1 of [RFC9286]).

A Manifestlinstance is a structure consisting of the follow ng fields:
hash the hash of the DER-encoded nanifest object

size the size of the nanifest object

aki the manifest issuer’s key identifier

mani f est Nunber the mani fest nunber contained within the manifest’s
eContent field

thisUpdate the thisUpdate contained within the manifest’s eContent
field

| ocati ons a sequence of AccessDescription instances fromthe
mani fest’s End-Entity certificate' s Subject Information Access
ext ensi on

subordi nates a optional non-enpty SEQUENCE of SubjectKeyldentifier

The subordinates field represents the keypairs associated with the
set of non-revoked, non-expired, validly signed resource certificates
subordinate to the manifest issuer. Each SubjectKeyldentifier is the
160-bit SHA-1 hash of the value of the DER-encoded ASN. 1 bit string
of the resource certificate' s Subject Public Key, as described in
Section 4.8.2 of [RFC6487]. The sequence el enents of the
subordinates field MJUST be sorted in ascending order by interpreting
each SubjectKeyldentifier value as an unsigned 160-bit integer and
MUST be unique with respect to each other

The sequence elenments in the ms field MIST be sorted in ascendi ng
order by hash val ue contained in each instance of Manifestlnstance
and MUST be unique with respect to the other instances of

Mani f est | nst ance.
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3.4.1.2. nostRecentUpdate

The nost RecentUpdate is a netadata field which contains the nost
recent thisUpdate anongst all current manifests represented by the
Mani f estl nstance structures. |f the ms field contains an enpty
sequence, the npst RecentUpdate MJUST be set to the POSI X Epoch
("19700101000000Z") .

3.4.1. 3. hash

The hash field contains a nessage digest conputed using the ms val ue
(encoded in DER format) as input nessage.

3.4.2. ROAPayl oadSt at e

An instance of ROAPayl oadState contains a field naned rps which
represents the current set of Validated ROA Payl oads (Section 2 of
[ RFC6811]) encoded as a SEQUENCE of ROAPayl oadSet instances.

The ROAPayl oadSet structure is nmodel ed after the

Rout eOrigi nAttestation (Section 4 of [RFC9582]). The aslID value in
each instance of ROAPayl oadSet MJST be unique with respect to other

i nstances of ROAPayl oadSet. The contents of the i pAddrBlocks field
MJUST appear in canonical formand ordered as defined in Section 4.3.3
of [ RFC9582].

The hash field contains a nmessage digest conputed using the rps val ue
(encoded in DER format) as input nessage.

3.4.3. ASPAPayl oadSt at e

An instance of ASPAPayl oadState contains an aps field which
represents the current set of deduplicated and merged ASPA payl oads
([1-D.ietf-sidrops-aspa-profile]) ordered by ascendi ng custoner ASI D
val ue encoded as a SEQUENCE of ASPAPayl coadSet instances. The
custonmer ASI D val ue in each instance of ASPAPayl oadSet MJST be uni que
with respect to other instances of ASPAPayl oadSet .

The ASPAPayl oadSet structure is nodel ed after the Provi der ASSet
(Section 3.3 of [I-D.ietf-sidrops-aspa-profile]).

The hash field contains a nessage digest conputed using the aps val ue
(encoded in DER format) as input nessage.
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3.4.4. Trust Anchor St ate

An instance of TrustAnchorState represents the set of valid Trust
Anchor (TA) Certification Authority (CA) resource certificates used
by the relying party when produci ng the CCR

Each SubjectKeyldentifier is the 160-bit SHA-1 hash of the val ue of
the DER-encoded ASN.1 bit string of the TA's Subject Public Key, as
described in Section 4.8.2 of [RFC6487]. The skis field contains a
sequence of Subject Key Identifiers (SKI) sorted in ascendi ng order
by interpreting the SKI val ue as an unsigned 160-bit integer

The hash field contains a nessage di gest conputed using the skis
val ue (encoded in DER format) as input message.

3.4.5. RouterKeyState

An instance of RouterKeyState contains an rksets field which
represents the current set of valid BGPsec Router Keys [RFC8205]
encoded as a SEQUENCE of RouterKeySet instances. The aslD value in
each instance of RouterKeySet MJST be unique with respect to other

i nstances of RouterKeySet. Instances of RouterKeySet are sorted by
ascendi ng value of asID. |Instances of RouterKey are sorted by
ascendi ng value of ski by interpreting the SKI value as an unsigned
160-bit integer.

The hash field contains a nmessage digest conputed using the rks val ue
(encoded in DER format) as input nessage.

4. Operational Considerations
Conparing the ManifestState nost Recent Update timestanp value with the
producedAt timestanp mght help offer insight into the timng and
propagati on del ays of the RPKI supply chain.
G ven the absence of public keys and fairly repetitive content in
RPKI AccessDescription instances, it should be noted CCR content
compresses wel |

4.1. Verifying CCR file integrity
The integrity of a CCR object can be checked by confirm ng whether

the hash val ues enbedded inside state aspects match the conputed hash
val ue of the respective state aspect payl oad structure.
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5. Security Considerations
CCR objects are not signed objects.
6. | ANA Consi derations
6.1. SM Security for S/MME CVS Content Type (1.2.840.113549.1.9.16.1)

I ANA is requested to allocate the following in the "SM Security for
S/IM ME CMS Content Type (1.2.840.113549.1.9.16.1)" registry:

| Decimal | Description | References |
| TBD | id-ct- | draft-spaghetti- |
| | rpki Canoni cal CacheRepresentation | sidrops-rpki-ccr |
S o m e e e e e e e e e eee o on o e e e oo +

Table 1
6.2. RPKI Repository Nanme Schenes

I ANA is requested to add the Canonical Cache Representation file
extension to the "RPKI Repository Name Schemes" registry [ RFC6481] as

fol | ows:
[S oo oo s s s oo ooy o}
| Filenane | RPKI bject | Reference |
| Extension | | |
| .ccr | Canonical Cache | draft-spaghetti-sidrops-rpki-ccr |
| | Representation | |
R o e e e oo T +

Table 2

6.3. SM Security for S/MME Mdule Identifier
(1.2.840.113549.1.9.16.0)

IANA is requested to allocate the following in the "SM Security for
S/'M ME Modul e Identifier (1.2.840.113549.1.9.16.0)" registry:
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| Decimal | Description | References |
[ oo oo fomey oo s s oo oo e s
| TBD | id-mod-rpki CCR-2025 | draft-spaghetti-sidrops-rpki-ccr |
O o m o o e e oo +

Tabl e 3
6.4. Media Types

I ANA is requested to register the nedia type "application/rpki-ccr"
in the "Media Types" registry as foll ows:

6.4.1. Canonical Cache Representation Media Type

Type name: application
Subt ype name: rpki-ccr
Required paraneters: NA
Optional parameters: NA
Encodi ng consi derations: binary
Security considerations: This nedia type contains no active content.
Interoperability considerations: NA
Publ i shed specification: draft-spaghetti-sidrops-rpki-ccr
Applications that use this nmedia type: RPKI operators
Fragrment identifier considerations: NA
Addi tional information:
Content: This nedia type is a RPKI
Canoni cal Cache Representation object, as defined in draft-
spaghetti-sidrops-rpki-ccr.
Magi ¢ nunber(s): NA
File extension(s): .ccr
Maci ntosh file type code(s): NA
Person & email address to contact for further information: Job
Snijders (job@sd.nl)
I ntended usage: COMVON
Restrictions on usage: NA
Aut hor: Job Snijders (job@sd.nl)
Change controller: |ETF
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Appendi x B. Exanple CCR

The bel ow i s a Base64-encoded exanpl e CCR object. For a nore
el aborat e exanpl e based on the global RPKI, see the URL in
Appendi x C.

M | Mug YKKWYBBAGCx 1y GPKCCDKoEggymM | MogYJYI ZI AWUDBAI BGA8Yy MDI 1MTAXM | yMzcw
NVghgggbM | | Fz CCB+AwWgdEEI AAAHDO70vnR201C6+wOn1T5yf eK0OJOt UDJi GxJcvAn1GAgI |
GAQUhbYRoLf UMDt 61 5Xo0z Cew48md OO0y CAhHYGA8yY VDI 1MIAxM E2NMDI wOVows j B8Bggr BgEF
BQewCAZwenNSbmivBLY 9y c G pLnJ pcGUubnmVOL3J1 c@zaXRvcnkv REVGQVWMWC850C85ZDU2
M2Q YzZQBMO00OM2I zLTgy Yl t ODhj Y] Rl Nz EwNnmvhLz EvaGJ ZUnBMZI VNVHQR2 STVYb3pPZXc 0
OG00TO9NLmLmd DCB1AQyAABagYSi zHH1s GBKuaaMPj DuuPnl qquz YCccyLYpNoACAghBBBRm
6g+DvdN K/ 8ZQAs6G6b+3/ x Vhwi CNNgYDz | wM Ux MDEy MUy NTA4W CBgDB+Bggr BgEFBQCw
CAZycnNsbmvbLy9yc G pLnFwbm j Ll dC9t ZWLi ZXJf cmwb3Npd @y e SIBOTE3QOI 2My9F
MUl WNTRGQz FEQTcx MUUy §  YACEVCQTEWCEI Wk NEM 9adWAQZzcz VFI 5dI 9HVUFMI2h1bV90
XzhWNAMUbWZOM | BOMQAAGCY 7kkabe CMNVoPED8z AHbZx 1RUCEF Uy 0gXAj 63f UoCAgnlBBRU
Al2dxsnor HL2wFi Epud8B7040wW UAQOMMOMOVEN1xyY| pJWAGEA] JPVAYDz I wi] Ux VDEy MTMv
MDAz W CB1TCBOgYI KwYBBQUHMAUGGC VY 3l uYzovL3Iwa2kuYXJIpbi 5uZXQvcnmvinb3Npd Dy
eS9hcm uLXIwa2kt dGEVNWIOYTI zZWEt ZTgwYSOOMDNI LW wOGM M E3SMARhM EIN2QzL2Q2
Yj VhZDI 4LTFj Ymvt NDdhYi O5MDRI LTQLMz Yx YTUOODdj My9i M3 30TNj M 02ZWQOLTQ2NDI t
ODY4My 11 NW 2MALAZDI mNz Yv Y] Bi NzkzYz1 t NmivkNCOON] QyLTg20DM ZTVi Nj Fl 0GQ5Zj ¢c2
Lnlmd DCCAVMEI ADN5Ii hJl Clp/ 1t oEKmLaR@29nJpf DHz TzW I 6ps+ydGAgl JRWMQUDCzb6Jf s
kycnl Bhl R0/ x8Y5vnMCFAENDI 9DKFhBP3r 8SduCl FsuFxl hGA8yMDI 1IMTAXM E2 MDAWOFow
gdUngd! GCCs GAQUFBz ALhoHFcnNSbmVbLY 9y c Gt pLFyaWlubnmVOL3J1 c@zaXRvenkvYXJIp
bi 1yc& pLXRhLz VI NGEy M2VhLWJ4AMCEt NDAz ZS1i MDhj LTI XNz FkYTI x NTdkMy9hNz MOM Bj
Yi 1i MN LTRi MDM YrrRh Ny Ox Yy MDQEMz NN ZTUv ODhj Nj KOODYt MRUXNC00Zj | 2L Tl nmOTKt
MDJj Zj dhYWFi N2Jm_zg4Yz Y5NDg2LTN MTQt NGYyNi 05Zj k5LTAy Y2Y3YWFhY] di Zi 5t ZnQw
FgQUJQ Tug9sCFY83b6RGXn7Ei eXZJwwygFTBCAEgs POkBvI BpEmaaMV/57UPt 8z1 4x4VI cLG
Zez XxcgUPAI CCUc EFCMVy 6 UmACEmVaQ4f Xl 99Ci oXczj AAhQBDQyf Qy hYQHCo VRREUWHXHTPW
t hgPM Ay NTEWMTI x Mz AWVDNaM HVM HSBggr BgEFBQcwC4aBx XJzeWsj O 8vcenBr aS5hem u
Lnbl dC9yZXBvc2l O0b3J5L2FyaWit cnBr aS10YS81ZTRhM N YS1I CDBhLTQMR U Y] A4YyOy
MIcxZGEy MTU3ZDMWr Zj YwYzl mvel t YTg3YyOOMZMBLVEYZj M Nj | 5ONEZ Y] Ay ZTI 5Lz Mk Nz Aw
OGYOLTMMDgt NDVz MCLhMzRi LTIhMz ZkZmwZj AzNi 8z MTcwivDhiNCOz VDAL TQz Mz At YTMD
Yi Oy YTMRZGZI MGYwiVE YubWZOMBYEFL+i dQ 2ygf 1am Xaw8B64YvF8OzM | BUWQgBK/ QKKOP
GVAVWNOdI b1On+2zK2N0459¢cPk73dw8Sw3k4CAgl HBBS++LX51 0c TVZFGBpwimxt VXgASyw U
AQMOMWEFhM +1DVr pl wOsCKQYDz | wi] Ux MDEyM EwvDAz W CB1TCBOgY! KwYBBQUHVAUG
gcVyc3l uYzovL3Iwa2kuYXIpbi 5uZXQvemvinb3Npd&@yeS9hcem uLXIwa2kt dGEVNWIOYTI z
ZWEt ZTgwYSOOMDN LW wOGM M EBMARNM EIN2QzL2E3Mz Qy MGNIi LW zY2M NG wiy 1i ZGE3
LTFi ZTI wiNDkz M2 Fl NS80NmJ mvWWwWMy Oy ZWI K L TQMNWUE YTVi Ny02MmIkZj NKN2Ri ZTYvNDZi
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Zj FrivDM MVi ZCOONMDVI LVELY] ¢t Nj Ji ZGYzZDdk YmU2Lmlnd DAWBBTLCl bSBEi niY8f PXE4Z
eaxvedsFl DCB7gQDhz5vv97/ Qz Ukkv9ZKRYVkkanvf DmBMAJ Es XGFOqs Cl CAgh+BBRv GhA+
FCf / AOg6v9nj Tay+FST/ i wl CDxc YDzl wi] Ux MDEy MDAXNTEy W BXMFUGCCs GAQUFBz ALhkI y
c3l uYzovL3JIwa2kuYWZy aWsp Yy 5uZXQvcmvwb3Npd Py e S9hc Gop Yy 9i e RUCGhRbI 93Tk! P
cl 9aNDAyc3ZoVW f NHMubWZOMEI EFFP3j YDKwOsur Nd 7 AXXf MZ6PdSeV\BBRy 81 dBTCLf RLxP
Tf 9b4RR6enGor gQU7vdTJID) dpgMkdkr K+E72JOF34MJYDz | w Ux MDEy M EwivDAz W QgoUpo
sx2moj v22QAFWy660h572DJz SXTAH2CMBNZ+hx W ggHnM | B4j CCAbwwZAl BBz Bf MEQEAgAB
MEI WCQVEAMA] Xgl Bl DAJAWQAWEM AgEgMAk DBADCI EUCASAWCQVEAC! g2gl Bl DAJAWQAW KK
Ag EgMAk DBAHCPVWCASAWEWQCAAI wDTAL AWUDKgs 7 QAI CAl AwgaMCAI BbM Gc MHAEAgABVHgw
BgMEAFVQ j AGAWQAX0 7WIVAYDBANe| v AwWBgMEAF6 OB TAGAWQAX0 7y MAYDBABe| v QWBgIVEAFEO
9TAGAWQAX072NMAYDBABe| vcwBgMEAL k04 DAGAWQCU TTgMAYDBACS5 NOEWBg VEALK 04 AGAWQA
uTTj MAYDBADL OOMVGg QCAAI WFDAJ Anc Al AEGeAal MAcDBQAgAgi YM Gt Agl 8yj CBpj BXBAI A
ATBRVAYDBABD3f UnMBg MVEAKX+4TAJ AWQAPT 7/ AgEgMAYDBADAK 6 gwCQVEAC Y6 Agl BGDAJ AWB
z Al e AgEYMAYDBADRGAEWBg MEANEYBTAGAWQAORgJ MES EAg ACVEUWDAVHASABBBgUTgl BQDAJ
Awc Al AEGF CCMVAk DBwAg AQe 0 GAgWCQVHACYH+UACRTAJ Awe AKg 6y QAAAMAK DBwAQ Dr J AARgE
| HcJpPLROt 3hgPgbLKc FVWRX7f HWUz 6 U+t ¢ UB6Xx BO8eXo4HFM HCM GdMA4CAg Ox MAg CAgWWN
Agl eJzATAgl eJzANAgl DsQ CBYOCAWDUOj AbAgl sXj AVAgl DM CASWCAhsbAgJP+Q DAl hv
VDACAI 6/ MCoCAgNDAgI FEW CGxs CAWCI QAI DAl hv AgMAX uUCAWDI y Q DAOc ZAgMDSXxQndwl C
QQOwW Q CGxsCAk/ 5AgMAOFs CAWDL OQ DANG AgMDRAECAWYg YwQgf x MBQ XeKH5UT2nmy kf QQ
HAuhJk6NoAuABMHs 1ul / D26kgZunwgZl wogQUC5z KkNONeoo3ZnsZI X/ g2EA3t 61 EFBPUBk +a
n82Y2zb5MaWCM POXS8BBToVSsf 1t Gk9+CQExt j | aAOevBY/ wwQU62gPOPXWxu0s QadvQZY
UBLaM YEFPy KnLPt GE4X0w7 qHg+nYVzksa9HBCC5umayvNVOSBI kn2Dt Lek 1dnDVBP+E] xvD
X1 D3nHEWCARKWYgEVM HMM HE Agl 8yj CB5j BxBBRAQ Di 2B1ESNi i nvzpHSn/ B17J4j BZ
MVBMGBY q GSMA9 Ag EGCCq GSMA9AWEHAQI ABI BXI OP4P/ ywEHqwB9j Kaf hr nKAwWBg\W SKg998DT
7F8ZwBn pr We10K1TvQOA JQEobYoOf kHxCgU7RYI gn4gBUwe QQUvoi bVdC3Nzl 9dc Sf SFuF
j 6MKORBWWIATBgcqhkj OPQ BBggqhkj OPQVBBWNCAATgXEnv Sf Zu7HWSf US+X5BbBI | 8hpO+
Mu4VF abGog4AZSEqevt UssOCsT76X2nl 4f aRZMLUA3bYVRTd1v9Eqk TOBCC6X7RIzvt r 0A82
Enl i oubnb6 +hRK73a3pxuS4vBbB0Og==

It decodes as foll ows:

File: testvector. der

Hash identifier: 04CdVc36d+/ f 9c8W ui OW 1/ EBFs+1MQLRxI 0zj Z+HQ=
CCR produced at: Sun 12 Cct 2025 22:37: 05 +0000

Mani f est state hash: QTE0QTY4Q MKREE2QT! z k Y2RDkWRTALNTJ GQ0J BRUE=
Mani f est | ast update: Sun 12 Cct 2025 21:00: 03 +0000

Mani f est i nstances:

hash: AAAcQ vS+baj ULr 7A6f VPNJ94r nS1QM bEl y8Cf UY= si ze: 2072
aki : 85B611A0B7D4334B7A2395E8CCE7BOE3CIB838E8 seqnum 11D8 t hi supdat e: 1760284929 si a: rsync:
[1rpki.ripe.net/repository/ DEFAULT/ 98/ 9d563d- c470- 43b3- 82bb- 88cb4e7106ea/ 1/ hbYRoLf UMDt 61 5
X0z0Cew48mi00g. nf t

hash: AABagYSi zHH1s GBKuaaMPj DuuPnl qquzYCccyLYpNbA= si ze: 2113
aki : 66EAOF83BDD3632BFF19400B3A1BA6FEDFFC5587 segnum 34D8 t hi supdat e: 1760282708 si a: rsync:
[ Irpki.apnic.net/ menber_repository/A917CB63/ E1BO54FC1DA711E2B688EBA108B02CD2/ ZuoPg73TYyv_
GUALChum t _8VYc. nft

hash: AAGCg7kka6eCMNVOPED8z AHbZx 1RUCY Uy 0gXAj 63f Uo= si ze: 2443
aki : 54035D9DC6COABACT2F6C05884A6E77C07BA38D3 seqnum 010D0COF43285849F5C72229256006E408C93
D50 t hi supdate: 1760274003 sia:rsync://rpki.arin.net/repository/arin-rpki-ta/5e4a23ea-e80a
-403e-b08c-2171da2157d3/ d6b5ad28- 1cbc- 47ab- 904e- 45361a5487c¢3/ bOb793c2- 6ed4- 4642- 8683- e5b6
1e8d9f 76/ bOb793c2- 6ed4- 4642- 8683- e5b61e8d9f 76. nf t

hash: AMBnKEkgLWh/ W2gQq Yt pFDb2cm 8M NPNbl j qne7J0Y= si ze: 2375
aki : 0C2CDBE897EC9327272018481B6D3FC7C639BE73 seqnum 010D0COF432858413F7AFCA49DB82945B2E171
961 thi supdate: 1760284808 sia:rsync://rpki.arin.net/repository/arin-rpki-tal/5e4a23ea-e80a
-403e- b08c-2171da2157d3/ a73420cb- b3cc- 4b03- bda7- 1be204933ae5/ 88c69486- 3e14- 4f 26- 9f 99- 02cf
7aaab7bf/ 88c69486- 3el4- 4f 26- 9f 99- 02cf 7aaab7bf. nft subordi nat es: 750FD3BA0F6C08563CDDBE9119
79FB122797649C

hash: BKr D9JAb5QaRInmj FeelD7f MbeMeFSHCxmMXs 18XI FDw= si ze: 2375
aki : 232AE949803BA995690E1F5C8F7D0A2A177338C0 seqnum 010D0C9F4328584073A8551444BBOF971D33D
6B6 thi supdate: 1760274003 sia:rsync://rpki.arin.net/repository/arin-rpki-tal/5e4a23ea-e80a
-403e-b08c-2171da2157d3/ f 60c9f 32- a87c- 4339- a2f 3- 6299a3b02e29/ 317008f 4- 3048- 4330- a34b- 2a36
df eOf 036/ 317008f 4- 3048- 4330- a34b- 2a36df e0f 036. nft subor di nat es: BFA2750976CA07F56A68976B0OF
01EB862F17C3B3



hash: BK/ QKKOPGVAWAOdI b1On+2zK2N0459¢c Pk 73dwBSw3k4= si ze: 2375
aki : BEF8B5F9234713559146F29C269F1B555EA012CB seqnum 010D0CO9F43285841619BFFB50D5AE9970D2C0
8A4 t hi supdat e: 1760302803 si a:rsync://rpki.arin.net/repository/arin-rpki-tal/5ed4a23ea-e80a
-403e- b08c-2171da2157d3/ a73420cb- b3cc- 4b03- bda7- 1be204933ae5/ 46bf 1f 03- 2ebd- 405e- a5b7- 62bd
f 3d7dbe6/ 46bf 1f 03- 2ebd- 405e- a5b7- 62bdf 3d7dbe6. nft subor di nat es: CB0886D20448A663C7CF5CAEL9
79AC6F79DB0520

hash: Dhz5vv97/ QzUkkv9ZKRYVkkamvf DBMAJESXGFOqsCl = si ze: 2174
aki : 6F1A103E1427FF03483ABFDIE34DACBELS524FF8B seqnum OF17 t hi supdat e: 1760228112 si a: rsync:
[lrpki.afrinic.net/repository/apnic/bxoQPhQn wWNl O _ Z402svhUk_4s. nft subordi nat es: EEF75324
38DDA6A324764ACAFS84EF624E177EQ0CS, 72F087414CE2DF44BCAFADFFS5BEL147A7A71A9AE, 53F78D80CACOEB2
EACD77B0175DF319E8F752796

RQOA payl oad state hash: Nz cwOUEORj J EMUQy RERFMTgwRKk E5Q JDQTcwWNTUSMIU=
ROA payl oad entri es:

192.35.94.0/24-32 AS 7

192.67.43.0/24-32 AS 7
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194. 32. 69.
194. 32. 218
194. 34. 138
194. 61. 92.
2a0b: 3b40:
91. 208. 34.

94. 142. 240.
94. 142. 240.
94.142. 241.
94.142. 242.
94. 142. 244.
94. 142. 245.
94. 142. 246.
94.142. 247.
185. 52. 224.
185. 52. 224.
185. 52. 225.
185. 52. 226.
185. 52. 227.

203. 56. 44.
2001: 678: 6

Repr esent ati on Cct ober 2025

0/24-32 AS 7
.0/23-32 AS 7
.0/24-32 AS 7
0/23-32 AS 7
:129-128 AS 7
0/ 24 AS 8283
0/ 24 AS 8283
0/ 21 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 22 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
0/ 24 AS 8283
88::/48 AS 8283

2a02: 898::/32 AS 8283

67.221. 245
165. 254. 22
165. 254. 25
192.147. 16

.0/ 24 AS 15562
5.0/ 24 AS 15562
5.0/ 24-32 AS 15562
8.0/ 24 AS 15562

198. 58. 2. 0/ 23-24 AS 15562
204. 2. 30. 0/ 23-24 AS 15562
209.24.1.0/ 24 AS 15562
209.24.5.0/ 24 AS 15562
209. 24.9.0/ 24 AS 15562

2001: 418: 1
2001: 67c: 2
2001:728: 1
2607: f ae0:
2a0e: b240:
2a0e: b240:

44e::/47-64 AS 15562
08c::/48 AS 15562
808::/48 AS 15562
245::/48 AS 15562
1148 AS 15562
118::/48 AS 15562

ASPA payl oad state hash: NOYxMAxNDJENURFM g3RTUONEY2CQUl y OTFGNDEWMUME

ASPA payl oad entri es:
cust oner:
cust oner:
cust oner:
cust oner:
917, 58057, 214809, 215828
cust oner:
214481, 401507
Trust anchor state hash: Q| CQry2qQ

945 provi ders: 1421, 7719

7719 providers: 945, 1421, 61138

11358 providers: 835, 924, 6939, 20473, 34927
11967 providers: 835, 1299, 6939, 34872, 34927, 50

16909 providers: 6939, 20473, 41051, 52025, 53667,

JOQOQLNEUOODEYM QBRj YWRUQy REUS Mz U=

Trust anchor keyi ds: 0B9CCA90DDOD7A8A37666B19217FEOD84037B7A2, 13D4F24F9A9FCDO8DB

36F930631808C88F3974BC, E8552B1FD6D1A4F

7EA04C6D8BES680D1EBCL163FC3, EB680F38F5D6C71BB4B106B

8BD06585012DA31B6, FCBA9CB3ED184E17D30EEALIEOFA7615CEABLAF47
Rout er key state hash: XE1RkI ONDI DRUZCNkJBVDBGW YxM c5Nj JBMKVFQT Y=

Rout er keys:

Snijders, et al. Expires 18 Ap

ril 2026 [ Page 16]



I nternet-Draft RPKI Canoni cal Cache Representation Cct ober 2025

asi d: 15562 ski: 5D4250E2D81D4448D8A29EFCE91D29FF075ECOE2 pubk
ey: MFkwEwYHKoZI zj 0CAQYI KoZl zj ODAQc DQgAEgFcj Q g/ / LAQer AH2Mpp+GucoDAGBbhI gD33wiNPs XxnAGh+nt Z
7XQ VOADQBU ASht i g5+QF EKpTt Fgi gf i AFQ==
asi d: 15562 ski : BEB89B55D0B737397D75C49F485B858FA98AD11F pubk
ey: MFkwEwYHKoZI zj 0CAQYI KoZl zj ODAQc DQQAE4FXxJr On2bux1uX1Evl +QMZYvI adPj LuFX2nxqKuAGUhKnr 7VL
LDgr E++l 9p5eH2kWINVAN22FUU3db/ RKpE2w==
Val i dat i on: N A

Appendi x C. I nplenentation status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft, and is based on a proposal described in RFC 7942

The description of inplenentations in this section is intended to
assist the |ETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenentation
here does not inply endorsenment by the | ETF. Furthermore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to RFC 7942, "this will allow revi ewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experinmentation
and feedback that have nade the inplenented protocols nore mature

It is up to the individual working groups to use this information as
they see fit".

* Exanple .ccr files were created by Job Snijders. A current
exanpl e CCR (regenerated every few mnutes) is avail able here:
https://console.rpki-client.org/rpki.ccr

* A CCR serializer and deserializer inplenentation based on
[rpki-client] was provided by Job Snijders.

* Another CCR serializer and deserializer inplenentation based on
[ rpkitouch] was provided by Job Snijders.

Aut hors’ Addr esses

Job Snijders

BSD Software Devel opnent
Anst er dam

Net her | ands

Emai | : j ob@sd. nl

URI : htt ps://ww. bsd. nl
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Bart Bakker

Rl PE NCC

Net her | ands

Enmai | : bbakker @i pe. net

Ti m Brui j nzeel s

RI PE NCC

Net her | ands

Enmai | : tbruijnzeel s@i pe. net
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