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Abst r act

Thi s docunent defines a new BVWP nessage type: the Ceneric Event
Notification (GEN). The BMP GEN message provides a flexible

mechani sm for reporting a wide variety of events related to BGP at
different | evels of hierarchy, such as routing instance, AFI/SAFI, or
peer level. The BMP GEN nessage enabl es operators and aut omated
systens to receive detailed context for operational events, such as
policy triggers, adm nistrative interventions, and state managenent
notifications (e.g., R B view unnonitor events).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 7 May 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The BGP Monitoring Protocol (BWMP) [RFC7854] provides network
operators with visibility into BGP nessage exchanges. Recent

ext ensi ons, such as [I-D.ietf-growbmp-rel], increase the range of
observabl e BGP-rel ated events. However, there is a need for a nore
generic, extensible nmessage type capable of reporting diverse
operational events, including policy triggers, autonated network
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adj ustnents, administrative interventions, and notifications for
col l ector state managenent, such as route table purges.

Thi s docunent introduces the BMP Generic Event Notification (GEN)
nmessage, designed to flexibly report on such events wth enough
context to allow the collector to take the appropriate action

The BMP CGEN nessage can be used to deliver a variety of
notifications, including a RIB View notification, which allows a BW
sender to request that the BMP collector purge the state associ ated
with specific peers and RIB vi ews.

2. Term nol ogy
* GEN. Ceneric Event Notification
*  BWMP: BGP Monitoring Protocol
*  BGP: Border Gateway Protoco
* TLV: Type-Length-Val ue
* RIB: Routing Information Base

3. Mdtivation
The current BMP nessage types focus primarily on peer session events
and per-route updates. Network operators and automated systens often

require notification of a broader class of events, such as:

* RIB state managenent, such as notifying the collector when a RIB
view is no | onger being nonitored.

*  Administrative resets, disables, or maintenance w ndows

* Notifications about the status of various internal FSMrouter
states (e.g., Import Conpleted, Export Completed, etc.)

* Detection of anomal ous behavi or or threshold crossings

The BMP CEN nessage provides structured reporting of such events,
including a clear indication of the event type and rel ated context.

4. The BWMP GEN Message For nat

The BMP CGEN nessage is a new BVP nessage type
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4.1. The BMP Message Commopn Header

The BMP CEN nessage uses the BMP message conmon header as defined in
[ RFC7854] :

0 1 2 3
01234567890123456789012345678901
i S e T o
| Ver si on |
B T S i T s i i e e SEI S
| Message Length
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Msg. Type |

Figure 1: The BMP nessage comobn header

where a new Message Type = TBD1l is assigned to the BMP GEN nessage
type.

4.2. The BMP GEN Message Body

The BMP CEN nessage body is fornmatted as foll ows:

0 1 2 3
01234567890123456789012345678901
o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmem o +
| Event Type (2 octets) | Flags (2 octets) |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meeo—oo o +

| Ti mestanp (seconds) |
i e e R e s o e e b i o i N S T
| Ti mestanp (m croseconds) |
B i s T T i i o S o T Ji I
| Event Sub-TLVs (vari abl e) |

Fi gure 2: The BMP GEN nessage contents

The BMP CEN nessage is extensible for future event types. It is
meant to suppl enent, but not replace, existing BVMP nessage types.

Event Type:
Identifies the event class (see Section 4.3.1 for exanple Event
Types).

Fl ags:
Reserved for future use.
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Ti mest anp:
The tinme when the event occurred, expressed as seconds and
m croseconds since mdnight (00:00), January 1, 1970 (UTC). |If
both are zero, the time is unavailable. Precision of the
timestanp is inplenentation-dependent.

Event Sub- TLVs:
Optional Sub-TLVs for additional context for the event that
occurred (see Section 4.3.2 for exanple Sub-TLVs).

The BMP CGEN Message Fiel ds

The following fields are defined for BMP CEN nessages.
1. Exanple Event Types

The foll owi ng Event Types are defi ned:

* Type=0 : RIB View Unnonitor Event sent when a particular Rl B-view
is no longer monitored on the Router (Eg: Gobally at router |eve
or for a given AFI/SAFI or for a set of BGP peers).

* Type=1l : Route Inport Conplete Event sent when inport of Routes is
completed (Eg: Gobally at router level or for a given Table).

* Type=2 : Peer Configured is Down Event sent when confi gured
moni tored BGP peer on the router has never come up

2. Event Sub-TLVs

The Event Sub-TLVs are encoded as a list of optional Sub-TLVs. They
add context to the associated event, either by providing the reason
or act as a set of filters.

Al'l Event Sub-TLVs use a 2-octet Type field and a 2-octet Length
field. The Event Sub-TLV is defined as foll ows:

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Type (2 octets) | Length (2 octets) |
I S i o T s S S S e s s T
\\ Val ue \\
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 3: BMP GEN nessage optional Event Sub-TLVs
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The foll owi ng are BMP GEN nessage Event Sub-TLV Types that are
defined in this docunent:

[ ety e e e ey e, s U
| Type | Length (octets) | Description | Val ue Format |
| O | Variable | Reason String | UTF-8 string |
Fom e e - - o e e e e oo - Tt o e e e e oo oo +
| 1 | 1 | Reason Code | see Section 4.3.5 |
+o-m - - o e e e e oo o e e e e m oo oo o e e e e oo +
| 2 | 2 | RIB View (Filter) | see Section 4.3.3 |
Fomm o - o e e oo o e e e e oo s o e e oo s +
| 3 | 8 | Route Distinguisher | see Section 4.3.6 |
I I | (Filter) I I
R o e e e oo o e e e e e oo - o e e e o +
| 4 | 4 or 16 | Peer Address | see Section 4.3.7 |
I I | (Filter) I I
Fomm o - o e e oo o e e e e oo s o e e oo s +

Table 1: Event Sub-TLVs Types defined in this docunent
4.3.3. RIB View Event Sub-TLV

The RIB View Event Sub-TLV identifies one or nore RIB views that are
relevant to the event. The encoding of the RIB View Event Sub-TLV is
shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Type=2 | Lengt h=2 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| R B Vi ew |

B i S S ik s S N S S
Figure 4: The RIB View Event Sub-TLV encodi ng

Type=2:
ldentifies the RIB View Event Sub-TLV Type.

Lengt h=2:
2- bytes.

RI B Vi ew
The RIB View value. This value encoded as shown in Figure 5.
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0123456789012345
B i T R R e i o ik SR e
| 11319 P]L| Reserved |
B el I T R S il il ol siE I R SR S

Figure 5: RIB View val ue encodi ng

* VWen | flag is set, it indicates that the Event reflects the Pre-
Policy Adj-RIB-In view

* \Wien J flag is set, it indicates that the Event reflects the Post-
Policy Adj-RI B-In view

* VWhen Oflag is set, it indicates that the Event reflects the Pre-
Policy Adj-RIB-Qut view

* \When P flag is set, it indicates that the Event reflects the Post-
Policy Adj-RIB-Qut view

* VWien L flag is set, it indicates that the Event reflects the
Local -RI B vi ew

The remaining bits are reserved for future use. They MJST be
transmtted as 0 and their values MJST be ignored on receipt.

NOTE: Above is an extension to RIB-view val ue encodi ng defined in
[1-D. patki-grow bnp- cormon- updat es]

4.3.4. Reason String Event Sub-TLV

The Reason String Event Sub-TLV provides a UTF-8 encoded string
describing the event in human-readable form This Sub-TLV is
intended to assist operators or automated systems in interpreting the
context or rationale for the event, such as "Adj-RIB-Qut export
stopped by operator" or "Peer remains in down state".

The encodi ng of the Reason String Event Sub-TLV is shown in Figure 6.

0 1 2 3

01234567890123456789012345678901
i s T S i i T S A b e ok
| Type=0 | Length (Vari abl e) |
i e e R e s o e e i ki o SR N B S
\\ Reason String \\
B i s T T i i o S o T Ji I

Figure 6: The Reason String Event Sub-TLV encoding
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Type=0:
ldentifies the Reason String Event Sub-TLV Type.

Length (Vari abl e):
The I ength of the string in bytes.

Reason String:
The UTF-8 string not null-term nated.

4.3.5. Reason Code Event Sub-TLV

The Reason Code Event Sub-TLV provides a 1-octet code indicating the
reason for the event. The encoding of the Reason Code Event Sub-TLV
is shown in Figure 7:

0 1 2 3
01234567890123456789012345678901
BT T o e S e i i S T e e i s TTE P S S S
I Type=1 | Lengt h=1 |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Reason Code |

ST I R R i s SN

Figure 7. The Reason Code Event Sub-TLV encodi ng

Type=1:
ldentifies the Reason Code Event Sub-TLV Type.

Lengt h=1:
1- byte.

Reason Code:
The Reason Code Value. The followi ng Reason Code val ues are
defined in this docunent:

- Value=0: Adm nistrative (e.g., operator action or configuration
change)

- Value=1l: Periodic (e.g., scheduled or tiner-based)
- Value=2: Error (e.g., protocol error, failure detected)

Addi tional values may be defined in future docunents.
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4.3.6. Route Distinguisher Sub-TLV

The Route Distingui sher Event Sub-TLV allows identification of a
particular VPN routing context. Wen present in the BMP GEN |ist of
Event Sub-TLVs, the IP address that directly follow the Route

Di stingui sher Event Sub-TLV MUST be interpreted within the context of
the routing instance associated with the Route Distinguisher.

The encoding of the Route Distinguisher Event Sub-TLV is shown in
Fi gure 8:

0 1 2 3

01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Type=3 | Lengt h=8 |
B T S i T s i i e e SEI S
| Rout e Di sti ngui sher |

I T S S S e S S S S S Sup S Sup S S S

Figure 8 The Route Distinguisher Event Sub-TLV encodi ng

Type=3:
Identifies the Route Distinguisher Event Sub-TLV Type.

Lengt h=8:
The length in bytes of the Route Distinguisher field (al ways 8
byt es).

Rout e Di stinguisher:
The Route Distinguisher value as per [ RFC4364].

4.3.7. Peer Address Event Sub-TLV

The Peer Address Event Sub-TLV identifies a BGP peer that is rel evant
to the event. |f nore than one peer is relevant to the event,
mul ti pl e Peer Address Sub-TLVs MAY be incl uded.

The encodi ng of the Peer Address Event Sub-TLV is shown in Figure 9:

0 1 2 3

01234567890123456789012345678901
L e i S e I S ek i S N SR S
| Type=4 | Lengt h=(4 or 16) |
B i s T T i i o S o T Ji I
| Peer Address (4 or 16 bytes) |

T T S S e T o S U S SUp S SEp S SR S i
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Figure 9: The Peer Address Event Sub-TLV encodi ng

Type=4:
Identifies the Peer Address Event Sub-TLV Type.

Length=(4 or 16):
The length in bytes of the Peer Address. This is 4 bytes for |Pv4
address and 16-bytes for |1Pv6 address.

Peer Address:
The BGP Peer |Pv4 or | Pv6 address.

4.4. Use Cases
4.4.1. Exanple Scenario: R B View Unnonitor

Descri pti on:
A BMP sender can stop exporting a RIB viewto a BWP collector at
any tinme after its initial export. Wthout a notification from
the BMP sender, the collector may maintain stale state.
A RIB View Unnonitor event notifies the BWP collector that the
specific RIB viewis no |onger being nonitored on the BVMP sender
and updates for that RIB vieww Il no |onger be sent. The BW
collector, in this case, SHOULD purge any data associated with
that RIB view that was previously received.

Scenari o:
Adj - RI B- Qut Export Stopped Due to Configuration Change

Backgr ound:
A network operator decides to stop exporting the Adj-RIB-Qut view
for a particular peer (e.g., to reduce nonitoring overhead or due
to a policy change).

Event:
The halt of Adj-RI B-Qut export for all peers to the BMP coll ector.

Exanpl e BMP GEN Message:
The router sends a BMP GEN nessage to the BMP collector to notify

that the Adj-RIB-Qut view export is stopped for all peers and that
any associ ated state shoul d be purged.
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{
"event Type": O, /1 RIB View Unnonitor
"event Ti mest anpSeconds”: 1712959200, /'l Seconds
"event Ti mest anpM cr oseconds”: 123, /1 M croseconds
"event SubTLVs": |
{ "type": 0, "value": "Qperator triggered for naintenance" },
/'l Reason String
{ "type": 2, "value": [O, O, 1, 0, O, O, O, O] }
/1 RB View (bitmap for Adj-RI B-Qut Pre)
]
}

4.4.2. Exanple Scenario: Route Inport Conplete
Descri pti on:
Rout er has conpleted the route inport activity. The trigger could
be the configuration of VPN AFlI/SAFI or the rel evant nei ghbors
com ng up, anong ot her events.

This event can be for:

all routing instances (VRFs),
a given routing instance, or
a gi ven AFI/ SAFI.

Scenari o:

A router has conpleted route inport from VPN AFlI/SAFI to all | ocal
routing instances (VRFs).

Event :

The conpletion of a full walk of VPN AFl/SAFlI and route inport
activity.

Exanpl e BMP GEN Message:

The router sends a BMP GEN nessage to the BMP collector to notify
that inport activity has conpl et ed.

{
"event Type": 1, /1 Route Inport Conplete
"event Ti mest anpSeconds": 1712959200, /1l Seconds
"event Ti mest anpM cr oseconds”: 123 /1l M croseconds

}
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4.4.3. Exanple Scenario: Peer Configured is Down
Descri pti on:
The router has peers configured that are not adnministratively shut
down but are not operationally up. The duration for which they
are down SHOULD be a configurable value on the router.

This event can be for:

- a given peer, or
- a set of peers.

Scenari o:

The operator configures a BGP peer (198.51.100.2) under the
routing instance identified by Type=1 RD (198.51.100.1:10). The
BGP peer remains in DOM state after the configured 10-m nute

i nterval .

Event :

The BGP peer (RD=198.51.100.1:10, 198.51.100.2) does not conme up
after 10 minutes elapse fromwhen it is configured.

Exanmpl e BMP GEN Message:
The router sends a BMP GEN nessage to the BMP collector to notify
that the BGP peer (RD=198.51.100.1:10, 198.51.100.2) is in DOMW
state.

Note: The Route Distinguisher is encoded as an 8-octet val ue per
[ RFC4364]. The value shown is a hexadeci mal representation for

illustration.
{
"event Type": 2, /1 Peer in Down
"event Ti mest anpSeconds": 1712959200, /1l Seconds
"event Ti mest anpM cr oseconds”: 123, /1 M croseconds
"event SubTLVs": |
{ "type": 0, "value": "Peer remmins in down state" },
/'l Reason String
{ "type": 3, "value": [0, 1, 198, 51, 100, 1, O, 10] },
/1 Route Distinguisher (8-octet value per RFCA364,
/] exanpl e: 198.51.100. 1: 10)
{ "type": 4, "value": "198.51.100.2" } /1 Peer Address
]
}
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5. Security Considerations
The BMP CGEN nmessages may carry sensitive operational context.
I npl enent ati ons SHOULD ensure integrity and authenticity, for exanple
by using transport security as recomended in [ RFC7854]. Purge
notifications can affect collector state and SHOULD only be accepted
from aut hori zed BMP senders.

6. | ANA Consi derations
I ANA is requested to assign the following fromthe "BGP Monitoring
Protocol (BMP) Parameters" registry
(https://ww. i ana. org/ assi gnnent s/ bnp- paraneters/).

6.1. BMP Message Type

A new BMP Message Type value (TBD1) is to be assigned for the BVMP GEN
nessage.

6.2. BMP CEN Event Types
IANA is requested to create a new registry for BMP CGEN Event Types.
The foll owi ng Event Types that are defined in this docunent (see
Section 4.3.1):
- Type=0 : RIB View Unnonitor
- Type=1l : Route Inport Conplete
- Type=2 : Peer Configured is Down
6.3. BMP GEN Event Sub-TLV Types
IANA is requested to create a new registry for BMW GEN Event Sub-TLV
Types. The Event Sub-TLV Types described in Table 1 are defined in
this docunent.
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