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Abst r act

Thi s docunent specifies the H gh-Frequency Action-Integrity Protoco
(HAIP), a standard for real-tinme identity verification and autononous
resilience in Al agent environnents. HAIP addresses the "Trust Tax"
and the "Integrity Gap" by nandating a 6.42 us pul se, decentralized
identity teleportation, and N ST-aligned non-repudiation

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 Novemnber 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

As the Al econony shifts from"Human-to-Al" to "Agent-to-Agent

April 2026
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wor kfl ows, the primary security threat is Identity Spoofing.

In this environnent, identity is the only perineter.

Current |egacy frameworks (APl keys/ QAuth) cannot prevent an
aut ononous agent from being hijacked, leading to a projected $45B
liability risk for enterprise deploynments. HAIP provides a unified

Root of Trust to secure these interactions at scal e.
2. Term nol ogy and Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL",

"SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this

docunent are to be interpreted as described in RFC 2119.

* DID. Decentralized |dentifier.

* Tai: Action-Integrity Threshold (Mximum al |l owabl e | at ency between

intent and verification).

* Pulse: A mcro-signed cryptographic heartbeat emtted by an agent.

Archi t ect Expi res 1 Novenber 2026

[ Page 2]



Internet-Draft Hi gh-Frequency Action-Integrity Protocol April 2026

3.

3. 1.

3. 2.

3. 3.

4.

Lattice: The sharded registry layer responsible for pul se
reconciliation.

The Three-Pillar Architecture

Pillar I: Cryptographic Identity & Mddel Binding

Every agent MJST be issued a Decentralized lIdentifier (D D) nmapped
to its nodel weights and | egal owner signature.

The protocol mandates Ed25519 signatures for high-speed, snall-
footprint verification in HTTP headers.

Model Binding: The identity is cryptographically tied to the
parent nodel hash. Any "Pronpt Injection"” or state poisoning that
alters the nodel’s integrity triggers an i mediately revocation of
the DI D.

Conpl i ance: Identity verification MJST reach AAL3.

Pillar I1: Dynam c Authorization (Zero Trust)

HAI P advocates for a "Policy-as-Code" nodel where perm ssions are
granul ar and sessi on- based.

The Registry acts as a real-tine internediary, validating agent
i ntent against a defined policy set.

The 3-Way Handshake Sequence:

1. MNT: Agent requests a Sovereign DID via Registry API
2. CHALLENGE: Site requests a Verifiable Credential (VC).
3. VERIFY: Registry validates DID/Policy in under 50ns.
4. GRANT: Website unl ocks access based on the signal
Pillar I11: Verifiable Provenance (The Bl ack Box)

To achi eve Non- Repudi ati on, every agentic decision MJST be
cryptographically signed by its Identity Key.

The Bl ack Box: Sovereign nmaintains an i mutabl e, tanper-proof
audit trail for every decision.

Met adat a Di scovery: ldentity keys and metadata SHOULD be hosted in
a standardi zed .well-known/ directory.

Pr ot ocol Specification: The Hydra Logic
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4.1. The Integrity Pul se Wndow

HAI P- conpl i ant agents MJST emit a state-hash "Heartbeat” at a
frequency defined by the Registry (default: 100ns). The Registry
MUST verify this pulse within 6.42 us to mitigate Tine-of-Check (TOC)
wi ndow expl oi ts.

4.2. Pul se Packet Structure
The Pul se packet MJUST follow the structured JSON-L format:

"svrn_id": "D D:SOv: UUl D',
"pul se_type": "ENUM HEARTBEAT| ACTI ON| M NT) ",
"state _hash": "SHA-256",
"ts": "UNI X_MS',
"sig": "ED25519 HEX"
}

4.3. Type-402 Protocol Severance

If a pulse fails verification (invalid signature or state drift), the
Regi stry MJUST respond with an HTTP 402 (Payrment Required) or Protocol
Severance signal. Upon receipt of this signal, conpliant WAFs and
APl Gat eways MUST drop all active connections for that DID within
50ms.

4. 4. Autononpus Tel eportati on Sequence

f an "Integrity Drift" is identified:

Detection: Hash mismatch identified within the pul se wi ndow.
I sol ation: Compromnised node’s DID is revoked instantly.

M gration: DID Anchor is re-keyed to a verified standby node.
Resunption: Agent continues execution w thout data | oss.

Eal A

5. Devel oper Experience & Zero-Friction Integration

HAI P- conpl i ant SDKs SHOULD achi eve a 90% reduction in security
integration time for enterprise startups.

5.1. One-Line Inplenentation Wapper

Prot ocol enforcenent MJUST be achi evable via a single-line wapper
around t he agent instance.

5.2. Automated WAF and Firewal |l Bypass
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The SDK MJST aut ononmpusly handl e header injection to sign
HTTP requests. This provides a "Digital Passport"”

all owi ng agents to nove from"Blocklists" to "Wiitelists" at
the network edge.

6. Financial Integrity: Zero-Variance Mth

To ensure incentive alignnent and prevent conpute-drain attacks,
HAI P i ntegrates an integer-based settlenent layer. * Al financial
val ues MJUST be stored as 64-bit integers. * $1.00 USDis treated
as 10,000 "Pulse Units" to elinmnate floating-point rounding drift.

*  The Registry MJST performreal -time bal ance checks before
val idating "ACTI ON' type pul ses.

7. Security Considerations
7.1. TOCTQU M tigation

Legacy protocols with >100ns | atency are vul nerable to "Fl ash-
Injection" attacks. HAIP strictly mandates an Action-Integrity
Threshold (Tai) of <= 1,000 us.

7.2. Eimnation of Hardware Vendor Lock-in

Sover ei gn-conpliant protocols MJUST NOT be bound to specific
proprietary hardware chips (e.g., TPMonly locks). This ensures
agents renmain cloud-native and cross-provi der nobile.

8. Privacy Considerations: Zero-Know edge Identity

The Regi stry SHOULD NOT store the private logic or PIl of the agent.
Verification MIST be performed using Public Key Infrastructure (PKI)
to ensure the Registry renmmins zero-know edge regardi ng interna
agent state.

9. | ANA Consi derations
Thi s docunent requests the allocation of Port 5001 for HAI P Heart beat
synchroni zation and the registration of the ".well-known/sovereign"
URI suffix.

10. Strategic Alignnent & NI ST Conpliance
The HAIP standard is architected to exceed NI ST Al 600-1 and SP
800- 63 guidelines. By nmandating AAL3 (Authenticator Assurance Leve

3), HAIP ensures that agentic decisions neet the highest threshold of
| egal non-repudiation.
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