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Abstract

Wth the prosperity of generative |arge | anguage nodels (LLMs),
interactive LLM based services, such as digital humans, have inposed
new stringent requirenments on |ow | atency and high nul tinodal
consistency. Traditional interactive LLM based systens typically
transmt multinodal content over a single network path, thereby
failing to exploit the advantages offered by nultipath networks.
Even when nmulti path transport nechani sns are adopted, single-stream
encapsul ati on does not enable differentiated managenent of

het er ogeneous nodalities. However, naively separating nodalities
into nultiple streans further introduces inter-nodal arriva

i nconsi stency. To address these challenges, this docunent specifies
CAMP, a consistency-aware multipath transport design over the
Multipath QU C (MPQUIC) protocol. First, CAMP defines a three-stream
separation encapsul ation format to support nodality-differentiated
transm ssion. Second, it incorporates a transport-I|layer consistency-
aware nultipath scheduler to reduce inter-nodal arrival tinme

devi ati on across network paths. Third, it specifies a client-side
application-layer alignment mechani smthat operates in coordination
with the transport scheduler. To the best of our know edge, this is
the first specification to address mnultipath-enabl ed nul ti nodal

consi stency guarantees for interactive LLM based systens.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Generative |large | anguage nodel s (LLMs) have enabl ed a new generation
of interactive systens, including digital humans, conversationa
agents, and nul ti nodal assistants. These systens continuously
generate and transmt nultinodal (i.e., text, audio, and vi deo)
content in response to user inputs. Unlike traditional nedia
streaming or static content delivery, interactive LLM based systens
operate under strict real-time constraints and require strong
semantic and temporal coupling across nodalities.

Exi sting transport approaches for interactive LLM based systens
predom nantly rely on single-path transm ssion, which fails to

| everage the bandwi dth aggregation, redundancy, and | atency diversity
benefits offered by multipath networks. |In addition, current

i mpl ementations typically encapsulate nultiple nmodalities within a
single transport stream which preventing fine-grained multinoda
data managenent. For exanple, text and audio generally require
reliable and in-order delivery, whereas video streans nmay tolerate
controlled frane | oss to reduce | atency.

A straightforward i nprovement is to separate text, audio, and video
into i ndependent streans to enable differentiated transm ssion
However, this may occur significant inter-nodal arrival ting,

i ntroduci ng data incosistency probelm Existing consistency
mtigation nmechanisns are primarily inplenented at the client-side
application layer through post-arrival timestanp alignnment. However,
they operate reactively and | ack coordination with transport-I|ayer
mul ti path schedul er, |eading sub-optinmal performance. Furtherenore,
existing nmultipath transport mechanisnms primarily optimze for

t hroughput or per-stream | atency; they do not consider nultinodal
consi stency requirenents intrinsic to interactive LLM based systens.

Based on the above chal |l enges, this document specifies Consistency-
Aware Multipath Transport (CAMP), a transport-layer design built on
Multipath QU C (MPQUIC). CAMP introduces structured nodality
separation, a consistency-aware schedul er, and a coordi nated client-
side alignnent mechanism The design does not nodify the underlying
MPQUI C protocol and is depl oyabl e over existing MPQUI C

i mpl enent ati ons.
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The remai nder of this docunment is organized as follows. Section 2
provi des background and summari zes the key chall enges. Section 3
defines the problem and presents the design principles. Section 4
specifies the CAMP architecture and nechani sns. Section 5 di scusses
security considerations, and Section 6 covers | ANA consi derati ons.

2. Background and Chal | enges
2.1. Characteristics of LLMgenerated Milti nodal Data

Interactive LLM based systens generate heterogeneous yet semantically
coupl ed data streans, typically including text, audio, and video.
These nodalities differ significantly in their traffic patterns,
reliability requirements, delay sensitivity, and tol erance to | oss.

Text data is discrete, |owbandw dth, and generally requires reliable
and in-order delivery to preserve senmantic correctness. Audio data

i s continuous and del ay-sensitive, requiring bounded jitter and
reliable delivery within strict playout deadlines. Video data is
bandwi dt h-i ntensive and | atency-sensitive but can tolerate controlled
frame loss or quality adaptation in exchange for reduced del ay.

Al t hough these nodalities exhibit distinct transport requirenents,
they are derived froma unified generative process and therefore
require tight tenporal alignnent. For exanple, synthesized speech
must correspond to generated text, and video frames representing
facial animation nmust remain synchronized with spoken content.
Consequently, multinmodal transm ssion for interactive LLM systens
requires both differentiated per-nodality managenment and bounded
inter-nodal arrival skew.

2.2. Traditional Stream ng Protoco

Traditional real-tinme stream ng protocols, such as the Real -Tine
Messagi ng Protocol (RTMP), encapsul ate audi o and video data within

| ogi cal channels over a single transport connection, typically based
on TCP. These protocols were primarily designed for nedia
broadcasting and content distribution rather than interactive,

gener ati ve wor Kkl oads.

Such designs exhibit two fundanental limtations in the context of
interactive LLM based systems. First, single-path transport cannot

| everage multipath bandwi dt h aggregati on, redundancy, or |atency
diversity. Second, multiple nodalities are often nultiplexed within
a single transport stream preventing differentiated congestion
control, retransm ssion strategies, and scheduling policies. As a
result, heterogeneous nodality requirenents cannot be independently
sati sfi ed.
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These limtations nmake traditional stream ng approaches unsuitable
for interactive LLM based systenms that demand both real -tine
responsi veness and nodal i ty- awar e managenent .

2.3. Miltipath Transport Basics

Miul tipath transport protocols enable a single |ogical connection to
utilize multiple network paths concurrently. Miltipath QU C (MPQU C
as defined in [ RFC9221]) extends QUIC (as defined in [ RFCO000]) by
allowing nultiple paths under a single connection context, each with
i ndependent path characteristics. Miltipath transport can provide
bandwi dt h aggregati on, path redundancy, and potentially reduced

| at ency through dynam c path selection

However, existing nultipath scheduling algorithnms primarily optim ze
metrics such as throughput maxi m zation, congestion w ndow
utilization, or per-streamdelivery latency. They do not explicitly
account for cross-streamtenporal relationships. Wen independent
streans are distributed across heterogeneous paths with different
delay and jitter characteristics, arrival-time divergence across
streans nmay i ncrease.

Therefore, while nultipath transport inproves network utilization and
resilience, it does not inherently guarantee multinodal consistency.
Mor eover, existing multipath schedul ers do not consider multinoda

i nconsi stency probl em

2. 4. Key Chall enges

Based on the above background, four key chall enges are concluded in
transporting LLM generated mnul ti nodal data:

1. *Inability of Single-Path Transm ssion to Exploit Miltipath
Advant ages: * Traditional single-path transport cannot |everage
mul ti pat h bandwi dt h aggregati on, redundancy, or |atency
diversity. This limtation constrains achievabl e performance in
real -tine interactive environments.

2. *Lack of Differentiated Miltinodal Managenment under Single-Stream
Encapsul ation: * Encapsul ating text, audio, and video within a
single transport stream prevents nodality-specific congestion
control, reliability policies, and scheduling strategies. As
interactive LLM systens inpose heterogeneous requirenments across
nmodal i ties, single-streamdesigns cannot satisfy differentiated
qual i ty-of -service objectives
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*I nter-Mdal Arrival Inconsistency under Naive Stream Separation
with Miltipath:* Separating nodalities into i ndependent streans
enabl es differentiated managenent. However, when such streans
are schedul ed i ndependently across heterogeneous paths,
significant inter-nodal arrival skew may occur. This timng

di vergence degrades perceptual synchronization and interactive
quality.

*Insufficiency of Pure Application-Layer Al ignment w thout
Transport-Layer Coordination:* Existing nmultinodal consistency
mechani sns are primarily inplenented at the client-side
application layer through post-arrival tinmestanp alignnent.
Whi | e such approaches can partially conmpensate for skew, they
operate reactively and | ack coordination with transport-|ayer
mul ti path schedul i ng decisions. Consequently, |atency and
consi stency cannot be jointly optimzed. Moreover, existing
transport-layer schedul ers are not designed to be consi stency-
aware and do not consider cross-nodal timng constraints.

These chal l enges notivate the need for a consistency-aware multipath
transport design tailored to interactive multinmodal LLM based
systens.

3. Problem Statenent and Design Principles

3. 1.

Pr obl em St at enment

In interactive LLM based systens, nultinodal outputs (i.e., text,
audi o, video) are generated continuously and transmitted over

het er ogeneous nul tipath networks. W aimto achieve | ow | atency and
cross-nodal consi stency under path heterogeneity.

3.1. 1.

Mul ti nodal Data Model

Let M= {T, A V} denote the set of nodalities.

For each nodality min M let Sm={s m1l, s m2, ...} denote the
ordered sequence of generated data units.

Each data unit s_ mk is associated wth:

*

Song,

generation time g_mk
size sigma_mk
deadl ine delta_m

reliability indicator r_ m wherer _mis either 0 or 1
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For a given semantic synchroni zation index k, the set {s_T,k, s_AKk,
s_V,k} represents cross-nodal correlated data units.

3.1.2. Miltipath Network Mde
Let P={p_1, p 2, ..., p_N} denote the set of avail able paths.

Each path p_i is characterized by:
* delay function D.i(t)

* available bandwidth b_i(t)

* |loss probability | _i(t)

We assune heterogeneous paths, i.e., there exist i !'=j such that
Di(t) is not equal to Dj(t).

3.1.3. Scheduling Function

Define a scheduling function pi(.) such that: pi(s_mk p_i
i

indicates that data unit s mk is transmtted over pat% ;_

The arrival tine of s mk is defined as: a mk =g mk + Di(g mk).
3.1.4. Performance Metrics

End-to-end latency L is defined as: L = average(a_ mk - g mKk).

I nter-nodal arrival skew for synchroni zation index k is defined as:
Delta_k = max_ma_mk) - min_ma_mKk).

Expected cross-nodal skew Cis defined as: C = average(Delta_k). A
smal ler C indicates better cross-nodal consistency.

3.1.5. Overall ProblemDefinition
G ven:
* nodality set M
* multinodal data streans {S n}
* het erogeneous path set P
* path dynamics {D.i(t), b_i(t), I_i(t)}

Find a scheduling function pi(.) such that:
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3.

4.

4.

* Lis mnimzed
* Cis mnimzed

* Reliability constraint holds: If r_ m= 1, the |oss probability of
s _ mk MIST be zero

* Deadline constraint holds: a mk - g mk <= delta_m

* Bandwi dth constraint holds for each path p_i: The total
transmtted size assigned to p_i at tinme t MJST NOT exceed b_i(t)

2. Design Principles

Based on the above probl em statement, the consistency-aware nultipath
transport (CAMP) design for LLM generated nultinodal data is guided
by the follow ng principles:

1. *Modality Differentiation:* Different nodalities (text, audio,
and vi deo) exhibit heterogeneous requirenents in reliability,
| atency sensitivity, and rate characteristics. The transport
| ayer MUST support differentiated handling across nodalities
rat her than enforcing a single honbgeneous policy.

2. *Consistency Awareness*: |n interactive multinodal systens,
cross-nodal arrival consistency is a first-order requirenent.
Schedul i ng deci si ons MJST consi der inter-nodal arrival skew in
addition to per-flow latency. Mnimzing |latency alone is
i nsufficient.

3. *Coordination Between Transport and Application Layers*: Cross-
nmodal consistency is an end-to-end property that depends on both
transport-layer scheduling and receiver-side application-|eve
al i gnnment nechani sns. Transport-layer nultipath scheduling
deci sions influence arrival ordering and skew, while the receiver
performs tinmestanp-based alignnent and buffering. These
mechani sms SHOULD be designed to cooperate, rather than operate
i ndependent | y.

Consi stency- Anare Mul tipath Transport (CAMP) Design
1. Overall Architecture

CAMP adopts an end-to-end architecture that integrates multinoda
generation, transport-layer consistency-aware scheduling, and

receiver-side alignment. The high-level architecture is illustrated
bel ow.
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LLM Application
| (Multinodal Generation Engine) |

| Server Side: Application Layer |

| - Text Qut put |
| - Audi o Cut put |
| - Video Cutput |

| Server Side: Transport Layer (CAMP) |

| - Three Logical Streans |
| * Text Stream |
| * Audi o Stream |
| * Video Stream |
| - Consistency-Aware Schedul er |
| - Miltipath Manager |

Het er ogeneous Pat hs
(pl, p2, ..., pNwth diverse settings)

| dient Side: Transport Layer (CAMP)|
I

St ream Reassenbl y |
| - Pat h Reordering |

| dient Side: Application Layer |

| - Tinmestanp-Based Alignnent |
| - Cross-Modal Synchronization |
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| (Ml tinmodal Rendering Engine) |
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The above architecture consists of two primary components: Server
Side and dient Side, with clear separation of responsibilities

bet ween the transport |ayer and the application |layer at both ends.
The end-to-end design ensures that the transport |ayer and
application layer work in coordination to neet the | ow |l atency and
consi stency requirenents of multinodal interactive systens.

4.1.1. Server Side

At the server side, the systemis responsible for generating
mul ti nmodal data, including text, audio, and video, which are produced
by the LLM based application. These nodalities are generated by the
LLM Application (Miltinodal Generation Engine), which processes user

i nputs and produces nultinodal outputs in real-tine.

Once the data is generated, the Application Layer handles the
preparati on of each nodality for transm ssion. This |ayer separates
the nodalities (text, audio, video) into different |ogical streans,
enabl ing nodality-specific handling. For exanple, while text and
audio may require reliable transm ssion, video mght be able to

tol erate sone packet |oss, and thus can be transmtted with a
different reliability strategy.

The Transport Layer (CAMP) then encapsul ates each nodality into its
own | ogical stream The transport |ayer is responsible for

consi stency-awar e schedul i ng, managi ng how data is sent over nultiple
paths. This | ayer uses a Consistency-Aware Schedul er to nmake
schedul i ng decisions that mninize inter-nodal arrival skew and
optinize the use of available bandwidth. It takes into account the
het erogeneity of the transport paths and the varyi ng needs of
different data types (nodalities).

4.1.2. Miltipath Transport Network

The network is conposed of nultiple heterogeneous paths (denoted as
pl, p2, ..., pN that offer diverse characteristics such as del ay,
bandwi dt h, and packet |oss. These paths are utilized by the CAWP
Transport Layer to maxim ze the avail able bandwi dth and optim ze

| at ency, while ensuring cross-nodal consistency.
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CAWMP uses nultipath transport to enable the aggregati on of bandw dth
and path redundancy, but the scheduling of data across these paths is
done in a way that mnimzes the inter-nodal arrival skew. The
transport |layer takes the different path characteristics into
account, ensuring that data fromdifferent nodalities arrives at the
receiver in a synchroni zed manner.

4.1.3. dient Side

On the client side, the data streans are received and reassenbl ed by
the Transport Layer (CAMP). This layer is responsible for reordering
data packets that may have arrived out of order due to the diverse
pat hs used for transm ssion. The Miltipath Manager ensures that the
transport |ayer maintains synchronization across all streans and
guarantees consistency in the arrival tines of the different
nmodal i ti es.

Once the data is reassenbl ed, the Application Layer at the client
side perforns timestanp-based alignnent and cross-nodal
synchroni zati on. The timestanp-based alignnent nechani sm ensures
that the data fromall nodalities (text, audio, video) is correctly
synchroni zed before being presented to the user. This

synchroni zation is essential for interactive nultinodal applications
like digital humans or virtual assistants, where inconsistencies in
the tinming of different nodalities would disrupt the user experience.

The Client then renders the synchroni zed multi nodal data, ensuring a
seanl ess experience for the user. The interaction between the
transport layer and application |ayer ensures that latency is

m nimzed, and consi stency between nodalities is naintained

t hroughout the system

4.2. Three-Stream Separati on Format

The Three-Stream Separation Fornmat is designed to handl e nul ti nodal
data (text, audio, and video) in a nmanner that ensures independent

managenment and optim zed transm ssion for each nodality. |In this
format, each nodality is encapsulated in its own |ogical stream
within the CAMP protocol. By separating these nodalities, we can

apply different transm ssion policies tailored to the unique needs of
each type of data, such as reliability, latency, and throughput.
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Each streamis identified by a unique streamidentifier (e.g., T for
text, A for audio, V for video), allowing for differentiation and

i ndependent handling. The encapsul ation of each nodality al so
includes inportant netadata that is used to ensure the correct
delivery and synchronization of the streans. This netadata can

i nclude generation timestanp, nodality-specific paraneters,
synchroni zati on i ndex, etc.

By using separate streans and attaching the appropriate nmetadata, we
enabl e nore efficient and precise transm ssion of each nodality. The
CAVP protocol leverages multipath transport to distribute these
streams across different network paths, optimzing the delivery of
each nodality based on its specific transm ssion needs.

4.3. Consistency-Aware Schedul er

The Consi stency-Aware Schedul er is responsible for optimzing the
transm ssion of multinodal data streans while ensuring that the
inter-nodal timng remains consistent. By leveraging nultipath
transport, the schedul er assigns each nmodality to the nost
appropriate network path based on its specific needs. It considers
factors such as bandw dth, latency, and reliability, ensuring that
each stream (text, audio, or video) is transmtted under the
conditions that best suit its characteristics.

The schedul er dynamically adjusts to changi ng network conditions,
such as congestion or fluctuating bandw dth, while also ensuring that
the timng between different streans remains consistent. |t operates
by coordi nating the scheduling of streans in a way that mninizes
timng skew between nodalities, thus inmproving the overal

synchroni zation. This coordination with the transport |ayer enables
a consistent delivery of nmultinodal data, ensuring that all streans
are delivered in sync for interactive LLM based systens.

4.4. dient-Side Aignnment Mechani sm

The Client-Side Alignment Mechanismis responsible for ensuring that
mul ti nodal data streams received by the client are synchronized
correctly before being rendered. Upon receiving the streans, the
client uses tinestanps and synchronization indices, which were
enbedded during the transm ssion process, to align the streams (text,
audi o, and video) based on their respective generation tinmes. This
ensures that the nodalities are presented in a synchroni zed manner,
with mnimal tenporal divergence

The al i gnnent process involves using the application |ayer to adjust

the playback of each nodality based on the synchroni zation i ndex and
timestanps. In the event of mnor discrepancies caused by network
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conditions or transm ssion delays, the client enploys techniques such
as buffering to mtigate these differences and ensure snooth

pl ayback. This mechanismrelies on continuous feedback fromthe
transport layer to adjust the synchronization strategy dynamically,
ensuring that the nultinodal data remmi ns consistent across al
nmodal i ties throughout the interaction

5. Security Considerations

The CAMP protocol design includes several elenents to ensure secure
transm ssion of nultinodal data across different network paths.
However, as with any transport protocol, security considerations nust
be addressed to prevent potential security threats.

1. *Data Integrity and Confidentiality*
G ven that CAMP uses nmultipath transport to transmt nultinodal
data across nultiple paths, ensuring data integrity and
confidentiality is critical. W recomend |everaging the
exi sting encryption nmechani snms of MPQUI C, which supports
encryption of data in transit using standard algorithns |ike
advanced encryption standard (AES). This ensures that data is
not conpronised during transm ssion, preventing eavesdroppi ng and
unaut hori zed access.

2. *Authentication and Authorization*
As with any network protocol, ensuring that both sender and
receiver are authenticated is vital. CAMP relies on MPQUIC s
built-in authentication nechani snms, which | everage public key
infrastructure (PKI) or certificate-based authentication to
prevent unauthorized parties fromparticipating in the
conmuni cati on sessi on.

3. *Replay and Man-in-the-M ddl e Attacks*
CAVP utilizes tine-stanped data and synchroni zation indices to
coordinate nultinodal streans. These tinestanps should be
protected fromtanpering to prevent replay attacks or man-in-the-
mddle (MTM attacks. To mitigate this risk, CAMP ensures that
al |l communi cati on channels are protected by end-to-end
encryption, and utilizes integrity protection schenes (e.g.,
HVAC) to verify the authenticity of the tinestanps and
synchroni zati on indi ces.
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4. *DoS and DDoS Attacks*
The CAMP protocol should al so consider protection against denial -
of -service (DoS) and distributed denial -of-service (DDoS)
attacks, where malicious users could flood the systemwth
excessi ve data, causing network congestion and del ayi ng or
di srupting data transmission. To mitigate such attacks, CAWP
shoul d inplenent rate limting and congestion control nechani sns
as defined in the MPQUI C specification.

5. *Trust and Privacy Consi derations*
Since CAMP is designed to handle nultinodal data streans, it is
important to consider the privacy of the data being transnitted.
Any sensitive data, such as personally identifiable information
(PI'l), should be encrypted and anonyni zed when possi bl e.
Addi tionally, careful access controls should be inplenented to
ensure that only authorized entities can access the data.

These are just sone of the key security considerations related to the
CAWVP protocol. Future versions of the protocol may introduce
additional security measures as new threats energe

| ANA Consi der ati ons

Thi s docunent does not define any new protocol nunbers, port nunbers,
or other | ANA-nanaged resources. However, future revisions of the
CAMVP protocol may define new types, identifiers, or registry entries,
in which case the rel evant considerations will be added.

If any new | ANA registries or assignnents are required in future
versi ons of this docunent, the authors will request the necessary
changes from | ANA
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