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Abst ract

Thi s docunent presents a nmethod of utilizing I Pv6 underlay tunnels to
transfer the PPPoOE session information in broadband networks. By
taki ng advantage of the programmability of SRv6 SIDs, it not only
enabl es trusted authentication and secure access for broadband users
but al so neets the needs of operators to provide differentiated
services to broadband users and flexi bly depl oy services.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 14 Novenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction
Conventi ons . e
2.1. Requirements Language
2.2. Term nol ogy .
Use Case . . . . . . .
PPPoOE over SRv6 Tunnel . . . . . .
Encapsul ati on for PPPoOE over SRv6 .
SID Format . . . . . . . . . . .
| ANA Consi der ations .
Security Considerations
. Acknow edgenent s
10. Normative References
11. Informative References
Aut hors’ Addr esses

N

CoNoO AW
©OOONNDUTDWWWWN

1. I nt roduction

PPPoE, see [RFC2516] as a traditional protocol for broadband user

aut hentication and access, was widely used in the DSL era. Wth the
devel opment of the Internet and the digital transformation of
industries, operators are required to offer refined, differentiated,
and determ nistic broadband services to users. These services demand
that the broadband network can all ocate necessary network resources
based on service requirenents, and support refined operation
capabilities such as service-based billing. This may involve
functional requirements |ike network slicing and dynanmi ¢ QS, which
are difficult to support with traditional PPPoE

Thi s docunent proposes a nethod of transmtting PPPOE session

i nformati on through | Pv6 underlay tunnel technol ogy. By |everaging
t he PPPOE sessi on managenent capabilities and the programmbility of
SRv6 [ RFC8986], it not only provides broadband users with trusted
aut henti cation and secure access but also neets the operators’ needs
for ensuring differentiated services and flexibly depl oying specific
services
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2. Conventions
2.1. Requirements Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

2.2. Term nol ogy

Refer to [ RFC2516], [RFC8986] for the key terms used in this
docunent .

3. Use Case

e +
| Controller |
S + L
/ \ / \
/ \ / \
S R + S + He-eeeaa- + He-eeeaa- + / Core \
| User +----+ PPPOE +--+ Access +--+ PPPOE +---+ Network |
| System | | dient | | Gateway| | Server | \ _
B S, + B + - ------- + - ------- + \ /

| |
| Low Latency: |Pv6 SA=SI DA, DA=SI D1 |
| High Bandwi dth: |1Pv6 SA=SI DB, DA=SI D2|
| Best Effort: |1Pv6 SA=SI DC, DA=SI D3 |
| Low Latency: |Pv6 SA=SI D1, DA=SIDA |
| High Bandw dth: |1 Pv6 SA=S| D2, DA=SI DB|
| Best Effort: |IPv6 SA=SID3, DA=SIDC |
I

Fi gure 1: PPPoE over SRv6 in SD-WAN Networ k

The PPPoE client initiates dial-up connections to the PPPoE server
using different 1 Pv6 Source Addresses(SA) and Destination

Addr esses(DA) based on specific service requirenents (e.g., |low

| at ency, high bandwi dth, isolated VPN, etc.). These |Pv6 SA and DA
are 128-bit Segnment ldentifier(SID) addresses with programuabilty.
Each SID represents distinct processing behaviors, such as directing
traffic to a | ow1atency channel, high-bandw dth channel, or

dedi cated VPN channel. As shown in the figure, the nmanagenent and
control systemconfigures and distributes IPv6 SA and DA to both the
PPPoE client and server. For exanple:
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The SID A assigned to the PPPoE client and SID 1 assigned to the
PPPoE server indicate traffic routing through a | owl atency channel,

Wiile SID B at the PPPoE client and SID 2 at the PPPoOE server
indicate traffic routing through a hi gh-bandw dth channel

Here, the nmanagenent and control system for exanple, an SDN
controller or orchestration systens can nanage devices and distribute
paraneters to the PPPoE client and server via protocols such as
NETCONF or BBF TR-069

4. PPPoE over SRv6 Tunne

After the PPPoOE client and the PPPoE server obtain the SRv6 tunne
address, they construct a tunnel to achi eve conmmunication fromthe
PPPoOE client to the server. After a successful dial-up, the PPPoE
client obtains the service address used for PPPoE comuni cation
through the allocation by the PPPOE server and enters the data
transm ssion stage. Anmong them the session nanagenent process of
PPPoE over SRv6, including PPPoE negotiation, PPP negotiation and

ot her processes, shall conmply with the PPPoE comuni cation specified
in [RFC2516] and [ RFC5072]. It’'s noted that this specification does
not change the PPP and PPPoE negoti ati on processes, and only realizes
the carrying of PPPoE session information through the | Pv6 header.
The acquisition of Prefix Delegation (PD) addresses by both the PPPoE
client and the PPPoOE server can be statically configured or
dynani cal | y obtai ned, such as through the DHCPv6 mnet hod.

Static configuration: The suffix part of the IPv6 address is
statically configured, and the 128-bit address generated by the PD
prefix address plus the suffix address is used as the outer-I|ayer

| Pv6 tunnel address.

Dynam c configuration: The PPPoE client establishes a connection with
t he managenent and control system After passing the authentication,
t he managenment and control systemissues the suffix information to
the PPPoE client. The PPPoE client uses the 128-bit address
generated by the PD prefix address plus the suffix address as the
outer-layer |1Pv6 tunnel address.

The client assenbles the conplete outer-layer |IPv6 address, which is
used for the outer-layer encapsul ation of establishing the SRv6
tunnel . The source address is the PPPoE client address, which has
mappi ng of MAC address of PPPoE client to SRv6 SID, and the
destination address is the PPPoOE server address.
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After receiving the dial-up request

the PPPOE server can nmap the servi
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initiated by the PPPoE client,
ce addresses of the client with the

server to the public network or the enterprise intranet through NAT

or routing policies.

5.  Encapsul ation for PPPoE over SRv6
o e e e e e e e e e e e e e e e e e e e e m ==
| Payl oad
o e e e e e e e e e e e e e e e e e e ==
| Service IP
e
| PPP Protocol Type
o e e e e e e e e e e e e e e e e e e e e m ==
| PPPOE Sessi on
o e e e e e e e e e e e e e e e e e e ==
| Et her Type = 0x8864
e
| | Pv6 header, nh=143
o e e e e e e e e e e e e e e e e e e e e m ==
| Et her Type=0x86dd
o e e e e e e e e e e e e e e e e e e ==
| Phsi cal Layer
e
| Physi cal
o e e e e e e e e e e e e e e e e e e e e m ==

Fi gure 2: Encapsul ati

Thi s docunent
| Pv6 tunnel

PPPoE information is carried in Et
in this docunent.
143.
the outer-layer |Pv6 header,

is configured, the VLAN will term

VLAN al | ocati on on demand is al so supported for the inner-|ayer
the VLAN will
The source address and destination address of the |Pv6

IPv4. |If the VLAN is configured,
PPPOE server.
packet are encapsul ated as SRv6 S
the section 5.

Huang & Song

i ntroduces a nethod for
The | Pv6 header format

So the next header for the | Pv6 packet
The PPPoE packet format foll ows [ RFC2516].
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|
| <- I'nner |Pv4/v6 Header
I
I
I

CQuter | Pv6 Header

on for PPPoE over SRv6

PPPoE i nformation carried in
is defined in [RFC3200]. The
hernet format which is not changed
is set as
Specifically, in

VLAN configuration on denmand is
supported, which is used for the service identification

If the VLAN
nate at the next SRv6 node. The

| Pv6/
term nate at the

D format, which is introduced in
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6

S| D For mat

The SRv6 SID is consisted of LOC: FUNCT: ARG where a locator (LOC) is
encoded in the L nost significant bits of the SID, followed by F bits
of function (FUNCT) and A bits of argunents (ARG. The SID format is
defined in [ RFC8986] .

The PPPoE client and PPPoE server deploy SRv6 tunnel across the

br oadband networks. The PPPoE client and server are required to
enable for SRv6 and advertise SRv6 SIDs. The SRv6 SIDis in the
Destination Address field of an | Pv6 header of a packet in this

docunent. Specifically:

The locator is the Prefix Del egation assigned by the | Pv6 access
gat eway.

The function defines the processing behavi or executed at an SRv6
Segnent Endpoi nt node.

The argunments are optional parameters, used for the identifier of
service type, such as VLAN ID used in this docunent.

Thi s docunent introduces new SRv6 Function types to support PPPoOE
operations, which require an extension based on [ RFC8986] .
Specifically, the PPPoE server should support the follow ng

Functi ons:

End. DXPPPoE SI D (Decapsul ation and | Pv4 Cross - connect):

The behaviors associated with this SID is endpoint behavior with
decapsul ati on and | Pv4 cross-connect. The processing actions involve
stripping the I Pv6 tunnel header, the PPPoE header, and the PPP
header, and then forwardi ng the decapsul ated |1 Pv4/1Pv6 packet to a
specific next-hop through the Layer 3 interface associated with this
SI D.

End. DX3PPPoE SI D (Decapsul ati on and PPPoE L3VPN tabl e | ookup):

The behaviors associated with this SID is endpoint behavior with
decapsul ati on and PPPoE L3VPN tabl e | ookup. The processing actions

i nvol ve renoving the 1 Pv6 tunnel header, the PPPoE header, and the
PPP header, and then performing a VPN | ookup and forwardi ng based on
the inner-layer PPPoOE session information in the packet. This SIDis
mai nly used in L3VPN scenari os.

End. DT46PPPoE SI D (Decapsul ati on and Specific | P Tabl e Lookup):
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The behavi ors associated with this SID is endpoint behavior wth
decapsul ati on and specific |IP table | ookup. The processing actions
invol ve stripping the IPv6 tunnel header, the PPPoE header, and the
PPP header, and then forwardi ng the decapsul ated | Pv4/ | Pv6 packet
according to the routing table.

The PPPoE client SHOULD support the followi ng Function
End. DT46PPPoE SI D ( Decapsul ati on and Specific | P Tabl e Lookup):

It supports the forwarding action of decapsul ating the packet. The
decapsul ation actions involve renoving the | Pv6 tunnel header, the
PPPoE header, and the PPP header, and then forwarding the

decapsul ated | Pv4/1 Pv6 packet according to the routing table.

During the address encapsul ati on process, the PPPoE client will
encapsul ate the SID field with the correspondi ng function identifier
as the destination | Pv6 address based on application requirenents.
Once the PPPoE server receives this packet, it will conduct packet
decapsul ation. Then, it will parse the packet and perform forwarding
operations in accordance with the defined decapsul ati on acti ons.

When encapsul ati ng packets, the PPPoE server will use the

End. DPPPOET46 SID field as the destination | Pv6 address. Upon
recei pt of the packet, the PPPoE client will decapsulate it and carry
out correspondi ng forwardi ng and ot her operations.

7. | ANA Consi der ations

I ANA is requested to allocate values for the new SRv6 SID introduced
in this docunent.

8. Security Considerations

The header information of SRv6, such as the Segnent List and SID
fields in the SRH, is transnmtted in plain text, which my be

eavesdropped on or tanpered with. |If the PPPoE payl oad content is
not encrypted, user authentication information such as CHAP passwords
and PPPoE Session IDs may be intercepted. It is necessary to

aut henti cate SRv6 tunnel nodes and strongly bind themw th PPPoE
aut hentication to prevent unauthenticated SRv6 tunnel nodes from
handl i ng PPPoE traffic, which could |ead to unauthorized access or
man - in - the - niddl e attacks.

In terms of data protection, it is recomrended to enable IPsec to
encrypt SRv6 traffic and protect the SRH and payl oad content.
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The security considerations of SRv6 [I-D.ietf-spring-srv6-security]
and the security considerations of PPPoE introduced in [ RFC2516]
apply to this docunent.

9. Acknow edgenents

The authors would |i ke to acknow edge Zhenlin Tan for his hel pful
conmment s.

10. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8200] Deering, S. and R Hinden, "Internet Protocol, Version 6
(1 Pv6) Specification", STD 86, RFC 8200,
DO 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

[ RFC8986] Filsfils, C, Ed., Camarillo, P., Ed., Leddy, J., Voyer,
D., Matsushima, S., and Z. Li, "Segment Routing over |Pv6
(SRv6) Network Programm ng", RFC 8986,
DA 10.17487/ RFC8986, February 2021,
<https://ww. rfc-editor.org/info/rfc8986>.

11. I nformati ve References

[I-D.ietf-spring-srv6-security]
Buraglio, N., Mzrahi, T., tongtianl24, Contreras, L. M,
and F. Gont, "Segnent Routing |Pv6 Security
Consi derations", Wirk in Progress, Internet-Draft, draft-
ietf-spring-srv6-security-03, 5 May 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-spring-
srv6-security-03>.

[ RFC2516] Manmkos, L., Lidl, K, Evarts, J., Carrel, D., Sinobne, D.,
and R Weeler, "A Method for Transnmitting PPP Over
Et hernet (PPPoE)", RFC 2516, DO 10. 17487/ RFC2516,
February 1999, <https://ww. rfc-editor.org/info/rfc2516>.

Huang & Song Expi res 14 Novenber 2025 [ Page 8]



I nternet-Draft SRv6 for PPPoE May 2025

[ RFC5072] Varada, S., Ed., Haskins, D., and E. Allen, "IP Version 6
over PPP', RFC 5072, DO 10.17487/ RFC5072, Septenber 2007,
<https://www.rfc-editor.org/info/rfc5072>.

Aut hors’ Addr esses

Cancan Huang

Chi na Tel ecom

Chi na

Emai | : huangcanc@hi nat el ecom cn

Xueyan Song

ZTE Cor p.

Chi na

Enmai | : song. xueyan2@te.comcn

Huang & Song Expi res 14 Novenber 2025 [ Page 9]



