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Abst ract

Thi s docunent describes use cases of the credential specific to the
telecomnetwork. It ainms to propose benefits and scenari os regarding
to introducing the credential to the tel ecom network, which can

provi de nore scenarios and directions to Secure Patterns for I|nternet
CrEdentials (SPICE) specifications.

Requi renment s Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 4 Septenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Song, et al. Expi res 4 Septenber 2025 [ Page 1]



Internet-Draft Abbreviated-Titl e March 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The future telecomnetwork will be user-centric, with rich
application scenarios, and nore consideration of user requirenents.
For exanple, users may need to apply and present proof of attributes
to get services fromoperators or other organizations, thus tel ecom
network needs to support issuance, storage and verification of proof
of attributes. Verifiable credentials have flexible tenplates of
clains, and are able to inplenent verification on demand, which can
bring many benefits to the future network. This docurment wll
describe the use cases of credential in two aspects: for users of the
tel ecom network, the credentials can introduce the concept of
attribute to the network, and enabl e derivation of tenporal
subscriptions; for network entities, such as network functions (NFs)
or base stations, credentials can not only facilitate cross-domain
aut henti cation, but also be used to precisely describe the
functionalities of these network entities.
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2. Use Cases
Thi s docunent nakes no request of | ANA
2.1. Telecom User Credentials
2.1.1. Notional Architecture of Using Credentials for Tel ecom User

Traditionally after signing a contract with a tel ecom operator, the
user will obtain a subscription identity and the correspondi ng
symmetric key issued by the operator for the user and store this

i nformati on inside the device (e.g. cell phone, SIMeSIM, and the
subscription information will be stored inside the operator’s
network. Then the user can access the operator’s network and request
services (e.g., making and receiving calls). The operator’s network
consi sts of access network (including base stations) and core network
(including various Network Functions (NFs) that provide services such
as access, authentication, and exposure). Wen the user’'s cell phone
accesses the operator’s network, the operator can retrieve the
subscription information fromcore network and verify the user’s
identity based on it. The operator can also establish a connection
with Over-The-Top (OIT) providers.

User Oper at or
g + g + e +
| Devi ce | | Access | | Core Network |
| | | Network | ] 4eoo--x |
| | | e s ]| WL |
[ R + |------- | | Base | [---] +----- + |
| | credential | | | | Station | | | +----- + |
| +---mmeea - + | | +-------- + | | | NF2 | ]
I I I [ +----- + I
o e + S + o e e - +

Hol der | ssuer/ Verifeir

Figure 1: Notional architecture of using credentials for tel ecom user

In this use case, the user is the holder of the Verifiable
Credentials (VCs), while the operator or OIT providers can act as
both the issuer and the verifier of the credentials. These
credentials can be stored within the SIMeSIM taking advantage of
its secure storage capabilities. Additionally, they may al so be
stored on the user’s cell phone.
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2.1.2. Introduce Attributes into Tel ecom Network

At present, when a user subscribes to a tel ecomoperator, a
subscription identifier is issued. This identifier is bound to the
user’'s subscription information stored in the operator’s core
networ k, enabling the operator to identify the user. However, the
current subscription information in the tel ecomnetwork | acks the
ability to describe the user’s real-world natural attributes (e.qg.

j ob, age, degree).

Looki ng ahead, there will be scenarios in which it is necessary to
introduce attributes into the telecomnetwork. For exanple, delivery
wor kers can apply for verification of their job - related attributes
and present the proof to the tel ecomoperator. After successfu
verification, the operator can tag their calls. Consequently,
custoners can easily identify that the calls are fromlegitimte
delivery workers rather than inpostors.

In such cases, it is beneficial to introduce VCs. Qperators or OIT
provi ders have the capability to issue VCs to users, which serve as
reliable proofs of users’ attributes. VCs issued by OIT providers
can be verified by operators, and conversely, those issued by
operators can be verified by OIT providers. This innovative approach
sinplifies users’ daily lives significantly. Mreover, it has the
potential to transformthe operator’s reputation into tangible
comrer ci al val ue, enabling a w der range of business scenarios and
bringi ng numerous benefits to the network.

2.1.3. Enable the User to Derive Tenporal Subscription

In the future, there will likely be scenarios where users need to
obtain tenporary subscription information which should grant access
to the same or a reduced set of services conpared with the origina
user’'s subscription. Consider the follow ng cases: when a user’s
child participates in a one-week sunmer canp abroad or a friend is
visiting for a short period but has difficulty nmaking prior
arrangenments, the user might wish to utilize their own subscription
to assist these individuals in obtaining a short-term subscription
fromthe operator.

Presently, the subscription information within the telecomnetwork is
static, and updating it is a cunbersonme process. To neet the

requi renents of such tenporary usage scenarios, users nmay need to
request multiple SIMeSIMs. Currently, the network allows users to
either pre-sign a tariff contract with multiple lines or order
multiple SIMeSIMtariff plans with different identities and keys.
However, these nethods are not only cost-inefficient but also offer
limted custonization in terms of services. As the nunber of
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services for multiple devices continues to expand, it becones
i ncreasingly conplex for users to manage different identities and
keys.

The introduction of VCs into the tel ecomnetwork can revol utioni ze
the custom zation of users’ subscription information and streamniine
identity and key managenent. Users can apply for tenporary sub-VCs
based on the VCs issued by the operator and distribute themto
relatives, friends, or connected devices such as el ectronic watches,
nmonitors, robots. Sub-VCs enable access to the telecomnetwork with
the equal or fewer perm ssions conpared to the primary user. This
approach endows users with enhanced flexibility and sinplicity in
managi ng their identities and keys, effectively resolving the issues
associated with current subscripti on managenent nethods.

2.2. Telecom Network El enent Credentials

2.2.1. Notional Architecture of Using Credentials for Tel ecom Network

El enent
User Oper at or

E + o e e e o - + o e e e o - +
| | | Access | | Cor e Net wor k |
I I I Net wor k I I I
| | | e o B R + |
I I | | Base | | | | NF | |
| Device |------- | | Station | |---] | +----------- + |

| | | | +------------ + ] | | | | credential | | |
| | | | | credential | | | | | +------------ + |

| | | | O R B R + |
| | | e L1 |
B + o e e e e e i e o + o e e e e e i e o +
Verifier Hol der/ Verifier | ssuer/ Hol der/ Verifeir

Figure 2: Notional architecture of using credentials for telecomnetwork el enent

In this use case, network entities such as base stations and NFs
assune the role of credential holders. The operator typically
functions as the issuer of these credentials. The verifiers can be
either other network entities or user devices (e.g. cell phone, SIM
eSI M.
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2.2.2. Achieve Cross-Donmmi n Aut henti cation

Currently within the tel ecom network, upon depl oynent, network

el ements such as NFs and base stations acquire certificates fromthe
operator’s Certificate Authority (CA). These certificates are
typically based on the X 509 described i nRFC 5280 [ RFC5280] f or mat
and contain the public keys of the NFs and base stations. Their
verification is restricted to entities that have pre-installed the
CA' s public key. Moreover, the issuance, update, and revocation of
these certificates are solely controlled by the CA

As the telecomindustry continues to evolve, the network ecosystemis
expected to involve nultiple stakeholders. Wth the grow ng
cooperation and interaction anong multiple operators, and the
energing trend of inviting other organizations, such as nmanufacturers
and OIT providers, to participate in network construction, the
telecomnetwork will support nulti-party trust. Additionally, the
conti nuous energence of new application scenarios, such as snart

city, and real-tine augnented reality services across different
regions, has led to need for dynam c network. 1In this scenario,
network entities will likely face the urgent need for seanl ess

aut hentication by entities in other network domains, and self-

ori ented nanagenent of identities and keys.

The traditional certificate-based authentication nodel, which relies
solely on the operator’s CA, may not be sufficient to nmeet the
requirenents of this nmore conplex and col | aborative environnent. The
introduction of VCs offers a solution. These credentials can be

i ssued by various trusted entities, including different operators and
OIT providers, thus establishing trust across different network
domains. Additionally, network entities can actively apply for VCs
or trigger the update and revocation of VCs. This not only enables
on-demand key rotation based on security requirenents or changing
network conditions but also aligns with the requirenents of dynamc
net work construction

2.2.3. Provide Endorsenment for Device |Information

The functionality of network entities is represented and stored in
the tel ecomnetwork in the formof static profiles. These profiles
are established solely during the registration process and undergo
m nimal nodification thereafter. For instance, an NF profile
typically includes details such as the NF Type, Instance |D,
supported Public Land Mbile Network (PLMN), capability informtion,
and priority information.
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In the future, as the tel ecomnetwork involving multiple operators
and OIT providers in network construction, a network with nulti-party
trust will emerge. |In such an environment, network entities may

regi ster across different network domains. For exanple, NFs may need
to join the networks of other operators, and thus they need to
provide their NF profiles and register with those receiving
operators. Challenge occurs that the receiving operator requires a
reliable method to deternmine the authenticity and trustworthi ness of
the provided NF profile.

By using VCs to describe network entity information, the hone
operator or OIT of the network entity can provide an endorsenent.
Then, the receiving operators or OITs in another network domain can
verify the VC, ensuring that the network entity information described
within it is accurate and legitimate. This not only ensures the
security and trustworthiness of cross-domain interactions but also
equi ps the network with the flexibility necessary to neet the dynamc
requirenents of the evolving tel ecomnetwork ecosystem

3. Further work on tel ecomcredentials

The further work regarding the introduction of verifiable credentials
may enconpass the foll owi ng aspects:

* Credential Generation and Storage Support: Network entities and
mobi | e phones need to be enabled to support the generation and
storage of verifiable credentials. This requires the
i npl ement ati on of appropriate software and hardware nmechani sns
within these devices to create, securely store, and manage the
credenti al s.

* Authentication and Authorization Based on Credentials: Network
entities and nobil e phones should be able to achieve
aut henti cation and authorization processes using verifiable
credentials. For exanple, during the connection of a nobile phone
to a network entity, the phone can present its verifiable
credential, and the network entity can authenticate the phone
based on the credential’s informati on and grant appropriate
aut hori zation for services.
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4.

5.

Privacy Protection through Sel ective Disclosure: The use of
verifiable credentials should enable privacy protection through
sel ective disclosure. Network entities and nobil e phones shoul d
have the ability to disclose only the necessary information from
the credentials as required by the specific context. For
instance, in a certain service request, a nobile phone may only
need to disclose its identity-related information fromthe
credential, without revealing other sensitive details such as
personal preferences or |ocation history.

Security Considerations
There is no security and privacy issues in this docunent.
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