Secure Asset Transfer Protocol H. Song

I nternet-Draft Seoul National Univ.
I ntended status: Informational Y.-G Hong
Expires: 8 January 2026 Daej eon Uni v.
T. Hardj ono

MT

July 2025

Secure Asset Transfer Protocol (SATP) Inplenentation Quide
draft - song- sat p-i npl enent ati on- gui de- 01

Abst ract

This menmo provi des guidelines to devel opers of gateway systens,
digital asset networks and client applications for the Secure Asset
Transfer Protocol (SATP). Miltiple gateways can represent the sane
digital asset network follow ng the SATP standards, which necessitate
basic inplenmentation guidelines as outlined in this docunent. It

al so serves as an introduction to the SATP processi ng workfl ow for
those new to the SATP st andards.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://anawhj. gi t hub.i o/ draft-song-satp-inpl enentation-gui de/draft-
song-sat p-i npl ementation-guide. htm. Status information for this
docunent nmay be found at https://datatracker.ietf.org/doc/draft-song-
sat p-i npl ement ati on- gui de/ .

Di scussion of this docunent takes place on the Secure Asset Transfer
Protocol mailing list (mailto:sat@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/sat/. Subscribe at
https://wwv. ietf.org/ mailman/listinfo/sat/.

Source for this draft and an issue tracker can be found at
https://github. com anawhj /draft-song-sat p-i npl enent ati on- gui de.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 2 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Thi s docunent proposes inplenmentation guidance fromthe perspective
of devel opers of peer gateways and digital asset networks.
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The Secure Asset Transfer Protocol (SATP) facilitates conmunication
bet ween peer gateways and other entities such as digital asset
networks and client applications. A digital asset network can be
connected to multiple peer gateways to enabl e asset transfers while
ensuring interoperability. To ensure consistency across nultiple
peer gateways, appropriate guidelines are necessary.

Peer gateways must inplenment a secure asset transfer mechani smthat
meets essential requirenents related to atomcity, consistency,
isolation, and durability (ACID). Security and privacy are al so
critical requirenments. Therefore, this docunment involves severa
consi derati ons beyond the SATP interface.

The existing SATP core docunents ([ SATcore], [SATarch]) provi des nost
of the key inplenmentation guidelines, but this docunment offers a nore
el aborated description of each phase within peer gateways and digita
asset networKks.

Ori gi nat or Beneficiary
(Origi n networ k) (Desti nati on networ k)
| |
o e e e e e e oo oo oo + o e e e e e e oo oo oo +
| Cient | | Cient |
| Appl i cation | | Appl i cation |
I (Appl) I I (App2) I
o e e e e e a oo + o e e e e e a oo +
| | | |
\Y \Y \Y \Y
e + e + e + e +
I I I I I I I I
I | | I
| Digital | | | | | | Digital
| Asset | | Gateway | | Gateway | | Asset |
| Network | <-->| GAL | <------ > | ey | | Network
I N I I I I I e |
I I I I I I I I
I I I I I I I I
B + B + B + B +
Figure 1. Scope of the SATP i npl ementation
Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3. Security Considerations
TBA
4. | ANA Consi derati ons
There are no | ANA considerations related to this docunent.
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