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Abst ract

Thi s docunent presents a nethod of Path Conputation El ement (PCE) for
Source Address Validation (SAV) in networks. It extends Path

Conput ati on El enent Communi cation Protocol (PCEP) to support SAV
policy distribution and synchroni zati on between PCEP speakers for
threat nmitigation for source address spoofing.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Source Address Validation (SAV) is a critical security mechani sm
designed to mtigate I Pv4 and |1 Pv6 source address spoofing attacks by
validating the legitinmcy of source prefixes against their ingress
interfaces. Traditional nethods |ike ACL-based ingress filtering,
strict uRPF and | oose uRPF nechani sns [ RFC3704] have sone issues as
described in [I-D.ietf-savnet-intra-domain-probl emstatenent] and
[1-D.ietf-savnet-inter-domain-problemstatenent]. The new inter-
domai n SAV nechanismis required not to generate false positive or
fal se negative policies |eading to inproper block or permt of
traffic.

Song, et al. Expi res 8 August 2026 [ Page 2]



I nternet-Draft PCEP for SAV February 2026

2

2

2

3.
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The PCE architecture, defined in [ RFC4655], provides a centralized
control framework for path conmputation in networks. This docunent
presents a PCE-based SAVNET sol ution to enable dynam c policy
enforcement within the networks. By extending the PCEP protocol, the
PCE can efficiently manage SAV policies, validate the legitinacy of
source address prefixes, and enforce traffic filtering actions to
mtigate the threats posed by source address spoofing.

Conventi ons
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Thi s docunent uses the following ternms defined in [ RFC5440]: PCC
PCE, PCEP Peer, and PCEP speaker.

Thi s docunent uses the following terns defined in [ RFC8051]: statefu
PCE.

Thi s docunent uses the following ternms defined in
[I-D.ietf-savnet-intra-domai n-architecture]: SAV, SAV rule, SAV
I nformati on Base.

PCE- based Sol ution for SAVNET
1. PCE Integration to SANET Architecture

A PCC may use PCEP protocol to send a SAV request for one or nore
incomng interfaces to a PCEE The PCE may reply with a set of
conputed SAV policies to the PCC. For exanple, in an enterprise AS,
PCE receives SAV request froma PCC (e.g., edge routers or border
routers). The PCE conmputes that source prefix (for exanple,

2001: db8:1::/48) is only valid on interfaces connected to the data
center Subnet. Any traffic with this prefix arriving at an AS border
router is dropped unless it originates fromthe designated

i nterfaces.

The PCE-based SAVNET sol ution supports both single-PCE and nul ti-PCE
coorperative environments. It is applicable to single-domain and
mul ti-domai n AS networks, wich nmay | everage PCE for cross-donmain
policy coordination. For exanple, if the attacker switches the entry
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fromEthl/0 of RL in AS60001 to Eth5/0 of R5 in AS60004, the PCE as
network controller needs to synchronize and enforce the SAV policies
across domains. The centralized control capability of PCE can
enhance the dynami cs of SAV strategies and the efficiency of cross-
domai n coordi nati on.

3.2. PCE as SAV Policy Controller

The PCE provides a centralized control framework for SAV policy
conputation, the visibility of global SAV policy and gl obal filtering
policy optimzation and across-donai ns coordi nation. PCE as SAV
policy controller manages and delivers SAV information to the
under |l ay network, which acquires SAV policies elimnmnating the needs
for mutual comruni cation between network nodes. The follow ng figure
shows an exanpl e of process for PCE using PCEP to install SAV
policies on PCC (i.e., AS boarder routers) in inter-donmai n networks.

e +
I PCE I

————————————— +(SAV Controller)+-----------
| AR, S SRR + | <-- PCEP
+----- L -------- + - - L ------- + e L ------ +

pPCC | | pPCC | | PCC
| (ASx Net Nodes) | | (ASy Net Nodes) | | (ASz Net Nodes) |
o e e - + o e e - + o e e - +

Figure 1. An exanple of PCE for SAV

PCE as SAV controller collects SAV information for SAV policy
generation of mapping valid interfaces with prefix (e.g.,

2001: db8::/32) to have the capability of global SAV policy visibility
for single or nmultiple domai ns policy enforcenent and coordi nati on

PCE sends PCEP protocol nessages (see [ RFC8231]) to instal SAV
policies, dynam c SAV policy updates.

PCC depl oys SAV policies which stores in SAV Informati on Dat abase for
mappi ng of source address prefix with valid ingress interfaces for
ingress traffic filtering.

3.3. Requirenents

VWhen t he PCE speakers supporting SAV, the PCEP is required to support
the following functionalities.
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The PCEP MUST support SAV information collection for intra-domain and
cross-domai n net wor ks.

The PCEP MUST support SAV capability advertisenent in single and
mul ti - domai ns.

The PCEP MUST support dynami c updates of SAV policies for network
changes (e.g., link failures, prefix additions).

The PCEP MUST support backward conpatibility with existing SAVNET
mechani sns (e.g., BAR-SAV)

The PCEP sessions for SAV MUST be secured agai nst tanpering and
unaut hori zed access.

4. PCEP Extenstions
4.1. SAV Capability Advertisenent

The open nessage is used to establish a PCEP session between PCEP
speakers. To support SAV functionality, a new flag SAV-CAPABILITY is
i ntroduced for SAV capability advertisenment in this docunent.

The SAV- CAPABILITY TLV is optional TLV and its format frefers to
figure 9 in [RFC8231]. A new value for Flags field is TBD for the
SAV capability advertisenent.

4.2. SAV-PCLI CY Onj ect

A new optional SAV object (class=TBD) for SAV information and its

rel ated object body formatted as TLV introduced in this docunment. A
SAV- POLI CY object is used to carry information of SAV policy within a
PCEP updat e nessage for SAV policy delivery and updates.

+opR
+oN

123456789 12
s S s e B

hj ect - cl ass
T i e R R ik ol o I S i S e S S S i

123456789
B i T S S S S S
|

0
0
+
|
+
| .
/1 oj ect Body /
I
+

T T e S S T S S T st S S R S S T ol ST S YN S S
Figure 2: SAV-POLI CY Obj ect Format

SAV- POLI CY obj ect class value is TBD.
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The TLV format for SAV-POLI CY object consists of |Pv4/1Pv6 prefix and
incomng-interface list (legitimate or illegitimate interfaces). The
TLV format is showed as the following figure

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| L] Type | Fl ag | Length |
B T S i T s i i e e SEI S
| Prefix Length | I P Source Prefix (variable) |
I S i o T s S S S e s s T
| I nterfacelLengt h| Interface List (variable) |

B i aT T e e o S o S S S I T et sl o ST S S S S S S
Fi gure 3: SAV-CAPABI LI TY TLV For mat
The type (8 bits) of the TLV is TBD.

The length field is 16 bits long, indicates the total |ength of the
TLV in octects.

The val ue contains the follow ng fields:

L: 1 bit long, identifies IP source prefix types, including | Pv4d and
| Pv6 types.

Flag: 8 bits long, identifies the validation nodes used in network
nodes. The validation nodes include 4 nodes: interface-based prefix
allowist, interface-based prefix blocklist, prefix-based interface
allowist, prefix-based interface blocklist. By selecting nodes in
different scenarios, the network can be secured to nmitigate spoofing
attacks, as introduced in [I-D.ietf-savnet-general -sav-capabilities].

Interface List: contains a list of interfaces. |If it is a whitelist,
it represents a list of interfaces allowed to access; if it is a
blacklist, it represents a list of interfaces not allowed to access.
The interface list can be expressed in the formof interface ID
interface name, or index.

| P source prefix: contains the source address prefix information.
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4.3. Mechani sm for Updates

The PCE needs to send PCUpd nmessage for triggering nechani smwhen PCE
makes actively update to the SAV policies, the possible trigger
conditions may invol ve: topol ogy changes (e.g., interface status

nmodi fi ed), policy updates (e.g., the new added | P source prefix
affiliated interfaces), and attack response fromexternal threats.

5. | ANA Consi der ations

I ANA is requested to allocate a new flag val ue for SAV-CAPABI LI TY and
a new cl ass val ue for SAV object.

6. Security Considerations

PCE security introduced in PCE Architecture [ RFC5394], PCEP [ RFC5440]
and stateful PCE [ RFC8231] also applies for this draft. PCEP
sessions for SAV policy distribution MIST use TLS 1.3 [RFC8346] to
prevent tanpering. SAVNET security considerations covered in
[I-D.ietf-savnet-intra-domai n-architecture] and
[I-D.ietf-savnet-inter-domain-architecture] are also applicable to

t he PCE-based SAVNET solution defined in this document.
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