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Abst r act

Thi s docunent defines a set of IP Flow Informati on Export (1PFIX)
Information El enents for nonitoring the Low Latency, Low Loss, and
Scal abl e t hroughput (L4S) service. Specially, these el enents enable
network operators to monitor the Explicit Congestion Notification
(ECN) information of L4S depl oynent and performance of traffic.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

The Low Latency, Low Loss, and Scal abl e throughput (L4S) service,
defined in [ RFC9331], introduces a new network service that enables

| ow | atency and high throughput for traffic using Scal abl e congestion
controls. To deploy and operate L4S effectively, network operators
need visibility into L4S traffic patterns, performance netrics, and
interoperability with existing traffic.

I P Flow I nformati on Export (IPFIX) [RFC7011] provides a standard
protocol for exporting flow information fromnetwork devices. This
docunment defines a set of IPFIX Information El enments specifically
designed for nonitoring L4S ECN traffic.
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3.

These Information El ements are particularly useful during the
experinental phase of L4S depl oynent as specified in [ RFC9331],
all owi ng operators to gather data to exam ne performance and identify
nodes where renedi ati on may be necessary to provide the best

per f or mance.

Ter mi nol ogy
1. Ternms Used in This Docunent

Thi s docunent nakes use of the terns defined in [ RFC9331], [ RFC9330]
and [ RFC7011].

IPFIX: IP Flow Information Export
I PFI X I nformation El ements
Observati on Poi nt
L4S: Low Latency, Low Loss, and Scal abl e throughput (L4S) service
ECN. Explicit Congestion Notification
ECT: ECN- capabl e Transport
Not - ECT: Not ECN-capabl e transport
CE: Congestion Experienced
2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
Overvi ew of ECN For mat
1. 1Pv4 ECN Field
For | Pv4 packets, the ECN field is located in the Type of Service
(TOS) byte of the I P header, specifically in bits 6 to 7. The
definition for the I Pv4 TOS octet (see [RFC791]) has been superseded
by the six-bit DS (Differentiated Services) Field (see [RFC2474],
[ RFC2780]). Bits 6 and 7 are listed in [RFC2474] as Currently

Unused, and are specified in [ RFC2780] as approved for experinental
use for ECN. The ECN field in |IPv4 header is showed as foll ows.
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Figure 1: ECN Fields in |IPv4

ECN Codepoi nt val ues:

00: Not ECT
01: ECT(0)
10: ECT(1)
11: CE

3.2. |Pv6 ECN Field
For 1Pv6 packets, the ECN field is located in bits 6 to 7 of |1Pv6
Traffic Cass. The definition for the IPv6 Traffic C ass octet (see
[ RFC791]) has been superseded by the six-bit DS (Differentiated
Services) Field (see [RFC2474], [RFC2780]). Bits 6 and 7 are listed
in [RFC2474] as Currently Unused, and are specified in [ RFC2780] as

approved for experinental use for ECN. The ECN field in I Pv6 header
is showed as foll ows.

i I s I i i S SR S S S
| Version| Traffic O ass | Fl ow Labe
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 2: ECN Fields in |IPv6
4. |IPFIX Information El ements for L4S ECN Mnitoring

This section defines the Information El ements for L4S ECN. These
el ements are intended for experinental use in L4S nonitoring

4.1. ipv4Header Ecn
Nane: ipv4Header Ecn
El ement I D: TBD1

Description: This elenent is used for capturing the conplete ECN
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state of each packet, enabling detailed analysis of congestion
notification. The ECN field for |IPv4 header is introduced in
section 3.1 of this draft. L4S traffic is identified by the
ECT(1) as specified in [ RFC9331].

The I nformation El enent encodes only these 2 bits. Therefore, its
value may range fromO to 3

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: See [RFC2474] and [RFC2780] for |Pv4 ECN
field defintion.

Ref erence: [RFC3168], [RFC9331], this docunent.
4.2. ipv6Header Ecn

Nane: i pv6Header Ecn

El erentI D TBD2

Description: This elenent is used for capturing the conplete ECN
state of each packet, enabling detailed analysis of congestion
notification. The ECN field format is introduced in section 3.2
of this draft. L4S traffic is identified by the ECT(1) codepoint
as specified in [ RFC9331].

The I nformation El enent encodes only these 2 bits. Therefore, its
value may range fromO to 3

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: See [RFC2474] and [RFC2780] for |Pv6 ECN
field defintion.

Ref erence: [RFC3168], [RFC9331], this docunent.
4.3. npl sHeader Ecn

Nane: npl sHeader Ecn

El ement I D: TBD3

Description: The EXP field of the MPLS | abel header is used for
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carring ECN information in the MPLS domain. As recomended in
[ RFC5129], explicit congestion notification in MPLS should use
codepoints in the EXP field.

The I nfornmation El enent encodes only these 3 bits. Therefore, its
val ue may range fromO to 7

It is noted that the informati on extraction of this infornation
element is only used when the MPLS domai n has ECN support.

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: see [RFC5129] for detailed information for
MPLS ECN tunnel negoti ation.

Ref erence: [RFC5129], this docunent.
4. 4. ipsecSaEcnhMbde

Nane: i psecSaEcnMde

Element | D: TBD4

Description: The information el ement indicates whether ECN
functionality is allowed for an | Psec Security Association (SA) in
tunnel encapsul ati on node. The IPsec SA Attribute value 10 is
defined for ECN tunnel negotiation as defined in section 9.2.1 of
[ RFC3168]. The negotiation value includes allowed (value set 1)
and forbidden (value set 2) attribute. The allowed val ue enabl es
ECN congestion notifications and the forbidden val ue di sabl es such
notifications.

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Addi tional Information: See [RFC3168] for detailed information for
| Psec tunnel ECN negoti ation.

Ref erence: [RFC5129], this docunent.
4.5. | 2t pEcnNego
Nane: | 2t pecnNego

El enentI D: TBD5
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Description: For L2TP tunnels, ECN processing is performed at the
L2TP encapsul ation | ayer. [RFCO9601] defines an ECN Capability AVP
(Type 103) for negotiation between L2TP Control Connection
Endpoi nts. The presence of this AVP indicates support for ECN
propagati on.

Abstract Data Type: unsignhedl6

Data Type Semantics: identifier

Additional Information: See [RFC9601] for detailed information for
L2TP tunnel ECN negoti ati on.

Ref erence: [RFC5129], this docunent.
. 6. not Ect Packet Del t aCount

Nane: not Ect Packet Del t aCount

El enentI D. TBD6

Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to Not-ECT (binary 00).

Abstract Data Type: unsigned64

Data Type Semantics: deltaCounter

Additional Information: Refer to [ RFC9331].

Ref erence: [RFC3168], [RFC9331], this docunent.

. 7. not Ect Packet Tot al Count

Nanme: not Ect Packet Tot al Count

El ementI D. TBD7

Description: The total nunber of packets of this Flow with ECN
codepoint set to Not-ECT at the Cbservation Point since the
Metering Process (re-)initialization for this Cbservation Point.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

Additional Information: Refer to [ RFC9331].
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Ref erence: [RFC3168], [RFC9331], this docunent.
4.8. ectOPacket Del t aCount

Nane: ect OPacket Del t aCount

El ementI D. TBD8

Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to ECT(0) (binary 01).

Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Additional Information: Refer to [ RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.9. ectOPacket Tot al Count
Nanme: ect OPacket Tot al Count
El ement I D. TBD9
Description: The total nunber of packets of this Flow with ECN
codepoint set to ECT(0) at the Chservation Point since the
Metering Process (re-)initialization for this Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Additional Information: Refer to [ RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.10. ect1Packet Del t aCount
Nane: ect 1Packet Del t aCount
El enentI D. TBD10

Description: The nunmber of packets since the previous report (if
any) in this Flow with ECN codepoint set to ECT(1l) (binary 10).

Abstract Data Type: unsigned64
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Data Type Semantics: deltaCounter
Additional Information: Refer to [ RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.11. ect1lPacket Tot al Count
Nanme: ect 1Packet Tot al Count
El enent I D TBD11
Description: The total nunber of packets of this Flow with ECN
codepoint set to ECT(1) at the Cbservation Point since the
Metering Process (re-)initialization for this Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Additional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.12. cePacket Del t aCount
Name: cePacket Del t aCount
El ement I D: TBD12
Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to CE (Congestion
Experi enced, binary 11).
Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Additional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.13. cePacket Tot al Count

Nane: cePacket Tot al Count

El enrent I D. TBD13
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Description: The total nunber of packets of this Flow with ECN
codepoint set to CE at the Observation Point since the Metering
Process (re-)initialization for this Observation Point.

Abstract Data Type: unsigned64

Data Type Semantics: total Counter

Additional Information: Refer to [ RFC9331].

Ref erence: [RFC3168], [RFC9331], this docunent.
5. Operational Considerations

The IPFI X I Es defined in this draft may have their information
extraction positions adjusted based on different ECN nonitoring
purposes in the network. Among them the basic ECN field el enents
are used to reflect the ECN codepoints carried in the |IPv4d header,
the I Pv6 header, or the MPLS header. These fields can be flexibly
extracted at any node al ong the path that has | PFI X export
capability. For tunnel ECN negotiation status IEs, the |IPFI X data
can only be provided by the specific tunnel endpoints that
participate in the negotiation. For cunulative statistics IEs, the
statistical data nay be processed with a higher priority at traffic
aggregation or egress nodes.

In L4S depl oynents, CE marking may be either probabilistic or
determnistic, as determned by the specific AQM i npl enentation. The
I Es on the statiscal count of CE-mark packets is defined to enable
operators to perfomquantitative nonitoring and nanagenent of L4S
service performance, typically based on flow data that may be
acquired via packet or flow sanpling. |nplenmentations should enpl oy
sampl ing nethods (see [ RFC5475]) that preserve the statistica
representativeness of these I Es and reduce bias risk of sanpling
results.

For | Psec tunnels, monitoring ECN requires exporting both outer and
inner | P header ECN fields (ipHeaderQuterEcn and i pHeaderl nnerEcn),
al ong with i psecSaEcnMbde (see section 4.4 of this draft). Relying
solely on the outer I P header ECN field may be insufficient, as it
could be set to Not ECT due to tunnel nobde restrictions. Sinmilarly,
for L2TP tunnels, ECN nonitoring should be verified the |2tpEcnNego
el ement (see section 4.5) except the ECN i nformati on extraction from
tunnel outer header and inner header of packets.

For MPLS tunnels, the ECN handling nechanismdiffers fundanmentally

fromI|P based tunnels. ECN information is not carried in a dedicated
| P header field but is encoded within the MPLS | abel stack using the
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EXP field, as defined in [RFC5129]. Therefore, nonitoring ECN over
MPLS requires exporting the npl sHeader Ecn el ement defined in
Section 4.3 of this draft. This el enent captures the congestion

i ndi cation as conveyed within the MPLS donain, which is independent
of the inner |P packet’s ECN fi el d.

The cal cul ation of derived metrics (e.g., L4S CE marking ratios) from
the base counters defined in the section 4 of this draft is an

i npl ementation issue for the IPFI X Collector. Operators can utilize
the per-flow counts such as ect 1Packet Tot al Count and
cePacket Tot al Count for such purposes. The caculation strategy is out
of the scope of this draft.

6. Security Considerations

The security considerations for | PFI X [RFC7011] apply to this
docunent. The elenents for ECN reveal information about endpoint ECN
capabilities. Al though the information may generally be not
sensitive, operators should consider applicable privacy regul ations.

I PFI X records containing L4S nonitoring informati on SHOULD be
transported using secure protocols such as TLS or DILS and satisfy
the nmutual authentication between | PFI X Exporting Processes and | PFI X
Col l ecting Processes as specified in [ RFC7011].

7. | ANA Consi derati ons

I ANA is requested to assign the following Information El enents in the
I PFI X I nformati on El enents registry.
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| Elenent ID | Name | Reference |
[} e ———— e —————————————————————— i p—p—_—r o
| TBD1 | | Pv4Header Ecn | This docunent |
S TR e S I +
| TBD2 | 1 Pv6Header Ecn | This document |
S ISRy T I IRy +
| TBD3 | MPLSHeader Ecn | This document |
R o e e e e e e e e oo o - T +
| TBD4 | ipsecSaEcnvbde | This docunent |
S TR e S I +
| TBD5 | |2t pEcnNego | This docunent |
S ISRy T I IRy +
| TBD6 | not Ect Packet Del t aCount | This docunent |
R o e e e e e e e e oo o - T +
| TBD7 | not Ect Packet Tot al Count | Thi s docunent |
S TR e S I +
| TBD8 | ectOPacket Del t aCount | This docunent |
S ISRy T I IRy +
| TBD9 | ectOPacket Tot al Count | This document |
R o e e e e e e e e oo o - T +
| TBD10O | ect 1lPacket Del t aCount | This docunent |
S TR e S I +
| TBD11 | ect1lPacket Tot al Count | This document |
S ISRy T I IRy +
| TBD12 | cePacket Del t aCount | This document |
R o e e e e e e e e oo o - T +
| TBD13 | cePacket Tot al Count | This docunent |
S TR e S I +

Table 1: New | PFI X I nformati on El enents
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