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Abst r act

Thi s docunent defines a set of IP Flow Informati on Export (1PFIX)
Information El enents for nonitoring the Low Latency, Low Loss, and
Scal abl e t hroughput (L4S) service. Specially, these el enents enable
network operators to monitor the Explicit Congestion Notification
(ECN) information of L4S depl oynent and performance of traffic.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 June 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The Low Latency, Low Loss, and Scal abl e throughput (L4S) service,
defined in [ RFC9331], introduces a new network service that enables

| ow | atency and hi gh throughput for traffic using Scal abl e congestion
controls. To deploy and operate L4S effectively, network operators
need visibility into L4S traffic patterns, performance netrics, and
interoperability with existing traffic.

I P Flow I nformati on Export (IPFIX) [RFC7011] provides a standard
protocol for exporting flow information fromnetwork devices. This
docunent defines a set of IPFIX Information El ements specifically
designed for nmonitoring L4S ECN traffic.
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3.

3.

These Information El ements are particularly useful during the
experinental phase of L4S depl oynent as specified in [ RFC9331],

all owi ng operators to gather data to exam ne performance and identify
nodes where renedi ati on may be necessary to provide the best

per f or mance.

Ter mi nol ogy

1. Terns Used in This Document

Thi s docunent nakes use of the terns defined in [ RFC9331], [ RFC9330]
and [ RFC7011].

IPFIX: IP Flow Information Export |PFIX Information El ements
Tenpl ate: Tenpl ate Record Options Tenplate: Options Tenplate Record
Dat a Record Scal abl e Congesti on Contr ol

Classic Service Low Latency, Low Loss, and Scal abl e t hroughput (L4S)
service

ECN. Explicit Congestion Notification ECT: ECN capabl e Transport

Not - ECT: Not ECN-capabl e transport CE: Congestion Experienced

2. Requirenents Language

1.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

Overvi ew of ECN For mat
| Pv4 ECN Field
For 1Pv4 packets, the ECN field is located in the Type of Service

(TCS) byte of the I P header, specifically in bits 6 to 7. The ECN
field in IPv4d [ RFC3168] is showed as foll ows.

0 1 2 3 4 5 6 7
AR AR AR AR AR AR AR AR +
| DS Field, DSCP | ECNField |
R O O O O O R O +
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Figure 1: ECN Fields in |IPv4
ECN Codepoi nt val ues:
00: Not ECT 01: ECT(0)
10: ECT(1) 11: CE
3.2. IPv6 ECN Field
For | Pv6 packets, the ECN field is located in the Traffic O ass
octet, also in bits 6 to 7, as specified in [ RFC2474] and [ RFC3168].

B i s T T i i o S o T Ji I
| Version| Traffic O ass | Fl ow Labe

T S s S i i SN DR S SR i
Figure 2: ECN Fields in IPv6
4. 1PFIX Information El enents for L4S ECN Mnitoring

This section defines the Information Elenments for L4S ECN. These
el ements are intended for experinmental use in L4S nonitoring

4.1. ipv4Header Ecn

Nane: i pv4Header Ecn

El ement I D: TBD1

Description: This element is used for capturing the conplete ECN
state of each packet, enabling detail ed analysis of congestion
notification. The ECN field is encoded in bits 6 to 7 of the IPv4
TOS byte as defined in [RFC3168]. L4S traffic is identified by
the ECT(1) as specified in [ RFC9331].

The Information El enent encodes only these 2 bits. Therefore, its
val ue may range fromO0O to 3

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Additional Information: Refer to the "IPv4 TCS Byte " registry in
section 5 of [RFC3168].
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Ref erence: [RFC3168], [RFC9331], this docunent.
4.2. ipv6Header Ecn

Nane: i pv6Header Ecn

El ement | D:  TBD2

Description: This element is used for capturing the conplete ECN
state of each packet, enabling detail ed analysis of congestion
notification. The ECN field is encoded in bits 6 to 7 of the IPv6
Traffic Class octet as defined in [RFC3168]. L4Straffic is
identified by the ECT(1) codepoint as specified in [ RFC9331].

The Information El enent encodes only these 2 bits. Therefore, its
val ue may range fromO0O to 3

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: Refer to the "IPv6 Traffic Cass Cctet™
registry in section 5 of [ RFC3168].

Ref erence: [RFC3168], [RFC9331], this docunent.
4.3. npl sHeader Ecn

Nane: npl sHeader Ecn

El ement | D: TBD3

Description: The EXP field of the MPLS | abel header is used for
carring ECN information in the MPLS domain. As recomended in
[ RFC5129], explicit congestion notification in MPLS should use
codepoints in the EXP field.

The I nformation El enent encodes only these 3 bits. Therefore, its
value may range fromO to 7

It is noted that the informati on extraction of this information
element is only used when the MPLS domai n has ECN support.

Abstract Data Type: unsigned8
Data Type Semantics: identifier

Addi tional Information: see [RFC5129] for detailed information for
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MPLS ECN tunnel negoti ati on.

Ref erence: [RFC5129], this docunent.

4. 4. ipsecSaEcnMde

Nanme: i psecSaEcnMde

Element I D: TBD4

Description: The information el ement indicates whether ECN
functionality is allowed for an | Psec Security Association (SA) in
tunnel encapsul ation node. The IPsec SA Attribute value 10 is
defined for ECN tunnel negotiation as defined in section 9.2.1 of
[ RFC3168]. The negoti ation val ue includes allowed (val ue set 1)
and forbidden (value set 2) attribute. The allowed val ue enabl es
ECN congestion notifications and the forbidden val ue di sabl es such
notifications.

Abstract Data Type: unsigned8

Data Type Semantics: identifier

Addi tional Information: See [RFC3168] for detailed information for
| Psec tunnel ECN negotiation.

Ref erence: [RFC5129], this docunent.
4.5. | 2t peEcnNego

Nanme: |2t pEcnNego

El ement I D:  TBD5

Description: For L2TP tunnels, ECN processing is perfornmed at the
L2TP encapsul ation |l ayer. [RFC9601] defines an ECN Capability AVP
(Type 103) for negotiation between L2TP Control Connection
Endpoi nts. The presence of this AVP indicates support for ECN
pr opagat i on.

Abstract Data Type: unsignedl6

Data Type Semantics: identifier

Addi tional Information: See [RFCI9601] for detailed information for
L2TP tunnel ECN negoti ation

Ref erence: [RFC5129], this docunent.
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4.6. not Ect Packet Del t aCount
Nane: not Ect Packet Del t aCount
El enrent I D. TBD6

Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to Not-ECT (binary 00).

Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Addi tional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.7. not Ect Packet Tot al Count
Nane: not Ect Packet Tot al Count
El ement I D:.  TBD7
Description: The total nunber of packets of this Flow with ECN
codepoint set to Not-ECT at the Cbservation Point since the
Metering Process (re-)initialization for this Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Addi tional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.8. ectOPacket Del t aCount
Nane: ectOPacket Del t aCount
El ement I D: TBD8

Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to ECT(0) (binary 01).

Abstract Data Type: unsigned64

Data Type Semantics: deltaCounter
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Addi tional Information: Refer to [RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.9. ectOPacket Tot al Count
Nanme: ect OPacket Tot al Count
El erentI D. TBD9
Description: The total nunber of packets of this Flow with ECN
codepoint set to ECT(0) at the Chservation Point since the
Metering Process (re-)initialization for this Cbservation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Addi tional Information: Refer to [RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.10. ect1Packet Del t aCount
Nanme: ect 1Packet Del t aCount
El ement I D:  TBD10

Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to ECT(1) (binary 10).

Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Addi tional Information: Refer to [RFC3168].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.11. ect1Packet Tot al Count
Nane: ect 1Packet Tot al Count
Element I D: TBD11
Description: The total nunber of packets of this Flow with ECN

codepoint set to ECT(1) at the Cbservation Point since the
Metering Process (re-)initialization for this Cbservation Point.
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Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Additional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.12. cePacket Del t aCount
Nanme: cePacket Del t aCount
El erent I D: TBD12
Description: The nunber of packets since the previous report (if
any) in this Flow with ECN codepoint set to CE (Congestion
Experienced, binary 11).
Abstract Data Type: unsigned64
Data Type Semantics: deltaCounter
Additional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.13. cePacket Tot al Count
Nanme: cePacket Tot al Count
El erent I D: TBD13
Description: The total nunber of packets of this Flow with ECN
codepoint set to CE at the Cbservation Point since the Metering
Process (re-)initialization for this Observation Point.
Abstract Data Type: unsigned64
Data Type Semantics: total Counter
Additional Information: Refer to [ RFC9331].
Ref erence: [RFC3168], [RFC9331], this docunent.
4.14. |4sCeMarkRatioDelta

Name: | 4sCeMar kRatioDel ta
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El emrent I D. TBD14

Description: The proportion of L4S packets marked with the CE
codepoi nt, calcul ated over the reporting interval since the
previous report (if any). This elenent represents the increnental
CE marking rate for L4S traffic within the Flow It is calculated
as:

CE- mar ked L4S packets (delta count) / Total L4S packets (delta
count)

Where L4S packets are those identified by the ECN codepoi nt
ECT(1). The result is a ratio ranging from0.0 to 1.0.

Abstract Data Type: float32

Data Type Semantics: quantity

Additional Information: This ratio provides a near-real-tinme view of
congestion dynamcs for L4S traffic. 1t is useful for detecting
transi ent congestion events and nonitoring short-term performance.

Ref erence: [RFC3168], [RFC9331], this docunent.

4.15. |4sCeMarkRati oTot al

Nanme: | 4sCeMar kRati oTot al

El ement I D:  TBD15

Description: The proportion of L4S packets nmarked with the CE
codepoi nt, calculated over the total lifetine of the Flow This
el ement represents the total CE marking rate for L4S traffic

within the Flow. It is calcul ated as:

CE- mar ked L4S packets (total count) / Total L4S packets (total
count)

Where L4S packets are those identified by the ECN codepoi nt
ECT(1). The result is aratio ranging from0.0 to 1.0.

Abstract Data Type: float32
Data Type Semantics: quantity

Additional Information: This ratio provides a |long-termview of
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congestion experienced by L4S traffic. A value of 0.0 indicates
no congestion marking, while a value approaching 1.0 indicates
persi stent or severe congestion.

Ref erence: [RFC9331], this docunent.
5. Operational Considerations

For | Psec tunnels, monitoring ECN requires exporting both outer and
inner | P header ECN fields (ipHeaderQuterEcn and i pHeaderl nner Ecn),
along with i psecSaEcnMbde (see section 4.4). Relying solely on the
outer I P header ECN field may be insufficient, as it could be set to
Not ECT due to tunnel node restrictions. Simlarly, for L2TP
tunnel s, ECN nonitoring should be verified the |2t pEcnNego el enment
(see section 4.5) except the ECN information extraction fromtunne
out er header and inner header of packets.

For MPLS tunnels, the ECN handling nechanismdiffers fundamentally
from|P based tunnels. ECN information is not carried in a dedicated
I P header field but is encoded within the MPLS | abel stack using the
EXP field, as defined in [RFC5129]. Therefore, nonitoring ECN over
MPLS requires exporting the npl sHeader Ecn el ement defined in

Section 4.3. This elenent captures the congestion indication as
conveyed within the MPLS domai n, which is independent of the inner IP
packet’s ECN fiel d.

VWhen nmeasuring the proportion of packets marked with the CE
codepoint, the CE marking rate for L4S traffic should be cal cul ated
specifically for flows identified as ECT(1) (L4S traffic identifier)
prior to marking, rather than aggregating all CE-narked packets
irrespective of their original ECT codepoint. This ensures the
performance of L4S services can be accurately nonitored and

di stinguished fromdassic ECN traffic, which may have different
congesti on response characteristics.

6. Security Considerations

The security considerations for |IPFI X [RFC7011] apply to this
docunent. The elements for ECN reveal information about endpoint ECN
capabilities. Al though the information nay generally be not
sensitive, operators should consider applicable privacy regul ations.

I PFI X records containing L4S monitoring information SHOULD be
transported using secure protocols such as TLS or DTLS and satisfy
the mutual authentication between | PFI X Exporting Processes and | PFI X
Col l ecting Processes as specified in [ RFC7011].
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7. | ANA Consi derati ons

I ANA is requested to assign the following Information El enents in the
I PFI X I nformati on El enents registry.

| Element 1D | Name | Reference |
| TBD1 | | PvdHeader Ecn | This document |
R o e e e e e e oo oo oo S +
| TBD2 | | Pv6Header Ecn | This docunent |
Fom e e o - e e e e e oo o +
| TBD3 | MPLSHeader Ecn | This document |
Fomm e oo - o e e e e e a oo o m e e e oo - +
| TBD4 | ipsecSaEcnhbde | This document |
R o e e e e e e oo oo oo S +
| TBDb5 | |2t pEcnNego | This docunent |
Fom e e o - e e e e e oo o +
| TBD6 | not Ect Packet Del taCount | Thi s docunent |
Fomm e oo - o e e e e e a oo o m e e e oo - +
| TBD7 | not Ect Packet Tot al Count | This docunent |
R o e e e e e e oo oo oo S +
| TBD8 | ectOPacket Del t aCount | This docunent |
Fom e e o - e e e e e oo o +
| TBD9 | ectOPacket Tot al Count | This document |
Fomm e oo - o e e e e e a oo o m e e e oo - +
| TBD10O | ect1Packet Del t aCount | This document |
R o e e e e e e oo oo oo S +
| TBD11 | ectl1lPacket Tot al Count | This docunent |
Fom e e o - e e e e e oo o +
| TBD12 | cePacket Del t aCount | This document |
Fomm e oo - o e e e e e a oo o m e e e oo - +
| TBD13 | cePacket Tot al Count | This document |
R o e e e e e e oo oo oo S +
| TBD14 | 14sCeMarkRati oDelta | This docunent |
Fom e e o - e e e e e oo o +
| TBD15 | cePacket Tot al Count | This document |
Fomm e oo - o e e e e e a oo o m e e e oo - +

Table 1: New | PFI X I nformati on El ements
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