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Abst ract

This draft proposes an authorization nethod for task-oriented multi-
Al agent collaboration scenarios, where a | eadi ng agent coordi nates
sub- Al agents to conplete conplex tasks. The nmethod extends the
QAuth 2.0 protocol by adding an optional applier_id field, enabling
the | eading agent to apply for access tokens on behal f of other sub-
Al agents. This approach greatly sinplifies the sub-Al agents’

aut hori zati on process, avoids efficiency |oss fromrepeated

i nteractions between nmultiple sub-Al agents and the authorization
server, nmeanwhile nmaintaining full conpatibility with existing QAuth
2.0 workfl ows.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 9 May 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

Al agents are capable of handling tasks. They can integrate nultiple
technol ogi es such as natural | anguage understandi ng, data anal ysis,
and | ogical reasoning to neet nulti-step and cross-scenario
requirenents. However, a single Al agent has a linited know edge
scope and restricted functions, making it difficult to i ndependently
compl ete conpl ex tasks that span nultiple professional domains and
require different capabilities.

Col | aborati on anong a group of Al agents is an essential approach for
such conpl ex tasks. Taking the demand for "real-tine health advice"
as an exanple, this intent can be split into three tasks: "coll ect
the user’s health data", "predict the user’s health status" and
"provide health advice based on health status". These tasks need to
be acconplished by correspondi ng professional sub-Al agents: the data
coll ection agent is responsible for privacy-conpliant data
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collection, the health status prediction agent invokes medi cal nodels
for analysis, and the advice generation agent outputs solutions based
on heal th guideli nes.

What's nore, accordingto sone existing
research[nulti-agent-research-systen], a |eading agent is necessary
for coordination. 1In the above exanmple, the |eading agent can
receive the intent "give ne real-tine health advice" from user
understand it and split it into tasks. Additionally, the |eading
agent can distribute these tasks to sub-Al agents. Finally, the

| eadi ng agent can integrate the results of sub-Al agents to forma
conmpl ete health advice. Wthout the |eading agent, tasks are prone
to confusion and results are difficult to integrate.

In this collaborative scenario, if each sub-Al agent applies for

perm ssions fromthe authorization server separately, the

aut hori zati on server needs to verify the identity of each sub-Al

agent one by one and generate access tokens for them This will |ead
to problenms such as frequent interactions, high conputing resource
consunption of the authorization server and | ow efficiency of the

t oken i ssuance process.

Therefore, this draft puts forward an authorization nmethod: configure
"task scheduling" and "result integration" rights for the |eading
agent, and let the |eading agent interface with the authorization
server centrally. This nethod can greatly sinplify the authorization
process of sub-Al agents and avoid efficiency | oss caused by repeated
i nteractions.

2. Term nol ogy

Applier: a role that request the access token on be half of
client(s), e.g. a leading Al agent.

This draft uses the terns "authorization server", "client", "resource
server" defined by QAuth 2.0 [ RFC6749]

3. Ext enti on of Protocol Flow

This protocol flowis nodeled after [RFC6749] and extends it with a
*applier_id* field to enable authorization request by the applier
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3.1. Extension for Cient Registration

Before initiating the protocol, the applier registers with the
aut hori zation server, as defined in [ RFC6749].

In this draft, the applier’s role or capability is incorporated into
its registration process. For exanple, the applier’s profile
includes a "capability" paraneter with the value "resolve intent and
distribute tasks".

3.2. Authorization Request & Response
This section refers to step (A and (B)

The applier receives a requirenent fromthe user, resolves it and
determnes the task(s) and client(s) needed to fulfill the
requirenent. For exanple, when the user sends the intent "give ne
real-tine health advice" to the | eading Al agent, the |eading Al
agent resolves this intent and identifies three tasks: task 1
(collect the user’s health data), task 2 (predict the user’s health
status) and task 3 (provide health advice based on health status).
The | eading agent then utilizes the agent discovery process to sel ect
sub- Al agent(s) capable of perform ng the respective tasks. For

i nstance, task 1 assigned to sub-Al agent 1, task 2 to sub-Al agent
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2, and task 3 to sub-Al agent 3. In the subsequent authorization
process proposed in this draft, the |l eading Al agent is designated as
the applier, and the sel ected sub-Al agent(s) are designated as the
client(s).

The applier requests authorization fromthe resource owner, as
defined in [ RFC6749] .

3.3. Access Token Request & Response
This section refers to step (C and D).

The applier requests an access token by authenticating with the
aut hori zati on server and presenting the authorization grant, as
defined in [RFC6749]. The nessage may al so i nclude the follow ng
par amet er:

applier_id

OPTIONAL. The identifier of the applier which is requesting
access token on be half of the client(s).

The authorization server authenticates the applier and validates that
the applier is capable of requesting access tokens on behal f of
client(s). For example, it checks whether the applier’s profile
includes a "capability" paraneter whose val ue includes "distribute
tasks".

If the validation is successful, the authorization server may verify
grants as defined in [RFC6749]. Then the authorization server
generates access token and send access token response nessage to the
applier. The access token is simlar to QAuth2.0, except that it
consists of an additional claimto specify the applier

app

OPTIONAL. The identifier of the applier which is requesting
access token on be half of the client(s).

The access token includes one *app* paraneter and nmultiple
*sbj *-*aud*-*scope* pairs. Below is an exanpl e:

{

iss": "authorization server |D',

app": "leading agent ID',
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"sbj": "sub Al agentl ID',

"aud": "resource server 1 I1D',

"sbj": "sub Al agent 2 ID',

"aud": "resource server 1 ID', "resource server 2 |D',
"sbj": "sub Al agent 3 1D,

"aud": "resource server 2 |D', "resource server 3 |D

}

If the validation fails, the access token response nessage may
include the reason for failure. [RFC6749] has defined types of error
response. |In this case, the authorization server may use a new error
message "unaut horized _applier” to indicate that the applier is not
capabl e of requesting access tokens on be half of client(s).

3.4. Access Token Transmt
This section refers to step (E)

The applier sends the task ID and access token* to the client(s).
Based on local policies and regul ati ons, the applier may use privacy
protection nmechani snms to process the access token. Thus, the access
token* nmay be the sanme as the access token, or generated fromthe
access token using privacy protection nechani sns. For exanple, the
applier uses a selective disclosure algorithmto generate access
token 1, access token 2, and access token 3 fromthe access token
received in step (D). Access token 1 may include the |eadi ng agent

I D and sub-Al agent 1 ID; access token2 may include the |eading agent
I D and sub-Al agent 2 ID; access token3 may include the |eading agent
I D and sub-Al agent 3 ID. The applier nay then send access token 1
to sub-Al agent 1, access token 2 to sub-Al agent 2, and access token
3 to sub-Al agent 3.

The client(s) validate the proof of the received access token* and
check whether the applier IDrefers to a trustworthy applier. For
exanpl e, each Al agent is preconfigured with a list of trusted Al
agents, and any one of the trusted Al agents that acts as a | eading
agent will pass the validation.

If the validation fails, the client(s) nay send a response nessage to
the applier with a failure indication of "unknown_applier".
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3.5. Access Token Verify
This section refers to step (F) and (G.
The client(s) execute the task according to nessage received in step

(E). \When resources are needed, the client(s) request the protected
resource fromthe resource server and present the access token*, as

defined in [RFC6749]. The resource server validates the access
token*, as defined in [RFC6749]. |If the access token* includes
multiple *shj*-*aud* pairs, the resource server may verify that its
own ID and the client’s ID are in the sane pair. In previous exanple

of the access token, "sub-Al agent 1 ID'and "resource server 1 |D'
are in the sane pair.

If the validation succeeds, the resource server may provide the
resource to the client(s).

4. Security Considerations

TBD
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