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Abst ract

In this draft, we address to potential adapt authorization franeworks
for the future Al agent. An extension is proposed in the QAuth 2.0
protocol with an optional field *target id* for granul ar
authorization. It can be seen useful for the future virtual/physica
Al agents. By explicitly identifying the target during

aut horization, the draft ains to support precise perm ssion
managenment and enhance traceability. Serveral risks can be mtigated
through the proposed extension, such as potential unauthorized or
mal i ci ous behavior of Al conponents in the netowk, while the
conpatibility of existing QAuth 2.0 workflows is still nmintained.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 January 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The rapi d devel opnent of current Al agents necessitates urgent
research in the field of Al agent security. Specifically, based on
the analysis in [I-D. rosenberg-ai-protocols], authorization stands as
a key research direction within Al agent security, covering both
intra-domain and inter-domain levels. It involves various scenarios
such as Al agents accessing APls (e.g., scenarios under the MCP
protocol) and nmutual access between Al agents (e.g., scenarios under
the A2A protocol). However, Al agents possess the characteristics of
aut onony, dynam cs, and long-lived identities, nmaking the direct
application of procedures defined by existing standards (QAuth)
significantly inadequate. What's nore, as specified in the EU GDPR
data subjects have the right to know how their data will be used. In
the context of authorization, the resource owner, as the provider of
data, resources, or services to the Al agent, acts as a data subject.
To better conply with regulation, the client should therefore
disclose not only its own identity but also the identity of the
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specific Al agent executing the actions.

Therefore, it is necessary to adapt QAuth scheme for full-scenario
aut hori zation of Al agents. Neverthel ess,

[1-D. oaut h-ai -agent s-on-behal f-of-user] has desi gned a user-del egat ed
aut hori zation nechanismfor Al agents based on "actor" to inplenment
user - del egated authori zation for Al agents. It is observed in
[1-D.yao-agent - aut h-consi derations] that Al agents can be devi ded
into two categories: physical Al agent and vitual Al agent. This
draft will consider the scenario where the Al agent itself acts as a
client, which includes the following two use cases based on the

cat egory.

* Use Case 1: The user deploys an Al nodel on a client that acts as
a virtual Al agent. |In this case, the Al agent is a nodule on the
client. For exanple, the client could be a snmartphone, where the
user downl oads a Chat GPT npdel and instantiates an Al agent
| ocal ly.

* Use Case 2: The client is a physical Al agent equipped with
multiple Al nodels differing in functionality, versions, or
vendors. In this case, the Al nodel is a nodule on the Al agent.
For exanple, if developers provide only an Al agent framework with
APl's and functional blocks, the user can select Mdel A for
chatting and Mbdel B for confidential work within their conpany,
then install both into the agent.

As previously noted, Al agents function differently from ot her

nmodul es.  Once authorized by the user, an Al agent can nake

i ndependent deci sions and execute tasks automatically. Wile this
brings convenience to daily life, it also introduces significant
uncertainty due to unexpl ai nabl e problemof Al. Specifically, an Al
agent or Al nodel could be conprom sed or trained to perform harnful
tasks even as other client nodules remain unaffected -- this risk is
hei ght ened when the client and the Al agent or Al nodel originate
fromdifferent providers. 1In such cases, failing to identify the
specific Al agent or nodel involved would hinder root cause anal ysis.
Moreover, authorizing at the client level nmight |lead to accidenta
deni al of authorization on the client, disrupting the client’s nornal
operati on.
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Therefore, for these use cases, authorization needs to clarify which
specific nodule of the client is being authorized. This draft
proposes an aut hori zation nmechani smcentered on a *target* -- role
introduced to identify the client nodule requiring authorization. To
support this, an optional extension field naned *target _id* is added
to the QAuth 2.0 protocol flow The *target* may refer to virtual Al
agents depl oyed on the client or Al nodels hosted on a physical Al
agent.

This solution clearly distinguishes between the client and its Al
agents or nodels, preventing unintended disruptions. Additionally,

it allows users to select the appropriate Al agent or Al nodel on the
client to grant consent to. For example, in daily scenarios, they
may aut horize Mbdel A, while in work scenarios, they may choose Mbdel
B in previous exanple. Furthernore, users can clearly see which Al
agent or nodel is requesting perm ssion, enabling better managenent
of local Al conponents. For instance, if Mdel B requests access to
the user’'s digital album the user can reject the request and even
revoke Model B's permission to access all files on a specific disk

2. Term nol ogy
Target: a nodule on the client that actually utilize the resource
provi ded by resource owner, e.g. a virtual Al agent deployed on the
client, or an Al nodel deployed on the client (physical Al agent).

This draft uses the terns "authorization server”, "client", "resource
server" defined by QAuth 2.0 [ RFC6749]

3. Extention of Protocol Flow

This protocol flowis nodeled after [RFC6749] and extends it with a
*target _id* field to enabl e authorization for the target.
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Extension for Client Registration

Before initiating the protocol, the client registers with the
aut hori zation server, as defined in [ RFC6749].

In this draft, information about the Al agent or Al nodel is included
as part of the client registration process, including details such as
identity and capabilities. For instance, when a client registers
using a profile, if it is deployed with an Al agent or Al nodel, the
profile will incorporate relevant informati on about them
Additionally, the client itself nmmintains awareness of the Al agent
or Al nodel information.

Aut hori zation Request & Response

At first the client requests authorization fromthe resource owner
and receives an authorization grant, as defined in [ RFC6749].

When the client needs to execute a task, it selects the Al agent or
Al nodel capable of perform ng the task. Selection nethods nmay
i ncl ude:

* Semantic matching based on the capabilities of the Al agent or Al
nmodel and the task description. The task description may be
received fromother entities or determned by the client. For
exanple, if a nodel’s capability is "image recognition” and the
task description is "identify geographical |ocation froman
i mge", a match is established.
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* Selecting an avail able Al agent or nodel based on operationa
status. For exanple, both Mbdel A and Mddel B support inage
recognition, but Mbdel Ais in use while Mbdel Bis idle, so Mde
B is chosen.

* Choosing the appropriate Al agent or Al nodel based on the
availability of conputing resources and the resource consunption
of each option.

* The client acts as an "entry point" to uniformy receive user
requirenents and then internally selects nodels according to
preset rules. For instance, after the user authorizes the "office
scenario," the client automatically selects Mdel B.

Following this step, the chosen Al agent or Al nodel is designated as
the *target~*.

3.3. Access Token Request & Response

The client requests an access token by authenticating with the
aut hori zati on server and presenting the authorization grant, as
defined in [RFC6749], and the nessage includes the follow ng
paraneters

target _id

OPTIONAL. The identifier of the target which is determined to
utilize the requested resource.

code

REQUI RED. The aut hori zation code received fromthe authorization
server, as defined in [ RFC6749].

client_id

REQUIRED, if the client is not authenticating with the
aut hori zation server, as defined in [ RFC6749].

The aut horization server authenticates the client and validates the
aut horization grant, as defined in [ RFC6749]. Then, the

aut hori zati on server further validates whether the target identified
by the target _id in the nmessage is successfully registered and

whet her the target is bound to the client. For exanple, the client’s
profile includes the target_id. |If valid, the authorization server

i ssues an access token containing a claimindicating that the target

i s authorized.
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If the validation is successful, the access token response nessage
i ncludes an access token. The acess token is simlar to QAuth2.0,
except that it consists of an additional claimto specify the target.

tar

OPTIONAL. The identifier of the target which is authorized to
utilize the requested resource.

If the validation fails, the access token response nessage incl udes
the reason for failure. [RFC6749] has defined types of error
response. In this case, if the target validation fails, the

aut hori zati on server may reuse the unauthorized_client nmessage and
indicate that the target is not registered.

The client requests the protected resource fromthe resource server
and aut henticates by presenting the access token, as defined in

[ RFC6749]. Additionally, it should send the target_id to the
resource server to indicate that the requested resource will be used
by the target. The resource server validates the access token, as
defined in [RFC6749] and al so val i dates whether the received

target _id is included in the access token. |If the validation
succeeds, the resource server provides the resource to the client,

whi ch then passes the resource to the Al agent or Al nodel identified
by the target_id.

Security Considerations
TBD
| ANA Consi derations
TBD.
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