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Abst ract

Thi s docunment describes a framework which extends the Domain Name
System (DNS) to provide network awareness to applications. The
framewor k enabl es DNS system responses that are dependent on

conmuni cati on service requirenments such as QS or path without
changes in the format of DNS protocol nessages or application program
interfaces (APIs). The different enhancement methods and use cases
are di scussed.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 19 February 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Different application flows have different requirements on
net wor ki ng, such as bandw dth, delay, jitter, reliability, security,
and so on. Many requirenents are critical for the quality of
service. Users are nore willing to pay for prem um services (e.qg.
Virtual Reality (VR)) than before. Meanwhile, today’s networks have
advanced beyond the best-effort nodel and are capabl e of providing
per-fl ow services to meet various application requirenments (e.g.,
QS) by means of programmebility, resource managenent (e.g., network
slicing), traffic engineering, and path regulation (e.g., segnent
routing and service function chaining).

Song & East| ake Expires 19 February 2026 [ Page 2]



I nternet-Draft Net wor k- Awar e DNS August 2025

However, a clear gap exists. Applications usually only care about
the abstract requirenments ("WHAT") instead of the actual measures for
networks to neet such requirements ("HOW). So far there is no
direct nmeans for networks to tell applications their capabilities
because the applications do not know what to do about them On the
ot her hand, due to the limtation of the commonly avail abl e network
socket API, it is also difficult for applications to convey their
service requirements to networks. Currently, if any service that
different from"best effort” is desired, one either assunes the
requirenents can be expressed to network controllers through sone
out - of -band nmanner or resorts to encoding the requirenents into the
packets (e.g., options in |IPv6 extension headers network tokens
[1-D.yiakoum s- network-tokens]). W need a sinpler and nore
extensible way to set up the service contract.

We define a framework to support network awareness through DNS
Requi renents for network services can be incorporated into DNS
queries froma host (e.g., as specified in

[1-D. east| ake-dnsop- expressi ng- qos-requi renents]) and the returned
i nformati on enabl es access to services neeting those requirements.
For exanple, by including new semantics representing a service
conmi tnment enbedded in the returned I P addresses (i.e., semantic
addressing [I-D.farrel-irtf-introduction-to-semantic-routing]).
Alternatively, a richer format for expressing how to obtain the
desired service would be to query for a service binding (SVCB) RR
[ RFC8460] .

The Domain Nane System (DNS) is a distributed database that stores
data under hierarchical donmain nanes and supports redundant servers,
data caching, and security features. The data is formatted into
resource records (RRs) whose content type and structure are indicated
by the RR Type field. A typical use of DNS is that, by running the
DNS protocol, a host gets the | P addresses stored at a donai n nane
fromDNS servers through a DNS resolver. Many other types of data
besi des | P addresses can be stored in and returned by the DNS

In a nutshell, the application s service requirenents are enbedded
into the DNS queries froma host. The DNS replies either provide
semantic | P addresses or data that help construct the packet header
or headers signaling the special packet handling in networks. The
application flow packets nay use the existing socket APl to send the
packet. Network devices, after capturing such packets, woul d decode
the semantics and apply any special packet handling accordingly.

Thi s docunent describes the architecture, requirements, and use cases
of the Network-Aware DNS. The details on DNS query encodi ng and
semantic addressing/data in DNS replies will be described in other
document s.
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1.1. Terminology and Acronyns
The foll owi ng term nol ogy and acronyns are used in this docunent.
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capital s, as shown here.

APl - Application ProgramInterface
DNS - Domai n Nane System
RR - Resource Record [RFC8499]. The unit of data stored in the DNS.

Senantic Addressing - Encoding extra semantics beyond the
destination ID in an address

2. Architecture
The architecture of the Network Aware DNS where the required DNS

reply information can be statically stored in the DNS is shown in
Fi gure 1.
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Figure 1: Static Architecture

The architecture of the Network Aware DNS where the required DNS
reply information is dynam cally conputed is shown in Figure 2.
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Figure 2: Dynamic Architecture
Figure 2: Dynanmic Architecture

The procedure steps are expl ained as foll ows:

1. The network operator registers the semantic addresses/data
associated with a name in authoritative DNS servers in form of
RRs. In addition to the location, the semantics represent the

conmitnents for network to meet certain service requiremnments.
The semantic addresses or data can be dynamically computed or
statically configured by the network operator

2. Meanwhi | e, the packet processing policy corresponding to each
semanti c address/data is configured to the network devi ces such
as routers. How the network nmeets the service requirenents is
opaque to host applications.

3. A host application, when conducting a DNS query to a nane, would
al so express its service requirenent. A host application can
al so be ignorant of this service requesting schene; in this
case, the norrmal DNS query is used and the best-effort results
are returned. In the static case, this is answered directly by
a norrmal DNS server. In the dynam c case, the query is
redirected, through a CNAME or zone referral, to a network
controller that can ermulate a DNS server and which dynamically
conmput es the response.
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4. If the query with service requirenments can be satisfied by some
RRs in DNS, the result will be returned to the host, either
directly in the static case or fromthe network controller in
the dynam ¢ case; otherwi se, a normal DNS response, or either an
error or the best effort result, will be returned.

5. Once the host application receives the reply, assunming the reply
is not an error, it sinply uses the address (or assenbles the
header fields as directed by the semantic data) to forward the
packet through a standard socket API. The semantic address or
data may be cached at the host for the lifetine of the flow
Al ternatively, the DNS response TTL may indicate the period of
time for which the semantic address will provide the service
assurances, and the application my again query the DNS at or
shortly before the end of the tinme to refresh the semantic
address/data or obtain a new address or data that will be
effective for a future interval; however, it is not conmon for
TTL infornmation to be returned to an application doing a DNS

query.

6. The network devices woul d process the packets based on the
configured policies if the packets carry senmantic addresses and/
or header fields. Using a semantic address/data other than for
the best effort service night be subject to extra cost based on
some service agreenent.

We enforce sone requirenments on the architecture to nmake it practica
for incremental deploynent.

* No new protocol is introduced to enable the architecture.

* As an infrastructural system and protocol, DNS is stable. No
change to DNS architecture and protocol is nade. However, within
the DNS franework, we explore the freedomto introduce new
semanti cs and new RR types to encode senantic data.

* Simlarly, it is hard to change the ubiquitous network socket
APl's, so we just rely on the existing ones.

*  The system would be better used in Iimted donai ns where the
net wor k operator owns not only the networks but also the proper
nane servers. In sone cases, it is also possible to extend the
scope into nultiple donmains if the packet processing to neet the
service requirements can be coordi nated cross donmains.
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* The semantic address or data should be per application or per flow
based. So each application or flow may need its own DNS nane
resolution even for the same service. Most applications can stil
use the conventional best effort service w thout noticing any
change.

In the nmore dynami c architecture, DNS queries with service

requi renents can be dynamically sent to a controller maintained by
the network operator when received by a resol ver, allow ng network
operator to generate on-demand semanti c addresses or data for the
nane server, which will eventually return the information back to the
host application

3. Obtaining Needed Information from DNS

A host application can have three nethods to obtain information from
the DNS to enable the application to neet its service requirenents.
These net hods are as foll ows:

Method 1: It sends a requirenent-encoded nane to ask for an IP
address type RR (e.g., AAAA) and expects the semantics to neet the
requirenents to be enbedded in the returned addresses. The
encodi ng nethod is described in
[1-D. eastl ake-dnsop- expressi ng- qos-requi renent s] .

Method 2: It sends a normal nane to ask for a different type of RR
and the semantic data in the returned RRs represents the means to
meet the service requirenents (e.g.

[1-D. eastl ake-dnsop-svcb-rr-tunnel]).

Method 3: Combining 1 and 2, it sends a requirenent-encoded nane to
ask for a different type of RR, which mght be in addition to or
lead to (such as the SRV type RR) an | P address type RR and the
semantic data in the RR represents the neans to neet the service
requirenents.

This architecture can support nultiple use cases using one of the
above nethods. Below are some exanpl es.

E2E SRv6: This use case may use nethod 2. W can support true end-
to-end SRv6 service where a Segnent List (SL) is acquired from DNS
using the RR Type specified in [I-D. eastl ake-dnsop-rrtype-srve6]
and an SRH (Segnment Routing Header) is directly inserted in the
| Pv6 packet header. Wile the SRH determ nes the packet’s
forwardi ng path, different packet handling and QoS treatment can
al so be applied to the packet al ong the path.

Semantic Addressing: This use case nay use nethod 1. Due to the
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abundance of |Pv6 addresses, each name can be assigned nmultiple
addresses with each representing sone special network services.

VWil e the network devices are configured or progranmed to be able

to interpret and process the semantics enbedded i n addresses,
different services can be applied to flows for the sane
destination. The details are described in a conmpanion draft.

Servi ce Header Fields: This use case may use nethod 3. Sone
servi ce-defining header fields (e.g., DSCP in |Pv4 header and
traffic class and flow |l abel in IPv6 header) can be used to
i ndi cate QoS or other service requirenents. Such senantic data
can al so be provided by DNS replies in formof RRs. The details
are described in a conpanion draft.

O her Semantic Data: This use case may apply the method 2 or 3.
Sone services may have other neans to be encapsulated into a
packet (e.g., |Pv6 Extension Header). The required infornmation
can also be returned by DNS reply as senmantic data.

Security Considerations
TBD

I ANA Consi derations
Thi s docunent requires no | ANA acti ons.
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