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Abstract

| OAM pre-all ocated trace option data fields can be encapsulated in

| Pv6 HoH options header as described in RFC9486. However, due to the
potential large size of the trace data and the HbH extensi on header
location in the | Pv6 packets, the schene creates practical chall enges
for inplementation, especially when other extension headers, such as
a routing header, also exist and require on-path processing. W
propose two alternative approaches to address this challenge in
addition to | OAM DEX: separating the |OAMincrenental trace data from
the 1OAM i nstructi on header, or applying the segnment 1OQAMtrace data
export scheme, based on the network scenario and application
requirenents. W discuss the pros and cons of each approach in this
docunent .

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 19 February 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

OO ~N~NOOTOTO AN

In-situ OAM (1 OAM [ RFC9197] defines two trace options, pre-allocated

trace option and increnmental trace option, which record hop-by-hop
data al ong a packet’s forwardi ng path. [RFC9486] describes the

met hod to encapsul ate | OAM pre-all ocated trace option data fields in

| Pv6. Because the trace options requires per hop processing, such
options can only be encapsulated in |IPv6 Hop-by-Hop (HbH) options
header .

[ RFC8200] mandates that the HbH options header, if exists, nmust be
the first extension header following the | Pv6 header. However, the

| CAM trace data can be | arge, which can amobunt to tens to hundreds of

byt es, naki ng accessing other headers after it difficult or even
i mpossible in sone routers. There are practical limtations on how

far the hardware can reach into a packet in forwardi ng hardware. The

Song, et al. Expires 19 February 2026 [ Page 2]



I nternet-Draft | OAM | Pv6 Support August 2025

| QAM trace option cannot be applied if it nakes ot her extension
headers inaccessible. Even if the other headers can be reached, the
deeper they are, the higher the cost to access and process them and
the |l ower the forwarding performance. Note that [RFC9486] does not
support the increnental trace option because it would expand the HoH
header at each hop and push back all other headers after it. The
changi ng | ocation of the |ater extension headers could further
complicate the hardware inplenmentati on and affect the forwarding

per f or mance.

The issue becones nore severe when SRv6 and | OAM coexi st. The
Segnment Routing Extension Header (SRH) [ RFC8754] is encapsulated in a
routi ng header which is after the HoH options header. SRH itself can
be large. It requires read and wite operations at each SRv6 segnent
endpoint node. |If it is deeply enbedded in a packet and its |ocation
keeps shifting, either it is beyond the reach of hardware or the
forwardi ng performance degrades.

We can avoid the problem by not using both at the sane tinme, but this
is not ideal, because |OAMis an inmportant QAMtool and it is even
more want ed when SRv6 brings nore operational conplexity into | Pv6
net wor ks.

The second recourse is to linmt the |CAMto SRv6 nodes only. That
is, consider SRv6 as an overlay tunnel over |IPv6 and apply the | OAM
pi pe node as di scussed in [|-D.song-ippmioamtunnel -node], which
only collects data at each SRv6 segnent endpoint nodes. To realize
this, [I-D.ali-spring-ioamsrv6] describes an approach that

encapsul ates the 1OAM option data fields in an SRH TLV. [RFC9259]
descri bes another approach to enabl e postcard-based telenetry for
SRv6 w t hout needing | OAM opti on encapsul ation. |In either case, the
SRH is close to the packet front and its location is fixed. While
these approaches are useful for use cases that only need to nonitor
the segnent endpoints, it fails to cover all the |IPv6 nodes on the
packet forwarding path in an | OAM donai n.

So the proposition of this draft is, if we need to apply 1 CAM on al |
nodes in an SRv6 network, how we can anend the approach in [ RFC9486]
or use alternative approaches to circunvent the aforenentioned
issues. In this draft, we propose two viable approaches: (1)
separating the |OAMtrace data fromthe instruction header to a

di fferent extension header option after the routing header if it
exists, and (2) applying the segnent | OAM trace export scheme. W
di scuss the pros and cons of each approach.
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2. |1 OAM Trace Data Separate and Postpose

An |OAM trace type data fields contain two parts: instruction and
trace data. Although by convention the trace data part i mediately
follows the instruction part, there is not fundanmental reason why
these two parts nust stick together. This observation provides us an
optinization opportunity to amend the original proposal in [RFC9486].

We separate the |OAMtrace type data fields into the instruction part
and the trace data part. W encapsulate only the instruction part in
the HbH options header, and encapsul ate the trace data part in

anot her extension header option after all the |IPv6 extension headers
that need to be exani ned and processed on the packet forwarding path
(e.g., arouting header). This arrangenment allows us to use the
incremental trace option efficiently. Even if the data trace
increases its size at each node, all |Pv6 extension headers before it
remain a fixed size, and new data is guaranteed to be inserted at a
fixed | ocation.

Figure 1 shows the HoH option format for | OAMincrenmental trace type
instruction. The field specification is identical to that in
[ RFC8200] and [ RFC9197].

0 1 2 3
01234567890123456789012345678901

B i s T T i i o S o T Ji I

| Option Type | Opt Data Len | Reserved | | OAM Type
e L o i e e i i h S SN N R SRR S S

| Nanmespace- | D | NodeLen | Flags | RenmininglLen| | OAM
Ho et o e b e e e b e e e e e - o - - - e - - - - - - - - +- +- +-+ Trace
| | CAM Tr ace- Type | Reserved | Type
B i o ok T S e i s TR I TR S S S S S S i ik i I S R T I o T

Figure 1. HoH Option Format for |1 OAM I ncrenmental Trace Type
I nstruction

Figure 2 shows the TLV option format for |OAM trace type data. The
IOCAM trace type data format is conpliant with [ RFC9197].
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0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| | OAM Type | Lengt h | Reserved |
i i i T i I S i e s o o i i
I I
~ | OAM Trace Type Data ~

B T S i T s i i e e SEI S
Figure 2: Option Format for | OAM I ncrenental Trace Type Data
2.1. 1OAMIncrenmental Trace Data Encapsul ation

We have basically two nmethods to encapsulate the | OAM i ncrenent a
trace data. First, we can define a new | Pv6 extensi on header which
is dedicated to metadata. Once standardi zed, this extension header
can al so be used to host potential metadata from other applications
such as NSH for SFC [ RFC8300]. Second, this option can be carried as
a TLV option in another existing extension header such as the
Destination Option Header (DOH). The only requirenent is that this
ext ensi on header should be the |last one in the extension header
chain. The first nmethod is cleaner but it requires to standardize a
new ext ensi on header type; the second nethod is sinpler but it needs
to overcome the access constraints exerted by [ RFC8200].

3. Segnent | CAM Dat a Export

If the overhead of the IOAMtrace type data fields is under control,
we may still manage to encapsul ate both instruction and data in HoH
options header as described in [RFC9486]. To this end, we introduce
two sub- approaches.

3.1. Independent of SRv6

[1-D. song-i ppm segnment -i oanj proposes an enhancenent to | OAM trace
type which can configure the all owabl e overhead of the | QAM trace
type data fields. Once the trace data size is up to the limt at a
network node (i.e., a segnent or a fixed nunber of network nodes are
traversed), the trace data will be stripped and exported so roomis
made to accommodate new trace data fromnodes in the next segment of
the forwardi ng path.

Thi s approach requires sone noderate updates to the 1OAM trace type
data fields, as described in [I-D.song-i ppmsegnent-ioan]j. Figure 3
shows the format of the HbH Option Header containing Segnent | QAM

trace type data fields. A flag bit (#23) in the Flags field is used
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to indicate the current header is a segnent | OAM header. In this
context, the last octet in the |1 OAM header is partitioned into two
4-bit nibbles. The first nibble (SSize) is used to save the segnent
size and the second nibble (RHop) is used to save the renaini ng hops.
This limts the maxi num segnent size to 15.

0 1 2 3
01234567890123456789012345678901

B T S i T s i i e e SEI S

| Option Type | Opt Data Len | Reserved | | OAM Type

R i ol T o S e S S i o e T il ks i RIS S R S R T G +
| Nanespace- | D | NodeLen| Fl ags| 1| SSize | RHop | |1 QAM
Fo o e o e o e o e o e e b e b o e e e o b o - - - - - - - - +- +- 4+ Segnent
| | CAM Tr ace- Type | Reserved | Trace
T R Rk ki S N S S S S S I S e S I S i i R S S S I S VA o] -]

| | Data

| Node Data List [] | Fields
L

T s T i S S S Tt T el i S S I S S S T 0 +
Figure 3: HoH Option Format for Segnent | OAM Trace Type Data Fields

At the begi nning of each segnent, the segnent size (SSize) and the
remai ni ng hops (RHop) are initialized: RHop is set to equal to SSize.
At each hop, if RHop is not zero, the node data is added to the node
data list and then RHop is decrenented by 1. If RHop is equal to O
when receiving the packet, the node needs to renove (in increnental
trace option) or clear (in pre-allocated trace option) the | OAM node
data list and reset RHop to SSize.

In this case, if we use the | OAM pre-allocated trace type, the size
and | ocation of each I Pv6 extension header is fixed and predictable,
and the hardware capability and performance can be guarant eed.

3.2. Export at SRv6 node

Whenever a packet with the |1 OAM option reaches a SRv6 segnent
endpoi nt node which needs to access the SRH, we can configure the
node to export imediately the |OAMtrace data accunul ated so far

In this case, basically at each SRv6 segnent endpoint node, after the
trace data export, the HbH header size is fixed and the header
contains an ICAM option with only the instruction part. After the
SRH processing, this node can add | ocal 1OAMtrace data in the HoH
option header before forwardi ng the packet.

Song, et al. Expires 19 February 2026 [ Page 6]



I nternet-Draft | OAM | Pv6 Support August 2025

The increnental trace type is nore proper in this approach than the
pre-allocated trace type, due to the uncertainty of the number of
hops between two segnent endpoints. |In an extreme case when every
node is also an SRv6 node, this approach regresses to a per-hop
post card-based tel emetry approach such as | OAM DEX as described in
[ RFC9326] .

4. Direct Export Option

It is worth noting that, instead of using the | OAMtrace options,

| OAM Di rect Export (DEX) Option Type [ RFC9326] can be used for fixed
and snmal | packet overhead since it only needs to encapsulate a fix-
size instruction header in the HoH option header. The schene is
covered in [ RFC9486] .

5. Conpari son

The foll owi ng table conpares the existing approach and the four other
al ternative approaches proposed in this draft.

o e e - o e e e e e e oo S +
|  Approach | Pr os | Cons |
e U AU .
| 1 OAM Tr ace | Comply w/ |1 OAM Data Spec | Variable, |ong HbH |
| Option in | | header inpedes access of |
| HboH ( RFC9486) | | ot her extension headers |
R o e e e e e e e e oo oo o e m e e e e e oo +
| 1 OAM Tr ace | Fi x-si ze and short HbH | Need extra extension |
| Dat a Separate | header, good for | header option to hold |
| and Post pose |accessing other extension|trace data |
| (Sec. 2) | header s | |
o e e - o e e e e e e oo S +
| Segnent 1 OAM | Fi x-si ze and control | abl e] Need to update | OAM trace

| Dat a Export | HbH header size |type data field spec. |
| (Sec. 3.1) | | |
o e e o - o e e e e a e oo oo o m e e e e e e e oo - +
| Trace Export | Can be done through | Specific to SRv6; |
| at SRv6 nodes | configuration | No better than | QAM |
| (Sec. 3.2) | | DEX i n the worst case |
oo s o m e e e e e e aao o o m e e e aa oo s +
| 1 OAM Di r ect | Conply w/ | OAM DEX Spec; | Need export data |
| Export in HoH | Fi x-size and short HbH |correlation, and other |
| (RFC9486) | | i ssues of DEX ( RFC9326) |
o e e - o e e e e e e oo S +

Figure 4: Conparison of Different Approaches
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IOAM trace option is easy to inplenent and extensi ble for data types.
Conpl emrentary to [ RFC9486], the scal able solutions for using it in

| Pv6 networks discussed in this docunent can fully carry out the
benefits of IOAMtrace option and neanwhi |l e avoi d potential issues
associated with variable and high header overhead.

6. Security Considerations

No new security issue is identified other than those for IOQAMtrace
option [RFC9197], | OAM DEX [ RFC9326], and | Pv6 extensi on headers
[ RFC8200] .

7. 1 ANA Consi derations
Thi s docunent requires no | ANA acti ons.
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