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Abstract

BGP Fl owspec nechani sm ( BGP- FS) [ RFC8955] [ RFC8956] propagates both
traffic Fl ow Specifications and Traffic Filtering Actions by naking
use of the BGP NLRI and the BGP Extended Conmmunity encodi ng fornmats.

Thi s docunent specifies a new BGP-FS conmponent type naned ClassliD to
support C assID filtering.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may al so distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other docunents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 01 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent nust include Sinplified BSD License text as described in
Section 4.e of the Trust Legal Provisions and are provided wi thout
warranty as described in the Sinplified BSD License.
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1. Introduction

BGP Fl owspec nechani sm (BGP- FS) [ RFC8955] [ RFC8956] propagates both
traffic Fl ow Specifications and Traffic Filtering Actions by making
use of the BGP NLRI and the BGP Extended Community encodi ng formats.

As shown in Figure 1, PE2 advertises routes Prefix2l1l, Prefix22, ...,
Prefi x2n, and PE3 advertises routes Prefix31, Prefix32, ...,
Prefix3n. The server sends Flow Spec rules to PEl to redirect the
traffic for routes Prefix2x and Prefix3x respectively.

When there are a | arge nunber of routes, a significant anmount of BGP
Fl ow Spec rul es need to be depl oyed.
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Figure 1

To address this issue, when PE2 and PE3 advertise routes, they can
include specific routing attributes.

For the included routing attributes, various conbi nati ons of BGP
properties can be used, such as:

BGP St andard Community
BGP Large Comunity
Ext ended Community

Col or

AS Pat h, etc.

By extending the BGP-FS conponent type, filtering of various BGP

route attributes can be supported. However, the follow ng issues

exi st:

* Various attributes need to be planned on the device, transnmitted
across devices, and then traffic steering nmust be perforned using
BGP-FS rul es on the correspondi ng devi ces.

* Due to the |l arge nunber of BGP attributes, extending correspondi ng

BGP- FS conponent types for each attribute may generate a | arge
vol une of BGP FS routes
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*BGP needs to update these attributes to the forwardi ng table. The
extensive attribute content results in the forwarding table
mai ntaining a conplex BGP attribute |ist.

Thi s docunent specifies a new BGP-FS conponent type naned CassliD to
support ClassID filtering. The device nmaps various attributes into
Cl assl Ds and updates the corresponding Cl asslDs to the forwarding
table. The match field is the CasslID of the destination |IP address
encoded in the Flowspec NLRI.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 RFC 2119 [RFC2119] RFC 8174 [RFC8174] when, and only when,
they appear in all capitals, as shown here.

3. The Flow Specification Encoding for dasslD

[1-D. draft-ietf-idr-fsv2-ip-basic] defines the Conponents in the IP
Basi ¢ TLV. This docunment proposes a new Conponent for C asslD

i nformati on.

When filtering using Fl owSpec rules, the condition can be specified
as the C asslD.

This is primarily used for traffic diversion based on the d asslD.

Sub- TLV Definition

| length (1 octet) |
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Type: d assl D( TBD)

Filter defines: match for O asslD
| ength: variable

val ue: [numeric_op, value]+

where the value followi ng each numeric_op is a two octets C asslD.

4. Use Cases
As shown in Figure 2, on the ingress PE, Route-Policy is configured
to map various route attributes into ClasslD. These route attributes
i nclude Conmunity, Large Comunity, Extended Conmunity, Color, etc.

The BGP Fl ow Spec Server depl oys BGP Fl ow Spec rul es by specifying
Classl D as the matching condition and Redirect as the action.

For traffic steering:

First, route attributes are mapped to a unified C asslD through
Rout e- Pol i cy based on traffic characteristics.

Then, traffic is redirected to the specified destination router by
mat chi ng the C assl D agai nst BGP Fl ow Spec rul es.
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| I nput :
|[filter = destip + CasslD
| Action = redirect
\Y,
S +
| Controller]
Fomm oo - +
| BGP FS
| NLRI
| Filter: CasslD
| Acti on=redirect
Y
Fomm oo - +
| Devi ce |
TS +
Rout e-Policy: (Color, Community, ...)

Remark d assl D

Fl ow Spec:
Figure 2

| ANA Consi der ati ons

FSv2 | P Basic TLV Conponents

C assl D->redirect

[1-D. draft-ietf-idr-fsv2-ip-basic] defines the Conponents in the IP

Basic TLV.

Thi s docunent

requested to assign a new type code point from"FSv2

| P Basi ¢ TLV Conponents" registry for d asslD.

Sub- TLV

Song,

et al.

Definition

Reserved

| P Destination prefix
I P Source prefix

| Pv4 Protocol /

| Pv6 Upper Layer Protocol
Por t
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10

11

12

13

TBD1-

Destination Port

Sour ce Port

| CMPv4 type / | CVPV6 type
| CMPv4 code / |1 CPv6 code
TCP Fl ags

Packet |ength

DSCP

Fragment

FI ow Label

Cl assl D Thi s docunent

14- 255 Reserved

6. Security Considerations

TBD
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