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Abstract

Current LLM based Al agent systens require each agent to inpl enent
conmuni cati on capabilities (service discovery, encryption) and

col laboration logic (e.g., task del egation decisions), leading to
code bl oat, security risks, and inefficient resource usage in cloud-
native and hybrid-cl oud depl oynents. This fragmentation inpedes
scal able nulti-agent application devel opnent, especially in multi-
tenant scenarios where inconsistent security policies and cross-
domai n connectivity barriers arise. This docunent anal yzes these
chal | enges and proposes requirenents for a Dynamic Milti-agent
Secured Col |l aboration (DMSC) infrastructure. DMSC | everages a
centralized gateway | ayer to offload secured comunication, cross-
domai n connectivity, multi-tenant policy enforcenent, and dynanic
col | aborati on assistance - enabling devel opers to focus solely on
agent core functionality while ensuring consistent security,
interoperability, and operational efficiency across heterogeneous
envi ronment s.

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Song, et al. Expi res 3 Septenber 2026 [ Page 1]



Internet-Draft DVBC Probl em St at enent March 2026

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I nt roducti on

The proliferation of LLM based Al agents in cloud-native and hybrid-
cloud environments has intensified the need for robust, scal able

i nter-agent collaboration. Current frameworks (e.g., AutoCen,
CrewAl ) require devel opers to enbed communi cation protocols, service
di scovery nechani sns, and rudi nentary coll aboration logic directly
into agent codebases. This tight coupling increases cognitive |oad,
i ntroduces security vulnerabilities through inconsistent

i npl ementations, and hinders scalability in nulti-tenant depl oynents.
For instance, an e-conmerce agent system spanning public cloud (for
custoner interaction) and private data centers (for sensitive

i nventory) nust manually handl e network tunneling, certificate
rotation, and capability matching across domains. Dynamic Milti-
agent Secured Col | aboration (DVSC) proposes a dedicated
infrastructure | ayer decoupling communication and col | aboration
concerns from agent business logic. The centralized gateway handl es:
(1) secured transport (end-to-end encryption, nutual TLS

term nation), (2) cross-domain network bridging (protoco

translation, firewall traversal), (3) multi-tenant policy enforcenent
(isolation, rate limting), and (4) dynami c col |l aboration assistance
(capability-based routing, |oad-aware del egation). By offl oading
these concerns, DMSC enabl es agents to remmin |ightweight,

accel erates devel opnent cycles, and ensures consistent security
posture across heterogeneous depl oynents.

Pr obl em St at enent s
1. Tight Coupling of Collaboration and Conmuni cation Logic

Agents rust inplement service registration, discovery, retry

mechani sms, and dynam c task del egation decisions (e.g., "which agent
handl es t his ambi guous query?"). This increases devel opnent
conplexity and error-proneness [AutoGen]. In practice, devel opers

spend up to 40% of inplenentation effort on conmuni cation plunbing
rather than core agent logic. For exanple, an agent handling
customer support queries nust enbed logic to discover avail abl e
"billing" or "technical" specialist agents, validate their current

| oad, and retry failed del egations. This duplication across agent
systens | eads to inconsistent behavior, version skew during updates,
and hei ght ened nmmi ntenance costs. Furthernore, enbeddi ng capability-
mat ching logic within agents prevents centralized optinization (e.g.,
gl obal | oad bal anci ng across agent pool s).
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2.2. Security Fragnmentation

Each agent independently handles encryption, certificate nanagenent,
and aut hentication checks. Inconsistent inplenmentations create
security gaps, especially in nmulti-tenant hybrid-cloud depl oynents.

A survey of 15 open-source agent frameworks revealed 7 distinct TLS
configuration patterns, with 30% | acking certificate pinning and 25%
usi ng hardcoded credentials. In cross-organization collaborations
(e.g., healthcare agents sharing anonym zed data across
institutions), fragmented security enforcenent conplicates conpliance
with regulations |ike H PAA or GCDPR.  Agents depl oyed at edge

| ocations (e.g., 10T devices) often lack resources for robust crypto
operations, forcing trade-offs between security and performance.
Centralized security policy nanagenment is absent, making audit trails
and incident response fragnmented across agent | ogs.

2.3. Inefficient Multi-Tenant Managenent

Configuring tenant isolation policies and cross-cloud connectivity
requires manual, error-prone updates across all agents. Centralized

policy enforcenment is lacking. |In a SaaS platform hosting 100+
enterprise tenants, each tenant’s agents require unique network
policies (e.g., "Tenant A agents cannot conmunicate with Tenant B").

Today, these policies are hardcoded into agent configurations or
managed via fragile external scripts. During tenant onboarding/

of f boardi ng, operators must update every agent instance—a process
taking hours and risking configuration drift. Cross-cloud scenarios
(e.g., agents in AWS communi cating with agents in Azure) exacerbate
this: network security groups, DNS mappings, and certificate trust
stores must be synchronized manually. A single msconfiguration can
| ead to data | eakage or service disruption, as observed in 12% of

mul ti-tenant agent depl oynents per industry incident reports.

2.4. Lack of Dynam c Coll aboration Assistance

When an agent cannot resolve a task, it must inplenent customlogic
to select collaborators. This leads to duplicated effort and
suboptimal routing across agent systems. Current approaches range
fromstatic routing tables (inflexible to agent churn) to broadcast
queries (inefficient at scale). For instance, a |l egal research agent
receiving a query about "EU data privacy | aws" nust independently
determ ne whether to delegate to a "GDPR specialist" or "Schrens ||
expert" agent —without visibility into their current workl oad,
expertise depth, or availability. This results in uneven | oad
distribution (some agents overloaded while others idle) and degraded
user experience due to latency from sequential del egation attenpts.
Wthout infrastructure-level capability indexing and real-tine health
moni toring, agents cannot | everage gl obal context for optinal
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col | aborati on deci si ons.
3. Requirenents for DMSC
3.1. Non-Intrusive Agent Integration

Agents communi cate via standard protocols (HTTP/gRPC); traffic

i nterception MJST be transparent (e.g., iptables, eBPF). Agent code
modi fi cati on MUST NOT be required. The infrastructure SHOULD support
zero-trust onboardi ng where agents register capabilities via secure
met adat a endpoi nts without enbedded SDKs. For |egacy agents,

protocol adapters (e.g., REST-to-gRPC translators) MAY be depl oyed at
the gateway to normalize conmunication. This ensures seanl ess
adoption across greenfield and brownfield agent deploynments while
preservi ng devel oper autonony over agent inplenentation |anguages and
f ramewor ks

3.2. Centralized Gateway for Secured Col | aboration

The gateway MJST handl e: service discovery with real-time health
moni toring; nutual TLS termi nation and certificate lifecycle
managenent ; tenant-scoped policy enforcenment (network isolation, rate
limting, data tagging); cross-domain protocol bridging (HTTP/2 to
MJTT transl ation for edge agents); and dynam c col | aboration

assi stance including capability-based routing (matching query intent
to agent expertise netadata), |oad-aware del egation, and circuit
breaking for failed agents. The gateway SHOULD mai ntain a gl oba
capability registry indexed by semantic tags (e.g., "finance", "l ow
| at ency") and update routing decisions based on real-tine nmetrics
(CPU | oad, queue depth). This transfornms the gateway from a passive
proxy into an active collaboration orchestrator

3. 3. Mul ti-Tenant |sol ation

Tenant data and policies MIST be cryptographically isolated using
tenant-specific encryption keys and nanespace separation
Configuration updates SHOULD be tenant-scoped to m ninize control -

pl ane overhead. The infrastructure MJST prevent tenant policy

| eakage (e.g., Tenant A's rate limts nust not affect Tenant B). For
cross-tenant collaborations (e.g., partner integrations), explicit
policy whitelists MIST be required. Audit |ogs MJIST include tenant
identifiers to enable conpliance reporting. This isolation nodel
supports both strict separation (for regul ated industries) and
controll ed sharing (for consortium depl oynments).
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3.4. End-to-End Security Ofl oading

3.

7

5

1.

Al inter-agent traffic MJST be encrypted in transit using TLS 1.3 or
equi val ent. The gateway MJST handle certificate |ifecycle managenent
(i ssuance, rotation, revocation) and authentication (QAuth 2.0,

mrLS). Sensitive information (PlII, credentials) SHOULD be avoided in
agent payl oads; where unavoi dabl e, the gateway MAY provi de data

maski ng capabilities. The infrastructure MJST generate inmutable
audit trails for all collaboration events (del egati on deci si ons,
policy violations). This offloading reduces agent attack surface,
ensures cryptographic best practices, and sinplifies conpliance
certification for agent devel opers.

Pl at f orm Agnosti ¢ Depl oynent

DMSC MUST support agents depl oyed across Kubernetes clusters, VM,
bare-nmetal servers, and edge devices in hybrid-cloud topol ogies.

Gat eway depl oynment options MJST include centralized (for tight
control), regional (for latency optimization), and enbedded (for air-
gapped environnents). The data plane SHOULD | everage har dware
acceleration (SmartN Cs, DPUs) where available to minimnze | atency
overhead. Configuration APls MJUST be consistent across depl oynent
nodel s to enable unified managenent. This flexibility accommodates
di verse operational constraints—fromcloud-native startups to

regul ated enterprises with on-prenises requirenents.

Security Considerations

This information docurment introduces no any extra security problemto
the Internet.

Acknowl edgenent
TBD.
I ANA Consi der ati ons
None.
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