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Abst ract

Thi s docunent defines the Agent Name System (ANS), a nhane
registration and resolution protocol for autonomous Al agents in the
Agent Network Protocol (ANP) suite. ANS maps agent:// URIs to

net wor k-1 ayer peer identifiers, providing the binding between human-
readabl e agent nanes and the cryptographic peer identities used by
the Agent Internet Protocol (AlIP) for datagram delivery.

ANS defines a Nane Record format, four Al TP nmethod nanmes for nane
operations (ans.register, ans.resolve, ans.unregister, ans.|ookup), a
multi-layer resolution algorithm and two di ssem nati on nechani sns
(Gossi pSub announcenents and DHT storage). ANS supports three

addr essi ng nodes — unicast, anycast, and channel — over a single URI
synt ax.

ANS is intentionally a narrow nane-binding |layer: it maps nanes to
peers and tags, but defers capability description to the Agent
Description Protocol (ADP), reputation and ranking to conpani on
protocol s, and econonic anti-spam mechani sms to depl oyment profiles.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 26 Septenber 2026.
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I nt roduction
1. Problem Statenment

Agents in a decentralized network need stabl e, hunman-readabl e nanes
that can be resolved to the cryptographic peer identifiers used for
dat agram del i very. The Agent Internet Protocol (AlP)

[1-D. song-anp-aip] defines agent:// URIs as the addressing schenme for
datagrans, but AIP itself does not specify how a nanme such as
"agent://transl ator-zh-en" is bound to a particular peer or how that
bi nding i s disseninated across the network.

Song & Yuan Expi res 26 Septenber 2026 [ Page 3]



Internet-Draft ANS March 2026

Wthout a name system agents must exchange raw cryptographi c peer
identifiers — opaque strings that are neither menorable nor semantic.
A name system provides the indirection |ayer that allows agent nanes
to persist across peer-identity rotations, enables hunan operators to
refer to agents by neaningful |abels, and supports anycast routing
where a single nane resolves to the best avail abl e instance.

1.2. Scope

Thi s docunent is one of four core Internet-Drafts in the Agent

Net work Protocol (ANP) suite: AP [I-D.song-anp-aip] (datagram
delivery), A TP [I1-D.song-anp-aitp] (invocation transport), ANS (this
docunent, nanme systen), and ADP [I-D. song-anp-adp] (description and
di scovery). The four drafts are designed to co-evolve as a self-
cont ai ned protocol suite; no additional specification is required for
baseline interoperability. AIP s |ocal-resolver semantic extension
MAY be backed by an inplenentation that consults ADP di scovery
services for ranked capability matching; ANS core provides nane-to-
peer binding but does not itself performranked semantic di scovery.

ANS is a nane-layer protocol within the ANP suite. It sits between
t he human-faci ng nane space and the peer-identity |ayer used by AP

Thi s docunent specifies:

1. The agent:// URI syntax as used by ANS, refining the base granmar
defined in AIP with nanespace, version, and addressing-node
semantics. AlIP renmmins the schene authority
([1-D.song-anp-aip]); ANS defines nane-layer interpretation only.

2. The Nane Record format — a JSON object that binds an agent://
nane to a peer identifier, skill tags, and tenporal mnetadata.

3. Four AITP nethod names (ans.register, ans.resolve,
ans. unregi ster, ans.|ookup) for nanme operations over the Agent
I nvocation Transport Protocol (AITP) [I|-D.song-anp-aitp].

4. A nmulti-layer resolution algorithm (local cache, persistent
store, DHT, peer-assisted query).

5. Two dissemination nechani sns: Gossi pSub announcenents for real -
time propagation and DHT records for persistent storage.

6. The nane lifecycle: registration, freshness, renewal, ownership,
transfer, expiration, and rel ease.

Thi s docunent does not cover:
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1. Agent capability description — specified by the Agent Description
Prot ocol (ADP) [I-D.song-anp-adp].

2. Ranked capability discovery — the five-factor scoring al gorithm
is defined in ADP [I-D. song-anp-adp].

3. Economi ¢ mechani snms for nane registration (token burn, auction,
pricing) — these are depl oynent-specific policies.

4. DNS-based discovery (DNS-SD, well-known URIs) — discussed
informatively in Appendix A

5. Agent identity, key managenent, or credential issuance — these
bel ong to Al P and depl oynent - context nechani sns.

1.3. Positioning

ANS is to agent:// URIs what DNS is to donai n nanes: a nane-to-
address resolution service. ANS differs fromDNS in three respects:
(1) registrations are self-certified via EJd25519 signatures rather
than del egated to registrars; (2) resolution is peer-to-peer (DHT +
gossi p) rather than hierarchical; (3) the nane space supports anycast
and channel addressing nodes natively. O these three nodes, only
uni cast and anycast nanes are registered; channel names are derived
fromthe URI syntax and nap deterministically to GossipSub topics

wi t hout creating a Nane Record (see Section 7.4).

Unli ke ADP's adp. di scover, which ranks agents by a multi-factor
scoring algorithm ANS s ans.|ookup performs tag-based filtering
wi t hout scoring — a narrow wai st | ookup anal ogous to DNS SRV queri es.
The two protocols are conplenmentary: ANS provi des name— peer binding;
ADP provi des capability—ranking.
1.4. Design Rationale
ANS is justified when the follow ng conditions hol d:
1. *Agents need stable, human-readable identifiers.*
Cryptographic peer IDs (e.g., 12D3KooW..) are unsuitable for
human reference, configuration files, and docunentation. A nane
| ayer provides stability across peer-ID rotation
2. *Multiple resolution paths inprove availability.*
A single DHT | ookup may fail due to network partition. A |ayered

resol ution stack (local cache — persistent store — DHT — peer-
assi sted RPC) naxinizes the probability of successful resol ution
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3. *Anycast requires a nane-to-set mapping.*

VWhen multiple instances serve the sanme | ogical service, the nane
system nmust resolve a single nane to a set of candi dates.

I nstance selection is then delegated to the caller or to a
conpani on ranking protocol (ADP).

1.5. Assunptions
ANS assunes:

1. An AP nodul e providing agent:// datagram delivery with
Ed25519- si gned peer identities.

2.  An Al TP nodul e capabl e of REQUEST/ RESPONSE exchanges with the
met hod nanes defined in this docunent.

3. A CGossipSub inplenmentation supporting topic-based pub/sub (e.g.,
i bp2p GossipSub v1.1).

4. A Kademia DHT inplenentation supporting namespace-prefixed key-
val ue storage

5. Nane Record docunments are UTF-8 encoded JSON ([ RFC8259]).
1.6. Relationship to Adjacent Specifications

ANS occupies a narrowrole in the ANP suite. This section clarifies
the boundary between ANS and its sibling protocols to prevent
msattribution of responsibilities.

Agent Internet Protocol (AIP) [I-D.song-anp-aip] AlIP owns the
agent:// URI schene registration, the Ed25519 peer-identity nodel,
and datagram delivery. ANS consunmes the URI schenme and peer
identities defined by AIP; it does not redefine them The ABNF in
Section 3.1 is a nanme-layer profile of the AP base grammar,
addi ng nanespace, instance, and channel semantics for registration
and resolution. The agent:// URI schene registration belongs to
Al P, not ANS

Agent I nvocation Transport Protocol (AITP) [I-D.song-anp-aitp] AITP
provi des the reliable REQUEST/ RESPONSE transport over which ANS
met hod calls are carried. AITP is a pure bearer: it provides
segrment fram ng, flow control, and status codes, but has no
awar eness of name semantics. ANS defines its own method nanes
(ans.*) and error detail bodies; A TP carries them unchanged.

Agent Description Protocol (ADP) [I-D.song-anp-adp] ADP defines
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Agent Cards (rich capability descriptions) and the adp. di scover
met hod (five-factor ranked discovery). ANS provides the narrower
primtive: name-to-peer binding and tag-based | ookup without
scoring. The two protocols are conplenentary — ANS resol ves
nanes, ADP ranks capabilities — and SHOULD be depl oyed toget her

Web- Native Discovery Profiles DNS-SD ([ RFC6763]), .well-known URIs
([ RFC8615]), and nDNS ([ RFC6762]) are informative bridging
mechani snms descri bed in Appendix A.  They are depl oynent profiles,
not part of the ANS core protocol. An ANS inplenentationis fully
conformant without supporting any web- native discovery profile.

1.7. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

Nane Record A JSON object that binds an agent:// nane to a peer
identifier, skill tags, and tenporal netadata. The Nane Record is
the unit of registration and resolution in ANS

Peer ID The cryptographic identifier of a network node, derived from
its Ed25519 public key. Used by AP for datagramrouting.

Nanespace An optional organizational prefix in an agent:// URl that
groups rel ated agent names (e.g., "nlp" in "agent://nlp/
translator").

Addressing Mbde One of three resolution semantics for an agent://
URI: unicast (resolve to a specific instance), anycast (resolve to
the best avail able instance of a service), or channel (map to a
pub/sub topic for nulticast delivery).

Omer The peer that first registered a Name Record. Omnership is
i mutable: only the Omer may update or transfer the record.

Sequence Nunber A strictly monotonically increasing integer in a

Nane Record, used to order updates and prevent replay of stale
records.
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3.

3.

agent:// URl Syntax

The agent:// URI schene identifies agents in the ANP network. AIP
[1-D. song-anp-ai p] defines the base agent:// schene and its core
parsing rules. This section defines the ANS-specific nam ng
interpretation and constraints used for registration and resol ution
Al P [I-D.song-anp-aip] is the scheme authority and defines the base
agent:// syntax and wire encoding; the grammar below is a conpatible
profil e that adds nanespace, instance, version, and addressing-node
semantics on top of the AP base grammar.

1. ABNF G ammar

The foll owi ng ABNF ([ RFC5234]) defines the syntax of agent:// URIs.
The grammar uses the core rules from[RFC5234] Appendi x B and the
generic URI conponents from [ RFC3986].

agent - uri
agent - path

"agent://" agent-path [ "@ version ]
servi ce-path / channel -path

; Service addressing (unicast or anycast)
service-path = [ namespace "/" ] nane [ "/" instance ]

; Channel addressing (trailing "/" required)

channel -path = [ nanespace "/" ] name "/"

nanespace = identifier

nane = identifier

i nstance = identifier

ver sion = 1*( ALPHA/ DGET / "." [ "-")
identifier = lo-al pha-digit *( |o-alpha-digit / "-" )
| o-al pha-digit = %61-7A/ DIAT ; a-z [/ 0-9

Constraints:
* Each "identifier" segnent MUST be 1 to 63 octets.

* The total agent-path (excluding "agent://") MJST NOT exceed 255
octets, matching the AP MaxURI Len

* ldentifiers MUST be | owercase ASCII letters, digits, and hyphens.
Under scores are NOT RECOMVENDED; i npl enmentations MAY normalize
under scores to hyphens on input.

* An identifier MUST NOT start or end with a hyphen
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3.2. Addressing Mdes

An agent:// URI carries one of three addressing nodes, determ ned by
syntactic inspection of the path:

agent://[ns/]name/
i nst ance

Resol ve to exactly one peer: |
t he named i nstance. |

| Resolve to one or nore peers |
| registered under the service |
| name; the caller or a

| conpani on protocol selects |
| anmpng candi dat es. |

| Map to a GossipSub topic; |
| datagrans are delivered to |
| all subscribers. Channel |
| names are derived, not |
| registered — no Name Record |
| is stored. See Section 7.4. |

Table 1: Addressi ng Moddes

I mpl enent ati ons MJST detect the addressing node using the follow ng

al gorithm

if path ends with "/" — Channel
else if path contains instance — Unicast
el se — Anycast

An agent:// URI with no nanespace and no instance (e.g.,
"agent://transl ator-zh-en") is Anycast. This preserves backward
conpatibility with the flat nanes used by existing inplenmentations.

3.3. Exanpl es
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# Anycast — route to any avail able translator
agent://transl ator-zh-en

# Anycast — namespace-scoped
agent://nl p/transl ator

# Uni cast — specific instance
agent://nlp/transl ator/zh-en-01

# Uni cast — versioned
agent://nlp/translator/zh-en-01@. 2.0

# Channel — nulticast to all subscribers
agent : //finance/ mar ket - updat es/

3.4. Normulization

| mpl enent ati ons MUST nornmal i ze agent:// URIs before registration,
resol ution, and conparison by:

1. Converting the schene and all identifier segments to | owercase.
2. Renoving any trailing whitespace.

The normalized formretains the "agent://" prefix. |nplenmentations
that need a prefix-stripped key for DHT or database storage MAY
derive it internally, but the canonical wire-format value is always
the full URI.

Two URIs are considered equal if their normalized forns are byte-
i denti cal .

4. Nane Record
A Nanme Record is a JSON object ([RFC8259]) that binds an agent://
nane to a network peer and its nmetadata. Name Records are the unit
of registration, disseni nation, and resolution in ANS.

The follow ng structural rules apply to every Nane Record:

1. A Nane Record MUST be a single JSON object ([RFC8259]) encoded in
UTF- 8.

2. A Name Record MJST NOT contain duplicate menber nanes.
3. A Nanme Record MJST NOT contain nenbers outside this specification

unl ess they are placed inside the "extensions" object (see
Section 4.4).
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4. 1 nplenentati ons MJST i ghore unknown top-Ievel nenbers for forward
compatibility, but MJST preserve them when re-serializing the
record (e.g., during gossip relay)

4.1. Record Fields

| The conplete agent:// URI, |
| including the schene prefix. |
| E.g., "agent://nlp/translator”

| or "agent://translator-zh-en".

| I'nplenmentations that need a |
| prefix-stripped key for |
| storage or DHT | ookups SHOULD |
| derive it internally; the |
| wire-format and obj ect - nodel |
| value is always the full URI. |

| peer_id | string | MJST | The registrant’s cryptographic
| | | | peer identifier, as used by |
| | | | AP for datagramrouting. |

| The namespace segnent |
| extracted fromthe nane (e.g., |
| "nlp"). Redundant with "nane"

| but enables efficient |
| namespace-scoped queri es. |

| A JSON array of strings, each |
| a lowercase skill tag (e.g., |
| ["translation”,"nlp"]). |
| Duplicate entries SHOULD be |
| renmoved on input. Used for |
| tag-based | ookup (ans.|ookup). |

| description | string | MAY | Free-text description of the |
| | | | agent’s purpose. Used for |
I | | | full-text search. |

| version | string | MAY | Semantic version string of the
| | | | agent’s capability set (e.g., |
| | | | "1.2.0").

| Tinme-to-live in seconds. |
| Default: 3600. Consuners |
| SHOULD consider the record |

i nt eger

Song & Yuan Expi res 26 Septenber 2026 [ Page 11]



Internet-Draft ANS March 2026

4. 2.

| | | stale after this duration. |

registered_at | string | MJST | Registration timestanp in RFC |
| | | 3339 format ([ RFC3339]). |

MJUST | Expiration timestanp in RFC |
| 3339 format. Records past |
| this time MIST be treated as |
| expired and SHOULD be renoved |
| from caches. |

MJUST | The peer_id of the first |
| registrant. Inmmutable after |
| initial registration. Only |
| the Oamner may update or |
| transfer the record. |

integer | MJST | Monotonically increasing |

| | sequence nunber. Receivers |
| | MUST reject records with a seq |
| | value less than or equal to |
| | the locally stored seq for the |
| | same nanme. See Section 4. 3. |

MUST | Ed25519 signature ([ RFC8032]) |
| over the canonical record |
| bytes. See Section 4.2. |
| Encoded as unpadded Base64url |
| ([ RFC4648] §5). |

ext ensi ons | object | MAY | A JSON object carrying |

| | | depl oynent-specific extension |
| | | data. See Section 4.4. |

Tabl e 2: Nane Record Fields

Si gnat ure Conput ati on

The signature field authenticates the Nane Record and binds it to the
registrant’s Ed25519 key pair. The signature is conputed as foll ows:

1.

Construct the signing input by concatenating the following fields
in order, each encoded as UTF-8 with a newl i ne (0x0A) separator:
nanme, peer_id, nanespace, skills (JSON-serialized array, e.g.,
"["nlp","translation"]’; enpty array '[]’ if absent),

description, version, ttl (decimal string), registered_ at,
expires_at, owner_id, seq (decinmal string).
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2. Compute the Ed25519 signature ([ RFC8032]) over the signing input
using the registrant’s private key.

3. Encode the 64-byte signature as unpadded Base64ur| ([ RFC4648]
§5).

Recei vers MUST verify the signature before accepting a Nane Record.
Verification requires the Ed25519 public key corresponding to the
peer _id. Inplenentations MIST reject records whose signature does
not verify, whose peer_id does not correspond to the signing key, or
whose owner _id does not natch the peer _id (for initial registrations)
or the stored owner_id (for updates).

4.3. Sequence Nunbers

The seq field provides replay protection and consistent ordering of
Nane Record updates

* The initial registration MJST set seq to 1.
* Each subsequent update MJUST increnent seq by at |east 1.

* Receivers MJST reject a record if its seq is less than or equal to
the seq of the currently stored record for the same nane.

* Receivers MIST reject a record if the seq value is unreasonably
| arge (inplenentation-defined threshold) to prevent seq-space
exhaustion attacks.

4.4. Extension Mechani sm

The "extensions" field provides a stable mounting point for

depl oynent - specific data that does not belong in the core Nane

Record. Exanples include anti-spam proof tokens, pricing netadata,

transfer receipts, and depl oynent-policy hints.

* The val ue of "extensions" MJST be a JSON object.

* Each key within "extensions" SHOULD be a reverse-domain or URN
nanespaced identifier to avoid collisions (e.qg.
"com exanpl e. anti spant').

* I npl enentati ons MIUST preserve extension entries they do not
under stand when re-serializing or relaying a Name Record.

* | nplenmentati ons MJUST ignore extension entries they do not
under st and when processi ng a Name Record.
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4.

5

The "extensions" object is excluded fromthe signature computation
(Section 4.2). This is an intentional design trade-off: the core
nanme-binding fields (nane, peer_id, owner_id, seq, tinmestanps) are
signed and tanper-evident — these fields fully cover the nane-to-
identity binding and tenporal validity, so core record integrity
does not depend on extensions. Extensions are |left unsigned to

al | ow depl oynent -1 ocal annotations and rel ay-added netadata (e.g.,
hop count, ingestion tinestanp) that the origi nator cannot predict
at signing tine.

Consequently, any peer on the relay path nmay add, nodify, or
renove extension entries. Deploynent profiles that require
stronger integrity for specific extensions SHOULD define an inner
signature field within their own extensi on namespace.

Val i dati on Rul es

I mpl ement ati ons MUST val i date Nane Records on receipt, whether from
ans.regi ster requests, CGossipSub nmessages, or DHT retrieval. The
followi ng rules apply:
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+

I

+

"name" conforms to the agent:// ABNF |

(Section 3.1). |

___________________________________________ +

"peer_id" is non-enpty and is a |

syntactically valid peer identifier. |

___________________________________________ +

"owner _id" is non-enpty. For initial |

registrations, owner_id = peer_id. For |

updat es, owner _id matches the stored |

val ue. |

........................................... +

"expires_at" is strictly after |

"registered _at", and "expires_at" is in |
the future at tine of receipt. | |

___________________________________________ +

"ttl" is a positive integer (> 0). |

Default 3600 if absent. |

+

I

I

I

+

I

|

I

+

I

I

+

"seq" is an integer >= 1. For updates,
seq is strictly greater than the stored
seq.

"skills" entries are unique, |owercase
strings. Duplicates are renoved
silently.

"namespace", if present, matches the
nanespace segment extracted from "nane".

The addressing node inplied by "nanme" is
consistent with the operation context.
Channel nanes (trailing "/") are derive
not registered, and MJUST NOT be submtt
to ans.register (see Section 7.4).

® Q

Tabl e 3: Name Record Validation Rules
Records that fail any MJST-1evel rule MIST be rejected. Records that

fail a SHOULD-Ievel rule SHOULD be accepted after corrective
nornalization (e.g., deduplicating skills).
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5. Protocol Operations

ANS defines four AITP nmethod nanmes for name operations. Each method
uses an Al TP REQUEST/ RESPONSE exchange; the request and response
bodi es are JSON obj ects.

5.1. ans.register — Register a Nane
An agent sends a REQUEST with Method = "ans.register” to bind an
agent:// nane to its peer identity. Only Unicast and Anycast nanes
may be registered; Channel nanes are derived fromthe URl syntax and
MUST NOT be subnmitted to ans.register (see Section 7.4).

Request body A Nane Record as defined in Section 4. Al MJST fields
MJUST be present.

Response body (Status = OK) A JSON object with the follow ng fields:

* "registered": boolean — true if the record was accepted.
* "name": string — the normalized name.

* "seq": integer — the accepted sequence nunber.

* "expires_at": string — the accepted expiration tinestanp.

Error responses
* | NVALI D REQUEST (6) — nmalforned record, invalid signature, or
constraint violation (e.g., nane syntax, field |length).

*  UNAUTHORI ZED (5) — the sender is not the owner of an existing
record with the sane nane.

* BUSY (8) — the receiver has reached its capacity for stored
Name Records

The receiver MJST performthe followi ng validation before accepting a
regi stration:

1. Verify the agent:// nane conforns to the ABNF in Section 3.1

2. Verify the Ed25519 signature per Section 4.2.

3. If arecord with the sane nane already exists, verify that the
request’s owner_id matches the stored owner_id and that the

request’s seq is strictly greater than the stored seq.

4. 1f no record exists, set the ower_id to the sender’s peer _id.
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5. Verify that expires_at is in the future and that ttl is positive.
Regi stration MAY additionally require a depl oynent-specific anti-spam
mechani sm such as proof-of -work, token expenditure, or rate linmting.
Such mechani sns are outside the scope of this specification.

5.2. ans.resolve — Resolve a Nane

A caller sends a REQUEST with Method = "ans.resolve"” to | ook up the
Nanme Record(s) bound to an agent:// nane.

Request body A JSON object with the following fields:
* "npame": string (MJUST) — the full agent:// UR to resolve.

Response body (Status = OK) A JSON object with a uniform envel ope
containing three fields:

*  "mpde": string (MJUST) — one of "unicast", "anycast", or
"channel ".
* "records": array (MJST) — natching Name Records. For Unicast:

at nost one element. For Anycast: zero or nore el enents,
ordered by seq descending. For Channel: enpty array.

* "topic": string or null (MJST) — the GossipSub topic string for
Channel node; null for Unicast and Anycast.

* "source": string (MAY) — when present, indicates the resolution
| ayer that produced the result. Values are drawn from "local"
(in-nmenory cache), "store" (persistent database), "dht"
(Kadem ia DHT), "peer" (peer-assisted RPC). Omtted if
unknown.

Error responses | NVALI D REQUEST (6) if the nanme is nal forned.
If the receiver does not have the requested record in its |ocal
store, it MAY attenpt resolution via the DHT or peer-assisted query
before returning an enpty records array.

5.3. ans.unregister — Renove a Nane

An agent sends a REQUEST with Method = "ans.unregister" to renmove its
Nanme Record.

Request body A JSON object with the followi ng fields:

* "pane": string (MJUST) — the agent:// nanme to unregister.
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* "signature": string (MJST) — Ed25519 signature over the UTF-8
string "unregister:" concatenated with the normalized nane.

Response body (Status = OK) A JSON object: { "unregistered": true }.

Error responses
* UNAUTHORI ZED (5) — the sender is not the owner.

* | NVALI D_REQUEST (6) — invalid signature or name not found.
The receiver MJST verify that the signature is valid and that the
sender’s peer_id natches the stored owner _id before renpving the
record. Upon successful unregistration, the receiver SHOULD
propagate the renoval via CGossipSub (see Section 8.1).

5.4. ans.lookup — Tag-Based Nanme Lookup

A caller sends a REQUEST with Method = "ans. | ookup" to find agents by
skill tags. Unlike ADP' s adp.discover, ans.|ookup is a narrow wai st
filter: it returns all matching records w thout scoring or ranking.

Request body A JSON object with the followi ng fields:

[ e e el oo e B oo e
| Field | Type | Description |
| tags | string[] | Skill tags to match (at |east |
| | | one SHOULD be provided). |
S I S I oo me e ieiieaaiaaaeeaaaaaas +
| nanmespace | string | Optional nanespace filter. |
S T T ' +
| limt | integer | Maximumresults. Default: |
| | | 10. |
M N oo e e e e e e e e oo oo +

Tabl e 4: ans.| ookup Request Fields

Response body (Status = OK) A JSON object with a "results" array.
Each el enent contains:

* "record": the natching Name Record.

* "matched_tags": string[] — tags that contributed to the match.

Error responses |NVALI D REQUEST (6) if the query is malfornmed.
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A Name Record matches if at |east one of the query tags appears in
the record’ s skills array (after normalization). |Inplenentations
SHOULD normal i ze tags to | owercase and apply alias resolution (e.qg.,
"py" — "python") before matching.

When the total nunmber of matching records exceeds the Al P naxinmum
message size (65535 octets), inplementations SHOULD truncate the
result set to "limt" entries and return only conplete records that
fit wthin a single response datagram Callers that need additional
results MAY issue subsequent queries with an "offset" paraneter
(application-level pagination) or use an Al TP STREAM exchange for
large result sets, as discussed in AITP [I-D. song-anp-aitp].

5.5. Method Sunmary

Agent — Peer/Directory | Bind a nanme to a |
| peer identity |

o e o e e e e e e e e oo o - o e e e e e oo - +

| ans.resol ve | Caller — Peer/ | Look up nane — peer |
| | Directory | binding |
o a o e e e e e oo o e e e e oo s +

| ans.unregister | Agent — Peer/Directory | Renpbve a name |
| | | binding |
o e o e e e e e e e e oo o - o e e e e e oo - +

| ans. | ookup | Caller — Peer/ | Tag-based nane |
| | Directory | filter (no ranking) |
o a o e e e e e oo o e e e e oo s +

Table 5: ANS Al TP Met hods
6. Error Handling
ANS net hods reuse Al TP status codes for transport-|evel outcone
(e.g., OK [|NVALI D REQUEST, UNAUTHORI ZED). |In addition, ANS defines
a structured error detail body that provides protocol-specific reason
codes.
6.1. FError Detail Envel ope

When an ANS net hod returns an Al TP error status, the response body
SHOULD i ncl ude the foll ow ng JSON obj ect:
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6

2

{
"code": " ANS- 1002",
"title": "invalid-signature",
"detail": "Ed25519 signature verification failed for
nane 'agent://nlp/translator’.",
"nane": "agent://nlp/translator"
}
Fi el ds:

code An ANS error code from Table 6. MJST be present.
title A short, stable, nachine-readable slug. MJST be present.
detail A human-readabl e expl anati on. MAY be present.

nane The agent:// name that triggered the error, if applicable.
be present.

ANS Error Codes

Narme does not
conformto

| | Ed25519

| | | signature

| | verification
| | failed.

owner - m smat ch | Sender’s

| peer _id does
| not match the
| stored
| owner _id.

| stal e-seq | Record seq is
| | less than or

| | equal to the
| | stored seq.

| ANS-1005 | expired-record | I'NVALI D REQUEST | Record’s

| | | | expires_at is
| | | | in the past.

agent:// ABNF.

MAY
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Record
vi ol at es
structural or

mal f or med-record |
I
|
| validation
I
I

I NVALI D_REQUEST

rul es
(Section 4.5).

unsupport ed- node | Addressing

| node not

| supported by

| this operation
| (e.g., channel
| nane in

I

ans.register).

| Receiver has

| reached its

| storage

| capacity for

| Name Records.

| | I'NVALI D REQUEST | No record

| | | | exists for the
| | | requested

| | | nane.

Table 6: ANS Error Code Registry

Al TP status codes provide the transport-Ilevel disposition (success,
client error, server error). ANS error codes provide the protocol -
specific reason. A receiver MIST set the AITP status code; it SHOULD
include the ANS error detail body for non-OK responses.

7. Nane Resol ution
Nane resolution is the process of mapping an agent:// URl to one or
more Nane Records. ANS defines a multi-layer resolution algorithm
that bal ances | atency, consistency, and availability.

7.1. Resolution Al gorithm

When resolving an agent:// URI, inplenentations SHOULD attenpt the
following layers in order, returning the first successful result:

1. *Layer 1 — Local Menory Cache.* Look up the nornalized nane in

the in-nmenory Nane Table (e.g., sync.Map). |f a non-expired
record is found, return it.
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2. *Layer 2 — Persistent Store.* Query the local persistent store
(e.g., SQite) for a non-expired record. |f found, popul ate the
L1 cache and return

3. *Layer 3 — DHT.* Query the DHT at key "/cl awnet-ans/{nornalized-
nane}". |If a valid, non-expired record is found, store it in L2
and L1 and return.

4. *Layer 4 — Peer-Assisted Query.* Send an ans.resolve request to
connected peers in parallel. Accept the first valid response.
Store in L2 and L1.

If all layers fail, the resolver returns a not-found result.

I mpl enent ati ons MAY skip layers or query multiple layers in parallel
to reduce latency. The |ayer order above is RECOMVENDED for the
conmon case

7.2. Unicast Resol ution

A Uni cast URI (agent://[ns/]name/instance) resolves to exactly one
Nanme Record by exact-nmatching the full path
"{nanespace}/{nane}/{instance}" or "{nane}/{instance}". |If no exact
match is found, the resolver returns not-found.

7.3. Anycast Resolution

An Anycast URI (agent://[ns/]nane) resolves to all non-expired Nane
Records whose name field matches the service nane, either by exact
match or by prefix match (all records sharing the same nanespace and
servi ce segnents).

The resol ver returns the full candidate set. Instance selectionis
the caller’s responsibility; callers MAY use ADP's ranked di scovery
(adp. di scover) or any other selection strategy.

7.4. Channel Resolution

Channel nanes are derived, not registered. A Channel UR
(agent://[ns/]nane/) does not bind to a Peer I D and has no

correspondi ng Nane Record. Instead, the resolver determnistically
maps the channel nane to a GossipSub topic string using the follow ng
rul e:
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topic = "/clawnet/channel /" + nornalized-channel -path
(strip trailing "/")

Exanpl e:
agent : //finance/ mar ket - updat es/
— [ cl awnet/ channel / fi nance/ mar ket - updat es

The resolver returns the topic string. The AIP nodule delivers
datagrams to this topic via GossipSub pub/sub

7.5. Cache Behavi or
Resol ved Name Records SHOULD be cached at both the menory |ayer (L1)
and persistent |layer (L2). The cache entry MJST expire no | ater than
the Nanme Record s expires_at timestanp. |nplenmentations SHOULD al so
re-resolve after the TTL period to obtain fresher records.
When a Gossi pSub announcenent updates or renpves a cached nane (see
Section 8.1), inplenentations MIST update or invalidate the L1 and L2
cache entries accordingly.

8. Dissemnation
ANS provi des two conpl enmentary di ssem nation nechani sns for Nane
Records: GossipSub for real-time propagati on and DHT for persistent,
query-driven retrieval

8.1. GossipSub Announcenents

Nane registrations and unregi strations are announced via the
CGossi pSub topic "/clawnet/ans".

8.1.1. Message Format

Each Gossi pSub nessage on "/clawnet/ans" is a UTF-8 JSON object with
the follow ng fields:

| Field | Type | Description |
[ gt Cbumsjems s fumes el oo s oo s U
| action | string | "register" or "unregister" |
g o m e e e e e e e e e e e e e e e e e e e e e mee—ooon +
| record | object | The Nane Record (for "register") or a partial

| | | record containing at |east "name", "owner_id",

| | | and "signature" (for "unregister"). |
S SRR S SRR oo mm e e e e e e e e e e e e e e e e e e e e oo oo +

Tabl e 7. Gossi pSub ANS Message Fi el ds
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8.1.2. Receiver Validation
Upon receiving a Gossi pSub ANS nessage, the receiver MJST:
1. Verify the signature on the Nane Record per Section 4.2.

2. For "register": verify that seq is strictly greater than the
|l ocally stored seq for the same name (or that no local record
exists). |If valid, store or update the |ocal cache and
persi stent store.

3. For "unregister": verify that the signature is valid and that the
owner _id nmatches the stored record. |If valid, renmove the record
fromthe | ocal cache and persistent store.

4. Silently drop nessages that fail verification. |nplenentations
MUST NOT propagate invalid nmessages.

8.2. DHT Storage

Nane Records are stored in the Kadem ia DHT under the namespace
"clawnet-ans". The DHT key for a Nane Record is:

key = "/clawnet-ans/" + nornualized-nane
The DHT value is the UTF-8 JSON serialization of the Name Record
DHT put and get operations MJST validate the signature and sequence
nunber using the sanme rules as Gossi pSub validation (Section 8.1.2).
DHT i npl enent ati ons SHOULD set a record expiration aligned with the
Nanme Record’s expires_at field. Wen a DHT get returns an expired
record, the resolver MJST treat it as not found.

8.2.1. Related DHT Nanespaces

The ANP suite uses four DHT nanespaces. Only the ANS nanespace is
specified by this docunent; the others are docunmented here for cross-
reference
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| Namespace | Key For mat | Purpose |
[ oo b s ooy s
| /clawnet-ans/ | /clawnet-ans/{nane} | Nane Records |
| | | (this docunent) |
o e e oo s o e e e e e i eee oo n o e e oo +
| /clawnet-profile/ | /clawnet-profile/{peer_id} | Agent Cards |
I I | (ADP) I
o e e e o o e e e e e e e e a oo - o e e e oo +
| /clawnet-rep/ | /clawnet-rep/{peer_id} | Reputation |
| | | records |
o e e oo s o e e e e e i eee oo n o e e oo +
| /clawnet-txn/ | /clawnet-txn/{txn_id} | Transaction |
| | | records |
o e e e o o e e e e e e e e a oo - o e e e oo +
Tabl e 8: DHT Nanmespaces
8.3. Peer-Assisted Resol ution
VWhen Layers 1-3 of the resolution algorithmfail, the resolver MAY

send ans.resol ve requests to currently connected peers in parallel
This is Layer 4 of the resolution stack

| mpl enent ati ons SHOULD apply the followi ng constraints to peer-
assi sted resol ution:

* A timeout of 5 seconds per peer query.
* Accept the first valid response (first-wins strategy).

* Limt fan-out to at nmost 5 concurrent peer queries to avoid
networ k anplification

* Validate the returned Nane Record using the sanme signature and seq
checks as other |ayers.

9. Nane Lifecycle

9.1. Registration
A nanme is registered by sending an ans.register request to one or
nmore peers or directory agents. Upon successful registration, the

regi strant SHOULD announce the Nane Record via GossipSub and publish
it to the DHT.
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The initial registration sets owner_id = peer_id and seq = 1. This
bi nding is immutabl e: subsequent updates MJST come fromthe sane
owner _id.

9.2. Freshness and TTL

The TTL field indicates how | ong a consuner shoul d consider the
record fresh after retrieval. The expires_at field provides the
absol ute expiration boundary.

Regi strants SHOULD re-register (with incremented seq) before
expires_at to maintain continuous nanme availability. Periodic re-
broadcast via CossipSub (e.g., every 5 ninutes) hel ps ensure
propagation to newy joined peers.

9.3. Renewal

Renewal is a re-registration with the sane name and owner _id, an
incremented seq, and an updated expires_at. The ans.register nethod
serves both initial registration and renewal — no separate nmethod is
required.

Depl oynent profiles MAY inpose additional requirenents for renewal
(e.g., periodic paynent, proof-of-work, activity checks). Such
requirenents are outside the scope of this specification

9.4. Omership and Transfer

Nane ownership is established at first registration and is inmmutable.
Only the Omer (identified by owner_id) may update or unregister a
nane.

Because owner _id is inmutable while peer_id is nutable, an Omer MAY
update a Nane Record to point to a different serving peer _id (e.g.,
after key rotation or mgration to a new host). The update MJST be
signed by the key corresponding to the current owner_id and carry a
strictly higher seq value. This nechanism allows names to persist
across peer-identity rotations wthout re-registration.

ANS does not define a transfer protocol at the Al TP | ayer.

Depl oynment profiles MAY define transfer mechanisns (e.g., dual-signed
transfer messages) as extensions. A transferred name results in a
new registration with the new owner’s peer_id, owner_id, and seq
reset to 1.
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9.5.

10.

10.

10.

10.

Expirati on and Rel ease

A Name Record is expired when the current tinme is past its expires_at
timestanp. Expired records

* MJST NOT be returned by ans.resolve or ans.|ookup

* SHOULD be renoved from persistent stores during periodic garbage
col I ection.

*  SHOULD be renpved fromthe DHT (or allowed to expire via DHT TTL).

Once expired and renoved, the name returns to the avail able pool and
may be registered by any agent. Deployment profiles MAY inpose a
grace period between expiration and rel ease.

Security Considerations
1. Nanme Spoofing

An adversary may attenpt to register a Name Record for a name owned
by another agent. The owner _id immutability rule prevents this: once
a nane has an owner, only that owner’s signed updates are accepted.
Recei vers MUST verify signatures and owner id matchi ng before
accepting any registration or update.

2. Replay Attacks

An adversary may replay an old Name Record to revert the nane to
stale state (e.g., a peer_id that the owner has since rotated). The
monot oni ¢ seq field prevents this: receivers MIST reject records with
seq less than or equal to the locally stored val ue.

To limt seq-space exhaustion, inplenentations SHOULD reject seq
val ues that exceed the locally stored seq by nore than a depl oynent -
defined threshold (e.g., 1000).

3. Nane Squatting

An adversary may regi ster many nanes to deny themto legitimte
agents. This docunent does not prescribe a specific mtigation;
depl oynent profiles SHOULD enpl oy at |east one of:

*  Proof-of-work: require conmputational effort before accepting
ans.register.

* Token expenditure: require paynent (e.g., Shell burn) proportiona
to nane length or scarcity.

Song & Yuan Expi res 26 Septenber 2026 [ Page 27]



Internet-Draft ANS March 2026

10.

10.

10.

10.

11.

11.

* Rate limting: limt the nunber of registrations per peer per tine
Wi nhdow.

* Activity requirenents: expire nanes whose registrant has not been
active for a depl oynent-defined period.

4. Gossi pSub Fl oodi ng

An adversary may flood the "/clawnet/ans" topic with invalid or high-
rate nmessages. |Inplenmentations MJST validate every nessage before
processing (see Section 8.1.2) and SHOULD apply per-peer nessage rate
limting. GossipSub nmesh scoring and peer scoring (as defined in
CGossi pSub v1.1) provide additional protection against fl ooding.

5.  DHT Poi soni ng

An adversary may attenpt to store nmalicious Name Records in the DHT.
I mpl enent ati ons MJST verify signhatures on DHT get results before
accepting them |nplenentati ons SHOULD verify that the record s seq
is consistent with locally known state (if any) and SHOULD cross-
val i date DHT results agai nst Gossi pSub-di ssem nated records when
possi bl e.

6. Name Enuneration

The ans. | ookup met hod all ows querying by tags, which may reveal the
set of registered agents. Inplenentations that are concerned about
enuneration MAY restrict ans.lookup to authenticated peers or limt
result sizes.

7. Privacy

Nane Records contain peer_id, skill tags, and description text, which
reveal agent identity and capabilities. Agents that require privacy
SHOULD use mininal skill tags and description text. Agents that
require anonymty SHOULD NOT regi ster names and shoul d i nstead use

di rect peer-|D addressing.

I ANA Consi derations
1. UR Schene
ANS relies on the "agent” URl schene defined by AP
[1-D. song-anp-aip]. This docurment makes no independent URI schene

registration request; the agent:// scheme registration is the
responsibility of the AP specification.
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11.

11.

12.

12.

2. ANS Error Codes

The ANS error codes defined in Table 6 are protocol - internal

identifiers within the ANP suite and are not drawn from | ANA- managed

registries. Should a formal ANS error code registry be established

by a future docunent, the codes in Table 6 are candi dates for

regi stration.

3. A TP Met hod Nanes

The Al TP net hod nanes (ans.register, ans.resolve, ans.unregister,

ans. | ookup) are conventions within the ANP protocol suite and are not

drawn from | ANA- managed registries. Should a formal Al TP net hod

registry be established by a future docunent, these method nanes are

candi dates for registration.
| mpl enent ati on Status

Per [RFC7942], this section records known inpl enentations.

1. d awNet

Organi zation Chat Chat Tech

URL https://github. com Chat Chat Tech/ C aw\et

Description Go inplenentation of the ANP suite. The nanme system
nmodul e uses the historical internal name "LNS" in source code;
this predates the ANS terninol ogy but covers the sane protocol
scope. All protocol-facing identifiers use agent://.

Maturity Al pha

Coverage Spec sections inplenented:

* Name Record (84): all 12 core fields, Ed25519 signature,
nmonot oni ¢ seq, immutable owner_id

* Resolution (87): 4-layer stack (menory, SQLite, DHT, peer-
assisted RPC with first-wi ns strategy)

* Dissemnation (§8): GossipSub register/unregister with
signature validation; DHT namespace with Ed25519 vali dation

* Lifecycle (89): registration, renewal, expiration, proof-of-
work anti-spam
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Lookup (85.4): tag-based narrowwaist filter with alias
normel i zati on and standard tag vocabul ary

Ful | -text search via SQ.ite FTS5 (BM25) over nane, nanespace,
skills, description

Under integration:

*

Al TP nethod binding (85) — currently REST-only; Al TP segnent
fram ng in progress

Wre-level topic and DHT namespace migration from/clawnet/Ins
to /cl awnet/ans

Channel addressing node (§87.4) + derived topic mapping

Uni formresol ve envel ope (85.2) — currently returns single best
mat ch for anycast

extensions field (§4.5) — not yet surfaced in record struct
Validation rule table (84.6) — rules enforced ad hoc;

consol i dat ed val i dati on pass pendi ng

Language Go

Li cense (Open source

Contact ink@hatchat. space
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Appendi x A.  Web-Native Discovery Profile (Informative)

Thi s appendi x descri bes how the agent:// nane space can be bridged to
web-native di scovery nechani sns. These nechanisns are informative
depl oynent profiles, not protocol requiremnents.

A 1. DNS SD (RFC 6763)

An agent with a domain nanme may publish DNS SRV and TXT records for
DNS- based Service Discovery ([ RFC6763]):

; SRV record (RFC 2782)
_clawnet. _tcp.acne.com IN SRV 0 0 4001 agent 1. acne. com

: TXT record (RFC 6763 §6)

_clawnet. tcp.acnme.com |IN TXT "peer=12D3KooW . ."
"agent =agent : // acne/ mai n"
"skills=translation,nlp"

Resol vers that support DNS-SD may query these records to bootstrap
ANP connectivity with enterprise agents.

A 2. \ell-Known URI (RFC 8615)

An agent with an HTTPS domain may publish its Agent Card at a well-
known URI:

GET https://acnme.com . wel |l -known/ agent -card. json
— 200 K

— Content-Type: application/json

— { Agent Card JSON (ADP) }

Thi s enabl es web-based clients to discover ANP agents wi t hout
participating in the P2P network.
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A. 3. Local Discovery (nDNS)

For LAN di scovery, agents may publish nDNS ([ RFC6762]) service
records:

_clawnet. tcp.local. IN SRV 0 0 4001 agentl.local.
_clawnet. tcp.local. IN TXT "peer=12D3KooW . ."
"skills=translation,nlp"

Appendi x B. I nplenentation Alignnent Notes

Thi s appendi x docunents the rel ationship between this specification
and the reference inplementation in the C awNet codebase. Go source
synmbol s use the | egacy prefix "LNS' (fromthe pre-ANS devel opnent
phase); these are internal identifiers, not protocol-Ievel nanes.

DHT Namespace / cl awnet - ans/ { pat h} Kadem ia DHT with |
Ed25519 vali dati on; |
{path} is the prefix- |
stripped key derived |
fromthe full URI. |

I

I mpl ement ati on

[ ey oo oo e e e e st
| Spec Concept | Go Synbol / Location | Notes |
| Name Record | lob. LNSRecord (I ob- | 12 fields mapping to |
| | protocol /I ns. go) | ANS Name Record |
S o e m e e e e e oo o e e e e e e oo +
| Gossi pSub | 1 ob. LNSGossi pMessage | action + record |
| Message | | fields |
oo o m e e e e e e e oo - o +
| ANS Store | lob.LNSStore (5 nethods) | Regi sterLNS, |
| I'nterface | | Resol veLNS, |
| | | Del et eLNS, SearchLNS, |
| | | ListLNS |
o o e e e e e e e e oo s o +
| SQite Store | store.LNS* methods | I'ns_records table + |
| | (store/lns.go) | I'ns_fts FTS5 |
T S o e e e e +
| agent:// URI | aip.ParseURl (aip/ | 2-segnent: nanespace/ |
| Parser | types. go) | name@ersion |
o o e e e e e e e e oo s o +
| Discovery | 1ob.Discover (lob- | 5-factor scoring (ADP |
| Algorithm | protocol/discovery. go) | 86 alignnent) |
T S o e e e e +
| Narrow Waist | |ob.Lookup (I ob- | Tag-match only, no |
| Lookup | protocol/discovery. go) | scoring |
o o e e e e e e e e oo s o +

I I

I I

| |

I I

I I

I I
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| | | currently uses |egacy |
| | | /clawnet-Ins/ prefix |

T S o e e e e +
| GossipSub | /clawnet/ans | Regi ster/unregister |
| Topic | | announcenents |
o o e e e e e e e e oo s o +
| REST API | daenon. handl eLNS* | 14 endpoints on |
| | (daemon/Ins_rpc_api.go) | |ocal host: 3998 |
T S o e e e e +
| CLI | cli.LNS* (cli/lns.go) | register, resolve, |
| | | list, discover, alias |
o o e e e e e e e e oo s o +
| Standard Tags | discovery. StandardTags | 20+ alias mappings |
| | (60+ tags) | |
T S o e e e e +
| Proof-of-Wrk | daenon. handl eLNSRegi ster | SHA256, 20 | eading |

| | | zero bits |
o o e e e e e e e e oo s o +
| Peer-Assisted | daenon. handl eLNSResolve | Parallel RPC, 5s |
| Query | (Layer 4) | timeout, first-wns
T S o e e e e +

Tabl e 9: Spec- | npl enentati on Mappi ng
Aut hors’ Addresses
Ji nke Song

Dept. of CSE, Hong Kong University of Science and Technol ogy
Enai | : i nk@hat chat . space

Mu Yuan
Dept. of IE, The Chinese University of Hong Kong
Enmai | : nuyuan@uhk. edu. hk
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