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Abst ract

The Agent Internet Protocol (AIP) provides best-effort, name-based
dat agram del i very between aut ononobus Al agents identified by agent://
URIs. The Agent Invocation Transport Protocol (AITP) is a nmessage-
franmed invocation and stream ng transport above AIP

Unli ke traditional host-to-host transports (TCP, QU C) that operate
on socket endpoints and byte streanms, Al TP is natively nmessage-
franmed, nethod-aware, and association-aware: its header carries a

met hod nane as a first-class field, and its protocol data units are
di screte requests, responses, stream chunks, and control segnents
exchanged between named agents. AITP is not a byte-streamtransport;
it is an agent-native invocation and streami ng transport that carries
met hod nanmes, request/response correlation, flow control, and session
semantics natively in its header — so that upper-|ayer agent
protocol s need not reinvent them AITP intentionally includes a

m ni mal generic invocation outcone space (four dispatch- |evel status
codes); richer application semantics belong in the response body or
upper -1l ayer protocols.

Unl i ke transport bindings that adapt existing agent protocols to
HTTP, gRPC, or MOQT, Al TP defines a comon invocation substrate
directly above AIP, with association state, request-concurrency flow
control, and nethod-aware framing as first-class transport concerns.

Al TP i s best understood as a common invocation substrate above AlP,
not as a byte-streamtransport anal ogue.

Thi s docunent specifies the AITP segnent fornmat, segnment types,
status codes, flag bits, TLV options, association state nachine,
reliability engine, flow control, circuit-breaker nmechani sm
streamng, orderly close and abort, and interfaces to Al P bel ow and
appl i cation protocol s above.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 26 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent.
Tabl e of Contents
1. Introduction
1 Pr obl em St at errent
2 Scope .
3 Rel at i onshi p to EXI st| ng Tr ansport Pr ot ocoI s
1.3.1. Different Abstraction Objects .
1.3.2. Message-Framed, Not Byte-Stream.
1.3.3. Oorrpl ementary Layering . .
1.4. Positioning Am)ng Agent Contruni catl on Appr oaches
1
1
1
6
7
8.

ool o

wWww

I nt eroperabl lity Model .

.1. M ni rum Endpoi nt Requi rerrent s .o .
.2. Two-Party Interoperability Condltlons .
.3. Core versus Profile . e

o1 o1 Ol
QO ~N~NOOOOOPA~AMD

Desi gn Rational e C e e s
Assumptions . . . P N ¢
Requi renent s Language . K¢
2. Termnology . . . )
3. AITP Segnent Fornat e i

3.1. Header Structure . . . . . . . . . . . . . . ... ... 11

ol el o

Song & Yuan Expi res 26 Septenber 2026 [ Page 2]



Internet-Draft Al TP March 2026

3.2. Field Definitions . . . . . . . . . . . . . . . . . . .. 12
3.3. TLV Options . . . P 4
4. Association State Nbchlne e
4.1. Association States . . . . . . . . . . . . . . . . . .. 19
4.2. State Transitions . . . A
4.3. Lazy Association Establ|shnent e
5. Reliability Engine . . . . . . . . . . . . . . . ... ... 21
5.1. ACK Tracking . . . . . . . . . . . . . . ... ... 22
5.2. Retransmission . . . . . . . . . . . . . . . . ... .. 22
5.3. Deduplication . . . . . . . . . . . . . . . . . . ... .. 22
6. Flow Control . . . . . . . . . . . . . . . .. ... ... 22
7. Circuit Breaker . . . X
7.1. Circuit Breaker Tran5|t|ons X
7.2. Circuit Breaker Flag Bits . . . . . . . . ... ... .. 24
8. Streaming . . e e e s 24
8. 1. Strean1L|fecycIe e~
8.2. Back-Pressure . . e e e e e . .. ... .. . ... 25
8.3. Large Payl oad GU|dance A )
9. Segnent Processing . . . . . . . . . . . . . . . . . . .. . 25
9.1. Sending a Request . . . . . . . . . . . . . . . . . . .. 25
9.2. Receiving a Segment . . . . . . . . . . . . . . . . . . . 26
10. Interfaces . . . . . . . . . . . . . ... a2
10.1. Upper Layer Interface (Application Protocols) . . . . . 27
10.2. Lower Layer Interface (AIP . . . . . . . . . . . . . . 28
11. Security Considerations . . . . . . . . . . . . . . . . . . . 28
11.1. Segnent Authentication . . . . . . . . . . . . . . . . . 28
11.2. Replay Attacks . . . . . . . . . . . . . . . . . . . .. 29
11.3. Resource Exhaustion . . . . . . . . . . . . . . . . .. 29
11.4. Method Authorization . . . . . . . . . . . . . . . . .. 29
11.5. Privacy . . A |
11. 6. Association State Attacks A e e e .29
11.7. Dispatch-Level Information Leakage < )
12. 1 ANA Consi derations . . . < 10
12. 1. A TP Segnent Type Reg|stry < 10
12.2 Al TP Status Code Registry . . . . . . . . . . . . . . . 30
12.3. AITP Flag Bits Registry . . . . . . . . . . . . . . . . 30
12. 4. AITP Option Type Reglstry < 10
13. Inplenmentation Status . . . < 10
13.1. CdawNet . . . . . . . . . . . . . . . . ... ... .. 30
14. References . . . N 24
14.1. Normative References R V22
14.2. Informative References . . S V4
Appendi x A. I nplenmentation Allgnnent hbtes S 4
Authors’ Addresses . . . . . . . . . . . . . . . . . . . .. .. 34

Song & Yuan Expi res 26 Septenber 2026 [ Page 3]



Internet-Draft Al TP March 2026

1. Introduction
1.1. Pr obl em St at enment

Al P [I-D. song-anp-aip] provides a best-effort datagram service
bet ween agents identified by agent:// URIs: nessages may be | ost,
duplicated, or reordered. Agent applications -- renote procedure
calls, streamng inference, multi-turn conversations -- require
reliable delivery with request-response correlation

Exi sting host-to-host transports (TCP, QU C) solve this problemfor
processes bound to | P addresses and ports. They provide reliable
byte streans or datagrans between network endpoints, but they have no
notion of agent:// addressing, association semantics between naned
agents, or nessage-|evel request/response framng. Using such
transports directly forces every upper-layer agent protocol (task
orchestration, know edge replication, capability advertisenent) to

i ndependently reinvent request IDs, tineouts, retransm ssion, flow
control, and orderly close.

Al TP bridges this gap. It is an agent-to-agent transport, not a
host-to-host transport: its endpoints are agent:// URIs, its protoco
data unit is a self-framed nessage (not a byte stream), and its
association state tracks agent conversations rather than network
connections. AITP accepts Al P datagrans carrying Protocol = 1 and
provi des upper-layer protocols wth synchronous invocation, fire-and-
forget messaging, and bidirectional streamng, all mediated through
per-agent association state with request-concurrency flow contro
(counted in outstanding requests, not bytes) and circuit-breaker
fault isolation.

1.2. Scope

Thi s docunent is one of four core Internet-Drafts in the Agent

Net wor k Protocol (ANP) suite: AP [I-D. song-anp-aip] (datagram
delivery), AITP (this docunent, invocation transport), ANS

[1-D. song-anp-ans] (nanme system), and ADP [I-D. song-anp- adp]
(description and discovery). The four drafts are designed to co-
evol ve as a sel f-contained protocol suite; no additiona
specification is required for baseline interoperability. APs

| ocal -resol ver senmantic extension MAY be backed by an inpl enentation
that consults ADP discovery services for ranked capability matching;
ANS core provi des name-to-peer binding but does not itself perform
ranked semantic di scovery.

Al TP defines an experinmental, |ightweight invocation and stream ng

transport above AP [I|-D.song-anp-aip], intended for inplenentation
and operational experinentation
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In one sentence: AIP delivers datagrans to agents; Al TP provides a
comon i nvocation and stream ng substrate on which those agents
conver se

Al TP is responsible for

1.

Association lifecycle -- establish, maintain, orderly close, and
abort.

Request/response exchange with correlation by Request |D.
Fire-and-forget one-way nmessagi hg (NOACK fl ag).
Bi di rectional streamng with FIN-based term nation

Status codes for transport-level outcones and m ni nal handl er-
di spatch outcones needed for generic interoperability.

Retransmi ssion with exponenti al - backoff tinmeout and deduplication
of retransmtted requests.

Recei ver-advertised flow control via the Wndow fi el d.
Per -association circuit breaker for fault isolation.

Extensi bl e TLV options for timeout, sequencing, timestanps,
si gnatures, and net adat a.

Al TP is NOT responsible for

1.

Nam ng, resolution, or agent discovery -- these belong to AIP and
the Agent Nanme System (ANS).

Addressing and forwarding -- these belong to AP

End-t o-end busi ness semantics, task orchestration, or agent
wor kfl ow -- these belong to upper-|ayer application protocols.

Econom c settlenent or credit systens.

Know edge synchronisation or replication.

A general identity or authentication framework -- Al TP provides
optional segnent-level signatures (SIGNED flag) and defers to AIP

and depl oyment - cont ext mechani sns for identity binding.

Payl oad confidentiality or end-to-end encryption -- these are
application-layer responsibilities.
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8. Message fragnentation -- AITP relies on Al P s naxi num nessage
size (65535 octets).

Accordingly, this docunment does not specify a conplete agent runtine,
wor kf | ow engi ne, business protocol fanily, or deploynent profile; it
defines only the common invocation and streaning substrate shared by
such systens.

Because AI TP carries a Method name as a first-class header field and
defines mnimal handl er-di spatch status codes, it is not a pure
transport in the TCP/QUIC sense. It is an agent-native invocation
transport that unifies nmethod di spatch, request/response correlation,
retry, flow control, and session nanagenment into a shared substrate
so that multiple upper-1layer agent protocols (ADP, task
orchestration, capability advertisenent, know edge sync, and future
agent nessage famlies) need not independently reinvent these
mechanics. AITP is best understood as a conmon invocation substrate
above AIP, rather than as a byte-streamtransport anal ogue.

1.3. Relationship to Existing Transport Protocols

A natural question is: "Wy not use QU C streans with gRPC, or |ibp2p
streans with a custom RPC | ayer?" This section explains why Al TP
occupies a distinct position in the protocol stack

1.3.1. Different Abstraction Objects

TCP and QUIC are host-to-host (or process-to-process) transports.
Their endpoints are | P addresses and ports; their primary abstraction
is the connection or stream between network endpoints. They do not
understand agent:// URI's, resol ver-assisted delivery, or agent

associ ation senanti cs.

Al TP is an agent-to-agent transport. |Its endpoints are agent://

URIs; its prinmary abstraction is the associati on between naned
agents. An association carries not just connectivity state, but also
request correlation, flow control w ndows counted in outstandi ng
requests (not bytes), and a circuit breaker reflecting the renote
agent’s operational health -- concepts that have no direct
counterpart in traditional transport protocols.

1.3.2. Message- Franmed, Not Byte-Stream
TCP provides an unstructured byte stream applications rmust inpose

their owmn framng. QU C inproves on this with multiple streans but
remai ns byte-oriented within each stream

Song & Yuan Expi res 26 Septenber 2026 [ Page 6]



Internet-Draft Al TP March 2026

Al TP is natively nessage-franed. Every segnent is a self-contained
protocol data unit with a typed header, request |ID, nethod nane,
status code, and body. The transport itself understands "this is a
request"”, "this is a response”, "this is a streamchunk”, and "this
is a control message" -- elimnating the need for upper-|ayer
protocols to define their own fram ng and mul ti pl exi ng.

1.3.3. Conplementary Layering

Al TP does not conpete with TCP or QU C for the sane |ayer. The
correct relationship is:

Upper -1 ayer protocol s ADP, task, know edge, capability,

Al TP agent -t o-agent invocation & stream ng
Al P agent:// datagram substrate
Li nk / Network i bp2p over TCP, QU C, WbSocket,

Traditional transports provide network reachability and basic
reliable delivery at the link/network layer. AlP provides agent-

ori ented, nane-based datagram delivery above that. AITP provides
reliable invocation and stream ng semantics above AIP. Each |ayer
has a distinct job; renoving any one forces its responsibilities onto
an adj acent | ayer

Al TP does not replace | ower-layer transports such as TCP or QU C, it
defines a reusable invocation substrate for agent://-addressed
communi cati on above AIP

1.4. Positioning Arong Agent Comruni cati on Approaches

The preceding section distinguishes Al TP from host-to-host
transports. This section clarifies its relationship to agent-

ori ented communi cati on approaches that operate at different |ayers of
t he stack.

Several agent protocol famlies (e.g., A2A) define application-I|eve
messagi ng semantics — task lifecycle, capability exchange, content
negotiation — and then bind those semantics onto existing transports
such as HTTP or gRPC. AITP does not define application semantics.

It occupies a |lower position: a reusable invocation and strean ng
substrate above Al P, designed to be shared by nultiple upper-I|ayer
agent protocols rather than serving one particular protocol family.
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Client-server agent transports such as MCP's stdio and Streamabl e
HTTP provide carriage for JSON-RPC exchanges between a client and a
server, inheriting session and flow control semantics fromthe
underlying transport or runtinme environment. AITP targets symetric
agent -t o- agent exchanges between agent://-identified endpoints;
associ ation state and request-concurrency control are defined within
the protocol itself rather than inherited froman underlying HTTP or
process-1 evel session.

Depl oynent platforns and runtinme nmessaging fabrics may provide
routing, streamng, or orchestration facilities for agents. A TP
does not attenpt to standardi ze such systems. |t specifies a
protocol -1 ayer invocation substrate that can be inpl enmented
i ndependently of any particular runtime while remaining reusabl e
across agent-oriented application protocols built above AP
1.5. Interoperability Mde
This section summarizes the mninum requirenents for inplenenting an
Al TP endpoi nt, achieving two-party interoperability, and
di stingui shing core protocol behaviour fromoptimzation profiles.
1.5.1. M nimum Endpoi nt Requi renments
A conforming Al TP endpoi nt requires:

1. An AP nodul e providing SEND and RECEI VE primtives with Protoco
= 1.

2. An association table keyed by (local URI, rempteURlI) that tracks
lifecycle state, flow control wi ndow, and circuit-breaker state.

3. Request ID tracking for correlation and deduplication

4. A nethod-di spatch surface capabl e of mappi ng Met hod val ues to
| ocal handl ers.

1.5.2. Two-Party Interoperability Conditions
Two i npl enentations interoperate when they share:
1. The sanme AITP version (currently 1).

2. Agreed semantics for the flags, status codes, and option types
t hey exchange.

3. Conpatible conpression and signature expectations, if the COWR
or SIGNED fl ags are used.

Song & Yuan Expi res 26 Septenber 2026 [ Page 8]



Internet-Draft Al TP March 2026

1.5.3. Core versus Profile

1.

6

The following are optim zation profiles or inplenentation choices,
not core protocol requirenents:

* Lazy association establishment (core baseline is the explicit INIT
handshake) .

*  Conpression algorithmselection (COVPR fl ag).
* (Qperational telenetry and nonitoring counters.

*  Depl oyment -specific defaults for wi ndow size, retransmn ssion
paraneters, and circuit-breaker thresholds.

Desi gn Rational e
AITP is justified when the follow ng conditions hol d:
1. *Miltiple upper-layer protocols share transport needs.*

If ADP, task orchestration, know edge sync, and capability
adverti senent each need nethod di spatch, request/response
correlation, retransmnission, timeout, request-concurrency flow
control, and orderly close, factoring these into a shared

i nvocation transport elimnates redundant specification and

i mpl ement at i on.

2. *AIP remains a narrow wai st.*

If reliable delivery, association state, and request/response
semantics were pushed down into AIP, AIP would lose its
simplicity as a best-effort datagramlayer. AITP exists
precisely so that AIP can stay thin.

3. *Agent-native addressing and conversation semantics are val ued as
an i ndependent standard |ayer.*

If a deployment is willing to fully del egate transport to an
exi sting RPC framework (e.g., gRPC over QU C), AITP is not
required. AITP is valuable when the community seeks a self-
cont ai ned, agent-native invocation transport specification that
does not depend on any specific | ower-layer RPC stack

A practical test: if renmoving Al TP woul d cause every upper-| ayer
agent protocol to independently redefine nmethod dispatch, request
IDs, retry policies, tineout handling, flow control, and session
cl ose/abort, then AITP earns its place in the architecture.
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Method is a first-class header field. Upper-Ilayer agent protocols
rely on it for dispatch; A TP provides the invocation franmng so that
they do not each define their own. This is what makes Al TP an

i nvocation substrate rather than a generic nessage bus, and is the
primary reason its flow control counts outstandi ng requests rather

t han bytes.

Because AI TP is invocation-oriented rather than byte-stream
oriented, its flow control regul ates concurrent outstanding requests
admtted by the renpte agent, not raw octet volune on the wire.

1.7. Assunptions
Al TP assunes:

1. An AP nodul e capabl e of sending and receiving datagrans with
Protocol = 1. AITP does not require any specific AP
i npl ement ati on beyond the SENDY RECEI VE prinitives defined in
[1-D. song-anp- ai p] .

2. Agent:// URIs are stable identifiers for the duration of an
association. |If an agent mgrates, existing associations MAY be
i nval i dat ed.

3. A TP MAY be used by conpani on upper-|ayer protocols such as
capability advertisement (ADP), task orchestration, or know edge
synchroni sati on, but does not depend on any specific upper-I|ayer
protocol for baseline operation.

4. The receiving side exposes a nethod-di spatch surface capabl e of
mappi ng Met hod val ues to | ocal handlers. AITP does not prescribe
how such handlers are represented internally.

1.8. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
2. Term nol ogy
Segnment The protocol data unit of AITP. A self-contained unit
carrying a fixed header, nmethod name, TLV options, and body.
Segnents are carried as Al P datagram payl oads with Protocol = 1.

Association A stateful transport-|ayer rel ationship between two
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3.

1.

agents identified by their agent:// URIs. An association tracks
lifecycle state, flow control w ndows, and circuit-breaker state.

Request ID A 32-bit sender-assigned identifier used to correlate
requests with responses and to detect duplicates. Request |IDs
MUST be uni que anpbng out standi ng requests within a single
association. A streamis a long-lived request context identified
by its openi ng Request |D.

Method A UTF-8 string (up to 255 octets) identifying the operation
to be invoked on the renpte agent. Method is a first-class header
field; upper-layer protocols rely on it for dispatch w thout
defining their own invocation fram ng.

Fl ow Control Wndow A 16-bit value advertised by the receiver
i ndi cating the nmaxi mum nunber of concurrent in-flight requests it
is willing to accept fromthe sender

Circuit Breaker A per-association fault-isolation nechani smthat
prevents sending requests to a peer that is experiencing
persi stent failures.

Al TP Segnent For mat

Al TP segnents are carried as Al P datagram payl oads with Protocol = 1.
A segnment consists of a 16-octet fixed header, a variable-length

met hod nane (padded to a 4-octet boundary), a variable-length TLV
options region (padded to a 4-octet boundary), and a variable-1ength
body.

Header Structure
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Version| Type | St at us | FI ags |
i i i T i I S i e s o o i i
| Request |D |

i e e R e s o i e R e e S T o i i o I N S S

Body Length |
B S S e i S S T A S S S S S S i S S
Met hod Len | Options Len | W ndow |
B S T i i i T i ik M I SR S
Met hod (UTF-8, padded to 4-octet boundary) ... |

N Tk o e R i s i e e e ol T
Options (TLV, padded to 4-octet boundary) ... |

B S S e i S S T A S S S S S S i S S
Body (vari abl e) .. |

B S i i e s S e S e ok

FT AT T AT
+

Note: one tick mark represents one bit position.
Figure 1: Al TP Segnent Header (16 octets fixed)
3.2. Field Definitions
Version (4 bits) Protocol version. The current version is 1.
I mpl enentati ons MUST silently discard segnments with an

unr ecogni zed versi on.

Type (4 bits) The segnent type:
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| Value | Name | Description |
[ ettty pp—p—p—_—_" s ppp—p—p—p—p—_—(——(——————(——————————(——(————————— L
| O | REQUEST | Invocation request. Carries a nethod |
| | | name and request body. |
dememaas Ry Y™ +
| 1 | RESPONSE | |nvocation response. Carries a status |
| | | code and response body. |
R, TS T +
| 2 | STREAM | Streaning data chunk. Part of a

| | | bidirectional streamidentified by |
| | | Request ID.

Fommma - T YT +
| 3 | CONTROL | Association lifecycle control. Exactly |
| | | one of INIT, FIN, or RST MJUST be set; |
| | | invalid conbinations MIST be rejected. |
S D Focmmnaaann . +
| 4-15 | | Reserved for future use. |
Fommma - T YT +

Table 1: Al TP Segnent Types

I npl enentati ons MJUST silently discard segnents with unrecogni zed
Type val ues.

Status (8 bits) Result status code. Primarily nmeaningful in
RESPONSE segnents; in REQUEST and STREAM segnents this field
SHOULD be set to 0 (OK).

Al TP status codes span two tiers. Transport-processing codes
(0-1, 3-4, 6, 9) reflect outcones that any nessage-franed
transport must report. Handler-dispatch codes (2, 5, 7-8) report
m ni mal met hod-i nvocati on out comes needed for generic
interoperability; they allow a sender to distinguish "nethod not
found" from"transport error" w thout requiring application-|ayer
parsing. Dispatch-level status codes are intentionally mninal
and exist only to support generic upper-|layer interoperability;
richer application semantics belong in the response body or upper-
| ayer protocols, not in the Status field.

R el Sl el sl gty oy p——_———
| Value | Nane | Tier | Description |
[ ool oo oo sl s s o3
| O | &K | Transport | Success. |
+---- - - - R i F--- - - - B +
| 1 | ERROR | Transport | Generic error. |
F-------- I i T ) I I i I I +
| 2 | NOT_FOUND | Dispatch | Method not |
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| | | | registered on the |
| | | | renmote agent. |

| Request tined out |
| (generated locally |
| by the reliability |
| engine). |

| 4 | BUSY | Transport | Renpte agent is |
| | | | overloaded; retry |
| | | | later. |

| 5 | UNAUTHORI ZED | Dispatch | Caller |acks |
| | | | permission for the
| | | | requested nethod. |

| Mal fornmed request |
| (bad paraneters, |
| m ssing nethod, |
| etc.). |

| Unspecified |
| internal processing |
| error on the renote |
| agent. |

| 8 | NOT_I MPLEMENTED | Dispatch | Method recognized |
| | | | but not yet
| | | | inplenmented. |

| 9 | SERVI CE_SHUTDOWN | Transport | Renpte agent is |
| | | | shutting down |
| | | | gracefully. |

| 10-255 | | | Avail able for |
| | | | future assignnent |
| | | | (1'ANA registry). |

Table 2: Al TP Status Codes

In sunmary, the four dispatch codes (NOT_FOUND, UNAUTHORI ZED,

| NTERNAL_ERROR, NOT_| MPLEMENTED) form Al TP’ s nini mal generic

i nvocation outcome space. They exist so that any upper-|ayer
protocol can interpret a basic nethod-di spatch result w thout
parsing the response body. These four outcones are sufficient to
di stinguish transport success from basic invocation failure

cl asses without commtting AITP to any application-specific error
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taxonony; they support interoperable invocation behavior across
het er ogeneous upper-1 ayer protocols w thout encodi ng busi ness-

| evel semantics. Richer business semantics — task state, paynent
results, capability negotiation outcones — MJST be carried in the
response body or defined by upper-layer protocols, not encoded as
Al TP status codes.

Flags (16 bits) A bitmask of control flags:
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Acknowl edgment. Set in RESPONSE |
segnents and CONTRCOL |
acknowl edgment s. |

| 1 | 0x0002 | FIN | End of stream or association |
| | | | close. Signals graceful |
| | | | term nation. |

| 2 | 0x0004 | INIT | Association initialization |
| | | | request. |

| 3 | Ox0008 | RST | Reset. Immediately aborts the |
| I | | associ ati on. |

| 4 | O0x0010 | SEQ | Sequence nunber present in |
| | | | options (for ordered delivery
| | | | within a strean). |

| 5 | 0x0020 | NOACK | No acknow edgnent request ed. |
| | | | Used for fire-and-forget |
| | | | semanti cs. |

0x0040 | Body is conpressed. Conpression
| algorithmis depl oynent - |
| specific. Peers MJST either |
| agree on the conpression format |
| out of band or reject conpressed
I I

segnment s they cannot decode.

| 7 | Ox0080 | SIGNED | Segnent carries a cryptographic |
| | | | signature in options. |

| 14 | Ox4000 | CBOPEN | Gircuit breaker: half-open probe
| | | | request. |

| 15 | Ox8000 | CBTRIP | Circuit breaker: tripped |
| | | | notification to peer. |

Table 3: AITP Flag Bits

Request ID (32 bits) A sender-assigned identifier for request-
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3. 3.

Son

response correlation and deduplication. Each new request MJST use
a uni que Request | D anong outstandi ng requests within the sanme
associ ation. RESPONSE segnments MUST echo the Request ID of the
correspondi ng REQUEST.

A stream openi ng STREAM segnent consunes a Request |ID for the
lifetime of the stream The I D MJUST NOT be reused for another
request or streamw thin the same association until the stream has
term nated (FIN exchanged or RST received).

Body Length (32 bits) The length in octets of the body: the request
body in REQUEST segnents, or the response body i n RESPONSE
segnments. A Body Length of 0 is valid (e.g., for CONTROL segnents
or parameterless requests).

Met hod Len (8 bits) The length in octets of the UTF-8 nethod nane.
Maxi mum 255. A value of 0 is permitted for CONTROL segnents that
carry no nethod. The nethod field is padded to a 4-octet boundary
with zero-val ued octets.

Options Len (8 bits) The total length in octets of the TLV options
regi on, including any paddi ng. Maxi num 255. The options region
MUST be padded to a 4-octet boundary.

Wndow (16 bits) The sender’s advertised receive wi ndow. the nunmber
of concurrent in-flight requests the sender is willing to accept.
The receiver uses this value for flow control (see Section 6).
The initial value is deploynent-specific; inplenentations MAY
advertise any value from1l to 65535.

TLV Opti ons

The options region carries zero or nore Type-Length-Value (TLV)
encoded options, follow ng the same encodi ng as Al P options:

1 byte 1 byte vari abl e
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| Type | Nare | Length | Description |
[ oo femn ey ey oo oo oo s e e
| 1 | Ti meout | 4 | Request tineout in mlliseconds |
| | | | (uint32, big-endian). |ncluded |
| | | | in REQUEST segnents to advise |
| | | | the receiver of the caller’s |
| | | | deadline. |
S R R TS o e e e e e e e e e e e e e e +
2 SegNum 4 Sequence nunber (uint32, big-

flag for ordered delivery

I I
| endian). Used with the SEQ |
I I
| within a stream |

| 3 | AckNum | 4 | Acknow edgrment nunber (uint32, |
| | | | big-endian). Acknow edges |
| | | | receipt of a specific sequence |
| | | | nunber. |
S R S o m e e e e e e e eee— oo +
| 4 | Timestanp | 8 | UTC Unix tinestanp in |
| | | | m croseconds (uint64, big- |
| | | | endian). Used for |atency |
| | | | neasurenent. |
S Fom e oo S o m e e e e e e e e e eee oo s +
| 5 | Signhature | variable | Cryptographic signature over |
| | | | the segnment. Used with the |
| | | | SIGNED fl ag. |
R S TS oo m e e e e e e e e e e ao - +
| 6 | Metadata | variable | Key-value netadata (encoding is |
| | | | application-defined). |
S R S o m e e e e e e e eee— oo +
| 7-127 | | | Available for future assignnent |
I I I | (1ANA). I
R S TS oo m e e e e e e e e e e ao - +
| 128-254 | | | Avail able for experinmental / |
| | | | private use. |
S R S o m e e e e e e e eee— oo +
| 255 | | | Reserved. |
S R R TS o e e e e e e e e e e e e e e +

Table 4: Standard Al TP Options
The entire options region MIST be padded to a 4-octet boundary.

I mpl enent ati ons MJST i gnore unrecogni zed option types (skip by
readi ng Type and Length, then advancing Length octets).
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4.

4.

4.

Associ ati on State Machine

An association is a stateful transport-layer relationship between two
agents, identified by the (local URI, renoteURI) pair. Each
association tracks lifecycle state, flow control paraneters, and
circuit-breaker state.

1. Association States

[ ettty S ——————— g —_—_———————————————————————
| Value | Nane | Description |
| O | CLOSED | No association exists. Initial and |
| | | term nal state. |
R, S o e e e e e e e e e e e e e e me oo +
| 1 | LISTEN | Waiting for an incoming INT froma |
| | | renote peer. |
dememaas . T e +
| 2 | I'NI T_SENT | INIT sent; awaiting | N T+ACK from |
| | | the renote peer. |
R, S o e e e e e e e e e e e e e e me oo +
| 3 | INNT_RECV | INIT received; |IN T+ACK sent; |
| | | awaiting first data exchange. |
dememaas . T NS +
| 4 | OPEN | Association fully established. Data |
| | | exchange is permtted. |
R, S o e e e e e e e e e e e e e e me oo +
| 5 | HALF_CLOSED | Local side has sent or received FIN;, |
| | | no new requests accepted, but in- |
| | | flight responses may still arrive. |
Fommma - I S +
| 6 | DRAI NI NG | Both sides have exchanged FIN;

| | | draining in-flight segnments before |
| | | transitioning to CLOSED. |
Tabl e 5: Al TP Associ ation States
2. State Transitions

The following transitions are valid. Any other transition MJST be
rejected as a protocol error.
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R +
| CLOSED | <----------------------- +
E S + |
/ \ |
passi ve/ \active |
\% \% |
E - + e + |
| LISTEN | | I'NIT_SENT | |
E S + S + |
\ / |
INIT \ / I NI T+ACK |
recv \ \% |
e + |
| I'NI T_RECV | |
S + |
I I
v I
S . + |
| OPEN |----------- + |
B S, + | |
/ \ |
FIN / \ FIN RST |
\Y; \Y; | |
- + Fo-mmmeaaaa + |
| HALF_CLOSED | | DRAINI NG |+ |
o e e e e oo o + e e i e - - + |
\ / |
\ /[ all drained |
% % |
S . + |
| CLOSED | |
Fomm e e e Fom e e e e aaa - +

Valid transitions fromeach state:

CLOSED LI STEN (passive open) or | N T_SENT (active open).

LISTEN INIT_RECV (INT received) or CLOSED (abort).

INI T_SENT OPEN (I N T+ACK received) or CLOSED (tineout/abort).
INIT_RECV OPEN (handshake conpl ete) or CLOSED (abort).

OPEN HALF_CLOSED (FIN sent/received), DRAINING or CLOSED (RST).
HALF_CLOSED DRAI NI NG or CLOSED.

DRAI NI NG CLOSED (all segnments drained).
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4.3. Lazy Association Establishnent

The explicit INIT/I Nl T+ACK handshake defined in Section 4.2 is the

fully specified, interoperable baseline. |nplenentations that
require nmutual confirmation before data exchange MJST use this
handshake.

LI STEN exists to define the passive side of the explicit
i nt eroperabl e baseline; inplementations that prefer |azy outbound
establishnent still need to accept incomng explicit INIT exchanges.

As an optim zation, inplenentations MAY use |azy association
establ i shment: when a nodule needs to send a request to a peer with
no existing association, it creates an association and transitions
directly through INIT_SENT to OPEN wi thout an explicit on-wire
handshake. This is an optim zation profile for depl oynments whose

| ower layer (e.g., libp2p with peer authentication) already
guarantees peer identity, nmaking the INIT round-trip redundant.

| mpl enent ati ons MJUST docurent whet her they use the explicit handshake
or lazy establishnent as their default node, and MJST accept incom ng
INIT segnents regardl ess of which nbde they prefer for outgoing
associations. Interoperability clainms for AITP MIUST be eval uated
agai nst the explicit- handshake baseli ne.

5. Reliability Engine

Al TP provides reliability through ACK-based tracking, retransni ssion
wi th exponential backoff, and deduplication. The reliability engine
operates on a per-request basis: each outgoing REQUEST that does not
carry the NOACK flag is tracked until a matchi ng RESPONSE arrives or
the request times out.

5.1. ACK Tracking

When a REQUEST segnent is sent (without the NOACK flag), the sender
registers the Request IDin a pending-request table. Wen a RESPONSE
segnment arrives with a matching Request I D, the pending entry is
renoved and the response is delivered to the caller

If the NOACK flag is set, the sender does not track the request and
does not expect a response. The receiver SHOULD NOT send a response
for NOACK requests, but MAY still invoke the nethod handl er for side
ef fects.
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5.2. Retransm ssion

If no RESPONSE arrives within the retransm ssion tineout, the sender
retransmts the REQUEST segnent. The retransm ssion tineout uses
exponential backoff:

timeout (n) = Initial Ti meout * BackoffFactor”n
where n = retransm ssion attenpt number (0-based)

After MaxRetries retransm ssions without a response, the reliability
engi ne generates a |ocal TIMEQUT response (Status = TI MEQUT) and
delivers it to the caller. Deploynment-specific defaults are expected
for Initial Timeout, MaxRetries, and BackoffFactor; inplenentations
SHOULD docunent their default val ues.

5.3. Deduplication

Retransmi tted REQUEST segnments carry the same Request ID as the
original. The receiver MJST maintain a deduplication cache keyed by
Request ID. |If an incom ng REQUEST matches a recently-seen Request
ID, the receiver MJST silently discard it (the response to the
original request will serve as the acknow edgnent).

I mpl enent ati ons MJST bound the deduplication cache size and entry
lifetime to prevent unbounded resource consunption; depl oynent -
specific defaults are expected.

6. Flow Control

Al TP flow control is request-concurrency based, not byte-vol une
based. This is a key departure fromtraditional transports: the

W ndow field counts outstandi ng REQUEST operations, not octets. The
peer MJST track the renote wi ndow and MUST NOT have nore in-flight
requests than the adverti sed wi ndow al | ows.

Bef ore sendi ng a REQUEST, the sender checks that its in-flight count
is below the peer’s advertised window and that the circuit breaker

all ows sending (see Section 7). |If either check fails, the send MJST
be rejected with an appropriate error to the upper |ayer.

When a RESPONSE arrives, the sender decrenents its in-flight count
and updates the peer’s wi ndow fromthe RESPONSE' s W ndow field. This
all ows the receiver to dynam cally adjust its capacity.

The initial w ndow size is deploynent-specific. |nplenmentations MAY

advertise any value from 1l to 65535; a value of 16 is a reasonable
starting point for general -purpose agents.

Song & Yuan Expi res 26 Septenber 2026 [ Page 22]



Internet-Draft Al TP March 2026

The W ndow field governs concurrent in-flight REQUEST operations
only. STREAM chunks are subject to stream specific bounded
buffering and back-pressure (see Section 8.2), not request-w ndow
accounting. An active stream consunes one Request ID slot for its
lifetime but does not consune additional w ndow capacity for
subsequent STREAM chunks.

7. Circuit Breaker
Each association maintains a per-peer circuit breaker to prevent

cascading failures when a renpte agent is unavail able or consistently
failing. The circuit breaker has three states:

| Value | Nanme | Description |
[ el e fumes e e st b U
| O | CLOSED | Normal operation. Requests pass through. |
Fomm o - Fom e oo o m e e e e e e e e e e e e e e e eeee e +
| 1 | OPEN | Tripped. Al requests are rejected |
| | | imrediately w thout being sent. |
R, R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - +
| 2 | HALF_OPEN | Probing. One request is allowed through |
| | | to test recovery. |
Fomm o - Fom e oo o m e e e e e e e e e e e e e e e eeee e +

Table 6: Crcuit Breaker States

7.1. Circuit Breaker Transitions

success

S <---+

I I

v |
S SRR + TS +
| CLOSED |------- >| HALF_OPEN|
R + reset 4---------- +

| timer |

Y, v failure
E S + |
| OPEN |<-------------- +
Fommmma o +

(failures >= threshol d)

*CLOSED — OPEN:. * When the consecutive failure count reaches the
failure threshold, the circuit breaker transitions to OPEN

I mpl enent ati ons SHOULD use depl oynment -specific defaults for the
t hr eshol d.
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*OPEN — HALF_OPEN:. * After a reset tineout el apses since the |ast
failure, the circuit breaker transitions to HALF_OPEN, allow ng one
probe request.

*HALF OPEN — CLOSED: * |If the probe request succeeds, the circuit
breaker resets to CLOSED and the failure count is cleared.

*HALF_OPEN — OPEN: * If the probe request fails, the circuit breaker
returns to OPEN.

7.2. Circuit Breaker Flag Bits

The CBOPEN flag (bit 14) MAY be set on a probe request to informthe
renote peer that this is a circuit-breaker probe. The CBTRI P flag
(bit 15) MAY be set by a peer to proactively notify the sender that
it should trip its circuit breaker. These flags are advisory;

i npl ementations are not required to honor them

8. Streamng

Al TP supports bidirectional streamng for |ong-running exchanges such
as inference generation, file transfer, or nulti-turn conversations.
A streamis identified by its Request I D and uses STREAM segnents
(Type = 2).

8.1. Stream Lifecycle

1. *lnitiation.*
The initiator sends the first STREAM segnent with a fresh Request
ID and a nmethod nane. |If the receiver has a registered stream
handl er for that method, a new streamis created. |If not, the
recei ver returns a NOT_FOUND RESPONSE.

2. *Data exchange.*
Both sides send STREAM segnents with the same Request |ID. Each
segnment carries a body chunk. The SEQ fl ag and SeqNum opti on MAY
be used for ordered delivery within a stream

3. *Termination.*
Ei ther side sends a STREAM segnment with the FIN flag to signal
end of stream Upon receiving FIN, the receiving side closes its

chunk channel . Bot h sides SHOULD rel ease streamresources after
FI N.
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8. 2. Back- Pressure

Stream receivers maintain a bounded buffer for incom ng chunks. If
the buffer is full, incom ng STREAM segnents MAY be dropped (back-
pressure). The sender SHOULD use the association's flow control

wi ndow and application-1level acknow edgnents to regul ate sending
rate.

8.3. Large Payl oad Gui dance

AlIP linmts each datagram payl oad to 65535 octets. Upper-|ayer
prot ocol s whose response objects nay exceed this Iimt SHOULD use one
of the follow ng strategies:

1. *Stream ng.*

Use an Al TP STREAM exchange to deliver the response
incrementally. This is appropriate for variabl e-size payl oads
such as large Agent Cards, discovery result sets, or inference
outputs. Each STREAM chunk carries a portion of the response;
the receiver reassenbles themin SegNum order (when the SEQ fl ag
is used) or in arrival order.

2. *Application-level pagination.?*

Define "offset"” and "limt" parameters in the REQUEST body so
that the caller can page through a large result set with multiple
REQUEST/ RESPONSE round trips. This is appropriate for
enuneration operations (e.g., ans.|ookup, adp.discover) where the
total result count nay be | arge but each page fits in a single
dat agram

Upper -1 ayer nmethods that are expected to return | arge payl oads SHOULD
docunent which strategy they use and whether the method s too
descriptor sets streamng = true

9. Segnent Processing
This section defines AITP s conpl ete processing nodel. The send and
recei ve paths described bel ow depend only on Al P's SEND RECEIl VE
primtives and the |ocal association/reliability state. No know edge
of upper-layer application protocols is required to inplenent these
pat hs.

9.1. Sending a Request

When the upper |ayer invokes SEND- REQUEST or SEND- ONEWAY:
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1. *Ensure association.*
Look up or create an association for the destination agent://
URI. |If lazy establishnent is used, transition directly to OPEN.
If explicit handshake is required, send CONTROL+INIT and wait for
CONTROL+I NI T+ACK.

2. *Check flow control .*
Verify that the in-flight count is below the peer’s advertised
wi ndow and the circuit breaker allows sending. |If not, return an
error to the caller.

3. *Construct the segnent.*
Build the 16-octet fixed header with Version = 1, Type = REQUEST
(or STREAM), Status = OK, appropriate Flags, a fresh Request |D,
Body Length, Method Len, Options Len, and the |ocal receive
W ndow. Serialize nethod, options, and body.

4. *Register for tracking (if not NOACK).*
Add the Request IDto the reliability engine’ s pending table and
start the retransm ssion tinmer.

5. *Transnmit via AP.*
Call AIP s SEND with source = |local agent:// URI, destination =
renote agent:// URI, protocol =1 (AITP), and the serialized
segnment as payl oad.

9.2. Receiving a Segnent

When AIP delivers a datagramwith Protocol = 1 to the Al TP nodul e:

1. *Deserialize.*
Decode the fixed header. |If the Version is unrecognized or the
data is truncated, discard.

2. *Update association.*
Look up or create the association for the source URI. Update the
| ast-seen tinestanp. |If the segnment carries a non-zero W ndow,
update the peer’s advertised w ndow.

3. *Dispatch by Type.*
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*REQUEST: * Check deduplication. If duplicate, discard. Look up
the method handler. [If not found, send a RESPONSE with Status =
NOT_FOUND. O herw se, invoke the handl er asynchronously. Wen
the handl er conpl etes, send a RESPONSE with the handl er’s status
and response body (unless NOACK).

*RESPONSE: * Deliver to the reliability engine, which matches by
Request 1D and wakes the waiting caller. Update flow control:
decrenment in-flight count and record circuit-breaker success/
failure based on the status code.

*STREAM * | f the Request |ID matches an active stream deliver the

chunk to the streanmis buffer. |If FINis set, close the streams
i nput channel. |If no stream exists, check for a stream handl er
and create a new stream |If no handler, send RESPONSE wi th
NOT_FOUND.

*CONTROL: * Verify that exactly one of INIT, FIN, or RST is set.
Invalid CONTROL flag conbi nati ons MUST NOT create, nmutate, or
tear down association state; discard the segment. INT —
transition association to INIT_RECV then OPEN, reply with
CONTROL+I NI T+ACK; FIN — transition to HALF_CLOSED t hen DRAI NI NG,
reply with CONTROL+FI N+ACK, then close; RST — transition

i medi ately to CLOSED.

10. Interfaces
10.1. Upper Layer Interface (Application Protocols)
Al TP provi des the followi ng abstract service primtives to upper-
| ayer protocols. These are protocol-1level abstractions; actual AP

bi ndi ngs are inpl enentation- defined.

SEND- REQUEST( desti nati on, mnethod, request-body, tineout) ->
(status, response-body) Send a request and wait for a response.

* *destination* -- agent:// UR of the renote agent.
* *method* -- UTF-8 nethod nane (max 255 octets).

* *request-body* -- opaque payl oad bytes.

* *timeout* -- optional request deadline.

Returns: status code and response body, or a transport error.

SEND- ONEWAY( dest i nati on, nethod, request-body) -> error Send a one-
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10.

11.

11.

way message with no response expected. Sets the NOACK fl ag.
Returns only a send error, not a renote result.

OPEN- STREAM dest i nation, nethod) -> stream Initiate a bidirectional
stream Returns a stream handl e through which the caller sends
and recei ves STREAM chunks.

REQ STER- HANDLER( et hod, handl er) Register a handler that will be
i nvoked when an incom ng REQUEST arrives for the given method.

REQ STER- STREAM HANDLER( et hod, handl er) Regi ster a handl er that
wi Il be invoked when an inconi ng STREAM segnent arrives for the
gi ven nethod with no active stream

Monitoring and statistics primtives (e.g., counters for requests
sent, streans active) are inplenentation concerns and are not
specified by this docunent. Deploynent-specific counters, tracing
hooks, and operational telenmetry are expected to be defined by

i npl ementation profiles rather than by this protocol specification.

2. Lower Layer Interface (Al P)

Al TP depends on AIP for datagramdelivery. The interface consists
of :

Al P. SEND( sour ce, destination, protocol =1, payload) Sends an Al TP
segnent as an Al P datagram Al TP al ways uses Protocol = 1.

Al P. RECEI VE cal | back (Protocol = 1) AlIP dispatches incom ng
datagrams with Protocol = 1 to AITP' s Handl eSegnment entry point.

Note: AIP assigns Protocol values 2 (ANS) and 3 (ADP) for potential
future direct-datagram exchanges that bypass AITP. In nornal
operation, ANS and ADP nethods are carried as Al TP segnents with
Protocol = 1. See AIP [I-D.song-anp-aip], Section 4.

Security Considerations
1. Segnent Authentication

Al TP defines the SIGNED flag and Signature option for segnent- |evel
aut hentication. Wen the SIGNED flag is set, inplenmentations SHOULD
verify the signature before processing the segnent. The signature

al gorithm and key binding are defined by the depl oynent context; Al TP
does not nandate a specific algorithm

Song & Yuan Expi res 26 Septenber 2026 [ Page 28]



Internet-Draft Al TP March 2026

11.

11.

11.

11.

11.

Al TP segnent signatures protect invocation-layer provenance and
segnment integrity, while AP signhatures protect the encl osing
datagram Depl oynents MAY use either layer or both, depending on
their threat nodel, and SHOULD use at |east one.

2. Replay Attacks

Al TP s deduplication cache (Section 5.3) provides protection agai nst
repl ayed REQUEST segnents. The Timestanp option provides an

addi tional freshness signal. |nplenentations SHOULD reject segnents
with tinmestanps outside a depl oynent-specific freshness w ndow.

3. Resource Exhaustion

Fl ow control (Section 6) limts the nunber of concurrent in-flight
requests per association. The circuit breaker (Section 7) prevents
runaway retries to failing peers. |Inplenentations MJST bound the
deduplicati on cache, pending-request table, and stream buffer sizes
to prevent unbounded nenory grow h.

4, Met hod Aut hori zati on

Al TP provi des the UNAUTHORI ZED st atus code (5) for method- |eve
access control. The authorization nechanismis application-defined;
Al TP does not prescribe any particular access control nodel.

| mpl enent ati ons SHOULD document their authorization strategy.

5. Privacy

Met hod nanmes and request/response bodies are visible to network
partici pants that can observe Al P datagrans. Al TP does not provide
payl oad confidentiality. Applications requiring confidentiality
SHOULD encrypt payl oads at the application |ayer or use privacy-
preserving | ower-layer routing nmechani sns.

6. Association State Attacks

Because CONTROL segments (INIT, FIN, RST) can create, close, or abort
associ ations, unauthenticated control segments can induce associ ation
churn or exhaust the association state table.

Depl oynent s SHOULD aut henticate peers (via AIP SIG AITP SI GNED, or

| ower -1 ayer nechani sns) before creating persistent association state.
I mpl enentati ons SHOULD rate-limt new association creation per source
URI and MJST bound the total nunber of concurrent associations to
prevent unbounded state grow h.
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11.

12.

12.

12.

12.

12.

13.

13.

7. Dispatch-Level Information Leakage
The di spatch-1evel status codes NOT_FOUND (2), UNAUTHORI ZED (5), and
NOT_| MPLEMENTED (8) reveal information about the nethods registered
on the renpte agent. An adversary can enunerate supported nethods by
sendi ng probe requests and observing which status code is returned.
Depl oyments concerned with met hod enumerati on MAY coarsen di spatch-
| evel status codes into a generic ERROR or UNAUTHORI ZED response for
unrecogni zed or unauthorized callers, at the cost of reduced
diagnostic fidelity for legitinate clients.

I ANA Consi derations
Thi s docunent requests the creation of four new | ANA registries.
1. AITP Segnent Type Registry

Registry with 4-bit values (0-15). Registration policy:
Specification Required. Initial values in Table 1.

2. AITP Status Code Registry

Registry with 8-bit values (0-255). Registration policy:
Specification Required for 0-127, First Come First Served for
128-254. Value 255 is reserved. |Initial values in Table 2.

3. AITP Flag Bits Registry

Registry with 16 bit positions (0-15). Registration policy:
Specification Required. Initial values in Table 3.

4. A TP Option Type Registry
Registry with 8-bit values (0-255). Registration policy:
Specification Required for 0-127, First Come First Served for
128- 254, value 255 reserved. Initial values in Table 4.
| mpl enent ati on Status
Per [RFC7942], this section records known inpl enentations.
1. C awNet
Organi zati on Chat Chat Tech

URL https://github.com Chat Chat Tech/ Cl aw\et
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Description Go inplenentation of the full ANP suite. The AITP
modul e (atp/ directory) inplenments the 16-octet fixed header,
segnment type demux, TLV options, association state nmachine,
reliability engine with exponential -backoff retransm ssion,
recei ver-advertised fl ow control, per-association circuit breaker,
bidirectional streamng, and the full 10-code status code set.
The reference inplenentation is being conpleted as part of the
full dawNet stack conforming to AIP, ANS, AITP, and ADP; protocol
boundaries are exercised in integration tests across the stack.
Maturity Al pha
Coverage | npl enent ed:
* Segnment codec (16-octet header, type denux, TLV options)
* Association state machine (7 states, validated transitions)

* Reliability engine (ACK tracking, exponenti al - backof f
retransm ssi on, dedup)

* Receiver-advertised flow control (W ndow)
* Per-association circuit breaker (CLOSED OPEN HALF_OPEN)
* Synchronous invocation and fire-and-forget
* Bidirectional streaning with FIN term nation
* Lazy association establishnent
Under integration:
* Segnent-level signature verification (SIGNED flag)
* Body conpression (COWR flag)
* Explicit INIT/FIN handshake integration tests
The itens under integration affect robustness and efficiency only;
they do not alter the wire format, segment senantics, or protocol
boundaries defined in this docunent.
Language o
Li cense (Qpen source

Contact ink@hatchat. space
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Appendi x A. I nplenmentation Al ignnment Notes

Thi s appendi x docunents the relationship between this specification
and the reference inplenmentation in the CawNet atp/ directory.
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TypeRequest (0), |
TypeResponse(1), |
TypeStreanm( 2), |
TypeControl (3). |

| Full 10-code set: |
| StatusOK(0) through |
| StatusServiceShutdown(9). |

| Fl agACK(0x1), |
| FlagFl N(0x2), |
| Flagl NI T(0x4), |
| Fl agRST(0x8), |
| Fl agSEQ(0x10), |
| FI agNQACK( 0x20), |
| FI agCOVPR(0x40), |
| Fl agSI GNED( 0x80) , |
| Fl agCBOPEN( 0x4000), |
| Fl agCBTRI P( 0x8000) . |

| Byte layout per Figure 1. |

o e e e e e +

TLV encoding with 4-byte |
| alignnent. |
o e e e e e e eie oo n +
| 7-state FSM per Table 5. |
Tt +

| CBO osed(0), CBOpen(1l), |
| CBHal f Open(2).

| Track(), Resolve(), |
| I'sDuplicate(),
| retransmtLoop(). |

| W ndow based concurrency |
| limting. |

| SEND- REQUEST — Call (), |
| SEND- ONEWAY — |
| FireAndForget(), |
| Handl eSegnent (), |
| REQ STER- HANDLER — |
| Handl e(), REGQ STER- |
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| | | STREAM HANDLER — |
| | | Handl eStrean). |

R S o e e e e e +
| St ream | atp.Stream | Recv(), Send(), Cose() |
| | | with FIN term nation. |
S oo oo +
| AP | atp. Al PSender | SendRaw(ctx, src, dst, |
| Interface | | proto, payload). |
R S o e e e e e +

Tabl e 7: Spec-|npl enentati on Mappi ng
Aut hors’ Addresses
Ji nke Song

Dept. of CSE, Hong Kong University of Science and Technol ogy
Enmai | : i nk@hat chat . space

Mu Yuan
Dept. of IE, The Chinese University of Hong Kong
Enmai | : nuyuan@uhk. edu. hk
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