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Abst ract

Thi s docunent defines the Agent Trust Negotiation (ATN) protocol
ATN sits above whatever nechanismis used to di scover an agent
identity and answers questions that discovery al one cannot: what is
the agent permitted to do, under whose authority, wi th what
provenance, and how do two agents reach a verifiable working

agr eenent .

ATN binds four artifacts to a discovered agent identity:

1. A Capability Manifest expressing what the agent is willing to do,
under what conditions, and with what constraints.

2. A Delegation Chain proving authorized principal scope and
revocati on paths.

3. A Provenance Attestation proving build-tinme and runtine
integrity.

4. A Session Receipt produced at handshake conpl etion, recording the
negoti at ed scope.

ATN defines the handshake state machi ne that consunmes these artifacts
to produce a nutually verified, scope-bounded agent session, and a
session receipt suitable for transparency |og inclusion

ATN i s discovery-agnostic. The default binding identifies agents as
HTTP resources and uses a per-origin well-known URH to bootstrap

di scovery. A DNS-based binding is also specified for the cross-
organi zational case. Qher bindings can plug into the sane abstract
interface. ATN conposes with existing discovery proposals including
Al D, DNS-AID, and ANS v2.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Sonoza Expi res 30 Novenber 2026 [ Page 1]



Internet-Draft

agent -trust-negoti ation

May 2026

Internet-Drafts are working docunents of the Internet Engineering

Task Force (1 ETF).
wor ki ng docunments as Internet-Drafts.
Drafts is at https://datatracker.ietf.org/drafts/current/.

Note that other groups may al so distribute
The list of current

| nt er net -

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any

tinme.
material or

It is inappropriate to use Internet-Drafts as reference

to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Docunments (https://trustee.ietf.org/

| i cense-i nfo)
Pl ease revi ew these documents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as
Provi sions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1.

e e

Sonoza

|

1.
2.
3.
4.

.1

PhobbbbbbE

ww

NN NN

nt roducti on

Scope .

Non-

Goal:s,

Choi ce of Venue . e
Li neage and Changes from Pr| or Drafts .
Conventions and Definitions .

Ter m nol ogy .

Architecture Overview . .

Di scovery Bi nding Fr amawork .

Abstract Binding Interface

!\’!—‘%.@.m:b@!\’!—‘

HTTP- Resour ce Bi ndi ng ( Def aui tj

Oigin D scovery

Agent ldentification
Per - Agent Resources .
Operational Properties

I ndex Docunent Structure

I ndex Docunent JWS Signature Reqm rerrents .

Bi ndi ng (Opti onal )
TXT Record .
DNSSEC

Expi res 30 Novenber 2026

OO ~N~NO OO



I nternet-Draft agent -trust-negoti ation May 2026

4.3.3. Wthdrawal of -00 SVCB ParanKey Registrations . . . . 13
4.4. Oher Bindings . . . . . . . . . . . . . . . . . . . . . 13
5. Capability Manifest . . . R
5.1. Capability Object Structure e
5.2. Schema Binding . . . . . . . . . . . . . . . . . .. .. 15
5.3. Structure . . . e A5
5.4. Dinmension Senantlcs e
5.5. Key Properties . . . . . . . . . . . . . . . . . . . . . 18
5.6. Refusal Semantics . . . . . . . . . . . . . . . . . . . . 18
6. Delegation Chain . . . . . . . . . . . . . . . . . .. ... 18
6.1. Structure . . . . . . . . . . . . . . . . ... .. .. .19
6.2. Verification . . . . . . . . . . . . . . . . . . .. .. 19
7. Provenance Attestation . . . . . . . . . . . . . . . . . .. 20
7.1. Structure . . . . . . . . . . . . . . ... ... ... . 20
7.2. Properties . . 0]
8. The Agent Trust thdshake (ATFD 1 0
8.1. State Machine . . . . 4
8.2. ATHHELLO. . . . . . . . . . . . . . . . . ... 20
8.3. ATHOFFER . . . . . . . . . . . . . . . . . . .. ... 22
8.4. ATHACCEPT . . . . . . . . . . . . . . . . ... . 24
8.5. ATHRECEIPT . . . . . . . . . . . . . . . . . .. ... 24
8.6. Handshake Limts . . e e e e e . . ... . . . .. 25
9. Capability Intersection Algebra e e e . . . ... ... . ... 25
9.1. ldentity Rule . . . . . . . . . . . . . . . . ... ... 25
9.2. Per-Dinension Rules . . . . . . . . . . . . . . . . . .. 25
9.3. Refusal Override . . . . . . . . . . . . . . . . .. .. 26
9.4. Wrked Exanmple . . . . . . . . . . . . . . . . . . . . . 26
10. Mutual Trust Mde . . . e 4
11. Version Negotiation and AlgorlthnlAglllty e e e e . ..., 28
11.1. Version Negotiation . . . 4 <
11.2. AgorithmAgility . . . . . . . . . . . . . . . . . . . 28
11.3. Post-Quantum Transition . . e ... 29
12. Compatibility with EX|st|ng Di scovery Protocols e . ... .29
12.1. Wth AIDAD. . . . . .. . . . . . 30
12.2. Wth DNSAIDDNS-AID. . . . . . . . . . . . . . . . .. 30
12.3. Wth ANS v2 ANSv2 . . < 10
12.4. Milti-Discovery Tolerance < 10
13. Relationship to Existing ldentity, Authorization, and
Attestation Frameworks . . . . . . . . . . . . . . . . . 30
13.1. CQAuth 2.0 and GNAP . . P X
13.2. SPI FFE Wér kl oad Identlty )
13.3. Mitual TLS . . . e V4
13.4. RATS Renote Attestatlon e V4
13.5. SCITT Transparency . . . . . . . . . . . . . . . . . . . 33
13.6. Conposition Sunmery . . . . . . . . . . . . . . . . . . 33
13.7. Wen to Use What . . . . . . . . . . . . . . . . .. .. 34
14. Security Considerations . . . . . . . . . . . . . . . . . .. 35
14.1. Threat Mdel . . . . . . . . . . . . . . . . . .. . .. 35

Sonoza Expi res 30 Novenber 2026 [ Page 3]



Internet-Draft

14.
14.
14.
14.
14.
14.

14.

°°.\‘.°’.‘”:'>.°°!\’

agent -trust-negoti ation

Artifact Authenticity
Cross- Bi ndi ng Consi st ency

Enf orcenent Posture: Evidence, Not Prevention

Del egati on Forgery .

Sessi on Recei pt Tarrperl ng
Repl ay .

Provenance At t est atl on L| m t S

15. Pr| vacy Consi derations
15.

15.
15.
15.
15.
15.

17.

17.

=

Per - Agent Lookups

DNS Bi ndi ng Leakage .
Negoti ati on Cbservability
Wt ness Aggregation

M ni mum Di scl osure .

SCI TT Publication

ratl onal Consi derations

Sessi on Establishnent vs Per CaII Lat ency
Lat ency Budget

Optim zation Techni ques

Session Lifetime . . .
Depl oyment s Where ATN Is Appr oprl ate . .
Depl oyments Where ATN I's Not Appropriate .

| Ai\lA Consi der ati ons .

W t hdr awal of —00. SVCB Par an1<ey Regl st ratl ons.

Vel | - Known URI Regi stration

DNS TXT Key Registration .

ATN Capability Registry .

ATN Capabi lity Di mensi on Regi strl es
ATN Ref usal Category Regr stry

18. Ref er ences

18. 1.

18. 2.
Appendi x A.  Conpl ete Exanpl e Fl ow

Nor mati ve Ref er ences .
I nformati ve References .

A.l. Step 1: Oigin D scovery .
A 2 Step 2: I ndex Docunent Verifi catr on . .
A3 Step 3: Artifact Fetch and Verification .
A 4. Step 4. ATH HELLO .
A5 Step 5: ATH OFFER .
A 6 Step 6: ATH_ACCEPT
A7 Step 7: ATH_RECEI PT . .
A.8. Step 8: Session and Audit
Appendi x B. Design Rationale .
B.1. Wy a Negotiation Layer
B.2. Wy Four Artifacts
B.3. Wy Discovery-Agnostic
B.4. Wy Refusals Are First- Class . .
B.5. Wy Intersection Algebra Is Specrfred .
B.6. Wy SCITT for Receipts o
Appendi x C. Inplenentation Status
Sonoza Expi res 30 Novenber 2026

May 2026

35
35
35
37
37
37
37
37
37
37
38
38
38
38
38
38
39
40
40
41
41
41
42
42
42
42
43
45
46
46
46
47
47
48
48
48
49
49
50
50
50
51
51
51
51
51
52
52

[ Page 4]



I nternet-Draft agent -trust-negoti ation May 2026

C. 1. ATN Reference Prototype . . . . . . . . . . . . . . . . . b2
Appendi x D. Acknow edgrents . . . . . . . . . . . . . . . . . . b3
Author’s Address . . . . . . . . . . . . . . . . . . . . . . . . 53

1. Introduction

Agent -t 0- agent di scovery work in progress at the | ETF and adj acent
venues, including AID [AID], DNS-AID [DNS-AI D], and ANS v2 [ANSv2],
addresses how to | ocate an agent’s endpoint and verify its
cryptographic identity. These efforts answer two questions: _where
is the agent _ and _who is the agent .

They do not answer the questions that arise imediately after
* \hat is the agent pernmitted to do, and under what constraints?
* Under whose authority is the agent operating?

* \What is the provenance of the agent’s software, nodel, and
configuration?

* How do two agents reach a rmutually verifiable working agreenent
bef ore any task begi ns?

*  What evidence remains after the session ends, and howis it
audi t ed?

Thi s docunent defines the Agent Trust Negotiation (ATN) protocol to
address these gaps. ATN is the |ayer above discovery. It assunes
the discovery layer has | ocated an endpoi nt and aut henticated an
identity through one of the existing nmechanisns. ATN then negotiates
the trust relationship.

The design has four parts:
1. Four structured artifacts (Capability Manifest, Del egation Chain,
Provenance Attestation, Session Receipt) that bind to an agent

identity regardless of how that identity was di scovered.

2. A handshake protocol over HTTPS that exchanges and verifies the
artifacts between two agents.

3. A capability intersection algorithmthat yields the negotiated
sessi on scope.

4. Areceipt format suitable for SCITT-style transparency | og
i ncl usi on.
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ATN del i berately does not introduce a new di scovery mechanism It
buil ds on existing work and adds the negotiation |ayer that the agent
ecosystem | acks.

1.1

Scope

scope:

Format and semantics of the four ATN artifacts.
The Agent Trust Handshake (ATH) state nachine.
Capability intersection al gebra.

An abstract discovery binding interface and two concrete bindings
(HTTP- Resource and DNS).

| ANA registrations for ATN-specific identifiers.

Qut of scope:

*

1.2

Di scovery of the agent itself (use [AID], [DNS-AI D], [ANSv2], or
equi val ent).

Endpoi nt aut hentication (del egated to the discovery |ayer).

Application protocol (delegated to MCP, A2A, OpenAPl, or
equi val ent).

I n-organi zation service-to-service identity (see [ SPIFFE]).
Reput ation distribution

Behavi oral attestation.

Non- Goal s

ATN does NOT define a new DNS record type

ATN does NOT replace any existing discovery proposal

ATN does NOT introduce a centralized trust authority.

ATN does NOT enforce policy. It produces verifiable evidence of
decl ared and negotiated policy that downstream systens can audit.
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1.3. Choice of Venue

ATN s choice of I ETF as the venue follows fromits dependencies. The
di scovery substrate options include DNS [ RFC4033] and SVCB [ RFC9460],
both I ETF standards, as well as HTTP [ RFC9110]. The attestation
architecture is RATS [RFC9334]. The transparency log is SCITT. The
signature format is JW5 [ RFC7515]. The nutual authentication
transport is TLS [ RFC8446]. The authorization franmeworks ATN
composes with are QAuth [RFC6749] and GNAP [ RFC9635] .

ATN i s the conposition of IETF primtives into a peer-to-peer agent
trust handshake. Standardi zing the conposition in any other venue
woul d fork the primtive stack and create alignment problens. The
natural honme for the conposition is the same venue that standardized
the primtives.

1.4. Lineage and Changes from Prior Drafts

Thi s docunent is a renam ng of draft-sonpza-atn-agent-trust-
negotiation. The earlier nane was used for the -00 and -01 revisions
submitted in May 2026. This revision adopts the DMSC wor ki ng group
nam ng convention (draft-sonpza-dnsc-*) for alignnent with the DVSC
suite and to facilitate auto-archiving of DVMSC-rel ated docunents.

The technical content is unchanged from draft-sonpza-atn-agent-trust-
negoti ati on-01.

The substantive technical changes that were introduced in draft-
sonbza- at n-agent-trust-negotiation-01 (relative to -00) are preserved
in this docunent and are sumari zed bel ow for readers arriving via

t he new nane:

1. The four artifacts are repositioned as the normative core of ATN,
i ndependent of any specific discovery substrate. The origina
fram ng of ATN as sitting above DNS-based di scovery is replaced
with a discovery-agnostic fram ng.

2. A new HITP-Resource Binding is specified as the default, using a
per-origin well-known UR [RFC8615] to bootstrap discovery to a
si gned | ndex Docunent. See Section 4. 2.

3. The DNS Binding is reduced to a thin TXT record that announces
ATN support at an origin. It no longer carries per-agent records
and no longer carries integrity hints. See Section 4.3.

4. The SVCB ParanKey registrations atn and atn-di gest proposed in
the original -00 are withdrawn. SVCB ParanKeys are not the
appropri ate mechanismfor pointing at a separate docunent at
another URL. See Section 4.3.3.
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5. The JWS signature requirenment on the | ndex Docunent is MJUST
regardl ess of DNSSEC posture. The Index Document needs offline-
verifiabl e provenance for cached, mrrored, and SCl TT- publ i shed
copies. See Section 4.2.6.

6. The Introduction’s claimthat "Recent |ETF work has converged on
DNS- based di scovery for Al agents" was renmoved. The di scovery
| andscape includes multiple proposals at nultiple venues; no
conver gence has occurred.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.1. Termi nol ogy
Agent An automated software entity that initiates network
interactions on behalf of, or with del egated authority from a
principal, wthout per-interaction human authori zation
Initiator The agent that opens the trust handshake.

Responder The agent that answers the trust handshake.

Oigin As defined in [RFC9110]. The schene/ host/port tuple that
anchors one or nmore agents in the HTTP-Resource Bindi ng.

Capability Manifest A signed JSON [ RFC3259] docunent decl ari ng what
an agent is willing to do, under what conditions, and with what
constraints.

Del egation Chain A signed sequence of authorization statenents
bi nding the agent to a principal, with explicit scope, tine
bounds, and revocation pointers.

Provenance Attestation A signed docunment proving build-tine and
runtime characteristics of the agent.

Session Receipt A signed record produced at handshake conpl eti on,
summari zi ng the negoti ated scope and identities, suitable for
transparency | og inclusion

Negoti ated Scope The intersection of two agents’ capability sets,
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ti me wi ndows, authorization scopes, and operational constraints,
as determ ned by the handshake.

I ndex Docunent The JWS-signed JSON docunent fetched during HITP-
Resource Bi ndi ng discovery, listing agents at an origin and
origin-level capabilities.

3. Architecture Overview

ATN defines four roles:

1. Agent Operator: publishes the discovery records and the ATN
artifacts.

2. Agent: the runtine entity, in either Initiator or Responder node
at any nonent.

3. Principal: the human, organi zation, or other agent that
aut hori zed the agent through the Del egati on Chain.

4. Wtness: an optional third party that can pre-verify ATN
artifacts and publish endorsenents (e.g., via SCITT [SCITT]).

ATN | ayers above di scovery:

| hppiication Layer (MG, A2A QpenAPl. ...) |
| Agent Trust Negotiation (this document) |
| Discovery and ldentity 7 )
| (HTTP-Resource, AID, DNS-AID, ANS v2, ...) |
| we, o onssec, s T )
o m m o oo +

The handshake order is:

1. Discovery: Initiator resolves the Responder’s identity via the
active discovery binding (HTTP-RResource, DNS, or other).

2. Artifact fetch: Initiator retrieves the four ATN artifacts
ref erenced by the | ndex Docunent.

3. Handshake: Initiator opens the ATN handshake. Both parties
exchange artifacts and verify signatures.

4. Negotiation: Both parties conpute the capability intersection
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5. Receipt: Both parties produce a signed Session Receipt covering
the negoti at ed scope.

6. Session: Application traffic proceeds within the negotiated
scope.

The ATN core protocol operates on the four artifacts. How the
Initiator obtained the Responder’s identity and how that identity
binds to the four artifacts are specified by a binding (see
Section 4). The handshake makes no assunptions about the binding
beyond the abstract interface.

4. Discovery Binding Franework

ATN i s discovery-agnostic. The four artifacts and the handshake are
the normative core; the binding to a discovery substrate is a
separabl e concern. This docunment specifies two concrete bindings:
HTTP- Resource Binding (the default, in Section 4.2) and DNS Bi ndi ng
(optional, in Section 4.3). Oher bindings can be specified by
future docunents using the abstract interface bel ow

4.1. Abstract Binding Interface
A bindi ng provides two operations:

1. Resolve(identifier) -> IndexDocunent URL: given an agent or origin
identifier in the binding s nanespace, return the URL at which
the Index Document can be fetched

2. Integrity(identifier) -> IntegrityProof: return any integrity
proof the binding provides for the resolution (e.g., DNSSEC
signatures for a DNS binding). Bindings MAY return a null proof
if no binding-level integrity is provided; the JW5 signhature on
the I ndex Docunent remains nmandatory in that case (see
Section 4.2.6).

A binding is conformant if it provides these two operations and if
the resol ved | ndex Docunent, when fetched and JWs-verified, contains
the clained identifier

4.2. HTITP-Resource Binding (Default)
This is the default binding for HITP-native agents. It identifies

agents as HITP resources and uses a per-origin well-known URI
[ RFC8615] to bootstrap discovery.
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4.2.1. Oigin Discovery

For an origin https://exanple.com the |Index Docunent is fetched
from

https://exanpl e. conl . wel | -known/ atn

This URI is registered in Section 17 per [RFC8615].
4.2.2. Agent Ildentification

An agent is identified by an HTTPS URL of the form

https://{origin}/{path}

The agent URL is the canonical identifier in the HITP-Resource
Bi nding. Agents at the sane origin share one | ndex Docunent.

4.2.3. Per-Agent Resources
A CET on the agent URL returns a JSON object containing the agent’s
Capabi lity Mani fest, Delegation Chain, and Provenance Attestation, or
URLs from which each can be fetched. The agent URL MAY al so serve as
t he handshake endpoint for the Initiator

4.2.4. (Operational Properties

The HTTP- Resource Binding has the follow ng properties relevant to
operati onal depl oynents:

* Many agents share one origin and one set of DNS records.
* Creating, nodifying, or renoving an agent requires no DNS changes.
* Wb infrastructure (caching, |oad bal ancing, CDN) handl es scal e.
* Agent | ookups do not generate per-agent DNS queri es.
4.2.5. Index Docunent Structure

The |1 ndex Docunent at /.well-known/atn is a JSON object with the
foll owi ng structure:

Sonoza Expi res 30 Novenber 2026 [ Page 11]



I nternet-Draft agent -trust-negoti ation May 2026

{
"v": "atnl",
"origin": "https://exanple.cont,
"issued_at": "2026-05-15T10: 00: 002",
"not _after": "2026-08-15T10: 00: 00Z",
"origin_capabilities": { "...": "see Capability Manifest" },
"agents": [
{
"id": "https://exanpl e.conf agents/alice",
"mani fest _url": "https://exanple.conmlalice/cap.jws",
"del egation_url": "https://exanple.comalicel/del.jws",
"provenance_url": "https://exanple.conm alice/prov.jws",
"handshake_endpoint": "https://exanple.com alice/hs",
"key": { "...": "JWK per RFC 7517" }
}
1,
"wi tness_pointers": [
"https://scitt.exanple.org/entries/alb2c3..."
]
}

I npl enent ati ons MAY enbed any of the artifact URLs above as inline
obj ects instead.

4.2.6. Index Docurment JWS5 Signhature Requiremnents

The | ndex Docunent MUST be signed as a JW5 [ RFC7515] using JSON
Flattened Serialization. The signature is conputed over the
canoni cal i zed JSON object. The signing key MJST be discoverable by
the verifier through a trust anchor recognized by the verifier

The JWS signature requirenent is MJIST regardl ess of whether DNSSEC
covers the origin’s DNS records and regardl ess of whether the |Index
Docunent was fetched over TLS. The Index Docunment is an artifact
that needs to be verifiable offline by parties that did not perform
the original fetch, including SCITT transparency services and audit
consumers reconstructing sessions long after the original TLS
connecti on has cl osed.

4.3. DNS Binding (Optional)
This is an optional binding for cross-organi zational discovery, where

the verifier knows only a dormain and needs to | ocate the ATN
supporting origin.
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4.3.1. TXT Record
A TXT record at _atn.{domai n} announces ATN support:
_atn.exanple.com 3600 IN TXT "v=atnl; origin=https://exanple.conf

The TXT record MJST contain v=atnl and SHOULD contain an origin key.
If originis absent, the origin is https://{domain}.

The TXT record carries no integrity hints, no per-agent records, and
no | ndex Document content. |Its sole purpose is to announce that the
origin supports ATN and, optionally, which origin to use.

4.3.2. DNSSEC

DNSSEC val i dati on of the TXT record [ RFC4033] is RECOMVENDED. JW5
signing of the resolved I ndex Docunent remains MJST regardl ess of
DNSSEC posture (see Section 4.2.6).

4.3.3. Wthdrawal of -00 SVCB ParankKey Registrations

The SVCB ParanKey registrations atn and atn-di gest proposed in draft-
sonpza- at n-agent-trust-negotiati on-00 are withdrawn. SVCB ParanKeys
[ RFC9460] are designed to convey service-connection hints (such as

al pn, port, and ech), not to point at a separate docunent at another
URL. Pointing at the I ndex Document from DNS is handl ed i nstead by
the thin TXT record in Section 4.3.1

4.4. O her Bindings

O her bindi ngs (URl -based out - of -band, registry-based, enbodi ed-
agent -specific) can be specified by future documents using the
abstract binding interface in Section 4.1. Such bindings are out of
scope for this docunent.

5. Capability Manifest

The Capability Manifest declares what the agent is willing to do
under what conditions. It is a JSON object signed as a JW5.

5.1. Capability Object Structure

Each capability is a structured object with explicit dinensions
covering identification, semantics, scope, and operational bounds.
The design borrows fromthe action-resource-condition pattern of
establ i shed authorization frameworks, the schema-binding pattern of
WBC Verifiable Credentials, and the attenuation principle of
capability-based security research
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| Required | Description |
[} gy e p—p—p—p—_—(———————(———————————————r L
| Yes | Capability identifier fromthe
I I
I I

T e +
| Yes | URI plus SHA-256 digest of the
| | formal capability definition. |
TS T +
| Yes | List of action verbs scoped to

| | the capability's schenma |
| | vocabul ary. |

Fomm e e e oo o mm e e e e e e e e e e e e e oo +
| Yes | List of resource patterns the |
| | capability applies to. |
S o m e e e e e e e e eea oo +
| No | Runtinme constraints: rate |

| | limts, data residency, tine |
| | windows, size limts. |

TS o e e e e e e e e e e e o m o +
| Yes | One of: none, read_only, |
| | idenpotent, mnutating. |
S o m e e e e e e i e e ee oo +
| Yes | One of: forbidden, |

| | listed_only, free. Whether |
| | the capability may call out. |

| Yes | One of: forbidden, sane_scope, |
| | fresh_handshake required. |
| | Sub-agent rules. |

| Yes | One of: none, session_only, |
| | durable. Wether state |
| | survives the session. |

| Yes | Hard ceilings: max_tokens, |
| | max_durati on_seconds, |
| | max_cost _usd. |

| No | Counterparty requirenents that |

| | rmust hold before the |
| | capability is exercised. |
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Every di nension uses a controlled vocabul ary registered with | ANA
(see Section 17). Vendor-specific identifiers under the x- prefix
are permtted for non-standard capabilities and MJST carry a schema
reference

5.2. Schenma Binding

The schema field binds the capability identifier to a forma
definition. Two inplenentations resolving the same id to different
schenma. di gest val ues MJUST treat the capabilities as semantically
distinct, even if the identifier matches. This elimnates the

sil ent-di vergence probl emthat opaque scope strings created in QAuth
depl oynent s.

The schema docunment SHOULD defi ne:

1. The senmantic nmeaning of the capability identifier
2. The permtted values in actions.

3. The format and semantics of resources patterns.
4. Any capability-specific extensions to conditions.

Schema docunents are versioned. A capability MAY pin a specific
schema version via the digest.

5. 3. Structure

v"': "atn-capability-1",

"agent _id": "<stable-identifier>",
"issued_at": "2026-05-15T10: 00: 00Z",
"valid_until": "2026-08-15T10: 00: 00Z",
"capabilities": [

"id": "data-read",

"schema": {
"url": "https://exanpl e.com at n/ dat a-read-v1l.json",
"di gest": "sha256: b4chd6..."

}

"actions": ["read", "list"],
"resources": |
"dat aset: public/*",

"dataset:internal/research/*"

]

,onditions": {
"rate limt": "1000/m n",
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"data_residency": ["us", "eu"],
"time_w ndow': "09:00-17:00 UTC',
"max_response_si ze_bytes": 10485760

1

"effects": "read_only",
"external calls": "forbi dden",
"sub_invocations": "forbidden",
"persistence": "none",

"resource_bounds": {
"max_t okens": 100000,
"max_duration_seconds": 1800,
"max_cost _usd": 0.50

}

reconditions": {

"count erparty_provenance": "required",
"counterparty_del egation": "required",
"transport": "tlsl.3"

}

"id": "task-execute",

"schema": {
"url": "https://exanple.con atn/task-execute-vl.json",
"di gest": "sha256:c5d6e7..."

"actions": ["execute"],
"resources": |
"task: summari ze",
"task:transl ate",
"task:classify"

]

"conditions": {

"max_sessi on_mnutes": 30
1
"effects": "idenpotent",
"external calls": "listed only",
"sub_i nvocations": "sane_scope",
"persistence": "session_only",
"resource_bounds": {

"max_t okens": 500000,
"max_duration_seconds": 1800,
"max_cost _usd": 2.00

"breconditions": {
"human_approval ": "required",
"approval _token_issuer": "https://approval s. exanpl e. cont

}
}
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}
5. 4.

"refusal s": [

{
"category": "financial transactions",
"scope": "all"
H
{
"category": "data_wite"
"scope": "external _systens”
}

Di nensi on Semantics

effects declares the consequence of exercising the capability:

*

none: no observabl e consequence (introspection only).
read_only: data is read; no state changes.

i denpotent: state may change but repeated execution is equival ent
to single execution.

mut ati ng: state changes, and the change is not idenpotent.

external _calls declares whether the capability may initiate calls
outsi de the agent’s own scope:

*

f orbi dden: no external calls.

listed only: external calls are permitted only to destinations
listed in the schema or conditions.

free: any external call is permtted, bounded only by
resour ce_bounds.

sub_invocations declares the rules for invoking other agents:

*

forbidden: this capability does not invoke other agents.

same_scope: sub-invocations inherit the present session's
negoti at ed scope.

fresh_handshake_required: every sub-invocation requires a separate
ATN handshake with the sub-agent.

persi stence declares state survivability:
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5

5

* none: no state persists beyond a single request.

* session_only: state persists for the session lifetime, then is

5

6

di scar ded

* durable: state persists beyond the session; the agent MJST
disclose retention policy inits schema

resour ce_bounds decl ares hard ceilings on the negotiated scope.
Conformng inplenentations MJST term nate the session when any bound
i s exceeded. The protocol specifies the contract; runtine
enforcement is the inplenentation’s responsibility, consistent with
the enforcenent posture described in the Security Considerations.

Key Properties

* The manifest is a declaration of wllingness, not an enforcenent
primtive. Violations are auditable through the Session Receipt
and transparency | og.

* The valid until field forces rotation. Manifests w thout expiry
MUST be rej ect ed.

* refusals are first-class. Explicit "will not" clains provide
audi t abl e accountability if violated.

* Capability id values fromthe | ANA registry have stable semantics;
vendor-specific identifiers under x- MJUST carry a schema
reference

* Capabilities are deny-by-default. The negotiated session scope
contains only what both parties explicitly offered.

Ref usal Semantics

Refusal s are a deliberate inversion of conventional capability
advertisenent. Mbst existing proposals describe what an agent CAN
do. ATN requires agents to al so describe what they explicitly WLL
NOT do. This produces auditable behavioral contracts: a recorded
refusal that is subsequently violated is direct evidence of

m sbehavi or.

Del egati on Chain

The Del egati on Chain proves the agent operates under authorized
principal scope, with explicit tinme bounds and revocation paths.
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6.1. Structure

{
"v": "atn-del egation-1",
"agent _id": "<stable-identifier>",
"chain": [
{
"issuer": "did:exanpl e:organi zati on-root",
"subject": "did:exanpl e: depart nent - ops"”,
"scope": ["agent.deploy", "agent.del egate"],
"issued_at": "2026-01-01T0O0: 00: 00Z",
"valid until": "2027-01-01TO00: 00: 002",
"revocation": "https://exanple.conlatn/rev/dept-ops",
"signature": "<JW5>"
H
{
"issuer": "did:exanpl e: departnent-ops",
"subject": "agent:<stable-identifier>",
"scope": |
"dat a-read",
"t ask- execut e: summari ze",
"task-execute: transl ate"
1,
"issued_at": "2026-05-01T00: 00: 00Z",
"valid_until": "2026-08-01T00: 00: 002",
"revocation": "https://exanple.con atn/rev/agent",
"signature": "<JW5s>"
}
]
}

6.2. Verification
A relying party MJIST:
1. Verify each link’s signature against the issuer’s published key.
2. Verify each link’s scope is a subset of the parent |ink’s scope.
3. Verify all links are within their valid until w ndow.
4. Optionally poll revocation endpoints with rate-limted caching.

5. Verify the leaf subject matches the agent’s stable identifier
from di scovery.

If any check fails, the agent MJUST NOT be trusted for any capability
beyond the verifiable subset.
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7. Provenance Attestation

The Provenance Attestation proves build-tinme and runtime
characteristics of the agent.

7.1. Structure

{
"v": "atn-provenance-1",
"agent _id": "<stable-identifier>",
"bui ld": {
"predi cateType": "https://slsa.dev/provenance/v1l",
"predicate": { "...": "in-toto SLSA provenance" }
},
"model ": {
"nmodel _id": "exanple-vendor/lImvl. 2. 3",
"nodel _version_sha256": "9f8e7d6c5b4a. .. ",
"system pronpt _sha256": "la2b3c4d5e6f..."
"runtinme": {
"evi dence_type": "RATS",
"evidence": { "...": "RFC 9334 evidence" },
"verifier": "https://verifier.exanple.conmrats"
1
"issued_at": "2026-05-15T08: 00: 00Z",
"valid_until": "2026-05-15T20: 00: 00Z"
}

7.2. Properties

* The Provenance Attestation |inks three independent supply chains:
software build (SLSA, in-toto [INNTOTQ ), nodel identity
(crypt ographi c hash of weights or version anchor), and runtime
envi ronnment (RATS evi dence [ RFC9334]).

* Al three are optional. An agent that publishes only build
provenance is nore trustworthy than one that publishes none and
| ess trustworthy than one that publishes all three.

* Short valid until w ndows are encouraged. The Provenance
Attestation is the nbst tinme-sensitive artifact.

8. The Agent Trust Handshake (ATH)

8.1. State Mchi ne
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Initiator Responder

=== ATH HELLO ------mmmmmmm e e e >|
(initiator artifacts + requested scope)

N I © = = = = g |
(responder artifacts + offered scope)

|

---- ATH ACCEPT -------cmmmmmmmmm e - - >|
(intersection scope + receipt request) |

I

<--- ATHRECEIPT ----mmmmom i e e e eee e e oo |
(signed session receipt) |
=== negoti ated sessi on begi ns ===

Al'l four messages are JSON, signed as JW5, exchanged over HTTPS at
t he Responder’s handshake_endpoi nt.

8.2. ATH HELLO

{
"v": "athl",
"type": "hello",
"supported_versions": ["athl"],
"initiator": {
"agent _id": "<initiator-id>",
"artifacts": {
"capability": { "url": "...", "digest": "..." },
"del egation": { "url™: "...", "digest": "..." },
"provenance": { "url": "...", "digest": "..." }
}
},
"requested scope": {
"capability ids": ["data-read"],
"duration_seconds": 1800,
"purpose": "summarize_research_corpus”
"nonce": "<randons",
"timestamp": "..."
}

The requested_scope.capability ids field carries only the identifiers
of the capabilities the Initiator wi shes to negotiate. The Responder
consults its own Capability Manifest for the structured definitions
and conputes the intersection (see Section 9).
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8.3. ATH OFFER

The Responder verifies the Initiator’s artifacts, conmputes the
capability intersection, and returns:
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"v": "athl",
"type": "offer",
"sel ected_version": "athl",
"supported versions_echo": ["athl"],
"responder": {
"agent _id": "<responder-id>",
"artifacts": {
"capability": { "url™: "...", "digest": "..." }
"del egation": { "url": "...", "digest":
"provenance": { "url": "...", "digest":

}

1ffered_scope": {
"capabilities": [

{

}

"id": "data-read",
"schema": {
"url": "https://exanpl e.com atn/ data-read-vl.json",
"di gest": "sha256: b4c5d6..."
}
"actions": ["read", "list"],
"resources": ["dataset:public/*"],
"conditions": {
"rate_limt": "500/ mn",
"data_residency": ["us"

}

ffects": "read_only",
"external calls": "forbi dden",
"sub_invocations": "forbidden",
"persistence": "none",
"resource_bounds": {

"max_t okens": 50000,
"max_duration_seconds": 1800,
"max_cost _usd": 0.50

"duration_seconds": 1800,

"purpose": "summarize_ research_corpus”
"nonce": "<randon®",
"in_reply_to_nonce": "<initiator-nonce>",
Ilt i ITESt al,rpll : n n

Sonoza Expi res 30 Novenber 2026 [ Page 23]



I nternet-Draft agent -trust-negoti ation May 2026

The of fered_scope.capabilities field carries the full structured
Capability objects after intersection. Each is the per-dimension
intersection of the Initiator’s requested capability (resolved from
its Capability Manifest) and the Responder’s offered version

8.4. ATH_ACCEPT

If the Initiator agrees with the offered scope:

{
"v": "athl",
"type": "accept"”
"agreed_scope": { "...": "matches ATH OFFER of f ered_scope" },
"nonce": "<randon®",
"in_reply_to_nonce": "<responder-nonce>",
"timestamp": "..."
}

If the Initiator disagrees, it MAY send ATH COUNTER with a revised
request, up to a limt (see Section 8.6).

8.5. ATH_RECEI PT

The Responder produces the Session Receipt:

{
"v": "athl",
"type": "receipt"
"session_id": "<uuid>",
"initiator_id": "<initiator-id>",
"responder _id": "<responder-id>",
"agreed_scope": "...": "the intersection result" },
"artifact_digests": {
"initiator_capability": "sha256:...",
"initiator_delegation": "sha256:...",
"initiator_provenance": "sha256:...",
"responder _capability": "sha256:...",
"responder _del egation": "sha256:...",
"responder _provenance": "sha256:..."
1
"scitt_log_pointer": "https://scitt.exanple.org/entries/...",
"issued_at": "...",
"expires_at": "...",
"signature": "<JW5 by responder>"
}
Both parties countersign the recei pt and MAY publish it to a SCITT
log [SCITT].
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8.

9

9

6. Handshake Linits

* Total handshake round trips MJST NOT exceed 4.

*  ATH _COUNTER nmessages MJUST NOT exceed 2 per session
* The handshake MJST conplete within 30 seconds.

* Sessions exceedi ng agreed_scope. duration_seconds require a new
handshake.

Capability Intersection Al gebra
When two agents present capability sets, the negotiated scope is
computed by intersection. The algorithmis specified for
interoperability so that conform ng inplenentations produce identica
results fromidentical inputs.
1. ldentity Rule

A capability c is in the intersection only if all of the foll ow ng
hol d:

1. Both Initiator’'s requested set and Responder’s offered set
include a capability with the same id.

2. Both capabilities reference the sane schenma.url and
schema.digest. Identifiers with diverging schemas MJST be
treated as distinct capabilities and excluded fromthe
i ntersection.

3. Neither party has a matching entry in refusals covering c.

2. Per-Di nension Rul es

For each capability ¢ that satisfies the identity rule, the
intersected capability is conputed dinmension by dinmension as foll ows.

actions List intersection. |If enpty, c is dropped.

resources Pattern intersection using |longest-prefix match. |If
enpty, c is dropped.

conditions nunmeric fields (rate_limt, max_response_size_bytes,
max_sessi on_m nutes) M ni mum value of the two. Tighter bound w ns.

conditions list fields (data_residency, tasks) List intersection
If enpty, ¢ is dropped.
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condi tions.time_w ndow Tine-w ndow intersection. |If enmpty, c is
dr opped.

effects Mst restrictive of the two, where the order fromleast to
nost restrictive is nutating, idenpotent, read_only, none. Take
the | ower-inpact val ue.

external _calls Mst restrictive of the two, where the order from
|l east to nost restrictive is free, listed_only, forbidden. Take
the nore restrictive val ue.

sub_invocations Mst restrictive of the two, where the order from
|l east to nost restrictive is sane_scope, fresh_handshake required,
forbidden. Take the nore restrictive val ue.

persi stence Most restrictive of the two, where the order froml east
to nbst persistent is none, session_only, durable. Take the |ower
val ue.

resour ce_bounds. max_t okens, resource_bounds. max_durati on_seconds,
resour ce_bounds. max_cost_usd M ni mum val ue of the two.

preconditions Union. Both parties’ preconditions apply to the
negoti ated capability.

9.3. Refusal Override
If either party’'s refusals list contains an entry matching capability
¢ by category or by direct id, c is dropped fromthe intersection
regardl ess of any other dinension. Refusals are absolute.
9.4. Wrked Exanpl e
Initiator requests data-read:
* actions: [read, list, search]
* resources: [dataset:public/*, dataset:internal/*]
* conditions.rate limt: 1000/ mn
* conditions.data residency: ["us", "eu", "apac"]
* effects: read_only

* external _calls: listed only

* resource_bounds. max_cost _usd: 1.00
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10.

Responder of fers data-read:
* actions: [read, list]
* resources: [dataset:public/*]
* conditions.rate_limt: 500/ nin
* conditions.data_residency: ["us", "eu"]
* effects: read only
* external _calls: forbidden
* resource_bounds. max_cost _usd: 0.50
Negoti ated intersection (assum ng nmatching schenas):
* actions: [read, list]
* resources: [dataset:public/*]
* conditions.rate limt: 500/ mn
* conditions.data_residency: ["us", "eu"]
* effects: read_only
* external _calls: forbidden
* resource_bounds. max_cost _usd: 0.50
If the schemas had di verged, data-read would be dropped entirely with
no intersection. |If Initiator’'s refusals included data-read, the
capability woul d be dropped regardl ess of offer conpatibility.
Mut ual Trust Mode
When both agents are sensitive (for exanple, two agents acting on
behal f of different organizations), the handshake operates in nutua

node:

* Both parties MJST present all four artifacts in ATH HELLO and
ATH_OFFER

* Both parties MJST verify the counterparty’s full chain before
pr oceedi ng.
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11.

11.

11.

* The Session Recei pt MJST be countersigned by both parties.

In singl e-sided node (for exanple, when one party is a public
service), only the trusted side nust present full artifacts. The
other side’'s identity is still verified at the discovery |ayer, but
the trust posture is asynmmetric.

Versi on Negotiation and AlgorithmAgility

ATN i s designed for long-termevolution. Two nmechani sns ensure
forward conpatibility: explicit version negotiation in the handshake
and pluggabl e cryptographic algorithnms in artifacts and nessages.

1. Version Negotiation

The Initiator’s ATH HELLO nessage advertises every ATN version it
supports in a supported versions field. The Responder’s ATH OFFER
sel ects the highest mutually supported version and echoes it in a
sel ected_version field. Al subsequent nessages in the session use
the sel ected version.

{
"v": "athl",
"type": "hello",
"supported_versions": ["athl", "ath2"],
"initiator": { "...": "..." ),
"requested_scope”: { "...": "..." },
"nonce": "...",
"timestanmp": " "

}

The Responder MUST include the Initiator’s supported _versions list in
the signed envel ope of its ATH OFFER  This prevents downgrade
attacks: an on-path adversary that strips advertised versions from
ATH HELLO woul d cause the Responder’s signature to cover the stripped
list, which the Initiator can detect.

If the Initiator and Responder share no conmon version, the Responder
MJST reply with ATH REJECT carrying error code version_nismatch. The
handshake term nates.

2. AgorithmAgility

ATN does not pin cryptographic algorithns beyond a m ni num set
required for vl interoperability. Inplenentations MAY use any
algorithmregistered for JW5 [ RFC7515] or COCSE

Required for ATN vl conformance
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11.

12.

1. Ed25519 signatures over JW5-encoded artifacts and handshake
nmessages.

2. SHA-256 for digests bound in artifact references.
Recomended additi onal al gorithns:

1. ECDSA P-256 with SHA-256 for environments with ECDSA-only
har dwar e t okens.

2. M.-DSA (post-quantum signature) for deploynents preparing for
post - quantum transition.

The Capability Manifest, Del egation Chain, Provenance Attestation,
and Session Recei pt MAY each be signed with a different al gorithm
The JW5 header identifies the algorithm Relying parties MJST reject
artifacts signed with algorithns they do not support.

Algorithmidentifiers are negotiated inplicitly via the JW5 alg
header on each artifact. Explicit negotiation in ATH HELLO is NOT
REQUI RED for v1 but MAY be added in future versions.

3. Post-Quantum Transition

The cryptographi c operations in ATN are wel | -bounded: signature
verification of artifacts and handshake nessages. There is no key
agreenment step inside ATN itself; TLS handl es channel security.

M gration to post-quantum signatures requires only adopting a PQ
capabl e signature algorithmin JW5 which the | ETF JOSE worki ng group
i s standardi zi ng.

VWhen PQ al gorithns are wi dely depl oyed, operators SHOULD rotate to a
hybrid scheme (classical + PQ during the transition wi ndow, then to
PQ only. ATN s version negotiation supports introducing a new m nor
version that prefers PQ signatures wthout breaking vl depl oynents.

Conpatibility with Existing Discovery Protocols

ATN i s designed to coexist with existing discovery proposals wthout
nmodi fi cation. Each proposal can be paired with ATN t hrough either
the HTTP- Resource Binding or the DNS Bi ndi ng, dependi ng on what the
proposal provi des.
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12.

12.

12.

12.

13.

1. Wth AID [AI D

AlD s TXT record continues to authenticate the agent endpoint via
PKA. The TXT record can be paired with ATN s _atn. {domai n}
announcenment, with the actual artifact references retrieved fromthe
resol ved I ndex Docurent at /.well-known/atn. ATN consunes the Al D
authenticated identity as the input to the handshake.

2. Wth DNS-Al D [ DNS- Al D]

DNS- Al D's SVCB records resol ve an agent endpoint. ATN conposes with
DNS- Al D by publishing a _atn.{domain} TXT record al ongsi de the DNS-
AlD record set, with the artifact references retrieved fromthe
resol ved | ndex Docunent.

3. Wth ANS v2 [ ANSv2]

ANS v2's Trust Card concept maps directly to a subset of ATN s
Capability Manifest. An ANS v2 deployment can publish an ATN | ndex
Docurent where the Capability Manifest cross-references the ANS Trust
Card.

4. Multi-Discovery Tol erance

A single agent zone MAY publish records conpatible with multiple
di scovery proposal s sinultaneously. ATN binding is independent of
whi ch di scovery format is used.

Rel ationship to Existing ldentity, Authorization, and Attestation
Fr amewor ks

A reasonable first question for any new trust protocol is whether

exi sting frameworks suffice. ATN conmposes several mature primtives
and does not reinvent any of them The contribution is the
conposition: a peer-to-peer agent handshake with deterninistic scope
negotiati on and an auditable session receipt. This section addresses
each adjacent framework and identifies where ATN conposes with it.

The anal ogy that clarifies the relationship: TLS uses asymretric
crypto, symmetric crypto, key exchange, and X. 509. TLS is not
accused of reinventing those primtives. TLS is the handshake that
conposes theminto a depl oyabl e channel -security protocol. ATN
occupi es the same conpositional role for inter-agent trust.
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13.1. QAuth 2.0 and GNAP

QAuth 2.0 [RFC6749] and GNAP [ RFC9635] authenticate and authorize a
Client to access a Resource Server. ATN negotiates a nutual
agreenent between two autononous peers.

Structural differences:

1. Asymetric vs symmetric. QAuth and GNAP define Cient and
Resource Server roles. ATN defines two peers, each presenting
four artifacts. There is no "resource server" in agent-to-agent
col | aborati on.

2. Secret tokens vs publishable artifacts. QAuth bearer tokens are
secrets and MJUST NOT be | ogged. ATN artifacts are designed for
publication to transparency logs. Opposite security nodels for
the core artifacts.

3. No formal scope intersection. QAuth scopes are eval uated by
menbership at the Resource Server. ATN specifies a determnistic
i ntersection algorithm

4. No refusal semantics. QAuth represents grants. ATN represents
grants and explicit refusals as first-class signed clains.

VWhere QAuth and GNAP remain the right tools:
* Inside a trust domain with a central authorization server, QAuth
and GNAP i ssue access tokens to passive resources. ATNis

unnecessary.

* \Were one party is a passive resource, QAuth-style bearer access
fits.

*  Human-t o- agent del egati on, where a hunman grants an agent access on
the human’s behal f, fits GNAP.

ATN conposes with QAuth and GNAP. An agent in an ATN session MAY

hol d QAut h tokens for downstream resource access. ATN governs the

i nter-agent relationship; QAuth governs subsequent resource calls.
13.2. SPIFFE Workl oad Identity

SPI FFE [ SPI FFE] issues SVIDs (SPIFFE Verifiable Identity Docunments)

to workloads within a trust dommin. SPlIFFE Federation supports

cross-domain identity through bilaterally exchanged trust bundl es.

Structural relationship:
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13.

13.

1. SPIFFE provides identity, not authorization, wllingness,
capability, or provenance.

2. SPIFFE is optim zed for intra-organi zati onal depl oynent. Cross-
organi zati onal use requires pre-arranged federation. ATN targets
cross-organi zati onal interactions where peers may neet for the
first tinme without prior trust setup

3. ATN can carry a SPIFFE ID as the stable identifier inits
artifacts. The SPIFFE SVID becones the authentication input; the
ATN handshake adds capability, del egation, provenance, and
recei pt on top.

SPI FFE and ATN conpose cleanly. SPIFFE within the trust domain, ATN
at the boundary.

3. Mitual TLS

Mut ual TLS [ RFC8446] authenticates both endpoints at the transport
layer. It establishes that the connection is between two specific
certificates.

mrLS provi des:

* Endpoi nt authenticati on.

* Channel confidentiality and integrity.

mrLS does not provide

* Capability declaration

* Del egation expression

* Provenance evi dence.

*  Negotiation of scope.

* Auditabl e agreenent record.

ATN runs on top of an nifLS-secured channel where appropriate. miLS is
necessary infrastructure for many ATN depl oynents. It is not a
substitute for the negotiation

4, RATS Renpte Attestation

RATS [ RFC9334] defines roles (Attester, Verifier, Relying Party,
Endorser) and the structure of attestation evidence and results.
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13.

13.

RATS provi des:
* The architecture for producing and verifying attestati on evi dence.
RATS does not provide:

* A protocol for conbining attestation evidence with authorization
or capability negotiation

* A specification for what to do with verification results in a peer
i nteraction.

ATN consunes RATS evi dence as one axis of its Provenance Attestation
The other two axes (build provenance and nodel identity) cone from
supply-chain attestation frameworks. RATS is the input; ATN is one
speci fied consuner.

5. SCITT Transparency

SCITT [SCI TT] defines an append-only transparency |og for signed
statements with inclusion proofs.

SCI TT provi des:

* The transparency |log infrastructure.

* The signed-statenent envel ope fornmat.

SCI TT does not provi de:

* The semantics of what to log for a given application

* The receipt format that captures an inter-agent agreenent.

ATN provi des the Session Receipt format that becones the SCITT
statement for an agent interaction. SCTT without ATNis a |og
waiting for a record format. ATN without SCITT is a receipt waiting
for a transparency | ayer.

6. Conposition Sunmary

ATN conposes the following primtives per |ayer
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+:::::::::::::::::::
| Concern

[S plemsfoms b foms o essfos e esfos e es e ee e
| Endpoi nt

| authentication

| Workload identity
| (intra-org)

| Cross-org
| identity

| Del egat ed
| authorization to
| passive resources

| Attestation

| evidence

| Public
| auditability

Peer -t 0- peer
| trust handshake

agent -trust-negoti ation

HTTP origins [ RFC9110],

DNS [ RFC4033], [AID],
[DNS- Al D], [ ANSv2]

QAut h [ RFC6749] ,
[ RFC9635]

GNAP

Table 2

The contribution of ATN is the bottom row.
exi sting work that ATN conposes

7. Wen to Use Wat

May 2026
::::::::::::::::::::+
ATN s Rol e |
sl
Runs above |
I
____________________ +
Consunes SVIDs as |
stable identifiers
____________________ +
Di scovery |
substrate for ATN |
artifacts |
.................... +
Conposes with, |
does not repl ace |
I
____________________ +
Consunes evi dence |
in Provenance |
Attestation |
____________________ +
Provi des the |
receipt format for
log entries |
.................... +
Thi s docunent |
____________________ \

The five rows above are

1. Two workl oads inside one trust domain coordinating on a task

SPI FFE

2. Aclient accessing a resource server w th del egated user

aut hori zati on:

3. Establishing that you are talking to a specific endpoint:

QAut h or GNAP

mrLS.

4. Produci ng tanper-evident proof that sone software was built and
depl oyed as cl ai med: RATS plus supply-chain attestation

5. Publishing an auditable record of a claim SCITT.
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14.

14.

14.

14.

14.

6. Two autononous agents from different organizations agreeing to
work together with nutually verified capability, authority,
provenance, and a signed record of the agreenent: ATN

Security Considerations
1. Threat Mbdel
ATN assunes:
* Adversaries may publish well-forned but nmalicious ATN artifacts.

* Adversaries may conpromni se an agent and continue to present valid
pre-conproni se artifacts

* Adversaries may attenpt to negotiate scope expansi ons outside the
publ i shed Capability Manifest.

* Adversaries may collude across organi zati onal boundaries to
construct fal se Del egati on Chains.

2. Artifact Authenticity

Every ATN artifact is signed. Signatures MJST be verified agai nst
keys bound to the agent’'s stable identifier through the active

bi nding. Artifacts whose signatures do not verify, whose valid unti
has passed, or whose digests do not match the values in the Index
Docurrent MJST be rej ected

3. Cross-Binding Consistency

When an agent is reachable through multiple bindings (for exanple,
bot h HTTP- Resource and DNS), the artifacts served through each

bi ndi ng MJUST be identical. Inconsistency across bindings MIST cause
the handshake to fail wth binding_m snatch.

4. Enforcenent Posture: Evidence, Not Prevention

A predictable objection to ATNis that auditability is not
enforcenment. The objection is correct onits terns and m sses the
| ayer at which ATN operates. ATN is technical evidence
infrastructure. It is not a behavioral enforcement primtive. No
protocol l|ayered on top of an autononous software agent can be one.

An agent that signs a Capability Manifest declaring it will not
performfinancial transactions, then perfornms a financia
transaction, has cryptographically conmitted to a refusal it then
violated. ATN cannot prevent the violation. ATN produces a Session
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Recei pt and a published transparency log entry that, conbined with
the application-layer evidence of the violation, constitute direct
crypt ographi ¢ evidence usable for revocation, contract enforcenent,
regul atory conplaint, and civil action

The conplete trust stack for autononbus agents has four |ayers:

1. Technical evidence |ayer (ATN, SCITT, RATS). Provides
crypt ographi ¢ proof of what was cl ai med and what was agreed.

2. Policy layer (contracts, organi zational policy, regulations).
Specifies what is pernmitted.

3. Consequence | ayer (revocation, financial penalty, |egal action,
reputational inmpact). |nposes cost on violation

4. Operational enforcenent |ayer (sandboxing, capability-based
execution, hardware-enforced runtine such as TEEs, gating
proxies). Prevents violation at runtine.

ATN is the first layer. It enables the other three. It does not
substitute for them

For hi gh-stakes donmains (financial transactions, clinical decision
support, control of physical systens), ATN MJUST be depl oyed with
operational enforcenent (layer 4). Reconmmended patterns:

1. Run sensitive capabilities inside a TEE that enforces declared
bounds at hardware | evel

2. Use a gating proxy that enforces the negotiated scope on every
out bound call fromthe agent.

3. Use short session lifetimes with frequent re-attestation

4. Conbine ATN with object-capability execution where the agent
runtime deni es unauthorized actions by construction, not by

policy.

ATN s contribution is to nmake viol ations _expensive and

di scoverabl e , not inpossible. The analogy is to TCP checksuns: they
do not prevent transm ssion errors, they detect them so the next

| ayer can respond. Trust at Internet scale has always operated this
way. SPF does not prevent spoofed email. Certificate transparency
does not prevent nis-issuance. They make undetected m sbehavi or

i nfeasi ble. ATN does the sane for inter-agent agreenents.
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14.

14.

14.

14.

15.

15.

15.

5. Del egation Forgery

Del egati on Chai ns depend on the cryptographic strength of each

i ssuer’s signing key. ATN does not specify the identity verification
process that issuers use to vouch for subjects. Operators SHOULD use
verifiable credentials [WBC-DI D] or organizational identity
infrastructure with established assurance |evels.

6. Session Receipt Tanpering

Sessi on Receipts are countersigned and publishable to a SCITT | og
[SCITT]. Tanpering after publication is detectable through | og

i nclusion proofs. Operators handling high-val ue sessi ons SHOULD
publish receipts

7. Replay

Every handshake message includes a nonce and a tinestanp.

| mpl enent ati ons MUST reject nmessages with nonces seen within the
session and with tinestanps outside a configurable skew wi ndow

( RECOMVENDED 60 seconds).

8. Provenance Attestation Limts

Provenance attestati ons prove what was built and depl oyed at
attestation tine. They do not prove the agent is still executing the
attested code. Operators SHOULD use short valid_until w ndows for
provenance attestations and refresh through RATS verification

[ RFCO334] .

Privacy Considerations
1. Per-Agent Lookups

The HTTP- Resource Bi ndi ng does not generate per-agent DNS queri es.
Agent | ookups occur within a single TLS connection to the origin,
limting on-path observers’ visibility into which agents are being
di scover ed.

2. DNS Bi ndi ng Leakage

The DNS Binding' s _atn.{domain} TXT |ookup | eaks the fact that an
origin supports ATN to on-path DNS observers. This is a property of
the binding, not of the core protocol. Deploynents where this

| eakage i s unacceptabl e SHOULD use the HITP- Resource Binding
directly.
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15.

15.

15.

15.

16.

16.

3. Negotiation Qobservability

The handshake exchanges artifacts that may reveal the purpose of the
session (purpose field) and the identity of the principal (Delegation
Chain). Operators SHOULD treat handshake netadata as sensitive

4. Wtness Aggregation

Wtnesses and SCI TT | og operators see the volunme and pattern of agent
interactions. Operators SHOULD use nultiple witnesses to reduce
centralized observability.

5. M ninmum Di scl osure

ATN supports m ni mumdi scl osure node where the Initiator presents
only the artifacts required for the requested scope. The Responder
MAY request additional artifacts during the handshake, which the
Initiator MAY decline (causing the handshake to fail).

6. SCITT Publication

Sessi on Receipts published to a SCITT Transparency Service are public
by design. Inplenentations MJUST NOT include personal data in

Capabi lity Manifests, Del egation Chains, Provenance Attestations, or
Session Receipts. Use of opaque identifiers in place of persona
identifiers i s RECOMVENDED.

Qper ational Considerations
ATN i ntroduces non-trivial |atency on session establishnent. This
section quantifies that cost, explains its operational shape, and
identifies deploynents where ATN is appropriate and where it is not.
1. Session Establishnment vs Per-Call Latency
ATN i s a session establishnent protocol, not a per-request protocol
The handshake establishes a negotiated scope. The scope authorizes
many subsequent interactions between the two agents. Per-cal
| atency within an established session is zero added by ATN
This places ATN in the sane operational category as:

1. TLS handshake [ RFC8446], anortized over the requests in a
connecti on.

2. QAuth token acquisition [ RFC6749], anortized over the token
lifetine.
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3. BCP session establishment, anortized over hours of routing
operati on.

The rel evant performance question is the cost of establishnment and
the session lifetinme over which it is anortized, not the cost per
call.

16. 2. Latency Budget

The foll owi ng budget is informative. |nplenentations and depl oynents
wi Il vary based on geography, caching, and network conditions. The
figures bel ow assune the HTTP-Resource Binding; the DNS Bi ndi ng adds
one DNS | ookup on the first connection to an origin.

[} g ————————————————— L ——_——————————— Ll —p—_——————
| Conponent | Cold (no cache) | Warm (cached,
I I | pool ed) I
| TLS 1.3 connection to | 100-200 ns | O (pool ed)
| origin | |
o e e e e e e e e a oo - o e e e oo T +
| /.well-known/atn HTTPS GET | 20-50 ns | 0 (cached by
I I | digest) I
o e e e e e i eee oo n o e e oo o +
| Three artifact fetches | 50-100 ms | O (cached by |
| (HTTP/ 2 mul ti pl exed) | | digest) |
o e e e e e e e e a oo - o e e e oo T +
| Signature verifications | 1-2 s | 1-2 s |
| (4-8 Ed25519) | | |
o e e e e e i eee oo n o e e oo o +
| Provenance validation | 1-5 s | 1 s |
o e e e e e e e o e e e e oo - o m e e e oo - +
| Two- RTT handshake (HELLQ | 150-300 ns | 150-300 ns
| OFFER t hen ACCEPT/ RECEI PT) | | |
o e e e e e e ee oo s o e e e oo oo +
| Receipt signing (Ed25519) | <1 ns | <1 s |
o m e e e e e e oo o oo +
| *Total session | *500-1500 ns* | *150-300 ms* |
| establishment* | | |
oo e e e e e e i oo oo oo o e e e e oo S +
| Per-call within | *O ns added* | *O ns added*
| established session | | |
o m e e e e e e oo o oo +
| SCITT | og subm ssion | Async, out of | Async, out of
| | path | path |
oo e e e e e e i oo oo oo o e e e e oo S +
Tabl e 3
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16.

16.

Reconmended performance targets for conforning inplenentations
* p50 col d session establishnent: <800 ns

* p99 cold session establishrment: <2000 ns

* p50 warm session establishnent: <250 ns

*  p99 warm session establishnent: <500 ns

3. Optimzation Techniques

I mpl enent ati ons SHOULD apply the follow ng optinizations to bring
war m case |latency to the reconmrended targets:

1. Digest-keyed artifact caching. Artifacts are refetched only when
the I ndex Docunent’s published digest changes. Steady-state
cache hit rate is typically above 95 percent.

2. HITP/2 or HTTP/3 multiplexing for parallel artifact fetches.

3. TLS 1.3 session resunption for repeat handshakes wi th known
peers.

4. Connection pooling between sessions to the sanme peer

5. Abbreviated re-handshake. A repeat ATH HELLO MAY reference a
prior session’'s receipt to extend or renew the sane scope in a
single round trip rather than three.

6. Pre-warm ng. Agents MAY establish sessions with frequent
counterparties before application traffic arrives.

7. Asynchronous SCI TT subm ssion. Receipt publication to a
transparency | og happens after the session begins and MJUST NOT
bl ock session establishnent.

8. RATS attestation result caching for the duration of the result’s
validity w ndow.

4., Session Lifetinme

The Session Receipt’s expires_at field bounds the session. Wthin
that wi ndow, no additional handshake is required for interactions
covered by the agreed scope. Inplenentations SHOULD sel ect session
lifetimes that anortize establishnent cost while boundi ng exposure to
revocation events.
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16.

16.

17.

Typi cal session lifetines:

* Short-lived workflows: 5 to 30 m nutes

* Sustained collaboration sessions: 1 to 24 hours

* Long-running infrastructure peering: up to 7 days

Session lifetimes |onger than 7 days are NOT RECOMMENDED for cross-
organi zati onal sessions. The trade-off is between revocation
responsi veness and handshake anorti zation

5. Deploynments Where ATN |'s Appropriate

1. Milti-step agent coll aboration where many calls share a session
cont ext .

2. Cross-organi zational agent interactions where trust establishnent
must be verifiable and auditable.

3. Workflows where the cost of trust failure exceeds the cost of
establ i shnent | atency.

4. Agent ecosystens with workflows already operating in the 100 ns
to nulti-second range per step

6. Deploynents Where ATN Is Not Appropriate

1. Mcrosecond-scal e | atency budgets (high-frequency trading, real -
time control |oops, hardware-in-the-loop systens).

2. Statel ess per-nmessage protocols where session continuity is not
meani ngf ul .

3. Workflows whose total duration is shorter than the handshake
est abl i shnent cost.

For these deploynments, sinpler prinmitives (mILS al one, QAuth bearer
tokens, or no trust layer at all) nmay be nore appropriate. Operators
are encouraged to select the trust layer that matches their |atency
budget .

| ANA Consi der ati ons
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17.

17.

17.

17.

1. Wthdrawal of -00 SVCB ParanKey Registrations

The SVCB ParanKey registrations atn and atn-di gest proposed in draft-
sonpza- at n-agent-trust-negotiati on-00 are withdrawn. No SVCB
ParanKey registration is requested by this docunent. See

Section 4.3.3.

2. Well-Known URI Registration

IANA is requested to register the foll owi ng well-known UR per
[ RFC8615] :

* URl suffix: atn

* Change controller: IETF

* Specification docunent: this docunent
* Status: permanent

* Related information: returns the ATN I ndex Docunent for the origin
(see Section 4.2.1)

3. DNS TXT Key Registration
I ANA is requested to register the followi ng DNS TXT record key:
*  Key: atn

* Format: v=atnl; origin=https://... (sem col on-separated key=val ue
pairs)

* Change controller: IETF
* Specification docunent: this docunent
4. ATN Capability Registry

Creation of a newregistry, "ATN Capabilities,” is requested with
initial entries:
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17.

| Nare | Description | Reference Schema |
[ e —————— e pp———_———————————————— Ll p—p—p—_—r
| data-read | Read access to a | TBD |
| | data resource | |
. - e +
| data-wite | Wite access toa | TBD |
| | data resource | |
o e o e e e e e oo - o e e e e oo oo +
| task-execute | Execute a naned | TBD |
| | task | |
. - e +
| nodel -i nvoke | I'nvoke a generative | TBD |
| | nodel | |
o e o e e e e e oo - o e e e e oo oo +
| agent-del egate | Del egate work to | TBD |
| | anot her agent | |
. e e +
| paynent-init | Initiate a paynent | TBD |
| | flow | |
o e o e e e e e oo - o e e e e oo oo +
| human-rel ay | Surface a request | TBD |
| | to a human approver | |
. - e +
Table 4

Regi stration policy: Specification Required with Designated Expert
review. Each registered identifier MIST include a reference to a
publ i shed capability schema that defines the semantics of actions,
resources patterns, and any capability-specific extensions to
condi tions.

Vendor-specific identifiers prefixed with x- are permtted w thout

| ANA registration but MJST carry a schena reference in the capability
obj ect .

5. ATN Capability Di mension Registries

Four new registries are requested to govern the controll ed
vocabul ari es used in capability dinensions:

"ATN Capability Effects":
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| Nare | Description |
[& oo s s s e o sospsasespsesospsesespseseesesssessfsesssespesespesfespeefspepe
| none | No observabl e consequence (introspection only). |
S o m o o oo +
| read only | Data is read; no state changes. |
S o m o e e e +
| idenpotent | State may change; repeated execution equival ent |
| | to single. |
R oo e o e e e e e e e e e e e e e e e e e e e e e eo oo +
| nmutating | State changes; not idenpotent. |
S ot o o e e +
Table 5

"ATN External Call Modes":

| Nane | Description |

| forbidden | No external calls permtted. |

S o e e e e e e e e e +

| listed only | External calls pernitted |

| | only to listed destinations. |

R o m e e e e e i e +

| free | Any external call permtted |

| | within resource_bounds. |

S o e e e e e e e e e +

Table 6
"ATN Sub- I nvocati on Mddes":

[} et —p——————————————_ Ll —p—_———————————
| Nare | Description |
| forbidden | No sub-agent invocations. |
o e e e e e e oo o o e e e e e e e meme oo +
| same_scope | Sub-invocations inherit the |

| | present negotiated scope. |

| fresh_handshake required | Every sub-invocation requires |
| | a separate ATN handshake. |

"ATN Per si st ence Modes":
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17.

| Nare | Description |
[§ oo b s oo oo s s s s s
| none | No state persists beyond a single request. |
oo s o m e e e e e e e e e e e e e e e eee e +
| session only | State persists for the session lifetineg, |
| | then discarded. |
S o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| durable | State persists beyond the session; |
| | retention policy required. |
oo s o m e e e e e e e e e e e e e e e eee e +
Tabl e 8

Regi stration policy for all four registries: Specification Required
wi th Designated Expert review. The controlled vocabul aries are
deliberately snmall and stabl e; expansion requires consensus to avoid
the semantic-drift problemthat affected QAuth scopes.

6. ATN Refusal Category Registry

Creation of a newregistry, "ATN Refusal Categories,"” is requested
with initial entries:

Processi ng of personal identifiers |

Content involving mnors |

Clinical recommendations |

Legal recomrendati ons binding on |

parties |
Table 9

Regi stration policy: Specification Required with Designated Expert
review.
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Conpl et e Exanpl e Fl ow

Thi s appendi x wal ks through a full ATN handshake between two agents
at research.org and publisher.com using the HTTP- Resour ce Bindi ng.

A.l. Step 1. Oigin Discovery
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GET https://publisher.com .well-known/ atn

Returns the JW5-signed Index Docurment listing the agents at the
origin and their artifact URLs.

A 2. Step 2: Index Docunment Verification
The Initiator verifies the JW5 signature on the Index Docunent
agai nst a trust anchor recognized by the verifier. The signature is
required regardl ess of DNSSEC post ure.

A 3. Step 3: Artifact Fetch and Verification

The Initiator selects the target agent fromthe Index Document’s
agents array and fetches:

* capability.jws

* del egation.jws

*  provenance. jws

Verifies each signature, and confirns valid until is in the future.
A 4. Step 4: ATH HELLO

The Initiator (research.org agent) sends ATH HELLO to the Responder’s
handshake_endpoi nt :

{
"v": "athl",
"type": "hello",
"supported_versions": ["athl"],
"initiator": {
"agent _id": "https://research.org/agents/initiator",
"artifacts": { "...": "capability/del egation/provenance refs" }
},
"requested_scope": {
"capability_ids": ["data-read"],
"duration_seconds": 600,
"purpose": "acadenic_research_summari zati on"
"nonce": "n-init-001",
"timestanp": "2026-05-27T14: 00: 00Z"
}

Sonoza Expi res 30 Novenber 2026 [ Page 48]



I nternet-Draft agent -trust-negoti ation May 2026

A.5. Step 5. ATH OFFER

The Responder verifies the Initiator’s artifacts, conmputes the
intersection, and returns:

{
"v": "athl",
"type": "offer",
"sel ected _version": "athl",
"supported versions_echo": ["athl"],
"responder": { "...": "responder agent _id and artifact refs" },
"of fered_scope": {
"capabilities": [
{
"id": "data-read",
"schema": {
"url": "https://exanpl e.com atn/ data-read-vl.json",
"digest": "sha256: b4c5d6. .. "
},
"actions": ["read", "list"],
"resources": ["dataset:public/*"],
"conditions": {

"rate limt": "300/ mn",
"data_residency": ["us", "eu"]
},

"effects": "read_only",
"external calls": "forbidden",
"sub_invocations": "forbidden",
"persistence": "none",
"resource_bounds": {

"max_t okens": 50000,
"max_duration_seconds": 600,
"max_cost _usd": 0.30
}
}

1,

"duration_seconds": 600,

"purpose": "acadenic_research_summari zati on"

}

,once": "n-resp-001",
"in_reply to _nonce": "n-init-001",
"timestanmp": "2026-05-27T14:00: 012"

A 6. Step 6: ATH_ACCEPT
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v': "athl",

type": "accept"

agreed_scope": { "...": "matches ATH COFFER' },
nonce": "n-init-002",

in_reply to _nonce": "n-resp-001",

ti mestanp”: "2026-05-27T14: 00: 022"

Step 7: ATH_RECEIPT

v': "athl",

type": "receipt"”,

session_id": "5b7c-...",

initiator_id": "https://research.org/agents/initiator",
responder _id": "https://publisher.conl agents/responder",
agreed_scope": { ... },

artifact_digests": { ... },

scitt_log_pointer": "https://scitt.research.org/entries/789xyz",

i ssued_at": "2026-05-27T14: 00: 032",
expires_at": "2026-05-27T14:10: 032",
signature": "<JW5 by responder>"

Initiator countersigns. The session begins.

Step 8: Session and Audit

agents transact within the agreed scope. The Session Receipt is
lished to SCITT. Any downstream audit can

Retrieve the receipt.

Verify all artifact digests against the agents’ origina
publicati ons.

Conpare actual session traffic (where | ogged) against the agreed
scope.

Fl ag any devi ati on.

ix B. Design Rationale
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B.1. Wy a Negotiation Layer

D scovery answers "where" and "who." Application protocols (MP
A2A) answer "how." Nothing in the current stack answers "what may we
do together, and what evidence will remain." ATNfills that gap with

a two-round-trip handshake.
B.2. Wy Four Artifacts
Each artifact answers a distinct question:
* Capability Manifest: what is this agent willing to do?
* Del egation Chain: who authorized it?
* Provenance Attestation: what is it actually running?
* Session Receipt: what did we agree?

Col I apsing them into one docunment obscures the separation of
concerns. Splitting further fragments the trust evaluation. Four is
the m ni mum

B.3. Wy Discovery-Agnostic

Di scovery proposals for Al agents are still evolving across nultiple
venues and approaches. Binding ATN tightly to any one di scovery
substrate would couple the trust |ayer’s adoption curve to that
substrate’s adoption curve. The four artifacts have val ue regardl ess
of how the agent identity was resolved. Specifying an abstract
binding interface, with HTTP- Resource as the default and DNS as one
option, lets ATN conpose w th whatever discovery substrate a

depl oynent uses.

B.4. Wy Refusals Are First-C ass

Capabi lity adverti senent al one creates a noral hazard: agents have an
incentive to advertise broadly. Mndatory refusals create symetric
accountability: an agent that explicitly refused a category and then
viol ated the refusal has produced cryptographic evidence agai nst
itself.

B.5. Wy Intersection Algebra Is Specified
If two inplenmentations conpute intersections differently,
interoperability fails. The algebra is snmall, specified, and

testable. The cost is one paragraph of spec; the benefit is
determ ni sti c handshake out cones.
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B.6. Wy SCITT for Receipts

Sessi on Receipts gain value through public auditability. SCTT
[ SCI TT] provides the transparency infrastructure. Receipts published
to SCITT cannot be tanpered with after the fact w thout detection

Appendi x C. I nplenentation Status

This section records the status of known inplementations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, per the guidelines of RFC 7942. The description of

i npl ementations in this section is intended to assist the IETF in its
deci si on processes in progressing drafts to RFCs. Note to RFC
Editor: this section may be renoved prior to final publication.

C.1. ATN Reference Prototype
* Organi zation: |Independent (E. Sonpza).
* I mpl enentati on Name: atn-prototype

* Description: A TypeScript prototype that denonstrates the four-
message handshake, the capability intersection al gebra, Ed25519
signing and verification of artifacts and nessages, and the
di gest-bound artifact reference nodel.

* License: CQ0 1.0 Universal (public domain).
* Maturity: prototype. Not production-ready. Not security-audited.

* Coverage: Capability Mnifest types, Del egation Chain types,
Provenance Attestation types, Session Receipt, ATH state machi ne
(HELLO, OFFER, ACCEPT, RECEIPT), capability intersection al gebra
per Section 9, version negotiation with downgrade protection. The
.wel | -known/ atn HTTP- Resource Bi nding and SCI TT submi ssion are
stubbed in -01 pending inplenmentation alignment.

* Verified behavior: end-to-end handshake between two synthetic
agents with m smatched capability constraints produces a signed
Sessi on Receipt with negotiated scope exactly matching the
algorithmin Section 9. Nuneric constraints take mninmuns, |ist
constraints take intersections, refusals override.

* Repository: https://github.conie-sonpzal at n-prototype
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