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Abst r act

Thi s document defines the architectural nodel for the Artificial
Intelligence Internet Protocol (AIIP). AlIlIP defines a dedicated

aut ononous access plane for execution-capabl e systens, enabling

del egated, statel ess execution of real-world actions using a resolve-
i nvoke- execut e-recei pt pattern over authenticated transports.

AllP is not a discovery, registration, orchestration, or control -

pl ane protocol. It defines the architectural boundary at which

aut ononous execution is recognized and cryptographically verifiable
t hrough execution receipts.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 27 Septenber 2026

Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent.
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1. I nt roduction

The Internet has historically been optinized for hunan interaction,
docunent retrieval, and request-response senantics. Autononous
systens, however, require a different access nodel, one focused on
del egat ed execution, safety boundaries, and post-execution
accountability.

Al'l P provides a uniform architectural nodel for invoking and
executing actions by autononous systems with verifiable outcones.
The architecture follows a resol ve-i nvoke-execute-recei pt pattern.

Native All P comunication is designed for machi ne-to-machine
operation and does not assune HITP semantics, browser conpatibility,
or synchronous request-response behavior. HITPS gateways are
optional and non-authoritative.
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From t he perspective of autononous systens, AIIP functions as a
native entry point to Internet capabilities, separate fromthe human-
ori ented Wb access nodel
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

2. Scope and Non- Goal s
All P defi nes:
* Invocation semantics for autononous actions
* Execution boundaries for state-changi ng operations
* Cryptographically verifiable execution receipts
* Qperation under intermttent or absent connectivity
* Del egati on-based authorization for execution attenpts
Al P explicitly does NOT defi ne:
* Agent registration or discovery
* Capability catal ogs or negotiation
*  Workflow orchestration or task planning
* Real-time control |oops or enforcenent
* Human-faci ng user interface behavi or

3. Al P Autononmpus Access Pl ane
All P defines a distinct autononmous access plane for execution-capable
systens. This access plane is separate fromthe hunan-oriented Wb
and i ndependent of control-plane or di scovery nmechani sns.
An All P access point is a network-visible execution interface that

accepts invocation requests, validates authorization, performs or
brokers execution, and produces verifiable execution receipts.
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5.

5

Al'l P provides a distinct network access nodel for autononous systens.
In this nodel, autononous systens interact through AllP-native

i nvocation and execution semantics rather than through HITP-based
interfaces designed primarily for human users.

The Al I P aut ononmpbus access pl ane begins at invocation and ends at
execution receipt generation. Any function operating entirely
outside this boundary is outside the scope of AllIP

Al'l P does not extend HTTP. It defines a native, nmachine-oriented
execution plane that may be carried over authenticated transports
such as TLS [ RFC8446] or QUI C [ RFC9000].

AllP is designed to coexist with discovery, registration, policy, and
orchestrati on nechani sns, which may provide inputs to AllP w thout
constraining its execution semantics.

Architectural Layering

Al'l P occupies a distinct architectural |ayer between higher-1|evel
aut ononous deci sion | ogic and authenticated transport. This can be
expressed conceptually as foll ows:

* Application, orchestration, and planning | ayers (out of scope)
* Discovery and registration mechani snms (out of scope)

* Al P aut ononobus access plane (this specification)

* Authenticated transport (for exanple, TLS or QU Q)

Di scovery and registration mechani snms may provide identifiers,
endpoints, or trust material consumed by AlIP, but AlIP does not
depend on their semantics.

Architectural Model

Al P follows a resol ve-i nvoke-execute-recei pt pattern
1. Resolve

Prior to invocation, an autononous system nmay obtain an execution

target, access point identifier, trust material, or delegation grant
by means outside the scope of this specification
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5.2. | nvoke

The invoking system submts a cryptographically authenticated request
to attenpt an action under a del egation grant.

5. 3. Execut e

The receiving environment validates the invocation context and, if
aut hori zed and feasible, perforns the requested state-changing
operati on.

5.4. Receipt

Upon execution, the environment generates an execution receipt that
provi des verifiable evidence of the execution outcone.

6. Delegation and Authorization

All P assumes that execution attenpts occur under del egated authority.
A del egation grant authorizes an autononous systemto attenpt
specific actions against a defined scope under stated constraints.

Del egation grants SHOULD be narrowy scoped, tine-limted, and bound
to an identified subject. Inplenentations MAY include additiona
constraints such as maxi num executions, tine w ndows, geographic
restrictions, or environmental preconditions.

Grant encoding and distribution are out of scope for this docunent.
However, the architecture assunes that the executing environnent is
able to verify grant authenticity and applicability before execution.

7. Invocation, Execution, and Architectural Boundary

An invocation is a cryptographically authenticated request to attenpt
an action under a del egation grant.

An invocation nmessage typically includes a target identifier, an
action, input paraneters, a delegation grant or reference to one, and
crypt ographi ¢ netadata such as tinestanps, nonces, or signatures.

The exact encoding is out of scope for this docunent.

Execution is the successful conpletion of a state-changi ng operation
by the target environnent.

All P defines the sole architectural boundary at which aut ononous

execution is recognized. An action lacking a valid AllP execution
recei pt MJST NOT be treated as executed for protocol purposes.
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8.

Executi on Receipts

Each successful execution MJST produce an execution receipt. A
fail ed execution attenpt MAY al so produce a signed receipt or
equi val ent verifiable outcone record.

Recei pts provide cryptographic evidence that an execution occurred,
together with the execution outcome as determ ned by the executing
envi ronnent .

A receipt typically includes an invocation reference, execution
status, result commtment such as a hash, timestanp, identity of the
executing environnent, and a cryptographi c signature.

Recei pts enable auditability, compliance, dispute resolution, and
post hoc verification

Recei pt encoding is out of scope for this docunent. Senantic
validity is independent of serialization format.

Canoni cality

10.

Recei pt validity MJST NOT depend on field ordering, whitespace,
presentation details, or other serialization artifacts.

Transport Consi derations

Al'l P messages MJST be carried over an authenticated transport or
protected by equival ent cryptographi c nechanisns that provide peer
aut hentication, integrity protection, and confidentiality appropriate
to the depl oynent environnent.

Thi s docunent does not define a nmandatory single transport binding.
Exanmpl e transports include TLS [ RFC8446] and QUI C [ RFC9000]. Future
specifications may define concrete bindings and negotiati on behavi or

Transport success al one does not constitute execution. Protocol-
| evel recognition of execution depends on receipt generation and
val i dati on.

O fline and Di sconnected Operation
Al'l P supports authorized execution in the absence of continuous

connectivity. Ofline operation represents execution under pre-
aut hori zed constraints, not deferred transm ssion or request caching.
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I mpl ement ati ons supporting of fline executi on SHOULD bound t hat
capability using explicit validity intervals, execution limts,
environmental constraints, or conparable controls.

Execution recei pts generated during offline operation MIST renain
verifiable once connectivity is restored.

11. Optional CGateways

All P gateways MAY translate between AllP and non-Al |l P systens,
i ncludi ng HTTP- based systens.

Gat eways are non-authoritative with respect to execution. A gateway
MUST NOT alter the semantic content of a receipt and MJST NOT cl aim
that transport delivery alone is equivalent to execution

Unl ess explicitly acting as the execution environnent itself, a
gateway MUST NOT generate an authoritative execution receipt on
behal f of a different execution environnent.

12. Future Work

Future work may define concrete transport bindings, receipt

encodi ngs, deploynent profiles, registries, nedia types, URH schenes,
or other operational extensions needed to support interoperable AlIP
depl oynent s.

Such extensions require separate specification and comunity review.
13. Security Considerations

AllP relies on authenticated transports and cryptographi c nechani sns
to provide integrity, authenticity, and non-repudi ati on properties
for invocations and execution receipts.

| mpl enent ati ons MJST consider threats including replay of invocation
messages, forgery or misuse of del egation grants, inpersonation of

i nvoki ng agents or execution environnents, tanpering with receipts or
result commtments, abuse of offline execution authority beyond its

i nt ended scope, and unaut horized nodification or observation by

i ntermedi ary systens.

I mpl ement ati ons SHOULD use nonces, timestanps, audi ence restriction,
narrow grant scope, expiration controls, and cryptographic signatures
to mtigate replay and forgery risks.

Executi on environments MJST verify that the presented authorization
is applicable to the requested action and target before execution
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14.

15.

16.

17.

Because gateways are non-authoritative, trust decisions MJST be bound
to the actual execution environment and its receipt rather than to an
intermediary that nmerely relays or translates requests.

Privacy Consi derations

Al'l P depl oynents can expose information about agent identity,

del egated authority, execution timng, execution targets, and action
outconmes. Correlation of receipts or invocation metadata across
contexts can reveal behavior patterns even when payl oad content is
pr ot ect ed.

I mpl ement ati ons SHOULD mi ni mi ze unnecessary disclosure, lint
retai ned nmetadata, and apply data mnimzation principles to both
i nvocations and recei pts. Deploynents MAY use privacy-enhanci ng
techni ques such as sel ective disclosure, conpartnmentalized
identifiers, or zero-know edge nechani sns where suitable.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
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