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Abst r act

Thi s docunent specifies the architectural nodel and core protocol
behaviors for the Artificial Intelligence Internet Protocol (AlIP).
All P provides a uniformway for agents, robots, tools, nodels, and
services to be addressed and invoked either natively or through an
HTTPS gat eway. Beyond addressing, AllP defines a _stateless conpute_
profile in which endpoints do not retain caller data and each

i nvocation returns a signed _execution receipt . Receipts are

REQUI RED to be attested with Trusted Execution Environment (TEE)

evi dence and MAY additionally include zero-know edge proofs (ZKPs).
Recei pts MAY al so be anchored to external settlement systens w thout
exposi ng user dat a.

Not e
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This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 6 May 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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1. Introduction

Al'l P enabl es interoperabl e addressi ng and i nvocation of Al resources,
i ncl udi ng aut ononous systemnms and human-faci ng services that del egate
tasks to such systens. AlIIP identifiers use the companion aiip UR
schene [AIIP-URI]. Interoperation with the existing Wb is provided
via an HTTPS gateway profile.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119] and
RFC 8174 [ RFC8174] when, and only when, they appear in all capitals,
as shown here.
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2. Mdtivation and d obal Demand for AlIP

Modern networ ks were designed for docunent delivery and passive data
exchange over HTTP and HTTPS. Today, however, many connected systens
perform physical actions with safety critical consequences. These
systens require reliable control, safety enforcenent, and verifiable
execution guarantees beyond what HTTPS al one can provide.

Al P introduces a trust layer for autonony. It ensures that each
invocation is perforned under an authenticated and authori zed
identity, is governed by declared safety policies, and results in a
signed execution receipt that can be audited.

A core requirenment for autonony is continuity. Network outages are
i nevitabl e, yet autononmous systens nust remmi n operable and safe
during di sconnecti on.

All P establishes the AllID nanespace, enabling the follow ng
properties:

* _AllDidentity_for each Al resource or autononous agent.

* _Cryptographic verification_ of origin and trust |evel

* _Portability across networks and nobility domains_.

Wth these properties, AlIP supports globally interoperabl e autonony
that is addressable, controllable, verifiable, and safe across both
connect ed and di sconnected conditions.

AUTONOMOUS ACTI ON (mi ssi ng today)

| AllP : Control, Safety, |
| Identity, Verifiable Trust |

o m e e e e e e e e e eee o on +
N
I
Fom e e e oo Fom e e e oo +
| |
HTTPS / HTTP I P Routing
(Docunent / Dat a Layer) (Connectivity Only)
o m e e e e e e e e e ee e +

Figure 1: AIIP fills the Trust and Autonony Gap
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3. Termi nol ogy

* Al Resource_: An addressabl e agent, nodel, tool, task endpoint,
or robot controller

* AllP Resolver : Software that dereferences an aiip:// URl to an
actionabl e endpoi nt .

* _Gateway_: An HITPS service that accepts client HTITP requests,
resol ves enbedded aiip:// URIs, and translates results back into
HTTP senanti cs.

* _AllID: The AIlIF ldentifier Authority operating the root nanmespace
and al | ocati on policy.

* I nvocation Descriptor (IDesc)_: A JSON object returned by
resol ution that describes hOM/tO reach and authenticate to a
resource, and which proofs and policies apply.

* _Autononous ldentity (AID)_: A cryptographic identity for an A
resource or agent whose trust |evel may evol ve based on attested
execution history.

4. Architectural Overview
AllP follows a resolve-invoke pattern. Gven an aiip:// identifier,
the client or gateway perfornms Resolution (Section 7) to obtain an
I nvocation Descriptor and then perforns a Message Exchange
(Section 8) with the resource.
Client --(A)--> Resolver --(B)--> Resource
I I
+-- via HITPS --CGat eway+
(A) Resolve aiip://... (B) Invoke per descriptor
Figure 2: Actors and Flows (sinplified)
5. Identifiers and Namespace (Dual Model)

Al'l P supports a dual nanespace nodel to serve Wb integrated services
and aut ononous obj ects:

1. *Domain Based Names* (service oriented): authority is a DNS nane.
Exanpl e: aiip://bank. exanpl e/ servi ce/ payment s
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2. *Object Based Nanes* (entity oriented): authority is an AIID
al | ocat ed object nanespace (for exanple aiid:org:1234) serialized
into the authority or path. Exanple:
aiip://id/laiid.org.1234/robot/forklift-42

The AIIF Identifier Authority (Al D) MJST ensure gl obal uniqueness

for object based allocations and SHOULD publish del egati on net adata

usabl e by resol vers.

6. URI and Discovery (Sumary)

The normative URI syntax is defined in [AIIP-URI] and foll ows the
generic URI conventions of [RFC3986].

HTTPS di scovery uses any of the follow ng nechani sns:
* HTTP Link headers ([ RFC9110])
* HIML link rel="aiip"
* /.well-known/aiip ([ RFC8615])
Internationalization: non ASCI| characters appearing in path or query
components MJUST be encoded in UTF-8 and the resulting octets MJST be
percent encoded as per Section 3.1 of [RFC3987].
7. Resolution
Resol ution maps an aiip:// UR to an Invocation Descriptor (IDesc).

An IDesc is a small JSON object describing howto reach and
authenticate to the resource.

{
"version": "1",
"endpoint": "mls://robot-ctl.exanple: 7443/ act",
"iface": "cmd.v1l",
"auth": { "scheme": "oauth2", "token_endpoint": "https://auth.exanple/token", "dpop"
true },
"proofs": { "jwks": "https://robot-ctl.exanple/.well-known/jwks.json", "result_sig":
"IWS' )
}

Resol vers MUST validate the | Desc provenance and MJUST reject
conflicting or unverifiable data.
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8. Message Model and Invocation

All P defines a sinmple request and response envel ope that can be
carried over different transports (HTTPS, mlILS TCP, QUIC). The
envel ope is JSON; binary payl oads are carried via base64url| fields.

{
"id": "b7f7cfd2-6c38-4d7a- 8e5a- 6f 1e1d9e0al0",

"target": "aiip://id/aiid.org.1234/robot/forklift-42",

"iface": "cnd.v1",

"met hod": "nopve",

"parans": { "to": "A3", "speed": 0.5 },

"proof": { "type": "DPoP', "jwk_thunmbprint": "..." }

}

Results SHOULD be authenticity protected (for exanple detached JWS
[JWE]) and include a nonotonic tinestanp and policy flags.

9. Compute Real m (Statel ess Execution)

Al'l P supports execution endpoints that do not retain caller data
beyond the lifetine of a single invocation unless explicitly stated.
Endpoi nts that do not persist data MJST adverti se persistence equal s
none in their Invocation Descriptor.

I mpl enent ati ons SHOULD nake determ nismexplicit. |f execution is
non determ nistic, responses MJST include transcript or seed
commitnments sufficient for external verification.

10. Policy Aware |nvocation and Safety C ains

Al'l P resources MAY advertise policy clains in their |IDesc indicating
operational constraints that the endpoint enforces.

{
"version": "1",
"endpoint": "ntls://robot-ctl.exanple: 7443/ act",
"iface": "cnd.vl",
"policy": {
"max_speed nps": 0.5,
"forbi dden_zones": ["Z1","Z2"],
"actuation": "allowed",
"conpliance": ["SOC2","1SCR27001"]
}
}
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During network partition or degraded trust, endpoints MJST apply
stricter safety defaults unless an explicit offline envel ope
aut hori zes ot herwi se.

11. Execution Receipts

Each successful invocation response MJST include a signed execution
recei pt proving that execution occurred under the advertised identity
and policy. AlIlP makes use of TEE based attestation evidence as
defined by the RATS architecture [RFC9334]. Endpoints NMNAY
additionally include zero know edge proofs for enhanced trust

m nim zation

A recei pt SHOULD contain a result comm tnent, execution transcript
hash or equivalent, tinmestanp, algorithmidentifiers, and the
attestation evidence or ZKP object. Receipts MJST be JW5 protected
and verifiable using a JVWKS referenced fromthe Invocation

Descri ptor.

12. Ofline and Del ay Tol erant Execution
Al'l P supports disruption tolerant operation. Wen connectivity to
external services is unavail able, endpoints MAY continue to operate
within pre authorized offline envel opes.

Recei pts generated offline MJST remain verifiable using |ocal keys
and SHOULD be synchroni zed when connectivity is restored.

13. Optional Settlenent Anchors
Conput e recei pts MAY be anchored to external settlenent systens to
provi de i ndependent auditability and economic finality. Settlenent
anchoring is optional and MJST NOT expose pl ai ntext inputs.

14. HITPS Gateway Profile
A conform ng gateway accepts HITPS requests, validates enbedded
aiip:// UR's, perfornms Resolution, invokes the resource, and
translates results into HITP status codes and bodi es.
* Transport security MJUST be at |east TLS 1.3 [ RFC8446].

* Authorization context fromthe Wb sessi on MUST be enforced.
Tokens SHOULD be bound usi ng DPoP [ RFC9449] or mILS

* Result provenance MJUST be verified. Unverifiable results MJST be
rej ected.
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15.

16.

17.

18.

* Downgrade prevention: the gateway MJUST NOT weaken authentication
versus native AllP.

Security Considerations

All P operations can trigger physical actions or financial effects.
I mpl ement ati ons MUST aut henticate peers, enforce authorization, and
apply safety policy.

Privacy Consi derations

Resol vers and gat eways nay expose netadata. Operators SHOULD
m nimze | ogging, apply retention limts, and prefer unlinkable
proof s where feasible.

| ANA Consi der ati ons

Thi s docunent nakes no | ANA requests beyond referencing the
provi sional registration of the aiip URI scheme in [AIIP-URI].
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