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Abst r act

Thi s docunent describes a non-normative architecture for the Al
Internet Protocol (AIIP), centered on the "ai" URI schene. It
focuses on a direct connection nodel for robots, devices, and
software agents to comuni cate natively over AlIP
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1. Introduction

Thi s docunent introduces the architecture for the Al Internet
Protocol (AIIP), which defines nechani sns and nam ng structures for
Al -centric comruni cation using the "ai" URl schenme. It outlines the
nmotivation, scope, and structure of the protocol and provides a
foundation for discussion and refinement within the |ETF. The AIIP
ains to enabl e standardi zed Al-native addressing and interaction
model s on top of existing Internet infrastructure.

Al -enabl ed systens such as robots, devices, and intelligent software
agents connect to and interact with Internet resources by initiating
interactions using "ai://" identifiers. Resources and capabilities
are identified and resolved using the AlP nodel, allowi ng a

consi stent, verifiable invocation flow across heterogeneous networks
and depl oyment s.

This work aligns with the URI framework defined in [ RFC3986] and
follows the URI schene registration procedures in [ RFC7595].

The key words *MJST*, *MJST NOT*, *REQUI RED*, *SHALL*, *SHALL NOT*,
*SHOULD*, *SHOULD NOT*, *RECOMMENDED*, *MAY*, and *OPTIONAL* in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]
[ RFC8174] when, and only when, they appear in all capitals, as shown
her e.

2. Term nol ogy
*AllP:* The Al Internet Protocol described in this document.

*Al System* A robot, device, or software agent that produces or
consunmes Al capabilities.

*Mani fest:* Signed netadata describing identity, capabilities, and
endpoints for invocation
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3.

Al Systens and Robots Direct Connection

Al systens (robots, devices, agents) *SHOULD* initiate interactions
using "ai://" identifiers. Inplenentations treat the identifier as
the primary handl e for discovery and invocation and avoi d enbeddi ng
depl oynent - speci fic hostnanmes in application logic. This inproves

portability and enabl es consistent policy enforcenent and auditing.

All P operates at the application or protocol |ayer and is transport-
agnostic. I nplenentations *MAY* use any suitable underlying network
transport, including wired broadband, 4G or 5G cellular, satellite
constellations, or private networks, provided the chosen transport
sati sfies deploynment requirenents for |atency, throughput, and
security.

Devi ces *SHOULD* enbed a resolver client, maintain trust anchors for
verifying mani fest signatures, and inplenment |ocal policy for consent
when capabilities inply risk (for exanple, paynents, physica
actuation, or signing). |Inplenentations *SHOULD* define
canoni cal i zati on and percent-encoding rules to avoid confusion during
signature verification and policy checks.

Exanpl e Connection Fl ow

The following illustrative flow shows direct connection and
resol ution:

Al System (robot 123) Resol ution Service Servi ce Endpoi nt

1) ai://robot123.factory/gl obal -task
2) Resolve -> Signed Manifest
3) Invoke per nmanifest

Figure 1
Exanpl e identifier (non-normative):
ai ://robot 123. fact ory/ gl obal -t ask

Figure 2
Resol ution yields a signed manifest describing publisher identity,
verification keys, capabilities (for exanple, "actuate", "inspect"),
and one or nore endpoints (for exanple, HTTPS URL or MJIT topic).

The client verifies the manifest, selects an endpoint, and proceeds
with invocation according to |ocal policy.
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5. Security Considerations

Mani fests *SHOULD* be integrity-protected and attributable (for
exanpl e, JOSE or CCSE signatures). Cients mmintain trust anchors,
performexpiry and revocati on checks, and | og resolutions and

i nvocations for audit where appropriate. User interfaces for hunman-
i n-the-1oop scenarios *SHOULD* present verified publisher identity
and capability pronpts when risk is material.

| npl enent ers *SHOULD* avoi d enbeddi ng personal data in clear-text
identifier conmponents and prefer passing sensitive attributes within
protected session channels. Canonicalization rules *SHOULD* be
defined to mitigate spoofing and confusion attacks.

6. | ANA Consi derati ons
Thi s docunent nakes no requests of | ANA
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