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Abst r act

Thi s docunment proposes to extend the Differentiated Services
(DiffServ) Quality of Service (QS) nodel to support energy-efficient
networking. As a first draft, it discusses how such extensions could
be done, bringing first exanples of energy-efficiency netrics that
could be applied to mark traffic, and providing routing applicability
exanpl es by interpreting existing or experinental DSCP codepoints to
represent not only traditional QS paraneters (e.g., |atency,

jitter), but also application-level energy sensitivity. By

i ncorporating energy metrics into traffic classification, network
devi ces and orchestrators can nake routing and resource allocation
deci sions that optim ze both service performance and energy
consunpti on.
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1.

1.

I nt roducti on

Energy efficiency and sustainability are becom ng design priorities
in data conmuni cations, driven by the increasing conplexity of ultra-
dense, heterogeneous nobil e network environnents and the
proliferation of nobile, decentralized applications. These
applications often demand not only high processi ng power and
bandwi dt h, but al so bounded | atency guarantees. At the same tinme,
several international efforts are aligning with gl obal net-zero

obj ectives, investing in energy-optimzed infrastructures, relying on
Artificial Intelligence (Al)-based power managenent, renewabl e energy
integration, and intelligent resource allocation strategies spanning
bot h hardware and software devel opment. As discussed in initiatives
such as CGREEN and the | RTF SUSTAI N research group, there is a grow ng
need to integrate energy awareness into the broader operation of
conmuni cati on networks. This includes enbeddi ng energy
considerations into the routing and forwardi ng processes, which are
traditionally optim zed solely for performance netrics. |In this
context, the present work proposes extending Quality of Service (QoS)
nmodel s by incorporating energy-specific metrics as first-class
paraneters. Integrating energy sensitivity into QoS nodels offers
tangi bl e benefits across network nmanagenent and operations. However,
it also introduces new chall enges: how to effectively express and
signal energy netrics, how to gather and interpret the required
telemetry, and how to manage the trade-offs between energy savings,
system conpl exity, and performance. To address this, this draft
specifically focuses on how such integration would fit the
Differentiated Services (DiffServ) nodel as defined in [ RFC2474] and
[ RFC2475]. The approach is to interpret existing and experinental

D ffServ Code Points (DSCP) to encode both application-Ievel QS
requi renents and energy-rel ated constraints. By doing so, network

el ements such as routers, swi tches, and orchestrators can nake
resource allocation and forwardi ng deci sions that take into account
energy-sensitivity paraneters, such as power consunption or CQ2
footprinting. This enables a nore energy-efficient network behavi or
wi t hout conproni sing service-level expectations.

1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here
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1. 2. Pr obl em St at enent

As networks and internet applications evolve fromreal-tinme contro
systens to data-intensive analytics heavily involving Al workl oads,
the need to nmanage both performance and energy efficiency during
net wor ki ng operations, such as routing, is becom ng increasingly
critical. Quality of Service (QS) nodels such as the Differentiated
Services (DiffServ) [ RFC2474][ RFC2475] offer well-established
framewor ks for expressing and enforcing QoS application requirenents
in the formof latency, jitter, packet |oss, anbng others. However,
the nmodern shift toward decentralized architectures, such as nulti-
tenant, heterogeneous, and dynam ¢ edge-cl oud environnents, demands a
dual operational objective: maintaining service quality while

m nim zi ng energy consunption. Applications now vary not only in
their strict traditional QS constraints, but also in their energy
sensitivity and adaptability. For instance, an Internet of Things
(1oT) telenetry flow may tol erate del ayed or batched delivery to
reduce energy use, while a control loop for an industrial system may
demand i medi at e and hi gh-energy processing regardl ess of cost. In
the absence of mechani sms to signal such energy-rel ated requirenents
within a QS nodel |like DiffServ, network el ements and orchestration
systens | ack the information needed to nake coordi nated deci sions
that optimze for both energy and perfornance, while neeting
application-level requirenents. Enabling such integration would
support dynamic, intelligent traffic handling, including energy-aware
routing ("green" routing), scaling of conmpute resources based on
traffic class, or even energy-based preenption, while stil

respecting application-level QS expectations. DiffServ provides a
scal abl e approach to classifying and prioritizing traffic using
Differentiated Services Code Points (DSCP). It effectively addresses
performance-rel ated service differentiation, but, simlarly to other
Q@S nodels, it is aghostic to the energy consunption of the
underlying infrastructure, whether in the forwarding paths or in the
conput e nodes executing workl oads. As such, extending DiffServ to

i ncorporate energy-awareness is a tinmely and necessary evolution to
support sustainable, energy-efficient, and policy-aligned networking
in increasingly conplex and environnentally consci ous operationa

envi ronment s.

1.3. Scope and Applicability

The energy-aware discussion on extensions to DiffServ proposed in
this docunment is applicable in environments where fine-grained policy
enforcement, traffic classification, and tel emetry-driven routing or
scheduling are operationally feasible. The work is primarily
applicable to nmulti-tenant federated edge-cloud environments where
energy-sensitive networking policies are relevant. These include:

C. Sofia & Ali Expires 7 January 2026 [ Page 4]



I nternet-Draft Energy-aware DiffServ July 2025

* C oud-edge conputing infrastructures, especially those integrating
Al wor kl oads or energy-constrai ned nodes.

* Industrial 10T environnents, where specific classes of traffic
(e.g., control loops vs. telenetry) exhibit distinct energy and
| at ency requirenents.

*  Sof t war e-defi ned WANs ( SD- WANs) depl oynents, where centralized
control |l ers manage QoS and routing policies.

* Federated edge-cloud platforns, such as those based on CODECO
where energy efficiency is a key orchestrati on objective.

These scenarios typically involve DSCP marking and enforcenment at
ingress points, real-time or periodic energy/load telenetry
collection, and centralized or distributed routing logic. The
proposed approach assunes that DSCP marki ngs are respected across the
path and that telemetry is exposed with sufficient granularity, with
attention to privacy

1. 4. Definitions

Lat ency:
(al so known as bounded | atency) refers to the end-to-end
transm ssi on del ay between a sender and a receiver when a traffic
flowis initiated by an application. By definition, |atency
corresponds to the time interval between the sending of the first
packet of a flow froma source to a destination and the tine at
whi ch the | ast packet of that flowis received

Node energy, n_e(i)
is the amobunt of energy (typically measured in Joules or Watts
over time) consunmed by a node to host, process, and serve
wor kl oads, including conmpute, nmenory, storage, and network
interface activity.

Node | oad
CPU, menory, or |I/O resource usage that may affect dynam c energy
consunption and thermal managenent.

Li nk energy, | _e(i,j)
The anount of energy (typically neasured in milliJoules per bit
(m)/bit) or Watts) consumed by the transm ssion of data across a
net wor k connection between two nodes, including switches, routers,
and network interface cards (NI Cs) involved in the path.
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Link load, 1(i,j)
The current traffic load (e.g., as a percentage of |ink capacity),
whi ch can affect both | atency and energy cost.

Energy sensitivity
A qualitative or quantitative indication of how tolerant a given
application or flowis to variations in energy consunption (e.g.,
del ay to save power, or no tolerance at all).

2. Energy-awareness and Node, Link, Path Tel enetry Considerations

To enabl e energy-aware routing and resource managenent, network

el ements MUST have access to tinely, accurate telenetry about the
energy consunption and utilization characteristics of both nodes and
links. This information allows the control or data plane to nmake

i nformed deci si ons about path selection and traffic treatnment based
not only on traditional QS netrics (e.g., delay, jitter, loss), but
al so on energy-related factors. To enforce energy-aware policies,
net wor ki ng nodes MUST expose telenetry on

*  Node energy.

*  Node usage

* Link energy.

* Link usage

Net wor k nodes MAY al so expose tel enetry on other parameters such as:
*  Node power state transition (e.g., idle, transmit, receive nodes).
* Other energy related netrics, such as CO2 footprint.

A conbi ned path energy cost can be conputed by aggregati ng both node
and link energy netrics along a given forwarding path. Formnul ations
of some of these nmetrics can be found in related initiatives. As a
representative exanple, this work references node and |ink energy/

|l oad metrics used in the CODECO edge-cl oud container orchestration
framework [codeco]. While CODECO offers a practical inplenentation
of energy netric collection and usage, the definitions and net hods
presented here are not exclusive to CODECO and can be generalized to
other orchestration or telenetry frameworks. Hence, the nmetrics
defined in CODECO deliverable D10 [codeco_d10] offer a compute- and
net wor k-oriented view of energy nmetrics and can serve as a usefu
reference for exploring how simlar principles mght be applied to
D ff Serv-based Q0S extensions. These netrics are illustrative and
not prescriptive, and alternative fornulations or telenetry nodels

C. Sofia & Ali Expires 7 January 2026 [ Page 6]



I nternet-Draft Energy-aware DiffServ July 2025

may be equally valid. Such telenmetry can serve as input for policy
engi nes or SDN controllers in future DiffServ extensions. 1In
particul ar, the CODECO framework defines

* Node energy as n_e(i): Per-node energy over tine, aggregated from
system sensors.

* Link energy, | _e(i,j): Dynam c energy cost for traffic across
interface j of node i, derived frominterface statistics and
pr obi ng.

*  Node usage: % of CPU avail able derived frominterface statistics
and probi ng.

* Link usage, |: traffic across interface j of node i, derived from

interface statistics and probing.
3. Energy-aware DSCP Mpping

The DSCP field provides a 6-bit space in the | P header used to
classify traffic into Per-Hop Behaviors (PHBs), as defined in

[ RFC2474] and further elaborated in [ RFC4594]. This docunent
proposes extending the semantics of selected DSCP val ues to encode
energy sensitivity, in addition to traditional QoS dinensions such as
|l atency, jitter, and packet loss. Table 1 provides a representative
mappi ng of DSCP val ues to energy-aware service classes. Were
possible, this mapping is aligned with the traffic classes and PHBs
defined in RFC 4594, ensuring backward conpatibility and operationa
consistency. Additionally, a subset of experinental DSCP val ues
(fromthe |l ocal/experinental range) is introduced to support energing
use cases in energy-aware networking environnents. Each DSCP cl ass
inthe table is annotated with an intended energy sensitivity, an
exanpl e use case, and a recomended policy behavior. These
annotations are illustrative and nmeant to gui de inplenentations that
wish to | everage DiffServ for integrated energy and perfornmance-aware
traffic treatnent. Experinmental DSCP val ues (e.g., Ox2E, O0x1A, O0x0A)
are intended for closed or federated environments where domai n-w de
agreenment on codepoint interpretation is feasible. These enable
finer-grained control over routing or resource scheduling policies
that optim ze for energy efficiency al ongside service quality.

bl S el e oo e e oo e e ool s
| DSCP | PHB | RFC 4594 | Ener gy | Exanpl e | Exanple |
| Val ue| Nane| Traffic | Sensitivity| Usage | Recommended |
| | | A ass | | | Behavi our |
gt ety Sl fu oo fu s pu g pu g e po o poj o pojpuy oo fo o oo g pgty oo po g puj o poj o p—p—j——r o
| 46 | EF | Real -Ti ne | I gnore | Vol P, | Route via path |
| | | Interactive | |industrial | with | owest |
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| | | | | | guarantee |

| OX2E | EXP | Experi nent al | Low | Secure, Rout e t hr ough

| |
| | | Use (High | | energy- | secure but |
| | | Priority) | | sensitivity | energy-aware |
| | | | | critical | paths; |
| | | | | f1 ows | nonitored for |
I I I I I | telemetry I
| | | | | | feedback |
+----- Fom e e e e oo S R o e e e e oo oo +
| OX1A | EXP | Experi nent al | Moder at e | Distributed | Trade-off |
| | | Bal anced | | comput e j obs| between energy |
| | | Load | | | cost and |
| | | | | | congestion |
| | | | | | across nodes |
| | | | | | and links |
+--m o= Fom e e e o Fom e Fom ek o e e e oo +
| OXOA | EXP | Experinmental | Very Hi gh | Del ay- | Explicitly |
| | | Ener gy Saver | | t ol erant | prefer energy- |
| | | | | bat ch | m nimzing |
| | | | | processing | paths; |
| | | | | | opportunistic |
| | | | | | or deferred |
I I I I I | routing I
+--- - - Fom e e oo R T Fom e e e oo +

Table 1: Energy-aware DSCP Mapping Aligned with RFC 4594
4. Routing Behaviour

Net wor k el ements and orchestrators MAY inpl enent routing and
schedul i ng deci sions that consider both the DSCP val ue (as a proxy
for energy sensitivity) and real-time energy netrics collected from
network nodes and |inks. A few exanples based on the Figure 1

t opol ogy:

C. Sofia & Ali Expires 7 January 2026 [ Page 9]



I nternet-Draft Energy-aware DiffServ July 2025

R1
/ \
| _e=1.2,1=60% | _e=1.0,1=50%
/ \
A B
\ /
| _e=0.8,1=40% | _e=0.6,1=35%
\ /
R2---------- \
| \
| _e=0.7,1=30% \ | _e=0.6,1=25%
| \
CG----mmmme - D
/ \
| _e=0.5,1=20% | _e=0.4,1=15%
/ \
(1) (2) (Source and Destination)

Figure 1: Example topology with [ink and node Energy/Load Metrics.
Wher e:
* (1) Source node.
* (2) Destination node
* Rl, R2 routers
* A B, C D Internediate access routers/edge nodes

Bet ween nodes, each link has the follow ng costs:

* e energy per bit (in miJ/bit).

*

current load (in % usage)

4.1. Exanple: Mnimze Link Energy
The aimis to define a policy that always selects links with | owest
energy, independently of node energy or load. Here, delay-tolerant
or lowpriority traffic WOULD be routed via |links that overall
provi de the m ni mum cunul ati ve energy cost, independently of the node
| ocation, nunmber of hops, or total |atency.
* Selected path: 1 -- C--D--2

* Link Costs:
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4. 2.

1--C. 0.5, CG-D 0.4, D-2: 0.4 =1.3 ml/bit total link energy

Al ternative Path (e.g., via Rl): much higher |link energy (1.2+1.0)
DSCP: CS1 (8) or BE (0)

Traffic exanpl e: Background data sync, |ogs

Exanmpl e: Lowest Total Energy (Links and Nodes)

The aimis to define a policy that results in the selection of routes
with both total |owest curul ative energy, and |ow utilization,
considering both I'ink and node | oad.

*

4. 3.

Candi date Path: 1 --C--R2 --B --2

Link energy: 0.5 + 0.7 + 0.6 + 0.6 = 2.4

Node energy: C (0.6) + R2 (0.9) + B (1.0) = 2.5

Total = 4.9 mJ/ bit

Alternative path via RL has total energy = 6.0+ nil/bit
DSCP: AF31 (26) or AF21 (18)

Traffic exanple: Analytics, smart batching apps

Exanpl e: Lowest Energy-Load Preference

The aimof this policy would be to consider a conbination of energy
and load, to ensure that traffic WOULD be routed over nodes that can
offer the path with | ow energy and al so | ow usage:

*

Candi date Path: 1 --C--R2 --D --2

Load: C-- 20% R2 -- 30% D -- 15% links -- 25-30%
Energy: C+ R + D=0.6 + 0.9 + 0.5 = 2.0 m} (nodes)
Links 2.0 mJ --Total 4.0 mJ

DSCP: AF11 (10) or Experinmental (0x30)

Traffic Type: COpportunistic jobs like firmwvare updates or

di stributed conputations where network and conpute utilization
shoul d be m nim zed.
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4. 4.

5

.1

2

Exanpl e: No energy- awar eness Preference

In this example, the DSCP marking would allow routers to ignore any
energy preference, ensuring a traditional expedited treatnent.

* Path Selected: 1 --C--R2 --A--Rl1 --B --2
* DSCP Mappi ng: EF (DSCP 46)
* Traffic Type: Real-tinme voice/video or control systens
Tel enetry and Probing for Energy-aware Routing Considerations

Energy-aware service differentiation requires accurate, real-tine
insights into the state of the network, particularly with respect to
energy consunption and resource |oad. Such insights can be gathered
through two primary tel enetry nmechani sns: passive or active (in-band)
pr obi ng.

Passi ve Probing

Passive probing refers to the collection of perfornmance and usage
metrics by observing ongoing traffic without nodifying it. Conmmon
met hods i nclude flow nonitoring (e.g., NetFlow, |PFIX), SNW-based
counters, interface statistics, and network tap-based anal ytics.
Passi ve probing is advantageous due to its |low intrusiveness, w de
support in existing infrastructure, and suitability for |ong-term
trend analysis. However, it typically lacks real-tinme granularity,
does not reflect per-packet variation, and often provides linmited
insight into specific in-network behavior such as queuing delay or
m crobursts. Passive probing is beneficial to bring a fine-grained
perspective on energy sensitivity based on:

* Interface energy counters (if supported by hardware)

*  Node CPU nenory utilization

* Link usage

Active Probing

Active probing (or in-band telenetry) involves the use of explicit
probes or nodifications to data-plane packets to enmbed nonitoring

information. This includes:

* |In-situ Operations, Adnministration, and Mi ntenance (I OAM
[ RFC9197]

C. Sofia & Ali Expires 7 January 2026 [ Page 12]



I nternet-Draft Energy-aware DiffServ July 2025

* In-band Network Telenmetry (INT) using programmbl e data pl anes
(e.g., P4)

* Application-layer probes for neasuring |latency and | oss

* Synthetic probing (e.g., ping, traceroute with extensions)

Active probing allows for per-hop, per-packet collection of:

* Processing del ay

*  Queue depth

* Path-level latency and jitter

* Node and link identifiers

* (Optionally) energy cost annotations per segnent

This level of visibility is especially valuable for adaptive, energy-
aware routing decisions. For exanple, flows marked with energy-
sensitive DSCP val ues nay be routed dynam cally based on the neasured
per-path energy profile, using | OAM netadata. However, in the
context of edge-cloud nulti-tenant, federated environnents, active
probing may increase the overall operational inherent to deploying a

moni toring architecture across nobil e, heterogeneous |arge-scale
edge-cl oud environments.

5.3. Hybrid Approaches

In practice, energy-sensitive service differentiation may benefit
froma conbi nati on of passive and active mechani sms. Passive nmetrics
can provide baseline |oad and energy cost estimates, while active
probing of fers precision feedback for high-priority or adaptive
flows. Control planes (e.g., SDN controllers or orchestrators) can
use telemetry to:

* Select energy-efficient paths for DSCP cl asses that tol erate del ay
* Adjust queue policies or scheduling weights in real-tine

* Trigger re-marking or flow deferral when energy thresholds are
reached

Probi ng systens MJST ensure time-synchronization and data fidelity if
they are used for per-hop energy optinization. Energy-related
telenmetry formats and reporting intervals SHOULD be aligned with
flowlevel characteristics to avoid overreaction or instability.
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6

7

7

1.

2

I ANA Consi derations
Thi s docunent does not request |ANA action but suggests using DSCP
val ues in the experinental or |ocal-use ranges for energy-aware
ext ensi ons.

Security Considerations

Energy-aware Differentiated Services introduce several new potentia
attack vectors and privacy inplications beyond those already present
intraditional D ffServ and QoS nechani sns.
DSCP M suse and Traffic Reclassification
This work proposes to rely on experimental DSCP val ues to signa
energy sensitivity and influence routing and schedul i ng deci si ons.
Mal i ci ous or nmisconfigured endpoints could falsely mark traffic to
gain preferential treatnment, such as being routed through energy-
savi ng paths or | ow congestion nodes. To nitigate this, networks
SHOULD:

* Enforce DSCP re-marking at domain ingress (e.g., at provider or
enterprise edges)

* Authenticate or validate traffic classification based on
application profiles or identity

* Restrict high-sensitivity DSCP val ues (e.g., EF or experinental
green classes) to trusted endpoints

Control Plane Manipul ation

Energy-aware routing relies on telemetry and policy interpretation at
centralized or distributed control planes. Attackers who gain access
to these systens coul d mani pul at e:

* Energy metrics to bias routing

* Load reports to induce congestion

* Path conputation engines to direct traffic inefficiently or
di srupt service

Control planes MJST be protected using standard practices:
* Mitual authentication between controllers and forwardi ng devices

* Rol e-based access control (RBAC) for orchestration systens
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* Secure telenetry channels (e.g., TLS, |Psec)
3. Privacy Preservation

Probi ng nechani sns, in particular active probing, nay expose interna
node performance, energy use, and utilization patterns. This can

| eak i nformation about the network’s architecture, topology, or
wor kl oad behavi our. Networ ks SHOULD:

* Limt the telenetry scope (e.g., aggregate rather than per-packet
reporting)

*  Apply encryption or anonymi zati on where telenetry crosses trust
boundari es

* Use access controls for telenetry consuners and coll ectors

.4. Energy Specific Threats

Mani pul ati ng energy-rel ated behavi or may not only degrade QS but
al so underm ne broader sustainability goals. Attackers may attenpt
to:

* Overload energy-efficient paths to force fallback to high-
consunption infrastructure

* Create asymetric energy drain in nulti-tenant environnments

* Starve critical energy-aware fl ows by congesting green paths
Such threats can be mitigated by:

* Incorporating energy fairness into policy logic

* NMbonitoring for unusual shifts in energy path usage

* Reserving m ni mum energy budgets for critical DSCP cl asses
5. Inter-domain Trust and Policy Consistency

In multi-domain deploynents (e.g., federated edge-cloud or SD WAN)
DSCP interpretations and energy policies may vary across domai ns.
W thout consistent trust nodels, forwarding domains may ignhore,

alter, or msinterpret DSCP markings. To prevent this:

*  Donmi ns SHOULD negoti ate DSCP-to-policy nappings where possible
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* Border routers MJST apply | ocal enforcenent and telenetry
filtering

* DSCP field usage SHOULD be aligned with I ANA and | ETF-reconmended
cl asses
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