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Abst ract
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for the subject public keys and private keys are al so specified.
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1. I nt roducti on

FrodoKEM [ I - D. | onga-cfrg-frodokeni is an unstructured | attice-based
Key Encapsul ati on Mechanism (KEM. At the tinme of witing this
docunent, FrodoKEM is being standardized in | SO (International
Organi zation for Standardi zation) as a quantumresi stant key-
encapsul ati on nechani sm

Thi s docunent specifies the use of FrodoFEM in Public Key
Infrastructure X. 509 (PKIX) certificates [ RFC5280] at two security
| evel s: FrodoKEM 976 and Fr odoKEM 1344, using object identifiers
assigned by 1SO The private key format is al so specified.

1.1. Applicability Statenent

FrodoKEM certificates are used in protocols where the public key is
used to generate and encapsul ate a shared secret used to derive a
symretric key used to encrypt a payload, like in CM5. To be used in
TLS, FrodoKEM certificates could only be used as end-entity identity
certificates and would require significant updates to the protocol;
see, for example, [I-D.celi-w ggers-tls-authkeni.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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3. Agorithmldentifiers

The Al

gorithmdentifier type is defined in [ RFC5912] as foll ows:

Al gorithm dentifier{ ALGCORI THM TYPE, ALGORI THW TYPE: Al gorithnBet} ::=
SEQUENCE {
algorithm ALGORI THM TYPE. & d({Al gorithntet}),
paranmeters ALGORI THW TYPE.

}
I

The fi

&Parans({Al gorithnbet}{@l gorithn}) OPTI ONAL

NOTE: The above syntax is from[RFC5912] and is conpatible with
the 2021 ASN. 1 syntax [X680]. See [RFC5280] for the 1988 ASN. 1
synt ax.

elds in Algorithm dentifier have the foll owi ng nmeani ngs:

* algorithmidentifies the cryptographic algorithmw th an object
identifier.

* parameters, which are optional, are the associ ated paraneters for
the algorithmidentifier in the algorithmfield.

The Al
obj ect
| evel .

gorithmdentifier for a FrodoKEM public key MJST use one of the
identifiers (OD) fromISO |listed bel ow, based on the security
The paraneters field of the Algorithm dentifier for the

Fr odoKEM publ i c key MJST be absent.

frodokem OBJECT I DENTIFIER ::= { iso(1l) standard(0)
encryption-al gorithms(18033) part2(2)

key- encapsul ati on- nechani sn(2) 7 }

i d- kem fr odoken®76- shake OBJECT | DENTIFIER ::= { frodokem 1 }

i d- kem f r odokenl344- shake OBJECT | DENTIFIER ::= { frodokem 2 }
i d- kem ef rodokenB76- shake OBJECT | DENTIFIER ::= { frodokem 3 }
i d- kem ef r odokenil344- shake OBJECT I DENTIFIER ::= { frodokem 4 }
i d-kem frodokenm®76-aes OBJECT |IDENTIFIER ::= { frodokem5 }

i d-kem frodokeml344- aes OBJECT I DENTIFIER ::= { frodokem6 }

i d- kem ef rodokenB76-aes OBJECT I DENTIFIER ::= { frodokem7 }

i d- kem ef rodokenil344-aes OBJECT | DENTIFIER ::= { frodokem 8 }
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4. Subject Public Key Fields

In the X. 509 certificate, the subjectPublicKeylnfo field has the
Subj ect Publ i cKeyl nfo type, which has the followi ng ASN. 1 synt ax:

Subj ect Publ i cKeyl nfo {PUBLI C-KEY: |10Set} ::= SEQUENCE ({
al gorithm Al gorithm dentifier {PUBLIC KEY, {ICSet}},
subj ect Publ i cKey BI T STRI NG

}

The fields in SubjectPublicKeylnfo have the foll ow ng nmeaning:

* algorithmis the algorithmidentifier and paraneters for the
public key (see above).

* subj ect Publi cKey contains the byte stream of the public key.

For each FrodoKEM security |level, see Table 1, we define a PUBLIC KEY
ASN. 1 type as foll ows.

pk-frodokenB76- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odoken®76- shake
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey-rodokenD76-shake -- defined in Section 6

}

pk-frodokenl344- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odokenml344- shake
-- KEY no ASN. 1 wappi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey-frodokenml344-shake -- defined in Section 6

}

pk- ef rodokenD76- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef r odokenB76- shake
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Privat eKey- ef rodokenD76-shake -- defined in Section 6

}

pk- ef r odokeml344- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef r odokeml344- shake
-- KEY no ASN. 1 wappi ng; 21520 octets --
PARAMS ARE absent
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CERT- KEY- USAGE { keyEnci pherment }
PRI VATE- KEY Privat eKey- ef rodokenl344-shake -- defined in Section 6

}

pk-frodokend®76-aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odokenB76- aes
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Privat eKey-frodokenb76-aes -- defined in Section 6

}

pk-frodokenl344-aes PUBLI G- KEY ::= {
| DENTI FI ER i d- kem fr odokeml344- aes
-- KEY no ASN. 1 w appi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Privat eKey-frodokenml344-aes -- defined in Section 6

}

pk- ef rodoken®76-aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef r odokenB76- aes
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenD76-aes -- defined in Section 6

}

pk- ef rodokeml344- aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef r odokenil344- aes
-- KEY no ASN. 1 wappi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenl344-aes -- defined in Section 6

}
Publ i cKey- Fr odoKEMB76- SHAKE :: = OCTET STRI NG (S| ZE (15632))

Publ i cKey- Fr odoKEML344- SHAKE : : = OCTET STRI NG (Sl ZE (21520))

Publ i cKey- eFr odoKEMB76- SHAKE :: = OCTET STRI NG (Sl ZE (15632))
Publ i cKey- eFr odoKEML344- SHAKE : : = OCTET STRING (Sl ZE (21520))
Publ i cKey- Fr odoKEMD76- AES :: = OCTET STRI NG (S| ZE (15632))
Publ i cKey- Fr odoKEML344- AES :: = OCTET STRING (S| ZE (21520))
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Publ i cKey- eFr odoKEMD76- AES :: = OCTET STRING (S| ZE (15632))
Publ i cKey- eFr odoKEML344- AES : : = OCTET STRING (Sl ZE (21520))

When a FrodoKEM public key appears outside of a SubjectPublicKeylnfo

type in an environnment that uses ASN. 1 encoding, it can be encoded as
an OCTET STRI NG by using the PublicKey-FrodoKEM76- SHAKE, PublicKey-

Fr odoKEML344- SHAKE, Publ i cKey- eFr odoKEMB76- SHAKE, Publ i cKey-

eFr odoKEML344- SHAKE, Publ i cKey- Fr odoKEMB76- AES, Publ i cKey-

Fr odoKEML344- AES, Publ i cKey- eFr odoKEMD76- AES, and Publ i cKey-

eFr odoKEML344- AES types corresponding to the correct key size.

[ RFC5958] describes the Asymmetric Key Package’ s OneAsymmetri cKey
type for encoding asymretric keypairs. Wen a FrodoKEM private key
or keypair is encoded as a OneAsymmetricKey, it follows the
description in Section 6.

5. Key Usage Bits

The intended application for the key is indicated in the keyUsage
certificate extension; see Section 4.2.1.3 of [RFC5280]. |If the
keyUsage extension is present in certificates, then keyEnci pherenent
MUST be the only key usage set for certificates that indicate id-kem
frodokenB76- shake, id-kemfrodokenl344-shake, id-kem

ef rodokenm®76- shake, i d-kem efrodokenl344-shake, id-kem
frodokend76-aes, id-kemfrodokeml344-aes, id-kem efrodokend76-aes,

i d- kem ef rodokenil344-aes in Subject Publ i cKeyl nf o.

6. Private Key Fornmat

"Asynmetric Key Packages" [RFC5958] describes how to encode a private
key in a structure that both identifies which algorithmthe private
key is for and allows for the public key and additional attributes
about the key to be included as well. For illustration, the ASN 1
structure OneAsymetricKey is replicated bel ow
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OneAsymetri cKey :: = SEQUENCE {
versi on Ver si on,
privat eKeyAl gorithm SEQUENCE ({
al gorithm PUBLI C- KEY. & d({PublicKeySet}),
par aneters PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL}
pri vat eKey OCTET STRI NG ( CONTAI NI NG

PUBLI C- KEY. &Pr i vat eKey({ Publ i cKeySet }
{@rivateKeyAl gorithmal gorithn})),
attributes [0] Attributes OPTI ONAL,

[[2: publicKey [1] BI'T STRI NG ( CONTAI NI NG
PUBLI C- KEY. &Par ans({ Publ i cKeySet }
{@rivat eKeyAl gorithm al gorithnt)
OPTI ONAL 17,

PrivateKey ::= OCTET STRI NG
-- Content varies based on type of key. The
-- algorithmidentifier dictates the format of
-- the key.

For FrodoKEM private keys, the privateKey field in OneAsynmetri cKey
contains the OCTET STRI NG representation of the FrodoKEM private key.

The privateKeyAl gorithmfield uses the Algorithm dentifier structure
with the appropriate O D as defined in Section 3.

The publicKey field contains the byte streamof the public key. |If
present, the publicKey field will hold the encoded public key as
defined in Section 4.

7. Security Considerations

The Security Considerations section of [RFC5280] applies to this
specification as well.

Protection of the private-key information, i.e., the seed, is vital
to public-key cryptography. Disclosure of the private-key material
to another entity can |l ead to masquer ades.

The generation of private keys relies on random nunbers. The use of

i nadequat e pseudo-random nunber generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
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much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult.

For nore detail ed FrodoKEM specific security considerations refer to
[1-D.1onga-cfrg-frodokeni.

8. | ANA Consi der ations

For the ASN.1 Modul e in Appendix A |ANA is requested to assign an
object identifier (OD) for the nodule identifier (TBD) with a
Description of "id-nod-frodokem kem 2026". The O D for the nodul e
shoul d be allocated in the "SM Security for PKIX Mdule ldentifier"
registry (1.3.6.1.5.5.7.0).
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Appendi x A, ASN. 1 Modul e

Thi s appendi x includes the ASN. 1 nodul e [ X680] for FrodoKEM Note
that as per [RFC5280], certificates use the Distinguished Encoding
Rul es; see [X690]. This nodule inports objects from[RFC5912] and
[ RFC9629] .

<CODE BEG NS>

X509- FRODOKEM 2026

{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechanisns(5) pkix(7) id-nod(0)
i d- nod- f r odokem kem 2026( TBD) }

DEFINITIONS IMPLICI T TAGS ::= BEGA N
EXPORTS ALL,;
| MPORTS
PUBLI C- KEY
FROM Al gorithm nformation-2009 -- [RFC 5912]

{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
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i d-nmod- al gorithm nformation-02(58) }

KEM ALGORI THM
FROM KENMAI gori t hm nf ormati on-2023 -- [ RFC 9629]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nmod- kemAl gori t hm nf or mati on- 2023(109) };

-- FrodoKEM I dentifiers

frodokem OBJECT IDENTIFIER ::= { iso(1l) standard(0)
encryption-al gorithns(18033) part2(2)
key- encapsul ati on- nechani sm(2) 7 }

i d- kem f r odokenm®76- shake OBJECT | DENTIFIER ::= { frodokem 1 }

i d-kem frodokeml344-shake OBJECT | DENTIFIER ::= { frodokem 2 }
i d- kem ef rodokenB76- shake OBJECT I DENTIFIER ::= { frodokem 3 }
i d- kem ef rodokenil344- shake OBJECT I DENTIFIER ::= { frodokem 4 }
i d- kem frodokem®76-aes OBJECT |IDENTIFIER ::= { frodokem5 }

i d- kem f rodokenml344- aes OBJECT I DENTIFIER ::= { frodokem6 }

i d- kem ef rodokenD76-aes OBJECT I DENTIFIER ::= { frodokem 7 }

i d- kem ef rodokenl344-aes OBJECT | DENTIFIER ::= { frodokem 8 }

-- Public Key Al gorithns

Publ i cKeys PUBLI C-KEY ::= {
-- This expands PublicKeys from [ RFC 5912]
pk-frodokenB76- shake |
pk- f r odokeml344- shake |
pk- ef rodoken®76- shake |
pk- ef r odokeml344- shake |
pk-frodokend76- aes |
pk-frodokenl344- aes |
pk- ef r odokend76- aes |
pk- ef r odokemnml344- aes,

}
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-- FrodoKEM Publ i c Keys

pk-frodokend76- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odoken®76- shake
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey-frodoken®76- shake

}

pk-f r odokeml344- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odokeml344- shake
-- KEY no ASN. 1 w appi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey-frodokeml344- shake

}

pk- ef r odoken®76- shake PUBLI G- KEY :: = {
| DENTI FI ER i d- kem ef r odoken®76- shake
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenB76- shake

}

pk- ef rodokeml344- shake PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef r odokenil344- shake
-- KEY no ASN. 1 wappi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenil344- shake

}

pk-frodokenB76-aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odokenB76- aes
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Privat eKey-frodokend76- aes

}

pk-frodokenl344-aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem f r odokeml344- aes
-- KEY no ASN. 1 wappi ng; 21520 octets --
PARAMS ARE absent

Snysl ov Expi res 24 August 2026 [ Page 11]



I nternet-Draft Algorithmldentifiers for FrodoKEM February 2026

CERT- KEY- USAGE { keyEnci pherment }
PRI VATE- KEY Pri vat eKey-frodokeml344- aes

}

pk- ef rodoken®76-aes PUBLI C-KEY ::= {
| DENTI FI ER i d- kem ef rodokenD76- aes
-- KEY no ASN. 1 w appi ng; 15632 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenD76- aes

}

pk- ef rodokenl344- aes PUBLI G- KEY :: = {
| DENTI FI ER i d- kem ef r odokenl344- aes
-- KEY no ASN. 1 w appi ng; 21520 octets --
PARAMS ARE absent
CERT- KEY- USAGE { keyEnci phernent }
PRI VATE- KEY Pri vat eKey- ef rodokenl344- aes

}

Publ i cKey- Fr odoKEMD76- SHAKE : : = OCTET STRING (Sl ZE (15632))

Publ i cKey- Fr odoKEML344- SHAKE : :

OCTET STRI NG (Sl ZE (21520))

Publ i cKey- eFr odoKEMD76- SHAKE :: = OCTET STRI NG (SI ZE (15632))
Publ i cKey- eFr odoKEML344- SHAKE :: = OCTET STRI NG (SI ZE (21520))
Publ i cKey- Fr odoKEMB76- AES :: = OCTET STRI NG (Sl ZE (15632))

Publ i cKey- Fr odoKEML344- AES : :

OCTET STRING (S| ZE (21520))
Publ i cKey- eFr odoKEMB76- AES :: = OCTET STRING (S| ZE (15632))

Publ i cKey- eFr odoKEML344- AES :: = OCTET STRI NG (SI ZE (21520))

-- FrodoKEM Privat e Keys

Pri vat eKey-f rodokenB76- shake ::= OCTET STRI NG (S| ZE (31296))
Pri vat eKey- f r odokenl344- shake ::= OCTET STRI NG (SI ZE (43088))
Pri vat eKey- ef rodoken®76- shake ::= OCTET STRING (S| ZE (31296))
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Pri vat eKey- ef rodokeml344- shake ::= OCTET STRI NG (SI ZE (43088))
Pri vat eKey-frodokenB76-aes ::= OCTET STRI NG (S| ZE (31296))
Pri vat eKey-frodokenl344-aes ::= OCTET STRING (Sl ZE (43088))

Pri vat eKey- ef rodokenmB76-aes ::= OCTET STRING (SIZE (31296))

Pri vat eKey- ef rodokeml344-aes ::= OCTET STRI NG (Sl ZE (43088))

-- KEM ALGORI THVs for FrodoKEM

kema- f rodokenB76- shake KEM ALGORI THM : : = {
| DENTI FI ER i d- kem f r odoken®76- shake
PUBLI C- KEYS { pk-frodokenmd®76-shake }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem frodokenB76-shake }}

kema- f r odokenl344- shake KEM ALGORI THM :: = {
| DENTI FI ER i d- kem f r odokenil344- shake
PUBLI C- KEYS { pk-frodokeml344-shake }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem fr odokenml344- shake }}

kema- ef r odokenmB76- shake KEM ALGORI THM : : = {
| DENTI FI ER i d- kem ef r odoken®76- shake
PUBLI C- KEYS { pk-efrodoken®76-shake }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem ef rodoken®76- shake }}

kema- ef r odokeml344- shake KEM ALGORI THM : : = {
| DENTI FI ER i d- kem ef r odokeml344- shake
PUBLI C- KEYS { pk-efrodokeml344-shake }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem ef r odokenil344- shake }}

kema- f rodokenD76- aes KEM ALGORI THM : : = {
| DENTI FI ER i d- kem f r odokenB76- aes
PUBLI C- KEYS { pk-frodokenB76-aes }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem frodokend76-aes }}

kema- f rodokenl344- aes KEM ALGORI THM :: = {
| DENTI FI ER i d- kem f r odokeml344- aes
PUBLI C- KEYS { pk-frodokeml344-aes }
UKM ARE opt i onal
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SM ME- CAPS { | DENTI FI ED BY i d- kem frodokenl344-aes }}

kema- ef rodokenmB76- aes KEM ALGORI THM : : = {
| DENTI FI ER i d- kem ef r odoken976- aes
PUBLI C- KEYS { pk-efrodokenB76-aes }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d-kem ef rodokend76-aes }}

kema- ef r odokeml344- aes KEM ALGORI THM : : = {
| DENTI FI ER i d- kem ef r odokeml344- aes
PUBLI C- KEYS { pk-efrodokenml344-aes }
UKM ARE opt i onal
SM ME- CAPS { | DENTI FI ED BY i d- kem ef rodokenil344-aes }}

END
<CODE ENDS>

Appendi x B. Parameter Set Security and Sizes

Instead of defining the strength of a quantumalgorithmin a

tradi tional manner using the inprecise notion of bits of security,

NI ST has defined security |evels by picking a reference schene, which
NI ST expects to offer notable |levels of resistance to both quantum
and classical attack. To wit, a KEM algorithmthat achi eves NI ST PQC
security nust require conputational resources to break | ND CCA
security conparable or greater than that required for key search on
AES- 128, AES-192, and AES-256 for Levels 1, 3, and 5, respectively.
Level s 2 and 4 use collision search for SHA-256 and SHA- 384 as

reference

b ool e oo s s sl s ety oo et o}
| Level | Parameter Set | Public | Secret | Ciphertext | Shared |
| | | Key pk | Key sk | ct | Secret |
I I I I I | ss I
B Tttty Sty ey ety st pffepfejj—j—t—t——
| 3 | FrodoKEM 976 | 15,632 | 31,296 | 15,792 | 24 |
b ool e oo s s sl s ety oo et o}
| 3 | eFrodoKEM 976 | 15,632 | 31,296 | 15,744 | 24 |
B et sy ey oot ety el
| 5 | FrodoKEM 1344 | 21,520 | 43,088 | 21,696 | 32 |
B Tttty Sty ey ety st pffepfejj—j—t—t——
| 5 | eFrodoKEM 1344 | 21,520 | 43,088 | 21,632 | 32 |
b ool e oo s s sl s ety oo et o}

Table 1: Mapping between NI ST Security Level, FrodoKEM paraneter
set, and sizes in bytes
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