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Abst ract

Thi s docunent specifies how the Internet Key Exchange Version 2
(I KEv2) protocol can be used for supplying keys for the PSP Security
Pr ot ocol (PSP).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 19 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Internet Key Exchange Version 2 (1KEv2) protocol [RFC7296] is used in
| Psec architecture [RFC4301] for the purpose SA negotiation and key
managenent. |t provides authenticated key exchange and cal cul ates
session keys for the Encapsul ating Security Payl oad (ESP) protoco

[ RFC4303] .

PSP Security Protocol (PSP) is defined in [PSP]. The protoco
utilizes the concept of so called "statel ess encryption" by keeping
only global state for decrypting incom ng packets. This concept
inplies that the receiving side of Security Association (SA) provides
the sending side with a key at the tine this SA is being created.

PSP is considered as an alternative for ESP for high-speed

communi cations (e.g., inside data centers). However, |KEv2 cannot
directly be used for providing keys for PSP, since the way |IPsec keys
are being obtained in IKEv2 inplies that they are derived fromthe
epheneral key exchange and thus are unpredictable. This is

i nconpatible with the way keys are used in PSP where each side nust

i ndependently generate keys used for decryption for a particular SA
based on sone gl obal key.

2. Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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3. PSP

PSP [PSP] is a security protocol created by Google for encryption on
IP level. PSP was designed to address the high-speed encryption
requirenents of |large-scale data centers. To avoid storing per-SA
decryption keys on the receiver side, the decryption keys are derived
fromthe SPI (that is present in the packet) plus a global secret
known only to the receiver side.

PSP specification does not address key nanagenent issues. It assunes
that at the time an SAis being created the sender asks the receiver
to create an SA encryption key, which the receiver then sonehow
communi cates securely to the sender.

4. PSP Key Management Using | KEv2

| KEv2 cannot directly be used for providing keys for PSP, because its
specification [ RFC7296] assumes that keying material for Child SAs is
derived using initial ephermeral key exchange. Thus, peers contribute
to this keying material, but cannot control it and for this reason
cannot provi de each other with arbitrary keys.

On the other hand, |KEv2 extension for group key nmanagenent
[1-D.ietf-ipsecme-g-ikev2] does allow this functionality as it is
needed for providing menbers of a group with identical keys. This
specification re-uses the ability to downl oad arbitrary keys in | KEv2
from[I-D.ietf-ipsecnme-g-ikev2]. Note that unlike
[I-D.ietf-ipsecne-g-ikev2] this specification is for unicast (peer-

t o- peer) conmuni cation

Since both peers have to provide each other with keying material, it
is not possible to do that in the | KE_AUTH exchange (as in

[ RFC7296]), since the initiator in this case would send its key
(which is sensitive information) to the not-yet-authenticated
responder. For this reason, peers MJIST create | KE SA childless as
specified in [RFC6023]. Once childless IKE SAis created, peers can
use the nodifi ed CREATE _CHI LD SA exchange to create or rekey Child
SAs utilizing PSP.

4.1. The IKE_SA INT Exchange

Peers wi shing to use I KEv2 for providing keys for PSP MJST negotiate
the Key Wap Algorithm (KWA) transform (Section 4.4.2.1.2 of
[I-D.ietf-ipsecne-g-ikev2]) in the |KE SAINT exchange. If the
initiator is not sure that the responder supports PSP and if using
PSP is optional for the initiator, then the initiator MAY include two
proposals into the IKE SA INT request - one with the Key Wap

Al gorithmtransform (aimng for responders supporting PSP) and the
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other without it.

The responder supporting PSP key managenent, besides negotiation of
the KWA transform MJST al so include the CH LDLESS | KEV2_ SUPPORTED
notification (Section 4 of [RFC6023]) in the IKE SA INT response.

Even if the KWA transformis negotiated, it does not mean that this
IKE SAis for creating PSP SAs only - such an SA MAY be used for
creating both ESP and PSP SAs.

4.2. The | KE_AUTH Exchange

The PSP Child SA cannot be created in the | KE AUTH exchange. On the
ot her hand, peers may create the ESP Child SA in this exchange if
they want to. Oherwise, the IKE SAis created childless and the

| KE_AUTH exchange is as defined in Section 5 of [RFC6023].

4.3. The Modified CREATE CHI LD SA Exchange

Modi fi ed CREATE_CHI LD _SA exchange is used for creating the PSP SA.
The foll owi ng nodifications are made.

* The SA payl oad MJST contain one or nore Proposal substructures
with the Protocol IDfield set to a new Security Protocol
Identifier PSP (<TBA by IANA>). Note that SPI Size for PSP is the
same as for ESP (4 octets). Proposals with other Security
Protocol ldentifiers MJUST NOT be present.

* These Proposal substructures MJST only contain one or nore
Transform substructures with new Transform Type " PSP Paraneters
(PSP)" (<TBA by I ANA>). See Section 6, Paragraph 2, Item1 for
Possi bl e Transform I Ds for this Transform Type. Transform
substructures with other Transform Types MJST NOT be present.

* The CREATE _CHI LD SA nessages MUST NOT contain the Key Exchange
(KE) and the Nonce (Ni and Nr) payl oads. |Instead, both request
and response MJST contain exactly one Key Downl oad (KD) payl oad,
defined in Section 4.5 of [I-D.ietf-ipsecnme-g-ikev2]. The sender
of a KD payl oad provides a keying material for the PSP SA that it
will use as a receiver to its peer.

* The KD payl oads MUST contain exactly one or nore Group Key Bag
substructure, defined in Section 4.5.2 of
[I-D.ietf-ipsecne-g-ikev2]. The Protocol field of this
substructures MJST be set to Security Protocol ldentifier PSP
(<TBA by I ANA>), the SPI MUST match that in one of the Proposal
substructures in the SA payl oad.
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* Each Key Bag MUST contain exactly one SA KEY attribute, defined in
Section 4.5.2.1 of [I-D.ietf-ipsecne-g-ikev2], in which the
wr apped keying material (See Section 4.5.4 of
[I-D.ietf-ipsecne-g-ikev2]) for the PSP SA is provided. The Key
ID and the KWK ID fields MJST be set to zero, neaning that this
attribute contains the keying material for an SA and this keying
material is protected with the default Key Wap Key SK wthat is
cal cul ated as

SK w = prf+(SK d, "Key Wap for PSP")

* The size of the provided keying naterial MJST be sufficient to get
keys for any of the proposed PSP paraneters.

The nodi fi ed CREATE _CHI LD _SA exchange i s shown bel ow
Initiator Responder

HDR, SK {[N( REKEY_SA), ]
SA, KD, TSi, TSr} --->

<--- HDR, SK {SA, KD, TSi, TSr}
Fi gure 1: CREATE_CHI LD SA Exchange for PSP

The USE_TRANSPORT MODE notification can be used in case of PSP to
indicate that the PSP SAis to be created using transport node, as
with ESP.
The REKEY_SA notification can be present and plays the sane role as
with ESP SA - indicates the SAto be replaced with a newy created
SA.

5. Security Considerations
To be added.

6. | ANA Consi derations
Thi s docunent requests | ANA to nake the followi ng changes in the
"Internet Key Exchange Version 2 (IKEv2) Paraneters" registry group
[1 KEV2-1 ANA] .
1. Create newregistry "Transform Type <TBA> - PSP Paraneters

Transform |1 Ds". The registration policy for this registry is

Expert Review Policy [RFC8126]. The initial values of the new
registry are:
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Val ue PSP Par anet er s

0 Reserved

1 PSP Header Version 0, AES-GCM 128
2 PSP Header Version 0, AES-GCM 256
3 PSP Header Version 0, AES-GVAC-128
4 PSP Header Version 0, AES-GVAC- 256
Unassi gned 5-1023

Private Use 1024- 65535

2. Add new Transform Type "PSP Paraneters (PSP)" in the "Transform
Type Val ues" registry.

Type Descri ption Used In

<TBA> PSP Paraneters (PSP) (PSP)

3. Add new Security Protocol ldentifier in the "IKEv2 Security
Protocol ldentifiers" registry.

Protocol ID Pr ot ocol
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