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Abst ract

Thi s docunent specifies how C assic MEliece Key Encapsul ation
Mechani sm (KEM is used to generate keys in the Internet Key Exchange
version 2 (1 KEv2) protocol.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 10 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

| KEv2 ([ RFC7296]) is a protocol for authentication and for generating
keys for IPsec ([RFC4301]). Part of it is generating keys. dassic
McEliece ([1-D.josefsson-nteliece]) provides a code-based Key

Encapsul ati on Met hod (KEM designed to be safe even agai nst an
adversary equi pped with a quantum conputer. The twelve paraneter
sets described in section 9 of [I-D.josefsson-nteliece] offers

di fferent bal ances between performance and out put sizes.

The informati on needed for key agreenent (in the case of MEliece
this is a public key and a ciphertext) is carried in Key Exchange
(KE) payloads. Wth the nost common paraneter set fromthe draft,
ncel i ece6688128, the public key requires (see section 8.2.7 of the
McEl i ece docunent) 1044992 octets to encode. This is alnost 16 tines
as big as a standard KE payl oad (or any other payload) can carry, so
we need to use a big payload, as specified in the big payload draft
([1-D.nir-ipsecne-bi g-payl oad] ).

Because | arge payl oads cannot be used in the I KE_SA I NIT exchange
(see section 2.3 of [I-D.nir-ipsecne-big-payload]), the first key
exchange has to use another algorithm such as classic Diffie-

Hel I man or an elliptic curve variant. The MEliece exchange needs to
be carried in an | KE_| NTERVEDI ATE exchange ([ RFC9242]), after
negotiating in the IKE SA INT both support for big payl oads and the
addi ti onal key exchange exchange through the

| NTERVEDI ATE_EXCHANGE_SUPPORTED noti fy nmessage ([ RFC9370]). The

O assic Meliece KEM can al so be used in CREATE CH LD SA. For that,
support for the internedi ate exchange is not necessary.

Snyslov & Nir Expires 10 October 2026 [ Page 2]



I nternet-Draft Classic McEliece in | KEv2 April 2026

TBD if this docurment shoul d make any recomrendati ons about which DH
group to use for the initial key exchange, or whether it should
remain silent on the topic.

2. Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

It is assuned that readers are famliar with the | KEv2 protocol
[ RFC7296] .

3. Cdassic MEliece KEM

Classic McEliece [I-D.josefsson-nteliece] is a code-based Key
Encapsul ati on Mechani sm (KEM that is considered conservative and
very thoroughly anal ysed.

The [I-D.josefsson-nteliece] docunent specifies 12 paraneter sets.
Should we just leave it at that, or specify just one? The current
SSH candi date draft specifies only nteliece6688128. The current TLS
candi date draft specifies 3: nteliece6688128, nteliece6960119, and
ncel i ece8192128. Oficial Cassic MEl iece site [MCELIECE] lists 5
paraneter sets. What should we do?

This is up to the working group. Until this is decided, we added a
conpari son tabl e between the paraneter sets here. Utinmately, there
i s nothing special about IKEv2. What is fitting for TLS and SSH is
likely fitting for KEv2 as well.
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B ool et oo oo = e e e et o}
| Parameter Set | dained| Public | Secret | Ciphertext | Shared |
| | NI ST | key | key | size | secret |
| | Leve | size | size | (bytes) | size |
I I | (bytes) | (bytes) | | (bytes) |
B e e s e peente, oo = e e et e e et o}
| ncteliece348864 |1 | 261120 | 6492 | 96 | 32 |
[ sl el s el el oo pen el ]
| nceliece460896 |3 | 524160 | 13608 | 156 | 32 |
B Sl el el Ll ety el el
| nceliece6688128 |5 | 1044992 | 13932 | 208 | 32 |
B e e s e peente, oo = e e et e e et o}
| ncteliece6960119 |5 | 1047319 | 13948 | 194 | 32 |
[ sl el s el el oo pen el ]
| nceliece8192128 |5 | 1357824 | 14120 | 208 | 32 |
B Sl el el Ll ety el el

Table 1. Cassic MEliece Paraneter Set Summary
4. Using Cassic McEliece in | KEv2

To negotiate the use of the McEliece KEM an IKEv2 initiator and
responder MJST negotiate three things in the KE_ SA IN T exchange:

* The support for big | KE payl oads [I-D.nir-ipsecne-big-payl oad]
* Support for IKE fragnmentation [ RFC7383]

* The use of these groups, see Section 7, in an ADDKE* transform
This inplies support for the | KE_| NTERVEDI ATE exchange [ RFC9242]

Since all of the above have to be specified in the IKESAINT
request, the MEliece key exchange, cannot be used in the IKE SAINT
exchange and a Responder MUST reject any McEliece group offered in
the KE transform Additionally, it MJST reject any MEliece group
offered in an ADDKE* transformif the initiator has not al so proposed
the use of three extensions: |KE_| NTERVEDI ATE exchange, big payl oads
and | KE fragnentati on.

Wthin the | KE | NTERVEDI ATE exchange, such payl oads will normally
encode the large public keys. A diagramis provided here for
illustration:. The format below is the big payl oad versi on of the Key
Exchange payl oad from section 3.4 of [RFC7296].
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1 2 3
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I
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I
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* Lis 1, indicating that the length field is 32-bit.

*  The Key Exchange Method is TBD, the val ue assigned by | ANA (see
Section 7)

* The MEliece KEM key data is as described in section 6.3 of
[1-D.josefsson-nteliece].

Note that when the KE payload is used to carry ciphertext, it can fit
with the short payload format. It is not required to always use the
big payload format to use C assic MEliece.

4.1. Using Classic MEliece for Child SAs and for | KE SA Rekey

The O assic MEliece KEM can al so be used in the CREATE CH LD_SA
exchange (or in the | KE_FOLLONMJP_KE exchange as defined in [ RFC9370])
to rekey IKE SA and to create/rekey I Psec SAs. The format and size
are just the same, so doing this also requires support for big

payl oads and for I KE fragnentation. However, if Classic MEliece is
only used in these exchanges, there is no need to negotiate the

| KE_| NTERMEDI ATE exchange.

5. Transport Considerations

Wiile an IKE SA that utilizes Cassic MEliece can run over UDP, in
nost settings this will be problematic. The reason is that with
tipical MU size of 1500 bytes, an | KE nessage containing C assic
McEliece public key will be splitted into several hundreds |KE
fragment messages, which will be sent to the network at once. This
may | ead to network congestion causing | oss of sone nessages, in

whi ch case all the fragment nessages will be re-sent again (after
timeout), since | KE fragnent nessages are not individually

acknow edged. This will also |ead to congestion and the process wll
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8.

8.

1.

repeat until all the fragnent nessages will be received, but this
m ght not happen.

For this reason peers may want to use TCP as a transport. Peers nmay

choose between using TCP for both |KE and ESP as specified in

[ RFC9329] or using separate transports for them

[1-D.snysl ov-i psecne-i kev2-reliable-transport]. The latter allows to
avoi d performance degradati on when tunnelling TCP trafic and thus is

RECOMVENDED.

Note, that despite the fact, that TCP can tranfer nmessages of any
size without having problens with IP fragmentation, in case of
Classic MEliece peers still have to negotiate |IKE fragnmentation

[ RFC7383] as defined in Section 4, even when they choose to use TCP
as a transport for IKE. This is due to the linmtation inposed by

[ RFC9329] that individual |KE nmessage in TCP stream cannot exceed 64
Kbytes. Thus, larger | KE nessages need to be be fragnmented to this
size by | KE fragnmentation nechani sm before sendi ng over TCP

Security Considerations

This inherits the security of IKEv2, the additional key exchange
extension, the big payl oad extension, and of course, classic
McEl i ece.

Sone di scussi on about choice of group for the initial key exchange
shoul d be added here.

Probably nore about MEliece here.
| ANA Consi derations

I ANA is requested to assign one (or is it three) values fromthe
"Transform Type 4 - Key Exchange Method Transform I Ds" registry with
nane "nctel i ece6688128" (and naybe al so "ntel i ece6960119" and
"ntel i ece8192128") and this docunent as reference.
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