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Abst r act

Thi s docunent describes describes issues with using |Internet Key
Exchange version 2 (1 KEv2) fragmentation for transnmitting |arge
messages on unreliable transport. The document proposes severa
approaches for dealing with these issues: random zing the order the
fragnments are sent, dispersing sending fragnents over tine and

sel ective retransnission of fragnents based on information fromthe
peer about their receipt.
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1. I nt roduction

The I nternet Key Exchange version 2 (IKEv2) protocol [RFC7296] is
used for key managenent in |Psec architecture. [|KEv2 was originally
defined on UDP transport, and, while |later |KEv2 extensions added TCP
as a possible transport ([RFC9329],
[I-D.ietf-ipsecne-ikev2-reliable-transport]), UDP is still a
preferred and nostly used transport for |KEv2.

When UDP is used as a transport, any | KEv2 nessage that exceeds MIU
size is fragnmented at IP layer. |P fragnentation is known to cause
probl ems with some intermediate devices that cannot correctly
procesess any | P fragments other than the first one. To deal wth
this, a protocol extension was devel oped that allows fragnmenting
messages at | KE layer [RFC7383]. Wile IKEv2 fragnentation allows to
avoid I P fragnentation of |arge nessages, it |acks any congestion
control mechani snms, that may cause issues when the fragnented nessage
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is large (with sone definition of "large") and the network (or
receiver’'s) capacity is limted (with some definition of "limted").
Thi s docunent defines several approaches that can be used to nmitigate
these issues.

2. Term nol ogy and Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Issues with Using | KE Fragnentation for Large Messages

At the time the I KE fragnentation nechani smwas bei ng devel oped, it
was consi dered that nost | KEv2 nessages would fit into the typica
MIU si ze and only few of themcould exceed it. |In particular, the

| KE_AUTH messages containing certificates were concerned and it was
assuned at that time that "large" |KEv2 nessages woul d be | ess than
few Kbytes in size, so that the nunber of IKE fragnents for a nessage
(with a typical MIU size) would be small. Due to these
considerations it was decided that no mechani smfor acknow edgi ng of
recei pt of individual fragments is needed - all fragnents of a
message are transnmitted (and retransnitted) at once, as with IP
fragment ati on.

When post quant um crypt ogr aphi ¢ mechani snms started to be incorporated
into | KEv2, the notion of "large" for an | KEv2 nessage has changed
fromfew Kbytes to several tens of Kbytes

[1-D. wang-i psecne- hybrid-kemi kev2-frodo] and up to several hundreds
of Kbytes [I-D.snysl ov-ipsecne-ikev2-nteliece]. Wen nessages of
this size are fragmented and all fragnents are sent at once, it can
happen that either internmedi ate network devices or the fina
reci pi ent are uncapabl e of handling that nuch data at the rate it was
sent, causing sone fragnments to be lost. Sender will eventually
retransmt all the nessage fragnents, but since the disproportion
bet ween sending rate and network/recipient limtations remain, it is
likely that some fragments will be lost again. Since the

restransm ssions are not adaptive, there is no guarantee that the
message will eventually be drlivered even after severa

retransm ssions.
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4. Proposed Techni ques

Thi s docunent defines several techniques that can be used to inprove

reliability of transmitting | arge nessages using | KEv2 fragnentation

mechani sm  These techni ques can be used i ndependently of each other

The techniques can be classified as unilateral actionsm which do not
require any actiona fromthe peer, and bilateral actions that require
mut ual support by both sender and receiver.

4.1. Unilateral Techniques
4.1.1. Sending Fragnments in different O der

The sinplest technique is to change the order in which fragnents are
sent with each retransmission. This will help in situation the

reci pient have limted buffer size for incom ng packets and cannot
process the received fragnents quickly enough to free the buffer
Thi s nmeans that the sone nunber of the first sent fragnents will be
processed while the rest will be dropped. Changing the order in
which the fragnents are sent with each retransm ssion ensures that
the first sent packets will change each tine, thus increasing the
chances all fragnents are delivered

4.1.2. Reducing Sending Rate

Anot her sinple technique is to add sone del ay between sendi ng each
fragment, thus reducing the rate with which data is being
transmtted. Since the sender does not know what rate is OK for the
recei ver, this docunment gives no advice what this delay shoul d be.

If the sender uses exponential back-off when retransnitting, a
sensi bl e approach woul d be to al so increase del ay between sending
fragments with each retransni ssion

4.1.3. Reducing the Anpbunt of Data Sent by Initiator

In IKEv2 it is always the initiator that plays an active role in
ensuring that both the request and the response nessages of an
exchange are delivered (Section 2.1 of [RFC7296]). |In particular,
the initiator periodically retransmts the request until it receives
the response. Wth IKE fragnentation in case the response nessage i s
fragmented, a situation is possible that the initiator receives only
some of these fragnents. |In this situation the initiator nust
retransmt the request, but if the request nessage has been
fragmented too (the usual case), there is no need to retransmt all
fragments of the request message, it is enough to retransmt only the
first one (i.e., with the Fragnment Nunber field equal to 1). This
wor ks because only this fragnment triggers re-sending the response (as
specified in Section 2.6.1 of [RFC7383], all other fragnments are
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di scarded and woul d only waste network resources.
4.2. Bilateral Techniques
4.2.1. Selective Retransnission of Fragnents

Sel ective Retransm ssion of Fragnments is a protocol extension that
al | ows, when supported by both peers, to selectively retransmt only
those fragnments that weren’t delivered

4.2.1.1. Negotiation
No negotiation is required to use this extension. See Appendix A
4.2.1.2. Handling Fragmented Request

Initially the initiator sends all fragnments as defined in [ RFC7383].
If the responder supports this extension and it received only sone of
the sent fragnents, then the responder can indicate which fragnments
are missing. For this purpose, it sends an | KEv2 response nessage
whi ch contains only the Encrypted Fragment payl oad (see Section 2.5
of [RFC7383]) filled in as foll ows:

* The Next Payload field is set to O.
* The Fragnent Number field is set to Oxffff.
* The Total Fragnents field is set to Oxffff.

* The Encrypted content field contains the information about the
m ssing fragnents represented in the formdefined in
Section 4.2.1.4.

Al'l other fields are filled in accordance with [ RFC7383] and

[ RFC7296]. However, when the Integrity ChecksumData is cal cul ated
(perhaps as part of AEAD encryption), the Fragnent Nunmber field is
tenmporary set to zero. Once the ICV calculation is done, this field
is restored to Oxffff and the nessage is sent.

The formatting of this nessage indicates that the responder sends the
exchange response nessage fragnenting into 65535 fragnents and this

is the last fragment of this nmessage. |If the initiator does not
support this extension, it will interpret this nmessage as above, but
the message will have no effect since its ICV check will fail.

If the initiator supports this extension, it will recognize that this
nmessage contains the receipt status data, since it is unlikely that
any real |KEv2 message sent over UDP is fragnmented to 65535
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fragments. In this case the initiator will check the I CV making sure
that the Fragnent Nunber field is set to zero before this. |[If the
the 1 CV check passes and the nessage is successfully decrypted, then
the initiator extracts the receipt status data and obtains the

i nformati on about the fragnments that need to be retransnmitted.

If this ICV check fails, then the initiator MAY re-run the I CV check
after restoring the Fragnent Nunber field to its original value
Oxffff. This is to handle the extremely rare case when the responder
does not support this extension and indeed fragnented the exchange
response nessage into 65535 fragnments, and it happened that the | ast
fragment cone first.

| | admit that the trick with invalid ICV is a protocol hack
| Mea cul pa. See Appendix A

4.2.1.3. Handling Fragnented Response

The initiator keeps retransmtting the request nessage (fragmented or
not, with selective fragment retransmission or not) until it receives
at | east one response fragnent message. Wen this happens and if
there are sone m ssing response nessage fragnents, the initiator
supporting this extension can indicate which fragnents are m ssing.
For this purpose, it sends an | KEv2 request nessage for the sane
exchange which contains only the Encrypted Fragnment payl oad (see
Section 2.5 of [RFC7383]) filled in as follows:

* The Next Payload field is set to the to the payload type of the
first inner payload in the Encrypted Payload in the request
message (if the request was fragnented, this value can be copied
fromthe sane field in the very first fragnent).

* The Fragnent Nunber field is set to 1.
* The Total Fragnents field is set to Oxffff.

* The Encrypted content field contains the information about the
m ssing fragnents represented in the formdefined in
Section 4.2.1.4.

Al other fields are filled in accordance with [ RFC7383] and
[ RFC7296] .

The formatting of this message indicates that the initiator
retransmts the request nmessage fragnented into 65535 fragnments and
this is the first of these fragnents (perhaps the initiator enploys
PMIU di scovery as defined in Section 2.5.2 of [RFC7383]). |If the
responder does not support this extension, then this nessage will
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take no effect apart fromtriggering a retransm ssion of all the
response nessage fragments, since the responder has already received
the whol e request nmessage and thus acts in accordance to the
Section 2.6.1 of [RFC7383].

If the responder supports this extension, it will recognize that this
message contains the receipt status data, since it is unlikely that
any real |KEv2 message sent over UDP is fragmented to 65535
fragments. |If the the ICV check passes and the nessage is
successfully decrypted, then the initiator extracts the receipt
status data and obtains the information about the fragnments that need
to be retransnitted.

4.2.1.4. Receipt Status Data

Al multi-octet fields representing integers are laid out in big
endi an order (also known as "nost significant byte first", or
"network byte order").

1 2 3
01234567890123456789012345678901
Bl o T R ik st T o e b i T o S S e S it eI

Rcpt Status Packet Nunber | Total Fragnents |
B S i ks e S S i i i S S S S e e e e
Fi rst Fragnment Num | Last Fragnment Num |

I S I ih (i S S U Y S T ST S ST S S S i S S S S e
Recei pt Status Bitnmap ~

R i i I e e S s sl o ot ST N S S S R R S SR

S T

+— 1 +— +— +

Figure 1: Receipt Status Data Format

* Rcpt Status Packet Nunber (2 octets, unsigned integer) -- the
nunber of this receipt status packet. Each new receipt status
packet MJUST have this value greater than previous receipt status
packets sent by the host in the context of the current |KEv2
message exchange, i.e. with the same | KE SPIs, Exchange Type and
Message ID. This field MUST NOT be zero, packets with zero val ue
MUST be ignored on receipt.
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* Total Fragnents (2 octets, unsigned integer) -- when sending, this
field MUST be set to the value fromthe Total Fragnents field in
the Encrypted Fragnment payl oads (see Section 2.5 in [RFC7383] that
the sender of this packet currently uses to reconstruct the
fragmented nessage. On receipr, if the value in this field is not
equal to the value in the Total Fragments field in the in the
Encrypted Fragment payl oad nost recently sent to the peer, then
this receipt status packet MJST be silently ignored.

* First Fragnment Num (2 octets, unsigned integer) -- the nunber of
the fragnent that corresponds to the first significant bit (the
leftmost bit of the first octet) in the Receipt Status Bitnap.
This field MIUST NOT be zero and MJUST NOT be greater than the val ue
in the Total Fragnents field. |If these conditions are not net in
the recei ved packet, the packet MJST be silently discarded.

* Last Fragnent Num (2 octets, unsigned integer) -- the nunber of
the fragnent that corresponds to the last significant bit in the
Recei pt Status Bitmap. This field MJUST NOT be zero, MJST NOT be
smal ler than the value in the First Fragnent Num field and MJST
NOT be greater than the value in the Total Fragnents field. |If
these conditions are not net in the received packet, the packet
MUST be silently discarded.

* Receipt Status Bitmap (variable) -- this field contains a bitmap
that represents receipt status for fragments with nunbers starting
fromthe value in the fromFirst Fragnent Numfield till the value

fromthe Last Fragnment Numfield. The bitmap is interpreted as
starting fromthe nost significant (the leftnost) bit of the first
octet of the field. The length of the bitmap in octets is

cal cul ated as: ((Last Fragment Num) - (First Fragment Nunm) / 8) +
1. The last octet of the bitmap may contain sone unused bits,
these bits are ignored. Each bit in the bitmap represents the
recei pt status of the corresponding fragnent - it is set to 1 if
the fragnent was received and successfully processed and set to 0O
if the fragnent is m ssing.

4.2.1.5. Inplementation Details
TBD. Shoul d di scuss when to send nessages with recei pt status data,
how to handl e them how to keep these nessages snall when the nunber
of fragnments is large, how to cope with PMIU di scovery, etc.

5. Security Considerations
Security of IKEv2 and the I KEv2 fragnentation extension is discussed

in [RFC7296] and [ RFC7383] respectfully. Techniques proposed in this
docunent do not affect security properties of the protocol
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6. | ANA Consi derations
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Appendi x A. Design Rationale for Selective Retransm ssion of Fragnents
Ext ensi on

The extension is not negotiated for the foll owi ng reasons. First,
there are currently many | KEv2 extensions, nmpost of them are

negoti ated via exchange of sone notifications. The nunber of

ext ensions grows, thus the nunber of notifications exchanged in
initial |IKE exchange grows as well. This increases the size of the

| KE_SA INIT nessages (not nuch, but still). Second, this extension
is tightly tied to the I KEv2 fragnentati on extension, thus, if it
were negoti atabl e, peers should nake sure that it is not negotiated
al one, without |IKEv2 fragnentati on been negotiated too. Not a big
deal , but still some additional checks. This could be avoided if RFC
7383 explicitly allowed notification data to be non-enpty for future
extensions (e.g., as in [I-D.ietf-ipsecne-ikev2-reliable-transport]),
but that was not the case. On the other hand, it appeared that this
ext ensi on can be defined in such a way, that no negotiation is needed
by only relying on inconm ng fragnment nessage checks defined in

[ RFC7383] .

It is possible to avoid the hack with intentionally invalid ICV if
this extension defined that the Fragment Nunmber field is set to zero
(as it is currently defined for the purpose of |ICV check). This
woul d nmake the nessage invalid as per checks from Section 2.6 of

[ RFC7383], so the nessage woul d be dropped by unsupporting initiator
The only concern here is that some network intermedi ate devices could
do a DPI of IKEv2 traffic and drop invalid nessages, thus the nmessage
containing receipt status data is made | ooking valid on the wire and
a hack with invalid ICV is used to force old inplenentations to
discard it. But this is purely theoretical concert not backed up by
any real data.
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