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Abst r act

The verifiable Legal Entity ldentifier (vLEl) is a cryptographically
verifiable extension of the LElI standard, designed to automate trust
in organi zational identity. GCoverned by the G obal Legal Entity
Identifier Foundation (GLEIF), the vLElI system uses Authentic Chained
Dat a Containers (ACDCs), Self-Addressing Identifiers (SAIDs), and Key
Event Receipt Infrastructure (KERI) to issue and verify credentials
for legal entities and their authorized representatives. |t enables
secure, machine-readable identity assertions across financial,

regul atory, and supply chain ecosystens, supporting rol e-based

del egation and interoperability with decentralized trust frameworks.

Thi s specification defines vLEI for verifiable gateway operator
identities and cryptographically |inks the gateway operator identity
to the gateway identity. Thus SATP core |ock assertions are
cryptographically linked to gateway operator identities.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://nedmsm th. github.io/draft-smth-satp-vlei-binding/draft-
smth-satp-vlei-binding.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-smth-satp-
vl ei - bi ndi ng/ .

Di scussion of this docunent takes place on the Secure Asset Transfer
Protocol Working Group mailing list (mailto:sat@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/sat/. Subscribe
at https://ww.ietf.org/mailman/listinfo/sat/.

Source for this draft and an issue tracker can be found at
https://github. com nednsmit h/ draft-smth-satp-vl ei-bindi ng.
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Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 April 2026.
Copyri ght Notice
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

The SATP architecture [I-D.ietf-satp-architecture] defines an
interoperability architecture for interconnection between networks or
systens that anticipates a secure asset transfer protocol that
satisfies security, privacy, atomcity and liveliness requirenents in
the transfer of assets. The SATP core protocol [I-D.ietf-satp-core]
is a protocol for exchanging digital assets that ensures the state of
the asset is preserved across inter-domain transfers. It is an

ext ensi bl e protocol where fields containing identity and payl oad

val ues that are not defined by SATP core may be defined by conpanion
specifications. This specification defines a SATP core protoco
binding for Verifiable Legal Entity ldentifiers (vVLEl) [ISOL7442-3]
used to identify SATP gateways and the organi zations that operate
them |n some use cases, the assets being transferred have | ega
consi derations such that officers of the organization are expected to
aut horize digital asset transfers. This specification details the
various VLElI credentials needed and how to integrate themw th SATP
core nessages. SATP core nessage binding anticipates use of a
message wrapper that uses nedia type [STDO1] and content format

Smith Expires 20 April 2026 [ Page 3]



Internet-Draft SATP- vLEl Cct ober 2025

3.

3.

[ RFC7252] identifiers to facilitate interoperability with vLEl and
other credential types.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

. 1.  Term nol ogy

* Legal Entity : any organi zation or structure that is legally or
financially responsible for its actions and can enter into
financial transactions, explicitly excluding natural persons
except where they act as sole proprietors recognized as | ega
entities [1SOL7442-1_2020].

* Natural person : a living human being (LL
(https://ww. | aw. cornel | . edu/ wex/ nat ural _person)).

VLElI ldentities and Credentials

The SATP core protocol [I-D.ietf-satp-core] defines a set of entities
that participate in an asset transfer. These entities are
represented in differennt ways including identifiers, credentials and
public keys. SATP entities are presuned to have been issued
cryptographically relevant identities prior to the SATP Transfer
Initiation Stage (Stage 1) and subsequent exchanges. An entity (see
Section 3 [RFC4949] that weilds a cryptographic key pair can be
described as a _principal _ [ACM Cal culus]. SATP Gat eways and

Net wor ks as well as the key managenent infrastructure that authorizes
these keys are all principals.

1. VLEl Credential Attributes

A legal entity identifier (LEI) is essentially a globally unique
val ue issued by a well-known entity trusted to nanage the LE
nanespace correctly. A verifiable LEI (vLEl) [1SOL7442-3] is an
Aut henti ¢ Chai ned Data Contai ner (ACDC) [ ACDC-Spec] credential that
contains three attri butes:

* Legal Entity Identifier (LEl)

* Person ldentifier - human friendly nane
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* Organi zational Role ldentifier - defined by a nanmespace controller
such as GLEIF [ GLEl F- vLEl - EGF]

A VvLEI ACDC attributes also contain an Autononic ldentifier (AID
(https://trustoverip.github.iof/kerisuite-gl ossary#term aut onom c-
identifier)) that identifies the principal to which the other vLE
attributes are bound. In PKIX term nology, this AID identifies the
_Subject _. A vLElI ACDC al so contains an issuer AID that identifies
the issuing principal. vLElI credentials are issued to non-natura
person | egal entities (see [GQEIF-VLElI-Part2] and [ISOL7442-3]).
Nevert hel ess, these credentials contain personLegal Nane and
engagenent Context Rol e attributes that are typically associated with
nat ural persons

3.2. KERI Key Managenent

Al Ds reference Key Event Log (KEL) events that can be verified by
outside entities; as such is a formof key attestation. An ACDC
i ssuer is anchored to a key inception event which is a digest of the
current and pre-rotated keys and ot her key nanagenment context. The
di gest becones the issuer’s autonomc identifier (AID). An ACDC
credential can be identified by hashing its contents. The resulting
digest is called a Self-Addressing Identifier (SAID) [KERI-Spec].

Periodically, key events are appended to the KEL resulting in a
different key state. However, the key inception event (the first
event) remai ns unchanged. Anchoring AIDs to inception events means
the identifier is relatively long |lived as even key rotation events
are anticipated at inception. Key rotation events that exceed the
nunber of pre-rotated keys results in a new key inception event that
consegently invalidates its previous AlD.

VWhen applying vLElI to SATP, ACID properties suggest that the state of
the exchanged asset, the protocol state, and the key state play a
role in determning the overall state of the asset exchange

I deal |y, SATP principals (including key state) is |ocked down as part
of reliable asset exchange where the conplete state can be rolled
back to a known-good state. However, if key state can’t be | ocked as
part of a SATP asset exchange, key state verification at each SATP
stage may be needed to verify the subsequent key state changes
occuring during SATP stages does not present a security rel evant
condi ti on.
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3.3. SATP Credentialing Assunptions

SATP signing keys (e.g., senderGatewaySi gnaturePublicKey) that are
based on ACDC credentials inplicitly support key attestation as part
of key verification. SATP device keys (e.g.,

sender Gat ewayDevi cel denti t yPubKey) used for device authentication or
device attestation can furthur strengthen trustworthiness clains of
SATP endpoi nts. Some SATP keys do not use VvLElI credentals, but could
still be based on ACDC credentials. Still other credential types
(e.g., PKIX [RFC5280]) could be | everaged, but conplicates key and
trust managemnent.

RFCt hi s assumes SATP stage 1 nessages that contain identifiers and
public keys are artifacts of credentials that have been issued to
SATP defined entities. |In addition, SATP entities are authorized by
VLEI hierarchy that supplies a |legal context for asset exchange
Nevert hel ess, the GatewayDevi cel dentityPublicKey coul d be associ at ed
with a different credential fromthat belonging to the

Gat ewaySi gnat ur ePubl i cKey. Consequently, there MAY be additiona
credentials issued to SATP principals that require additiona
verifier processing that ensures the asset transfer |egal context is
in force despite bifurcated credential formats and infrastructure.

3.4. SATP ldentity Binding

Tabl e 3 shows SATP entities with correspondi ng SATP nmessage types
mapped to a suitable credential structure. Stage 1 defines uses
credential artifacts (i.e., identifiers and public keys) inplying
credential issuance occurred earlier, possibly during Stage O.
RFCt hi s assunes all credentials issued are (or can be) ACDCs. The
entity identifier within an ACDD is an autonomic identifer (Al D),
which is semantically aligned with SATP | Ds.

B Sl s oo oo ey s ety
| SATP Entity | SATP Message | Structure]|
| Oi gi nat or | OriginatorCredential _-inplied-_ | vLEI |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o B +
| | verifiedOriginatorEntitylD | AI D |
S T R +
| | ori gi nat or Pubkey | KEL or |
| | | ot her |
S o m o e oo S +
| Sender | sender Gat ewayOnner Credential _-inplied-_ | vLEl |
| Gat eway Owner | | |
S T R +
| | sender Gat ewayOnner | D | Al D |
S o m o o oo S +
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| Sender | sender Gat ewayCredential _-inplied-_ | ACDC |
| Gateway (Gl) | I I
S T S R +
| | sender Gat ewayl d | Al D |
S oo o i O +
| | sender Gat ewaySi gnat ur ePubl i cKey | KEL or |
| | | ot her |
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o B +
| Sender | sender Gat ewayDevi cel dentityCredenti al | ACDC |
| Gateway (Gl) |_-inplied-_ | |
S o m o o i O +
| | sender Gat ewayDevi cel dentityld _-inplied-_| AID |
S o m o e oo S +
| | sender Gat ewayDevi cel dent it yPubkey | KEL or |
| | | ot her |
S T R +
| Sender | sender Net wor kCredential _-inplied-_ | ACDC |
| Net wor k | | |
S o m o e oo S +
| | sender Gat ewayNet wor ki d | AID |
S T S R +
| oo | | |
S o o e i O +
| Beneficiary |BeneficiaryCredential _-inplied-_ | vLEI |
S o m oo e S +
| | benefi ci ar yPubkey | KEL or |
| | | ot her |
S T R +
| | verifiedBeneficiaryEntityl D | Al D |
S ot o o i S +
| Recei ver | recei ver Gat ewayOnner Cr edent i al | vLEI |
| Gat eway Owner| _-inplied-_ | |
S T S R +
| | sender Gat ewayOaner | D | Al D |
S oo o i O +
| Recei ver | recei ver Gat ewayCredential _-inplied-_ | ACDC |
| Gateway (&) | I I
o m e e e oo - o e e e e e e e e e e e e e e e e e e e e memao o B +
| | recei ver Gat ewayl d | AI D |
S T R +
| | recei ver Gat ewaySi gnat ur ePubl i cKey | KEL or |
| | | ot her |
S o m o e oo S +
| Recei ver | recei ver Gat ewayDevi cel dentityCredential | ACDC |
| Gateway (&) | _-inplied-_ | |
S T R +
| | recei ver Gat ewayDevi cel dentityld | Al D |
| | _-inplied-_ | |
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. I YYSSTS S T +
| | recei ver Gat ewayDevi cel denti t yPubkey | KEL or |
| | | ot her |
S T R +
| Reci pi ent | reci pi ent Net wor kCredential _-inplied-_ | ACDC |
| Net wor k | | |
I YT T +
| | reci pi ent Gat ewayNet wor k1 d | AID |
S T S R +

Table 1: Mapping of SATP Entities and Messages to Credential Type
3.5. VLEl Roles

The VvLEl ecosystem defines roles-specific credentials. Version 1.0
of VvLElI defines six ecosystemroles.

| VLElI Role | Abbrevi ati on]|
| QualifiedvLEllssuervLEl Credenti al | QVI |
o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo Fom e m oo - - +
| Legal EntityvLElI Credenti al | LEI D |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o Fom e e o - +
| OORAut hori zati onvLEl Credenti al | OORA |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - S +
| Legal EntityOificial Organizational Rol evLEl Credential | OOR |
o o o e e e e e e e e e e e e e e e e e e e e e e e e m e oo oo Fom e m oo - - +
| ECRAut hori zati onvLEl Credenti al | ECRA |
e m e e e e e e e e e e e e e e e e e e e e e e e e e eeao o Fom e e o - +
| Legal EntityEngagenent Cont ext Rol evLEl Cr edenti al | ECR |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mema—o - S +

Table 2: VvLElI Ecosystem Rol es

The VLEl role architecdture is a hierarchical nanespace. The QVI
rol e manages the top-1evel namespace. It oversees the lifecycle of
subor di nat e nanespaces (e.g., LEID, OORA, and ECRA) which are al so
characterized as roles. The LEID rol e manages the LElID nanmespace.
The OORA rol e manages the OORA namespace and lifecycle of its
subordinate OOR role. The ECRA rol e manages the ECR nanespace and
lifecycle of its subordinate ECR role. The LEID, OOR and ECR are
_non-natural person_roles (see [ISOL7442-1 2020]). Non-VLEl
credentials are used to identify and authenticate such entities.
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3.5.1. vLEl Schenas
The various vLEI ACDC objects conformto JSON Schenas:

* LEID (https://github. com GLEI F-1 T/ vLEIl - schena/ bl ob/ mai n/ | egal -
entity-vLEl -credential.json).

* QI (https://github.com GLElI F-1T/vLEl - schena/ bl ob/ mai n/ qual i fi ed-
VLEIl -i ssuer-VvLEl -credenti al . json).

* QOORA (https://github.com GLEI F-1 T/ vLEIl - schema/ bl ob/ mai n/ oor -
aut hori zation-vl ei -credential.json).

* ECRA (https://github.com GLElIF-1T/VvLEl - schemra/ bl ob/ mai n/ ecr -
aut hori zation-vl ei-credential.json).

* OOR (https://github.comi GLEI F-1 T/ vLEl - schena/ bl ob/ mai n/ | egal -
entity-official-organizational-role-vLEl-credential.json).

* ECR (https://github.coml GLEI F-1 T/ vLEIl - schema/ bl ob/ mai n/ | egal -
entity-engagenent - cont ext-rol e-vLEl -credenti al . json).

These schenmas are used to validate JSON realizations of vLEl
credentials. Qher representations such as CBOR [ STD94] and nessage
pack [ MSGPCK] can be realized, but the schemas used to validate them
are not available at the tine of this witing.

3.5.2. Legal EntityEngagenent Cont ext Rol evLElI Credential Credentials

The SATP Messages in row 3 of Table 3 is a

Legal Entit yEngagenent Cont ext Rol evLElI Credenti al as defined by the
LEECRVLEI C (https://github. comi GLEI F-1 T/ vLEl - schenma/ bl ob/ mai n/ | egal -
entity-engagenent - cont ext-rol e-vLEl -credential .json) schena.

These nessages are realized using a LEECRVLEI C because they identify
the gateways and hosts within the respective networks involved in
transferring digital assets.

4. VvLEl Binding Architecture

The SATP core protocol [I-D.ietf-satp-core] defines several
extensible protocol fields that contain identity and ot her val ues not
defined by SATP core. To facilitate interoperability these fields
SHOULD contain a nedia type [ STD91] or content format [RFC7252]
wrapper. This specation requests | ANA assignnent of nedia type and
content format identifiers for vLEIs which are serialized as
Conposabl e Event Stream ng Representati on (CESR) [ CESR- Spec] objects
in JSON and other formats. See Section 4.4.

Smith Expires 20 April 2026 [ Page 9]



Internet-Draft SATP- vLEl Cct ober 2025

4.

1.

/1 Note: SATP describes Gateway secure channel establishnent public
/] key-pair but this isn't represented in the list of nmessage

/1 publickey nessage types. Gateway Credential type isn’'t used in

/1 any of the stages afaik. There should be an I ANA registry for the
/1 allowed credential types (vLEl, SAM., QAuth, PKI X)

I/l -- Ned Smith
SATP vLEl Mappi ng

The SATP protocol [I-D.ietf-satp-core] defines a set of SATP fl ows
that are divided into protocol nessage exchange bl ocks cal |l ed stages.
The stage-1 nessages are illustrated in Table 1. The SATP entity
that authors the various stage-1 messages is also depicted in

Table 1. The authority used to assert SATP nessages is based on a
cryptographic credential that is used to authenticate the nmessage.
SATP asset transfers depend on properly established organi zati ona
authority contexts. Table 3 illustrates the relationships between
the various SATP entities, sone of which are inplied, and the source
of authority. The table is ordered according to an authority

hi erarchy with the root authority in the first row and | eaf
entitities on the 6th row Authority is therefore cunulative from
rowto row. The type of credential used to represent authority is in
colum 3.
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B S ool s oo e el oo
| #| SATP Entity | VLEI Type & | Credential| Notes |
| | | Authority Chain | Type | |
[ =y e e st sy e ety e g U
| 1| Root VvLEl | GLEIF | vLEI | Root nanespace |
| | Issuer | | | authority |
| | _-inplied-_ | | | (e.g., GLEIF) |
T Fom e e e oo Fomm oo - oo o - +
|2] Qualified vLEI | GLEI F>>QVI | vLEI | Inter |
| | Issuer | | | organizational |
| | _-inplied-_ | | | nanespace |
| | | | authority |
oo oo S S +
| 3] Organizational | QVI>>LEID | vLEI | Organizational |
| | vLEl 1ssuer | | | level |
| | _-inplied-_ | | | nanespace |
| | | | | authority |
oo oo Fom e S S +
| 4] Originator, | LEI D>>00RA, | vLEI | Person-in-role |
| | Beneficiary, | LEI D>>ECRA, | | credential |
| | Gateway Owner | LEI D>>00RA>>C0R, | | |
| ] | LEI D>>ECRA>>ECR | | |
e Fom e S Fom e +
| 5] Gateway / | ECR>>ACDC>>KEL, | ACDC, KEL,| Operational |
| | Network | ECR>>KEL, ECR(as | other | credentials |
| | Operations | other | | (not defined |
| | Manager / Admin | issuer)>>other | | by VvLEIl) |
| | _-inplied-_ | | | |
e Fom e S Fom e +
| 6| Sender/ Receiver | n/a | KEL, ot her| Device or |
| | Gateway, | | | system |
| | Sender/ | | | identity |
| | Recipient | | | |
| | Network I I I I
e Fom e S Fom e +

Tabl e 3: Mapping SATP Entity to vLEl Role

Row 1. GEIF is a well-known root authority in the vLEl ecosystem
The GLEIF AID is public know edge.

Row 2. Second tier QVI authorities are credentialed by a root
authority. Typically, second tier authorities are inter-
organi zational issuing credentials to nultiple organizational
entities.

Row 3. Orgainzational entities use an LEID credential to nanage
i ntra-organi zati onal nanespaces.
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Row 4. SATP stage-1 nessages inply the existence of oganization
I evel entities such as Originator, Beneficiary, and Gateway
Omners. VLEl defines two forns of person-in-role credentials
that map to these SATP entities. QOOR for organizationa
of ficers and ECR for ogani zati onal departnents or functions.
SATP use cases |ikely depend on ECR credentials. A lega
entity may del egate credential issuance by nam ng an
alternate legal entity using OOR Authority (OORA) or ECR
Authority (ECRA) del egation credenti al s.

Row 5. SATP architecture assunmes the existence of intra-
organi zational entities that manage and admi nster networks
and servers. VLEl doesn't define such roles and SATP stage-1
messages don’t explicitly mention the exi stence of such
entities. However, the people responsible for adm nistering
and nmanagi ng the systens that inplenent SATP nessage exchange
have credentials that tie into the organi zati ona

accountability franmework envi saged by VvLEI. These
credentials can be KER based (e.g., KEL, ACDC) or other
(e.g., PKIX

Row 6. SATP stage-1 nessages describe various services and networks
that have been credentialed with device or systemidentities.
These credentials can be KER based or other. KER based
credentials reference the key holders AID that is the
identity of the gateway or network principal that weilds the
correspondi ng private key. An PKIX device certificate
associates a _subject nanme_ to the public key of the gateway
or network principal that weilds the corresponding private
key. A SATP gateway or network can be a principal that has
mul ti pl e key managenent subsystens (e.g., KERl and PKI X)

4.1.1. vLEl Depl oynent Considerations

SATP depl oynents could utilize other vLEI roles. For exanple, an ECR
role mght be defined for a SATP Gateway Operations Manager or

Net wor k Admi ni strator. See row 4 Table 3. Although SATP Stage 1
messages don’t directly refer to ECR credentials, the credentials
referenced could link to ECR credentials which in turn link to ECRA
credentials etc..

/1 Note: Need to describe how this draft approaches both top-down and
/1 bottomup protocol binding e.g., http and tls.

/1

/[l -- Ned Smith
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Key Structures

Keys enbedded in hardware or firmvare may not easily be converted to
an interoperablel format, hence support for nultiple key formats
ensures the SATP protocols can be inplenented by a wi de variety of
syst ens.

The SATP PublicKey nessages SHALL be encoded using JSON Wb Key (JVK)
[ RFC7517], COSE key [STD96], PKI X key in PEM or DER, or as key events
[ KERI - Spec] .

O her key formats SHOULD be all owed but are out of scope for RFCthis.
SATP Message Wapper Schema

The foll owing CDDL [ RFC8610] defines the w apper and application to
SATP fields.

1. SATP Transfer Initiation (Stage 1) Message Binding

The SATP stage 1 nessages containing identifiers use a vLEI w apper
that contains a payl oad and payl oad content identifier. Oher stage
1 nessages are public key values that use a key wapper that

di sanbi guates the key type and format or can be expressed as a

wr apped VLEIl.

sat p- message = {

? verifiedOiginatorEntityld: wapped-vlei
verifiedBeneficiaryEntityld: wapped-vlei
sender Gat ewayOaner 1 d: wrapped- vl ei
recei ver Gat ewayOmner | d: wr apped- vl ei

N N )

sender Gat ewayl d: wrapped- vl ei

reci pi ent Gat ewayl d: wrapped- vl ei

sender Gat ewayNet wor kl d:  wr apped- vl ei
reci pi ent Gat ewayNet wor kl d: wr apped- vl ei

=N ) ) )

ori gi nat or Pubkey: w apped-vlei / wapped-key

benefi ci aryPubkey: w apped-vlei / w apped-key

sender Gat ewaySi gnat ur ePubl i cKey: wrapped-vlei / w apped-key
recei ver Gat ewaySi gnat ur ePubl i cKey: wr apped-vlei / wapped-key
sender Gat ewayDevi cel dent i t yPubkey: wrapped-vlei / w apped-key
recei ver Gat ewayDevi cel denti t yPubkey: w apped-vlei / wapped-key

RSEENIEN BV IRV RN

2. VLEl Wapper
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wr apped-vlei = {
content: content-ref
payl oad: bstr / tstr

4.3.3. Content References

content-ref = non-enpty<{
? nt: vlei-nmedia-type ; TBA
? cf: uint ; TBA content format id
? cbt: bool ; payload contains CBOR tagged content in the TN() range if true, if fals
e not cbor tagged and "nmt" is required
? oid: tstr ; generated fromcontent-format-id e.g., "1.3.6.1.4.1.37476.2.1.5"

1>
4.3.4. Key Wappers

; --- Wapped Key Definitions ---

wr apped- key = $key-type
$key-type /= cose-key
$key-type /= jwk-key
$key-type /= pkix-key

cose-key = {

content: "application/cose; cose-type=cose-key" / uint,
encodi ng: "cbor™ / "base64uri" / "text",

payl oad: bstr / tstr

j wk-key = {
content: "application/jwk+json" [/ uint,
payl oad: tstr

pki x- key = {
content: "application/pkix-cert" / uint,
encodi ng: "PEM' / "DER',
payl oad: tstr / bstr
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4.4. VvLEl Media Types

VLEl credentials are expressed as Authentic Chained Data Containers
(ACDC) [ ACDC-Spec]. Section Section 8 request | ANA assignment of
medi a types [ STD91] and content format identifiers [ RFC7252].

SATP core [I-D.ietf-satp-core] anticipates JSON encoded nessage. VLEI
credential s can subsequently be JSON encoded while al so bei ng CESR

[ CESR- Spec] compliant. CESR defines JSON, CBOR, MSGPK and native
CESR variants. The follwi ng nedia types MAY be used when buil di ng
credential payl oads for SATP:

B oo
| Media Types |
[} e ————————(—————r
| application/cesr+json |
S +
| application/cesr+cbor |
T +
| application/cesr+msgpk |
o e e e e e e e e oo o - +
| application/cesr |
S +

Table 4: vLElI nedia types

The nedia types in Table 4 have start codes that conply with the

medi a type’'s structured syntax suffix, but require CESR-aware parsers
that can detect them The "cesr" subtype inforns parsers that they
have to do start code | ook-ahead processing.

The "cesr" subtype also informs parsers that the CESR stream nay
contain a variety of objects including ACDCs, AlDs, and SAIDs (as
mentioned in previous sections of RFCthis).

4.4.1. Profile Optonal Paraneter

The nedia type assignments have an optional paraneter naned

"profile=" that MAY be any value. It can be used to identify a VvLEl
profile such as vLElI credential type. It SHOULD be expressed in URI
format as illustrated in Table 5.
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| Profil e name | Profile ID |
[ e ———_——————————_—————————————————_—_ Ll —p—p—(——————r
| Qual i fiedvLEll ssuervLEl Credential (QVI) | profile=urn:vlei:qgvi

. e +
| Legal EntityvLElI Credential (LEID) | profile=urn:vlei:leid|
T e T +
| ECRAut hori zat i onvLEl Credenti al (ECRA) | profil e=urn:vlei:ecra]
S o e e e e e oo - +
| Legal Enti t yEngagenent Cont ext Rol evLEl Cr edenti al | profile=urn:vlei:ecr

| (ECR) I I
TN NN - +
| OORAut hori zat i onvLElI Credenti al (OORA) | profile=urn:vlei:oora
o m o e e e e e e e e e e e e e e e e e e e e e e e e ememao - Tt +
| Legal EntityCOfficial Organi zati onal Rol evLElI Credenti al | profil e=urn: vl ei: oor

| (OOR) I I
. +

Tabl e 5: vLEl profiles

The various VLEl credential types can be specified in a nedia type
using the profile option. Table 5 summarizes the profile identifiers
for the various VvLElI credential types. A conprehensive |listing of
VLElI profiles is provided even though sone of the vLEl credentia
types are not anticipated by the vLEI binding to SATP at this tine.

4.4.2. Encoding Optonal Paraneter

The nedi a type assignments have an optional encodi ng ("encodi ng=")
parameter that can be used to tunnel an alternative encodi ng.
Typically, encodings fall into two broad categories; text or binary.
An encodi ng MAY be any val ue, but RFCthis anticipates the foll ow ng:

* "base64uri" -- the payload is binary, as indicated by the nedia-
type, but base64 encoded when the bounding protocol is a text
stream See Section 5, [RFC4648].

4.4.3. Charset Optonal Paraneter

The nedia type assignments have an optional character set
("charset=") paraneter that can be used to identify the character
encodi ng schenme when the payload is a text encoding. By default
"utf-8" is assumed. Alternative character set encodi ngs MJST
popul ate "charset=".
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5. Verification of vLEl Payl oads
TODO

6. Inplenentation Status
TODO

7. Security Considerations

The foll owi ng security properties are assunmed for all payl oads
identified by nmedia types defined in RFCthis:

* ACDC payl oads are cryptographically signed.
* CESR payl oads are cryptographically signed and sel f-fram ng.

* Sighature verification is required to ensure authenticity and
integrity.

* Credential provenance nust be anchored to a trusted root. For
exanple, the GLEIF Root AID via ACDC edges (see [ G.ElI F-vLElI-EGH])

* VvLEls nust be validated against the vLEl schena. See
[ GLEI F-VvLEl - Part 3] .

8. | ANA Consi derations
8.1. Media Type Assignnent

I ANA is requested to add the following nedia types to the "Media
Types" registry [IANA nedi a-types].

8.1.1. application/cesr+json
This nmedia type indicates the payload is a JSON fornmatted VvLEIl.
_Type name: _
* application
_Subt ype nane: _
* cesr+json
_Required paraneters: _

*  None
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_Optional paraneters: _

* profile — Indicates the payload conforms to a specific VvLE
credential type.

* encoding — Indicates the ACDC streamis text or binary. |If
bi nary, encodi ng MJUST nake the payl oad text-safe (e.qg.,
encodi ng=base64uri). Defaults to text.

* charset — Indicates character set for text encodings. Defaults to
UTF- 8.

_Encodi ng consi derations: _

* 8-bit; JSON text encoding defaults to UTF-8.

* Binary payloads are text-safe encoded for use in JSON streans.
_Security considerations: _

* See Section 7.

_Interoperability considerations: _

* Binary payl oads nust be base64 encoded to nake payl oads conpatibl e
with text streans.

* Section 9.4 and 9.5 in the CESR specification (cold start) in CESR
* Section 11.5 Version String Field in CESR

_Publ i shed specification: _

* RFCthis

* Key Event Receipt Infrastructure (KERI) — [KERI- Spec]

* Authentictic Chained Data Containers (ACDC) — [ ACDC Spec]

* Conposabl e Event Streanm ng Representation (CESR) — [ CESR- Spec]

* GLEIF vLEl Credential Schema Registry — [G.ElI F-VLEl-Part 3]
_Applications that use this nmedia type: _
* QGLEIF vLEl issuance and verification systens.

*  SATP-conpliant credential exchange platforns.

Smith Expires 20 April 2026 [ Page 18]



Internet-Draft SATP- vLEl Cct ober 2025

* Forensic credential chaining and audit systens.

_Fragnent identifier considerations:_

*  None

_Additional information:_

* _Magi ¢ nunber(s):_ None

* File extension(s):_ .acdcjson

* Macintosh file type code(s):_ None

_Person & enmail address to contact for further information:

* N Smith ned.smith.ietf@utlook.com
(rmailto:ned.snmith.ietf@utlook.com

* GEIF IT Team vl ei -support @l eif.org (rmailto:vlei-
support @l ei f. org)

_I ntended usage: _
*  COMMON
_Aut hor: _

* N Smith ned.smith.ietf@utlook.com
(rmailto:ned.snmith.ietf@utlook.com

* GEIF IT Team vl ei -support@l eif.org (rmailto:vlei-
support @l ei f. org)

_Change controller:
* |ETF/ GLEIF
8.1.2. application/cesr+cbor
_Type nane: _
* application
_Subt ype name: _

* cesr+cbor
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_Required paraneters: _

*

None

_Optional paraneters:

*

profile — Indicates the payload confornms to a specific vLE
credential type.

encoding — Indicates the ACDC streamis text or bhinary. Defaults
to cbor.

charset — Indicates character set for text encodings. Defaults to
UTF- 8.

_Encodi ng consi derations: _

*

ACDC streams are CBOR encoded for use with binary transports. |If
the transport is a text streamthe encodi ng option should be
speci fi ed.

_Security considerations: _

*

See Section 7.

_Interoperability considerations: _

None.

_Publ i shed specification: _

*

RFCt hi s

Key Event Receipt Infrastructure (KERI) — [KERI - Spec]

Aut hentictic Chained Data Containers (ACDC) — [ ACDC Spec]
Conposabl e Event Stream ng Representation (CESR) — [ CESR- Spec]

GLEI F vLEI Credential Schema Registry — [G.ElI F-vLEl-Part 3]

_Applications that use this nedia type: _

*

*

*

Smith

GLElI F vLEl issuance and verification systens
SATP-conpl i ant credential exchange pl atforns

Forensi c credential chaining and audit systens
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_Fragnent identifier considerations: _

*  None

_Additional information:

* Magi ¢ nunber(s): None

* File extension(s): .acdcbor

* Macintosh file type code(s): None

_Person & ermai|l address to contact for further information:_

* N Smth ned.smth.ietf@utl ook.com
(mailto:ned.smth.ietf@utl ook.comn

* GLEIF IT Team vl ei -support @l eif.org (mailto:vlei-
support @l ei f. or g)

_I ntended usage: _
*  COVMON
_Aut hor: _

* N Smth ned.smth.ietf@utl ook.com
(mailto:ned.smth.ietf@utl ook.comn

* GLEIF IT Team vl ei -support @l eif.org (mailto:vlei-
support @l ei f. org)

_Change controller: _
* |ETF / GLEIF
8.1.3. application/cesr+msgpk
_Type name: _
* application
_Subt ype name: _
*  cesr+nsgpk

_Required paraneters
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*  None
_Optional paraneters: _

* profile — Indicates the payl oad confornms to a specific VLE
credential type.

* encoding — Indicates the ACDC streamis text or binary. Defaults
to nsgpk.

* charset — Indicates character set for text encodings. Defaults to
UTF- 8.

_Encodi ng consi derations: _

* ACDC streans are MSGPK encoded for use with binary transports. |If
the transport is a text streamthe encodi ng option should be
speci fi ed.

_Security considerations: _

* See Section 7.
_Interoperability considerations:
None.

_Publ i shed specification: _

* RFCthis

* Key Event Receipt Infrastructure (KERI) — [KERI - Spec]

* Authentictic Chained Data Containers (ACDC) — [ ACDC- Spec]

* Conposabl e Event Streani ng Representation (CESR) — [ CESR- Spec]

* GLEIF vLEl Credential Schema Registry — [GLElIF-VvLEl-Part 3]
_Applications that use this nedia type:

* GLEIF vLEl issuance and verification systens

*  SATP-conpliant credential exchange pl atforns

* Forensic credential chaining and audit systens

_Fragnent identifier considerations:
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*  None

_Additional information:

* Magi ¢ nunber(s): None

* File extension(s): .acdcnsgpk

* Macintosh file type code(s): None

_Person & email address to contact for further information: _

* N Smith ned.snith.ietf@utlook.com
(mailto:ned.smth.ietf@utl ook.con

* GLEIF IT Team vl ei-support @l eif.org (mailto:vlei-
support @l ei f. org)

_I ntended usage: _
*  COVMON
_Aut hor: _

* N Smith ned.snmith.ietf@utlook.com
(mailto:ned.smth.ietf@utl ook.con

* GLEIF IT Team vl ei -support @l eif.org (mailto:vlei-
support @l ei f. org)

_Change controller: _
* |ETF/ GLEIF
8.1.4. application/cesr
_Type name: _
* application
_Subt ype nane: _
* cesr
_Required paraneters: _

*  None
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_Optional paraneters: _

*

profile — Indicates the payl oad confornms to a specific VvLE
credential type.

encoding — Indicates the CESR streamis text or binary. Defaults
to text. encoding=binary indicates the CESR streamis binary
encoded.

charset — Indicates character set for text encodings. Defaults to
UTF- 8.

_Encodi ng consi derations: _

*

*

CESR defaults to UTF-8 text encoding and is sel f-frani ng.

CESR can also be a binary stream \When used in binary node the
encodi ng option MJUST be specified (e.g., encoding=binary).

_Security considerations: _

*

See Section 8.

_Interoperability considerations:

None.

_Publ i shed specification: _

*

RFCt hi s

Key Event Receipt Infrastructure (KERI) — [KERI - Spec]

Aut hentictic Chained Data Containers (ACDC) — [ ACDC Spec]
Conposabl e Event Stream ng Representation (CESR) — [ CESR- Spec]

GLEI F vLElI Credential Schema Registry — [G.El F-vLEl-Part 3]

_Applications that use this nedia type:

*

*

*

GLEI F vLEl issuance and verification systens
SATP-conpl i ant credenti al exchange pl atforns

Forensic credential chaining and audit systens

_Fragnent identifier considerations:

Smith
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*  None

_Additional information:

* Magi ¢ nunber(s): None

* File extension(s): .acdccesr

* Macintosh file type code(s): None

_Person & email address to contact for further information: _

* N Smith ned.smith.ietf@utlook.com
(mailto:ned.smth.ietf@utl ook.con

* GLEIF IT Team vl ei-support @l eif.org (mailto:vlei-
support @l ei f. org)

_I ntended usage: _
*  COVMON
_Aut hor: _

* N Smith ned.smith.ietf@utlook.com
(mailto:ned.smth.ietf@utl ook.con

* GLEIF IT Team vl ei -support @l eif.org (mailto:vlei-
support @l ei f. org)

_Change controller: _
* |ETF/ GLEIF
8.2. CoAP Content-Fornmat |D Assignnents
I ANA is requested to assign the follow ng Content-Format numbers in
the "CoAP Content-Formats" sub-registry, within the "Constrained

RESTf ul Environnents (CoRE) Parameters" Registry
[ 1 ANA. cor e- par anet ers] :

B s s s el s e e e =}

| Content-Type | Content | ID | Reference |

I | Coding | I I

[ e ey e el ety

| application/cesr+json | - | TBAL | RFCthis |

B T I T IR L +------- I +
I I

| application/cesr+cbor
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o m e e e e e e e e e e mee— oo - S S R +
| application/cesr+nmsgpk | - | TBD3 | RFCthis |
T S R R, R +
| application/cesr | - | TBD4 | RFCthis |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA1O | RFCthis |
| cesr+json;profile=urn:viei:leid | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBAll | RFCthis |
| cesr+json;profile=urn:vlei:ecr | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBAl2 | RFCthis |
| cesr+json;profile=urn:vlei:oor | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA13 | RFCthis |
| cesr+json;profile=urn:vlei:oora | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBAl4 | RFCthis |
| cesr+json;profil e=urn:vlei:qvi | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA15 | RFCthis |
| cesr+json;profile=urn:vliei:ecra | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA20 | RFCthis |
| cesr+cbor;profile=urn:viei:leid | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA21 | RFCthis |
| cesr+cbor;profile=urn:vlei:ecr | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA22 | RFCthis |
| cesr+cbor; profil e=urn:vlei:oor | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA23 | RFCthis |
| cesr+cbor;profile=urn:vlei:oora | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA24 | RFCthis |
| cesr+cbor; profil e=urn:vlei:qvi | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA25 | RFCthis |
| cesr+cbor;profile=urn:vlei:ecra | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA30 | RFCthis |
| cesr+msgpk; profile=urn:vliei:leid | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA31 | RFCthis |
| cesr+msgpk; profile=urn:vlei:ecr | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA32 | RFCthis |
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| cesr+msgpk; profile=urn:vlei:oor | | | |

o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA33 | RFCthis |
| cesr+msgpk; profile=urn:vlei:oora | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA34 | RFCthis |
| cesr+msgpk; profile=urn:vlei:qvi | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA35 | RFCthis |
| cesr+msgpk; profile=urn:vlei:ecra | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA4O | RFCthis |
| cesr;profile=urn:vlei:leid | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA41l | RFCthis |
| cesr;profile=urn:vlei:ecr | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA42 | RFCthis |
| cesr;profile=urn:vlei:oor | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA43 | RFCthis |
| cesr;profile=urn:vlei:oora | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +
| application/ | - | TBA44 | RFCthis |
| cesr;profile=urn:vlei:qvi | | | |
o e e e e e e e e e e e e e m e e o B N N +
| application/ | - | TBA45 | RFCthis |
| cesr;profile=urn:vlei:ecra | | | |
o m e e e e e e e e e eee o on S Fomm o - Fom e +

Tabl e 6: New Content-Formats
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(Artwork only avail able as CDDL: see https://ww.ietf.org/archivel/id/
draft-smth-satp-vlei-binding-01.htm)

Appendi x B. Exanples in JSON

The foll owi ng SATP w apper exanpl es show synthetic vLEl data:

{
"verifiedOiginatorEntityld": {
"content": {
"m": "application/cesr+json;profile=urn:vlei:leid"
/1 JSON serialization of an ACDC credential (LEID profile)

}1
"payl oad": "ACDC10JSON...SAID...i:did:keri:..."
/1 literal ACDC JSON text, not base64
}
}
"verifiedBeneficiaryEntityld": {
"content": {
"m": "application/cesr;profile=urn:vlei:leid;encoding=binary"
}1
“payl oad": " QUNEQz EWQDJPUKJhc2U2NEVUY29kZWQuLi 4u”
/'l base64 of binary CESR serialization of SAID credential (LEID profile)
}
}
"sender Gat ewayOmer 1 d": {
"content": ({
"mt": "application/cesr+nsgpk;profile=urn:vlei:leid"
[/l cf, cbt, oid omtted here — optional in schema
}1
"payl oad": "ACDCLOMSGP...SAID...i:did:keri:..."
/'l MessagePack serialization of an ACDC credential (LEID profile)
}
}
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{
"recei ver Gat ewayOmer |l d": {
"content": {
"m": "application/cesr;profile=urn:vlei:leid;encodi ng=base64uri"
/1 could also include cf, cbht, oid if known
}1
"payl oad": " QUNEQzEWQVTUkJhc2U2NEVUY29kZWQvLi 4u”
/1 Base64 of binary CESR stream encodi ng of SAID credenti al
}
}
"sender Gat ewayl d": {
"content": {
"mt": "application/cesr;profile=urn:vlei:ecr"
[l cf, cbt, oid omtted — optional in schema
}1
"payl oad": "ACDCLOCESR...SAID...i:did:keri:..."
/| CESR-encoded ACDC credential (ECR profile) as plain text
}
}
{ .
"recipi ent Gat ewayl d": {
"content": ({
"mt": "application/cesr+cbor;profile=urn:vliei:ecr", // fromvlei-media-type enum
"cf": 0,
"oid": "1.2.3.4.6" // actual ODfor this credential type
}1
"payl oad": " ACDCLOCBORTESTSAI Di : di d: keri : EXAMPLERGANETI D"
/1 raw CBOR bytes or base64/base64url string, but not CBOR-tagged
}
}
"sender Gat ewayNet wor kI d": {
"content": ({
"mt": "application/cesr+cbor;profile=urn:vlei:ecr;encodi ng=base64uri",
"cbt": false // no TN() CBOR tag; just base64 of raw CBOR
}1
"payl oad": "oWOZXNOLW/j ci 1j cmvkZWs0aWFs. . . "
/'l base64 of the CBOR-encoded ACDC (ECR profile)
}
}
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{
"sender Gat ewayNet wor kl d": {
"content": {
"m": "application/cesr+cbor;profile=urn:vlei:ecr;encodi ng=base64uri",
"cht": false // no TN() CBOR tag; just base64 of raw CBOR
}1
"payl oad": "gEEBAQ .."
/1l base64 of CBOR-encoded ACDC (ECR profile)
}
}
The foll owi ng SATP w apper exanpl es show synthetic key data:
t,
"origi nat or Pubkey": {
"content": "application/jwk+json",
"payload": "{ \"kty\": \"EQ", \"crv\": \"P-256\", \"x\": \"_ .. \", \"y\": \"
}Il
’ o
"benefi ci aryPubkey": {
"content": "application/cose; cose-type=cose-key",
"encodi ng": "base64uri", // explicitly flagging representation
"payl oad": "aEt NOnBRLi 4u" // base64 of CBOR COSE Key bytes
"éendercatemaySignaturePubIicKey": {
"content": "application/jwk+json",
"payload": "{ \"kty\": \"RSA", \"n\": \"...\",) \"e\": \"AQAB\" }"
"?eceiverGﬁtemaySignaturePubIicKey": {
"content": "application/cose; cose-type=cose-key",
"encodi ng": "base64uri",
"payl oad": "aFEt NQ3BBLi 4u"
"éenderGatemayDeviceldentityPubkey": {
"content": "application/pkix-cert",
"encodi ng": "PEM,
"payl oad": "----- BEG N CERTI FI CATE- - - - - \nMIB...==\n----- END CERTI FI CATE- - - - - "
"}eceivercatemayDeviceIdentityPubkey": {
"content": "application/pkix-cert",
"encodi ng": "DER',
"payload": "MIB..." // base64 DER
}
}

Acknowl edgnent s

Ni chol as Racz for review, coments, and ecosystem alignnent
contributions.

Smith Expires 20 April 2026 [ Page 34]



Internet-Draft SATP- vLEl Cct ober 2025
Samuel Smith for review, coments, and KERI ACDC CESR and vLEl
i nsi ghts.

Aut hor’ s Addr ess
Ned Smith

I ndependent
Email: ned.smth.ietf@utl ook. com

Smith Expires 20 April 2026 [ Page 35]



