I nt ernet Engi neering Task Force M Smith
I nternet-Draft 19 March 2026
I ntended status: Standards Track

Expires: 20 Septenber 2026

| Pv6 Over Nothing
draft-smth-6man-i pv6-over - not hi ng- 01

Abst r act

A perspective on the function of the network layer is that it
abstracts away the differences between the various underlying |ink

| ayer frame and addressing formats, unifying theminto a conmmon
protocol data unit format and addressing scheme, nanely the |IPv4 or

I Pv6 protocols, and hiding those details fromthe upper transport

| ayer protocols. As IPv6 is expected to becone the dom nant network
| ayer protocol, and Ethernet has becone the dominant |ink |ayer
protocol, this neno proposes elimnating the overhead of the
abstraction of Ethernet by IPv6 and using IPv6 directly as both the
link |ayer and network | ayer protocol

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

"In protocol design, perfection has been reached not when there
is nothing left to add, but when there is nothing left to take
away." [RFC1925]

As observed in the Internet Protocol Suite overview in [ RFC6272],
"The Internet |ayer provides a uniformnetwork abstraction network
that hides the differences between various network technol ogies."

More specifically, the Internet |ayer is abstracting away the
different frame formats, processing and addressing formats of the
various link layers that are used to construct an |IP based network.
To |l ayers above the network | ayer, there is a uniform packet fornmat,
uni f orm processing, and a uniform addressing schenme that identifies
al | packet sources and destinations.

Et hernet [I| EEE802. 3] has beconme the nost widely depl oyed physi cal

link |ayer technology in I P networks, displacing other link |ayer
technol ogi es such as ATM SONET/ SDH PoS, Token Ri ng and Franme Rel ay.
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This is due to Ethernet becom ng the nost popular link |ayer
technol ogy used to deploy wired Local Area Networks used to

i nterconnect conmmodity desktop personal conputers. Ethernet became
so commodified that it becane both the cheapest way to interconnect

| P devices, including routers within IP networks, and al so becane the
best Iink layer technol ogy to enhance with perfornance inprovenents,
since it provided the largest likely market for those inprovenents.

A useful conputer science principle is to optimse for the comon
case. Since |IPv6 is expected to becone the common case | P protoco

in use, Ethernet is the common case for interconnecting network
devices, and the IP layer’'s purpose is to abstract away different
link layer’'s differences, there is an opportunity to optinise for the
common case of |1 Pv6 over Ethernet and use IPv6 directly as a link

| ayer protocol. This would elinmnate the need to abstract away
Ethernet’'s link |ayer frame and addressing properties, sinplifying
the network and increasing performance. It would also elimnate the

need to also run a link layer redundancy protocol such as the
Spanni ng Tree Protocol [STP].

This neno descri bes how this can be achi eved.

Note that this is a serious proposal, despite it sounding |ike an
April Fools nmenpb. Should it progress to being published as an RFC
it could be published as Standards Track RFC on April Fools for the
anusenment of the audience.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
IPv6 link - a link layer link inplementing this specification
Maxi mum Transm ssion Unit (MIU) - the nmaxi num nunber of octets
avail abl e to the next protocol |ayer above to carry its data. Could

al so be described as the "Payl oad MIU'" for the current protoco
| ayer.
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3.

5

5.

Li nk Type

When using IPv6 as a link layer protocol, an IPv6 link is a point-to-
point link, per [RFC4861]'s point-to-point link definition. There is
no such thing as a multi-access |link connecting nore than 2 nodes
when using I Pv6 as a |link |ayer protocol.

Al so as per [RFC4861], these point-to-point links are multicast
capabl e, by sending IPv6 nulticasts to the far end of the point-to-
point link, and optionally |ooping the multicast back to the sending
host itself when necessary [Reference to | Pv6 version of RFC1112].

If an IPv6 link is used between an host and a router, this means that
an | Pv6 host is directly connected to a single upstream|Pv6 router.

If a host requires network attachment redundancy, it will need to be
connected to two different routers via two different point-to-point

| Pv6 11 nks.

| Pv6 Addressing

As per [RFC4291], all interfaces attached to IPv6 |inks are required
to have at |east one Link-Local unicast address. These addresses are
typically generated and configured via SLAAC [ RFC4862] [ RFC8064] .

Li nk-1 ocal addresses are the anal ogue for traditional link |ayer
addresses such as Ethernet MAC addresses, as packets with |ink-1oca
addresses are limted to a single |link [ RFC4007].

An interface attached to an IPv6 link may and likely will gain other
GUA [ RFC4291] and/or ULA [ RFC4193] addresses, and perhaps additiona
link-1ocal addresses, via |IPv6 address configuration nmethods such as
SLAAC [ RFC4862] [ RFC8064], DHCPv6 [ RFC9915] or nmnual configuration

I Pv6 Link Error Detection
1. Inter-Router Link Error Detection
To detect packet loss and link corruption that causes packet | oss,
isolated to a single link between two routers, single hop | Pv6
Bi di rectional Forwarding Detection (BFD) is used [ RFC5881].
Asynchronous node MJUST be used.

BFD packets are carried in UDP [ RFC768], with the UDP checksum
protecting the BFD protocol in the UDP payl oad.

Per [RFC3819], link layer checksunms are much nore robust than the
16-bit 1's conplinment checksum used by UDP, TCP, etc.
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As BFD is being used as the link error detection mechani smover an
IPv6 link, as a proxy for traditional and nuch stronger link |ayer
checksuns [ RFC3819], the UDP Additional Payl oad Checksum (APC) option
[ RFC9868] MUST be used for BFD Control packets when avail able on both
routers.

Al ternatively, BFD Authentication [ RFC5880] MJST be used if the UDP
APC option is not available on both routers. The MD5 or SHA1 hash
functions MJST be used to authenticate BFD packets, as they will also
detect link corruption that causes packet |oss. Sinple Password

aut henti cati on MJUST NOT be used, as it will not detect link errors.

If the BFD Echo function is used, then the UDP Additional Payl oad
Checksum (APC) option [ RFC9868] SHOULD be used, to nore quickly
detect link failure (that was not detected via the UDP checksum,
rather than it being detected via the next Asynchronous node periodic
BFD Control packet protected via the UDP APC Option or BFD

Aut henti cati on.

Note that the | Psec Authentication Header in Transport Mde [ RFC4302]
could al so be used to protect BFD Echo packets should the UDP APC
option not be available, with the BFD Echo packet sender
authenticating its own | ooped back packets.

5.2. Host-Router and Router-Host Link Error Detection

Transport |ayer protocols such as TCP [ RFC793] and UDP [ RFC768] use
an end-to-end checksumto detect errors that have occurred while
packets travel over the network between the transport |ayer end-
points residing in the source and destination hosts.

As inter-router IPv6 |links are protected via BFD (see previous
section), or link layer checksuns for other link |layer link types, if
no inter-router links are suffering fromerrors, then it can be
deduced that a fault lies with either the link between a source host
and its upstreamrouter, or the final router and its downstream
destination host, or both of these links. Conventional |CwWv6 Echo
Requests and Replies ("ping") [RFC4443] can be used to determ ne
which of these two links is faulty or in fact if they both are.

I f necessary, BFD [ RFC5881] coul d be used between the hosts and their
routers to better check for link errors, follow ng the sane

i mpl eent ati on requirements as when BFD i s being used between two
routers, as discussed previously.
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6

Maxi mum Transmi ssi on Unit

The (Payl oad) Maxi mum Transm ssion Unit for an IPv6 link is variable,
up to the maxi mum payl oad size that can be carried in an | Pv6 packet.

The default Maxi mum Transmission Unit for an IPv6 link is 2716-1 or
65535 octets, the maxi numvalue for the I Pv6 Payl oad Length field
[ RFC8200] .

The maxi mum Maxi mum Transmi ssion Unit for an IPv6 link is 2732-1 or
4294967295 octets, the maxi mum val ue for the Junbo Payl oad Length
field when using the Junbo Payl oad | Pv6 Hop-by-Hop option [ RFC2675].

The total |Pv6 packet size sent between nodes will be the val ue of
either the I Pv6 Payl oad Length field or the Junbo Payl oad Length
field plus 40 octets, the size of the | Pv6 Header [ RFC8200] (note
that the Payl oad Length or Junbo Payl oad Length field val ues include
the length of any optional Extension Headers behind the | Pv6 Header).

Nei ghbor Di scovery

Al t hough 1 Pv6 |inks do not have actual link |ayer addresses, and are
poi nt-to-point, [RFC4861] Nei ghbor Discovery still needs to be
performed, as specified for point-to-point links in [RFC4861]. This
i s because Nei ghbor Discovery, in addition to normally resolving an
I Pv6 address into a link layer address for link layers with
addresses, al so discovers whether or not an |IPv6 address exists at
the far end of the I Pv6 (point-to-point) link, and nonitors the
conti nued existence of discovered | Pv6 addresses via Nei ghbor
Unreachability Di scovery (NUD) [ RFC4861].

Nei ghbor Di scovery is not optional because it prevents the so-called
"pi ng- pong" probl em described in [ RFC6164] on inter-router I|inks.
Thi s probl em exi sts because router |Pv6 inplenentations weren't or
aren’t perform ng Nei ghbor Di scovery on point-to-point |inks.

I nstead, they were or are assunming that any and all non-1loca
addresses nust exist at the far end of the point-to-point link. In
other words, they weren't testing for the existence of an | Pv6
address via Nei ghbor Discovery at the far end of the |ink before
sendi ng packets to that |Pv6 address.

As | Pv6 addresses are carried directly within the Nei ghbor D scovery
protocol, and they are the functional equivalent of link |ayer
addresses, the Source/ Target Link-Layer Address [ RFC4861] option is
not required in either Neighbor Solicitations or Nei ghbor

Adverti senents.
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8.

10.

Rout er Di scovery

As coul d be expected fromthe previous Nei ghbor Discovery section,

[ RFC4861] router discovery works as usual, with the exception that
Router Solicitations and Router Advertisnents do not contain Source/
Target Link-layer Address options.

Carrying QG her Link Layer and Network Layer Protocols

It may be useful or necessary to carry link layer or network | ayer
protocols over an IPv6 |ink. For exanple, it may be useful to use
Li nk Layer Discovery Protocol [LLDP] between routers attached to an
I Pv6 Iink, or transport |egacy |Pv4 over |IPv6 |inks.

Carrying these protocols over IPv6 |links can be achi eved via various
"tunnel I ing" over |Pv6 nmethods such as [RFC2473]. For exanple, LLDP
can be carried in Ethernet frames that are tunnelled over | Pv6, with
a suitable I Pv6 unicast or nulticast destination address.

Note that as | Pv6 supports multiple different multicast scopes that
cover increasingly |arger domains of the IPv6 network [l ANA-1 Pv6-
MCAST- SCOPES], it would be possible to tunnel multicast link |ayer
protocol s such as LLDP beyond a single Iink, unlike when they are
carried in traditional link |ayer protocols such as Ethernet. In
this case, nulticast routing would need to be enabl ed on the network
to send these types of multicast |Pv6 packets beyond a single | Pv6
I'ink.

| Pv6 Over Al npbst Not hing

It is conmon for a networking stack to fill in the Destination

Addr ess, Source Address and Ethernet Type fields of each frame before
transm ssion. Upon frame reception, a Ethernet Network Interface
Card (NIC) uses a Destination Address matching nechanismw thin the
NIC to determine if it should accept the frane and pass it onto the
net wor ki ng protocol stack for further processing.

If an Ethernet NICis put into "prom scuous" mnmpode, it will accept
frames with any Destination Address val ue, passing themonto the
net wor ki ng protocol stack

Over a point-to-point Ethernet Iink, once a NNCis in prom scuous
node, the Destination and Source Address fields of an Ethernet frane
could be used to carry information other than Ethernet addresses.
This would result in an additional 12 octets per frame being
avai | abl e.
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11.

12.

13.

13.

13.

Furt hernore, again over a point-to-point Ethernet link, the 2 octet
Et hernet type field could al so be used to carry information other
than Ethernet frame type information

These initial 14 octets in the Ethernet frane could be used to carry
the first 14 octets of the | Pv6 packet, making this Ethernet |ink an
"I Pv6 over Alnpost Nothing" link, a variant of the IPv6 Iink described
previously.

Not e that Ethernet’s naxi mum (payload) MU limtations would stil
apply, although the MIU avail able woul d be 14 octets larger. The
Et hernet Frane Check Sequence would also still be present in the
frames, meaning that BFD woul d not be necessary on a link to detect
packet |oss and corruption that causes packet | oss.

It is inportant to ensure that the point-to-point Ilink is a true

physical link, or if not, there are no devices present within the
link that will interpret the values of the Destination and Source
Addresses and the Ethernet type field in these | Pv6 over al nost
nothing frames. |If such a device was present it will |ikely be

confused by the I Pv6 header data now contai ned where the former
Et hernet Destination and Source address and Type information resided,
and possibly drop rather than forward these franmes. The device may
even get so confused it ceases to operate.
I ANA Consi derati ons
This nmeno includes no request to | ANA
Security Considerations
Thi s docunent should not affect the security of the Internet.
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