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Abst ract

Thi s document specifies a non-critical X 509 v3 certificate extension
that conveys the HITPS URI of a Call Placenent Service (CPS)
associated with the tel ephone nunbers authorized in a STIR
Certificate. The extension enables originators and verifiers of STIR
PASSpor Ts to discover, with a single certificate | ookup, where Qut-

of - Band (OOB) PASSporTs can be retrieved. The mechanismonly

provi des a new way to discover the URI of CPS endpoint and is fully
backward conpatible with existing STIR certificates and OOB API s.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://github. com appliedbits/draft-sliwa-stir-cert-cps-ext. Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-sliwa-stir-cert-cps-ext/.

Di scussion of this docunment takes place on the Secure Tel ephone
ldentity Revisited Working Group mailing list (mailto:stir@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/stir/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/stir/.

Source for this draft and an issue tracker can be found at
https://github. com appliedbits/draft-sliwa-stir-cert-cps-ext.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 7 Novenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The STIR (Secure Tel ephone Identity Revisited) framework provides a
means of cryptographically asserting the identity of the calling
party in a tel ephone call by using PASSporTs carried in SIP requests,
as defined in [ RFC8224] and [ RFC8225]. To support deployment in
environnments where SIP ldentity headers may be renpved or are not
end-to-end transmittable, such as in non-1P or hybrid tel ephony
networ ks, the STIR Qut-of-Band (0OOB) nmechani smwas introduced in
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[ RFC8816]. |In OOB scenarios, PASSporTs are published to a Call
Pl acenent Service (CPS) where they may be retrieved i ndependently of
the SIP signaling path.

To enabl e di scovery of the appropriate CPS for a given tel ephone
number or SPC, this document defines a certificate extension that
binds a CPS URI to the identity resources listed in the TNAuthLi st of
the STI certificate. This CPS URI extension provides a verifiable
associ ati on between a nunber resource and its correspondi ng CPS,
enabling relying parties to di scover CPS endpoints by observing STI
Certificate Transparency (STI-CT) |ogs defined in
[I-Dietf-stir-certificate-transparency].

Thi s specification defines the syntax and semantics of the CPS UR
certificate extension, describes howit is encoded in [X 509]
certificates also defined in [ RFC5280], and outlines validation
procedures for Certification Authorities and relying parties. This
extension is intended to be used in conjunction with existing STIR
certificates defined in [ RFC8226] and del egate certificates defined
in [RFCO060] infrastructure, and supports enhanced transparency and
aut omati on in OOB PASSporT routing.

1.1. Relationship to her Specifications

Thi s docunent defines the certificate extension data format for
enbedding CPS URIs in STIR certificates. It is designed to work
within the broader STIR Qut of Band ecosystem as foll ows:

* [ RFC8816] defines the OOB architecture and the CPS concept.

* [I-Dietf-stir-servprovider-oob] describes a service-provider-
speci fic OOB depl oynent nodel and identifies, in its Section 4,
the possibility of enmbedding CPS information directly in STIR
certificates. This docunent also defines a discovery nmechani sm
built on CT log nonitoring that consunes this extension

* [I-Dietf-stir-certificate-transparency] defines STl Certificate
Transparency | ogs that can be used to publish and discover
certificates containing this extension

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

The id-pe-o00bURlI Certificate Extension

This [X.509] extension is non-critical, applicable only to end-entity
certificates, and defined with ASN. 1 [ X 680] [X 681] [X 682] [ X 683]
later in this section

This extension is intended for use in end-entity STI certificates

[ RFC8226] and del egate certificates [ RFC9060] that include TNAut hLi st
val ues aut horizing the use of specific tel ephone nunbers or Service
Provi der Codes (SPCs). The OOB URI extension provides a neans for
the certificate holder to declare the HTTPS endpoint of a Call

Pl acenent Service (CPS) defined in [ RFC8816] that can be used to
publish or retrieve PASSporTs for the covered resources.

The presence of this extension allows relying parties to discover the
CPS associated with a given tel ephone nunber w thout relying on
static configuration or bilateral agreenents. This facilitates

scal abl e and verifiable Qut-of-Band PASSporT delivery as defined in

[ RFC8816], using information already published in publicly |ogged STI
certificates.

The extension is encoded as a sequence of | A5Strings containing
absolute HTTPS URIs and is identified by an object identifier (QOD)
assigned in the PKIX id-pe arc. Additional details about the
encodi ng, semantics, and validation rules for the OOB URl list are
defined in the sections bel ow.

ASN. 1 Modul e Synt ax

The extension ASN. 1 nodule is defined as foll ows:
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OOB- CERT- EXTENSI ON
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- rod- cmw- col | ecti on-extn(TBDO) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N

| MPORTS
EXTENSI ON
FROM PKI X- CormonTypes-2009 -- RFC 5912
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmd(0)
i d- nod- pki xCommon-02(57) } ;

-- CPS URIs Certificate Extension
ext-O0BURI s EXTENSI ON :: = {
SYNTAX OOBURI s
| DENTI FI ED BY i d- pe-o00bURI }
-- OOB CPS URI Extension Syntax
i d-pe OBJECT IDENTIFIER :: =

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) mechani sms(5) pkix(7) 1}

i d- pe- 00bURI OBJECT I DENTIFIER ::= { id-pe TBDL }
OOBURI s ::= SEQUENCE SIZE (1..MAX) OF I A5String
END

Certificates containing a OOBURI that is not an absolute HTTPS UR as
defined in [ RFC3986] MJST be considered invalid by relying parties.

Note: The nuneric assignnent TBD is tenporary. |ANA will allocate a
per manent arc under "PKI X Subj ect PublicKeylnfo Certificate
Ext ensi ons” during RFC publication.

3.2. Extension Semantics

Each 1 A5String value in the sequence MUST be an absol ute UR
[ RFC3986] that:

* Uses the "https" schene.
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* |dentifies the root of the CPS HITPS APl interface (e.qg.,
"https://cps. exanpl e. net/ oob/v1").

The sequence MJST contain at |east one URI. Producers MAY include
multiple URIs to provide resiliency or geographic locality
i nformation.

3.3. Citicality

The extensi on MUST be nmarked non-critical so that inplenentations
that do not understand it can still validate the certificate.

3.4. Processing Rul es

* A STIR Authentication Service (AS), defined in [ RFC8224], that
holds a Certificate containing id-pe-o0bURI SHOULD publish OOB
PASSpor Ts to the indicated CPS

* A STIR Verification Service (VS), defined in [ RFC8224] that
recei ves a PASSporT signed by such a certificate MAY derive the
CPS endpoi nt by reading the extension, or MAY query an externa
di scovery directory that is populated by nonitoring the STI-CT
| ogs.

* |f the extension and an external directory disagree, the
resolution is a matter of |ocal policy.

* A STIR Verification Service (VS) that receives a SIP request
wi t hout an in-band PASSpor T MAY use the calling party’'s identity
(e.g., fromthe Fromor P-Asserted-ldentity headers) to query a
| ocal directory or STI-CT nonitor to | ocate the associated
certificate. Once the certificate is located, the VS can extract
the OOB URI extension to discover the Call Placenment Service and
retrieve the PASSporT.

4, Use with Cut-of-Band

Figure 1 shows the message fl ow when the extension is present:
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Figure 1

1. The enterprise obtains an STl certificate (either a STIR
certificate or delegate certificate) containing the CPS URI. The
CA submits the certificate to STI-CT. 2a. The AS sends a SIP
INVITE toward the terninating network. The INVITE may or may not
carry an in-band PASSporT. 2b. The OOB-AS subnits the PASSporT
to the CPS indicated by the extension.

2. The terminating VS retrieves the PASSporT fromthe CPS.

3. The VS (or a nonitoring conponent) discovers the CPS URl by
monitoring CT logs for certificates containing the extension.

Not e: Al though the figure depicts an enterprise scenario, the sane
mechani sm appl i es when a service provider holds an STl certificate
with the CPS URI extension.

5. Operational Considerations

* Logging: CAs issuing certificates with id-pe-oobURl NMAY subnit the
certificate to STI-CT | ogs.
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* Magration overlap: Wen changi ng a CPS endpoi nt, operators SHOULD
ensure that both the old and new CPS URI s are operational during
the transition. Specifically, the operator SHOULD i ssue a new
certificate containing the updated CPS URI, confirmits presence
in CT logs, and only then decomni ssion the old CPS endpoint. The
old certificate’s CPS URI SHOULD remain functional until the old
certificate expires or is revoked.

* Propagation delay: Relying parties that discover CPS URIs through
CT log nonitoring will experience a delay between certificate
i ssuance and CPS URI availability. This delay depends on CT |og
inclusion tine and nonitor polling intervals. Operators SHOULD
account for this delay when planning CPS mgrations by maintaining
the ol d endpoint for a period beyond the expected propagation
time.

6. Security Considerations

The CPS URI certificate extension introduces a nmechani smfor
associ ating tel ephone nunber resources with CPS endpoints through STI
certificates. The follow ng considerations apply:

* Msuse or Msissuance: A malicious or msconfigured entity may
include a CPS URI in a certificate w thout authorization for the
correspondi ng TNAut hLi st resources. Certification Authorities
(CAs) MJST validate that the entity requesting the certificate has
authority over the listed nunbers or SPCs before issuing the
certificate.

* URlI Integrity: The CPS URI is not digitally signed i ndependently
of the certificate. Relying parties MJST validate the entire
certificate chain before relying on the URI.

* Certificate Expiry and Revocation: CPS URI infornmation may becone
outdated due to certificate expiration or revocation. Relying
parties SHOULD evaluate certificate validity and revocation status
when interpreting CPS mappi ngs.

* Log Availability and Minitoring: Relying parties that depend on CT
|l og nonitoring for CPS di scovery SHOULD nonitor multiple trusted
logs to ensure tinely detection of CPS declarations and prevent
om ssion attacks.

* Information Exposure: The publication of CPS URIs in publicly
| ogged certificates may reveal deploynment metadata. This exposure
is consistent with existing STIR del egate certificate practices
and does not introduce additional privacy risk beyond what is
al ready present in TNAuthLi st usage.
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7. | ANA Consi derati ons

I ANA is requested to assign a new object identifier (OD) for the CPS
URI certificate extension in the "PKI X Extension Registry" as
fol |l ows:

*  Name: id-pe-00bURI
* AD to be assigned

* Description: Certificate extension for specifying a Call Pl acenent
Service (CPS) URI for STIR Qut-of-Band PASSporTs

* Reference: [RFC TH S]
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