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Abst ract

Thi s docunent specifies the use of NTRU in the Internet Key Exchange
Protocol Version 2 (IKEv2), follow ng the framework defined in RFC
9370. RFC 9370 introduces a nechanismthat enables nultiple key
encapsul ati on nechani sns (KEMs) to be used within | KEv2, allow ng up
to seven additional key exchange nethods to be negotiated al ongsi de
the initial key exchange. This docunment defines how NTRU can be used
as an additional key exchange nethod to inprove the post-quantum
security of |IKEv2 by broadening algorithmc diversity.

[ EDNOTE: | ANA KE code points for NTRU will be needed to be assi gned.
]

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026.
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1. I nt roduction

The 1 KEv2 as specified in [RFC7296], uses the Diffie-Hellman (DH) or
the Elliptic Curve Diffie-Hellman (ECDH) algorithmto establish a
shared secret between an initiator and a responder. However, the
advent of a Cryptographically Rel evant Quantum Comput er (CRQC)
defined in [1-D. D25] would pose a significant threat to the security
of DH and ECDH. To address this problem the M xing Preshared Keys
in | KEv2 specification [ RFC8784] was introduced as a tenporary
option. After that, PQT Hybrid Key Encapsul ati on Mechani sm (KEM in
| KEv2 was specified, which conbines post-quantum and cl assi cal KEMs
to ensure security against both classical and quantum adversari es.
To enable PQ T Hybrid KEMs in | KEv2, [RFCI9370] extends the |KEv2
specification to allow nmultiple key exchanges to take place during
the conputation of a shared secret in the Security Association (SA)
set up.
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The Multiple Key Exchanges defined in [ RFCO370] specifies howto
performup to seven additional key exchanges using the

| KE_I NTERMVEDI ATE or | KE_FOLLOANJP_KE nessages, along with procedures
for deriving new SKEYSEED and KEYMAT key material s. The reason RFC
9370 allows the use of nultiple post-quantum KEMs is to hedge agai nst
the risk that any single KEM nay be broken in the future. Wile RFC
9370 provides a general franmework that enables hybrid KEMs, it does
not define specific instantiations for concrete comnbi nations of
multiple KEMs. Currently, two Internet-Drafts aimto define such
addi ti onal key exchange nethods by buil ding upon the franework
established in [RFC9370]. First, [I-D. KR24] adds M.- KEM [ FI PS203],
al so known as Kyber. Second, [I|-D.W25] introduces FrodoKEM f or
reasons of algorithmdiversity and cryptographic agility.

To inprove the diversity of post-quantum KEM al gorithns, this
docunent proposes to include NTRU [I-D. F25]-specifically, the version
of NI ST Post-Quantum Crypt ography (PQC) round 3 [ NTRU as one of the
al gorithnms usable within the framework defined in [ RFCO370]. The

i nclusion of NTRU increases algorithnic diversity for two main
reasons. First, although NTRU is lattice-based, its security is
based on the NTRU probl em and does not rely on the (Mdul e) Learning
Wth Errors ((MLWE) problens. Second, it provides a tighter
security proof for the desired security notion: indistinguishability
under adaptive chosen-ciphertext attacks (IND-CCA2). |In addition to
increasing algorithmc versatility, the absence of patents is
beneficial to users. NIRU is patent-free, which has the advantage of
all owing users to avoid patent issues. NIRU is also a valuable
choice froman inplenmentation perspective, as its overall performance
is conparable to that of M.-KEM with notably faster encapsul ation

1.1. KEMs

In the context of the NI ST Post-Quantum Cryptography Standardization
Project [NIST-PQ, key exchange algorithns are formul ated as KEMs,
whi ch consi st of three steps:

*  "KeyGen() -> (pk, sk)': A probabilistic key generation al gorithm
whi ch generates a public / encapsul ation key ’'pk’ and a private /
decapsul ation key "sk’. The resulting pk is sent to the responder
in the KEi payl oad.

*  'Encaps(pk) -> (ct, ss)’: A probabilistic encapsulation algorithm
whi ch takes as input a public key 'pk’ (fromthe KE ) and outputs
a ciphertext 'ct’ and shared secret 'ss’. The 'ct’ is sent back
to intiator in the KEr payl oad.
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* ' Decaps(sk, ct) -> ss’: A decapsulation algorithm which takes as
i nput a secret key sk’ and ciphertext 'ct’ (fromthe KEr) and
outputs a shared secret ’'ss’, or in sonme rare cases a
di stingui shed error val ue.

2. NTRU

NTRU [1-D. F25] is a KEM based on lattices over polynomal rings. It
of fers good performance, as well as small and bal anced key and

ci phertext sizes. The paraneters of NTRU were chosen based on the
three security levels defined in the NI ST PQC Project: Levels 1, 3,
and 5. These levels correspond to the hardness of breaki ng AES-128,
AES- 192 and AES-256. Also, NTRU defines two families of paraneters:
NTRU- HPS and NTRU-HRSS. The NTRU-HPS consists of three paraneter
sets: ntruhps2048677, ntruhps4096821, and ntruhps40961229,
corresponding to security levels 1, 3, and 5, respectively. The
NTRU- HRSS i ncl udes two paraneter sets: ntruhrss701 and ntruhrss1373,
corresponding to security levels 1 and 5, respectively.

Thi s specification introduces five paraneters for | KEv2 key exchanges
to allow flexible selection based on security |evels and

i mpl ementati on requirenents, such as performance, bandw dth, and
packet size constraints. Since the ntruhps40961229 and ntruhrss1373
public key and ci phertext sizes can exceed the typical network MIU
these key exchanges could require two or three network | P packets
fromboth the initiator and the responder.

3. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

NTRU in | KEv2
1. NTRU in | KE_| NTERVEDI ATE or CREATE CHI LD _SA nessages

NTRU key exchanges can be negotiated in | KE_| NTERVEDI ATE or

| KE_ FOLLONMJP_KE nmessages as defined in the Miltiple Key Exchanges in
| KEv2 specification [ RFCO370]. W sunmarize them here for
conpl et eness.

Section 2.2.2 of [RFCI9370] specifies that KEi (0), KEr(0) are regul ar
key exchange nmessages in the first KE_SA INIT exchange which end up
generating a set of keying material, SK d, SK a[i/r], and SK e[i/r].
The peers then perform an | KE_| NTERVEDI ATE exchange, carrying new Key
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Exchange payl oads. These are protected with the SK e[i/r] and

SK a[i/r] keys which were derived fromthe IKE_SA INT as per
Section 3.3.1 of the Intermedi ate Exchange in | KEv2 docunent

[ RFC9242]. The initiator generates an NTRU keypair (sk, pk) using
KeyGen(), and sends the public key (pk) to the responder inside a
KEi (1) payload. The responder will encapsul ate a shared secret ss
usi ng Encaps(pk), and the resulting ciphertext (ct) is sent to
initiator using the KEr(1). After the initiator receives KEr(1), it
wi || decapsulate it using Decaps(sk, ct). Both Encaps and Decaps
return the shared secret (ss), and both peers have a common shared
secret SK(1) at the end of this KE(1l) exchange. The NTRU shared
secret is stirred into new keying material SK d, SK a[i/r], and

SK e[i/r] as defined in Section 2.2.2 of the Miultiple Key Exchanges
in | KEv2 document [RFC9370]. Afterwards the peers continue to the
| KE_AUTH exchange phase as defined in Section 3.3.2 of the

I nternedi ate Exchange in | KEv2 specification [ RFC9242].

NTRU can al so be used to create or rekey a Child SA or rekey the I KE
SA by using an | KE_FOLLOMJP_KE nessage after a CREATE CHI LD _SA
message. After the NTRU additional key exchange KE(1) has taken

pl ace using and | KE_ FOLLOAJP_KE exchange, the IKE or Child SA are
rekeyed by stirring the new NTRU shared secret SK(1) in SKEYSEED and
KEYMAT as specified in Section 2.2.4 of [RFC9370].

The ntruhps4096821, ntruhps40961229, and ntruhrss1373 public keys and
ci phertexts may make UDP packet sizes larger typical network MIUs
(1500 bytes). Thus, |KE_INTERVEDI ATE or | KE_FOLLOMJP_KE nessages
carrying NTRU public keys and ci phertexts may be | KEv2 fragnented as
per the | KEv2 Message Fragnmentation specification [ RFC7383].

As the payload | engths of ntruhps2048677, ntruhrss701, and
ntruhps4096821 are |l ess than the typical network MrUs (1500 bytes),
these paraneters MAY be used in IKEESAINT, resulting in a
configuration where only post-quantum KEMs are used. The other
paraneters, ntruhps40961229 and ntruhrss1373 SHOULD NOT be used in
IKE_ SA INIT nessages that could exceed typical network MIUs and
cannot be fragnented using | KEv2 fragnmentation

2.2. Key Exchange Payl oad

The KE payl oad is shown bel ow and the fields inside it has neaning as
defined in Section 3.4 of the | KEv2 standard [ RFC7296]:
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1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S

Next Payload |C RESERVED | Payl oad Length |
B S S i i i i T T a ik S S S S S

Key Exchange Met hod Num | RESERVED |
B T e R et e s o o S e R e

Key Exchange Data

+— 1+ +— +

e T S T e S I S

Fi gure 1: Key Exchange Payl oad

The Key Exchange Data fromthe initiator to the responder contains
the public key (pk) fromthe KeyGen() operation encoded as a raw byte
array as defined in [I-D. F25].

The Key Exchange Data fromthe responder to the initiator contains
the ciphertext (ct) fromthe Encaps operation encoded as a raw byte
array.

Table 1 shows the Payl oad Length, Key Exchange Method Numidentifier
and the Key Exchange Data Size in octets for Key Exchange Payl oads
fromthe initiator and the responder for the NTRU variants specified
in this docunent.

[ el s, e ety ety o}
| KEM | Payl oad Length | Key | Data Size in |
| | (initiator / | Exchange | Cctets |
| | responder) | Method Num | (initiator / |
| | | | responder) |
[ ooy s s e sy e s st o}
| ntruhps2048677 | 938 / 938 | TBD50 | 930 / 930 |
o e e e oo o a o Fom ek o e e o s +
| ntruhrss701 | 1146 / 1146 |  TBD51 | 1138 / 1138 |
o o a o T o e e e oo +
| ntruhps4096821 | 1238 / 1238 | TBD52 | 1230 / 1230 |
o e e e oo o e R o e e e o +
| ntruhps40961229 | 1850 / 1850 | TBD53 | 1842 | 1842 |
o e e e oo o a o Fom ek o e e o s +
| ntruhrss1373 | 2409 / 2409 | TBD54 | 2401 / 2401 |
o o a o T o e e e oo +

Tabl e 1: Key Exchange Payl oad Fi el ds
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3.

Exanpl es of Running Hybrid KEMS with NTRU

Fol | owi ng general exmaples given in Appendix A of [RFC9370], here is
an exanple to show that the initiator proposes the use of additional
key exchanges to establish an IKE SA. Here, the initiator proposes
three sets of additional key exchanges. Nanmely, the first set is
TBD36 (m -kem 768), TBD37 (m -kem 1024) [1-D. KR24] or NONE; the
second set is TBD50 (ntruhps2048677), TBD52 (ntruhps4096821) or NONE
As both of the two additional key exchanes are optional, the
responder can choose NONE for sone or all of the additional exchanges
if the proposed key exchange net hods are not supported or for

what ever reasons the responder decides not to performthe additional
key exchange.

Initiator Responder
HDR(I KE_SA INIT), SAi1(.. ADDKE*...), --->
KEi (Curve25519), N, N(IKEV2_FRAG SUPPORTED),
N( | NTERMEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1 D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)

Transform ADDKELl (1 D = TBD36)
Transf orm ADDKELl (1D = TBD37)
Transf orm ADDKEL1 (1 D = NONE)
Transf orm ADDKE2 (I D = TBD50)
Transform ADDKE2 (I D = TBD52)
Transf orm ADDKE2 (1 D = NONE)

<--- HDR(IKE_SA INIT), SAril(.. ADDKE*...),
KEr (Curve25519), Nr, N(IKEV2_FRAG _SUPPORTED) ,
N( | NTERVEDI ATE_EXCHANGE_SUPPORTED)
Proposal #1
Transform ECR (1 D = ENCR_AES GCM 16,
256-bit key)
Transform PRF (1D = PRF_HVAC SHA2 512)
Transform KE (I D = Curve25519)
Transform ADDKEL (I D = NONE)
Transf orm ADDKE2 (I D = TBD50)

HDR( | KE_I NTERVEDI ATE), SK {KEi (1) (TBD50)} -->
<--- HDR(1 KE_| NTERVEDI ATE), SK {KEr (1) ( TBD50) }

HDR( | KE_AUTH), SK{ IDi, AUTH SA 2, TSi, TSr } --->
<--- HDR(IKE_AUTH), SK{IDr, AUTH, SAr2,TSi, TSr}
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Figure 2: Hybrid KEMs of ECDH and TBD50 (ntruhps2048677)

In the above specific exanple, the responder chooses to run one
addi ti onal key exchanges. Nanely, it selects NONE and TBD50
(ntruhps2048677), respectively for the first and second additiona

key exchanges. According to [RFC7296], a set of keying materials can
be derived, in particular SK d, SK a[i/r], and SK e[i/r]. After
that, both peers will perform an | KE | NTERVEDI ATE exchange, carrying
TBD50 payl oad, which is protected with SK e[i/r] and SK a[i/r] keys.
After the conpletion of this | KE | NTERVEDI ATE exchange, the SKEYSEED
i s updated using SK(1), which is the TBD50 shared secret.

After the conpletion of both | KE_| NTERMEDI ATE exchanges, the
initiator and the responder continue to the | KE_AUTH exchange phase.

4. Security Considerations

Al'l security considerations from|[RFC9242] and [ RFC9370] apply to the
NTRU exchanges described in this specification.

The NTRU public key generated by the initiator and the ciphertext
generated by the responder use randommess (usually a seed) which MJST
be i ndependent of any ot her random seed used in the | KEv2
negotiation. For exanple, at the initiator, the NTRU and (EC) DH key
pairs should not be generated fromthe sanme seed. Also, nonces used
in the derivation of SKEYSEED and KEYMAT MJUST NOT be reused, in order
to ensure the pseudorandomess of key derivation using the
pseudor andom function defined in [ RFC9370].

5. | ANA Consi derati ons

I ANA is requested to assign five values for the nanes
"ntruhps2048677", "ntruhrss701", "ntruhps40961229", "ntruhrss1373",
and "ntruhps4096821"in the | KEv2 "Transform Type 4 - Key Exchange
Met hod Transform I Ds" and has listed this document as the reference.
The Recipient Tests field should also point to this docunent:

[ EDNOTE: | ANA KE code points for FrodoKEM ni ght be assigned, we
assune those code points in this spefication
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Tabl e

6. Ref er ence

[ ool ooy oo s
| Nare | Status | Reci pient | Reference |
| | | Tests | |
[} bty ety e ey e o
| ntruhps2048677 | | [TBD, this | [TBD, this |
| | | draft], | draft] |
I I p—— I T +
| ntruhrss701 | | [TBD, this | [TBD, this |
| | | draft], | draft] |
oo oo R oo S +
| ntruhps4096821 | | [TBD, this | [TBD, this |
| | | draft], | draft] |
I I p—— I T +
| ntruhps40961229 | | [TBD, this | [TBD, this |
| | | draft], | draft] |
oo oo R oo S +
| ntruhrss1373 | | [TBD, this | [TBD, this |
| | | draft], | draft] |
I I p—— I T +
| Unassigned | | | |
o R o S +

2: Updates to the I ANA "Transform Type 4 - Key Exchange
Met hod Transform | Ds" table

S
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