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1. Introduction

As software agents evolve from pre-orchestrated workfl ow aut omati ons
to truly autononous or semi-autononous assistants, they require the
ability to identify themselves -- and nore inportantly, identify
their human principals -- to external systems. Agents acting on
behal f of users to discover services, create accounts, or execute
actions currently face significant operational barriers.

The KYAPay token addresses these chall enges by providing a standard
envelope to carry verified identity and paynent information. By
utilizing "kya" (Agent ldentity) and "pay" (Payment) tokens, agents
can identify their human principals to services, sites, bot managers,
custoner identity and access managenent (Cl AM systens, and fraud
detectors. This enables agents to bypass common bl ocki ng nechani sns
and access services that were previously restricted to manual human

i nteraction.

KYAPay does not aimto define agentic identity inits entirety.
Rather, it specifies a standard and extensible JW profile for a
token that can be used to securely share human princi pal and agent
identity information with websites and APlIs. KYAPay tokens provide a
strong signal of human presence behind agentic requests that are

ot herw se indistingui shable from programmatic and potentially
mal i ci ous bot requests.
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Note that, in the future, the paynent token functionality could be
split into a separate specification, if desired by a working group
adopting the specification. It is retained here at present for ease
of review ng.

1.1. Use Cases for the KYAPay Token

Enabl i ng agents to access websites and APIs on behal f of the human
principals they represent is a design goal of KYAPay tokens. Today s
internet is designed primarily for humans, neani ng that automated
systens are often classified as nalicious and bl ocked by web security
infrastructure. However, the rise of Al agents has introduced a new
par adi gm where programmatic clients legitimtely access websites and
APlI's on behal f of human principals. Because these agents can be hard
to distinguish fromtraditional bots, they are often inadvertently

bl ocked, creating a need for the web security ecosystemto

di stinguish between legitimate agentic traffic and truly nalicious
activity. KYAPay tokens are designed to address this challenge by
enabling agents to convey verified identity and paynent credential s.
These tokens can provide web security systens and nerchants with a
strong signal that the requests are authorized by a human, allow ng
themto safely permt legitimte programmtic transactions while
aggressi vely blocking undesired traffic.

Enabl i ng agents to create accounts and/or log in to accounts on

behal f of their human principals is a related design goal. To
achieve this, systens can utilize a token exchange workfl ow
[ RFC8693]. In this process, a Security Token Service (STS), ldentity

Provider (1dP), or QAuth Authorization Server verifies incomng KYA
tokens and extracts clainms associated with the human principal, such
as enmmil addresses. The authorization server then perforns a token
exchange, swappi ng the KYA token for a standard QAuth Access Token,
whi ch the agent subsequently uses to interact with the target

service. Crucially, this architecture allows the service to know
that the agent is acting on behalf of the user, naking it possible to
differentiate between direct, hunman-present sessions and human-
initiated, agentic sessions for authorization, auditing, and security
pur poses.

Enabl i ng agents to have ubiquity of access across the Internet just
like their human principals is a related design goal. Autonmation
typically scales as it achieves higher reliability and | ower cost-to-
entry. Unlike the structured logic required by cron jobs or |ow code
/ no-code platforms, agentic automation | everages LLMs to execute
tasks via natural |anguage, effectively renoving the software-skil
barrier. As nodel reasoning inproves and infrastructure scal es,
these agents becone increasingly dependabl e and affordable for the
human principal. To nmaximize utility, agents require ubiquitous
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Internet access, a feat nade possible by KYAPay Token |ssuers. By
providing a client-side verification framework anal ogous to the
server-side role of Certificate Authorities (CAs), KYAPay builds a

st andardi zed network of acceptance across the web security ecosystem
This allows for the sean ess attestation of both the agent’ s and the
human principal’ s identity, ensuring secure, cross-domain task
execution without the friction of fragnented authentication silos.

Enabl i ng the ecosystem of web security vendors to engage in finer-
grai ned and del i berate bad-actor mtigation is a related design goal
KYA tokens provide a | ayered, verified, and extensible identity stack
specifically engi neered for autononous agents. This franework all ows
the web security ecosystemto distinguish anmong individual agent

i nstances, the platforms they run on, and the human principals behind
them By establishing this level of granular visibility, security
systens can transition from broad defensive neasures to specific
mtigation; rather than being forced to block an entire platform

adm nistrators can now i solate and neutralize a single nalicious
human user or a nmal functioning software instance w thout disrupting
legitimate traffic.

Note that the protocols using these tokens to achieve these goals are
not defined by this specification. The interoperable use of themfor
these purposes will require further specification

Early production depl oynents of KYAPay tokens are described at
https:// kyapay. org.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

The claims iss, iat, exp, aud, and jti are defined by [RFC7519]. The
header parameters alg, kid, and typ are defined by [ RFC7515].

The al g value ES256 is a digital signature algorithmdefined in
Section 3.4 of [RFC7518].

2.1. Roles

Agent: An application, service, or specific software process,
executing on behalf of a Principal

Agent ldentity: A unique identifier and a set of clains describing
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an agent. Gouped into the aid claimfor convenience. Because an
agent can be public or confidential (as described in Section 2.1
of [RFC6749]), the |level of assurance for these clains varies
dramatically. Agents also vary in terns of longevity -- they can
have stable long-running identities (such as those of a server-
side confidential client), or they can be transient and epheneral,
and correspond to individual APl calls or conpute workloads.

Agent Platform The service provider and runtine environnment hosting
the Agent, such as a cloud conpute provider or Al operator
service. Assertions about the agent platformare grouped into the
apd claim and are prinmarily used to identify the Principal entity
operating the platform allow ng consuners of the token to apply
reputation-based |l ogic or offer platformspecific services.

Principal: A legal entity (human or organi zation) on whose behal f /
in whose authority an agent or service is operating.

2.1.1. Buy-Side Roles

Buyer Agent: An Agent perform ng tasks on behalf of a Buyer
Principal, that has its own Agent ldentity, grouped into the aid
claim

Buyer Agent Platform The Agent Platform hosting the Buyer Agent.
Sone use cases require the Platformto have its own verified
identity assertions, grouped into the apd claim

Buyer Principal: A legal entity (human or organization) behind the
purchase / consunption of a product or service. The Principa
typically interacts with the seller via a Buyer Agent. Many
sellers are required to be able to determ ne the Buyer ldentity in
order to conply with KYC/ AML regul ati ons, accounting standards,
and to maintain a direct custoner relationships. The buyer
principal’s identity is grouped into the hid claim

Buyer ldentity: The aggregate verified identity assertions of the
buy-side entities, typically enconpassing the Buyer Principal, the
Buyer Agent Platform and the Buyer Agent itself. This conposite
identity is conveyed via the KYA token, allowing the seller to
verify the entire chain of responsibility behind a request. The
buyer identity utilizes the hid, apd, and aid clains.

2.1.2. Sell-Side Roles

Sel l er Agent: An Agent perform ng tasks on behalf of a Seller
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Principal, directly interacting with Buyer Agents to facilitate
di scovery and purchase. Typically runs on Internet-connected
infrastructure, and di scoverable via service directories. Seller
agent identity clains are also grouped into the aid claimif KYA
tokens are generated for the sellers.

Seller Agent Platform The Agent Platformthat hosts Seller Agents.
Sone use cases require the Platformto have its own verified
identity assertions, grouped into the apd claim

Seller Principal: A human principal (individual or organization)
that that owns the product, service, API, website, or content
bei ng consuned or sold, and serves as the ultinmate beneficiary of
a transaction. The seller principal’s identity is grouped into
the hid claim

Seller Identity: The aggregate verified identity assertions of the
sell-side entities, typically enconpassing the Seller Principal,
the Seller Agent Platform as well as the Seller Agent ldentity.
These various aspects of Seller Identity allow Buyers and Buyer
Agents to performreputation-based logic, to verify that they are
interacting with the authorized (and expected) counter-party, and
to fulfill KYCAM. regul ation requirenents. The seller identity
utilizes the hid, apd, and aid clains.

2.1.3. EcosystemInfrastructure Rol es

Identity Token Issuer: A trusted neutral entity that conducts Know
Your Custoner (KYC) and Know Your Business (KYB) (for
organi zations) verifications. It is responsible for issuing
cryptographically signed kya tokens that attest to the identity of
the Principal, Agent, and Agent Platform for both Buyers and
Sel lers.

Payment Token Issuer: A trusted entity responsible for facilitating
t he exchange of paynents and credentials between the Buyer and
Seller. It issues signed pay tokens that enable settlenment via
various schemes (Cards, Banks, Cryptocurrency), w thout exposing
raw credentials or secrets.

3. KYAPay Token Schenas
3.1. Common Token C ai s
The following are clains in conmon, used within the KYA (Know Your

Agent), PAY (Paynent), and KYA-PAY (conbi ned Know Your Agent and
Paynment) Tokens.
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iss: REQU RED - URL of the token’s issuer. Used for discovering JW
Sets for token signature verification, via the /.well-known/
jwks. json suffix mechani sm

sub: REQUI RED - Subject ldentifier. Mist be pairwi se unique within
a given issuer.

aud: REQUI RED - Audi ence (used for audi ence binding and replay
attack mtigation), uniquely identifying the seller agent. A
single string val ue.

iat: REQU RED - as defined in Section 4.1.6 of [RFC7519].
Identifies the time at which the JW was issued. This claimnmnust

have a value in the past and can be used to determ ne the age of
the JWI.

jti: REQURED - Unique ID of this JWI as defined in Section 4.1.7 of
[ RFC7519] .

exp: REQUIRED - as defined in Section 4.1.4 of [RFC7519].
Identifies the expiration tine on or after which the JWI MJUST NOT
be accepted for processing.

sdm OPTIONAL - Seller dommin, associated with the audi ence claim
the token is intended for

srl: OPTIONAL - Seller resource locator - URL the agent is intended
to access.

ori: OPTIONAL - URL of the token’s originator.

env: OPTIONAL - Issuer environment (such as "production" or
"sandbox"). Additional values nmay be defined and used.

ssi: OPTIONAL - Seller Service IDthat this token was created for

btg: OPTIONAL - Buyer tag - an opaque reference IDinternal to the
buyer.

Addi tional clainms MAY be defined and used in these tokens. The
reci pi ent MJUST ignore any unrecogni zed cl ai ns.

3. 2. KYA Token

The following identity related clains are used within KYA and KYA- PAY
t okens:

hid: REQU RED (Required for human identity use cases) - A map of
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hurman identity clains (individual or organization).

apd: OPTIONAL - Agent Platformidentity clains.
aid: REQU RED - Agent identity clains.

scope OPTIONAL - String with space-separated scope val ues, per

[ RFC8693]

The follow ng informative exanpl e displays a decoded KYA type token

"kid": "Yj FdJgFNW 9AkUnt oXI Lwoeb37PsBuGWK6_QvFLWIW', // JWK Key 1D
"al g": "ES256",
Iltypll: " kya+j v\ﬁll

"iss": "https://exanple.comissuer", // |ssuer URL

"iat": 1742245254,

"exp": 1773867654,

"jti": "b9821893-7699- 4d24- af 06- 803a6al16476b",

"sub": "bb713104-cl4e-460f-9b7c-f8140f a9bead”, // Buyer Agent Account |ID
"aud": "7434230d-0861- 46f 2-9c2c- abee33d07f 17", // Seller Agent Account ID

}

"env": "production",
"ssi": "bc3ff89f-069b-4383-82a9-8cfe53c55fc3", // Seller Service ID
"btg": "4f 6cbd39-215c-4516- bf 33-cab22862ee60", // Buyer Tag (Internal Reference |D)
"hid":
"emai |l ": "buyer @uyer. coni
pd":
"id": "d3306fc0-602b-47e6-9f e2- 3d55d028f bd2"
"name": "Acnme Shopping Agents", // Agent platform name
"emai |l ": "platform@cne.con', // Email address for the agent platform
"phone_nunber": "+12345677890", // Phone nunber for the agent platform
"organi zati on_nanme": "Acne Shopping Inc.", // Legal name of the agent platform
"verifier": "https://ww.verifier.coml", // URL of the ldentity verifier

I D
}

"verified": true, // Qutconme of the verifier’'s KYA verification
"verification_id": "a23clfe4-adb7-442d-8bca-3c8f ad5ec3a6” // Verifier’ s verification

ai d": {

"name": "Acne Agent Extraordinaire",
"creation_ip": "54.86.50.139", // |IP Address where token was created
"source_ips": ["54.86.50.139-54.86.50.141", "1.1.1.0/24",

"2001: db8: abcd: 0012:: /64", "acne.con']

/1 1P addresses fromwhich the buyer agent will nake requests to the seller
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Figure 1: A KYA type token
3.2.1. hid - Human ldentity Sub-C ains

The Human ldentity (hid) claimcontains sub-clains identifying the
human princi pal (individual or organization) as follows.

emai |l : REQUIRED - Enmil address associated with the human i ndi vi dua
or organi zation

given_nanme: OPTIONAL - G ven nane(s) or first nane(s) of the human
principal if they are an individual

m ddl e_nanme: OPTIONAL - M ddl e name(s) of the human principal if
they are an individual

fam |y name: OPTIONAL - Surnanme(s) or |ast nane(s) of the human
principal if they are an individual

phone_number: OPTIONAL - Phone numnber associated with the human
i ndi vi dual or organization

organi zati on_nanme: OPTIONAL - Name of the organization
verifier: OPTIONAL - URL of the ldentity Verifier

verified: OPTIONAL - Boolean Verification status. True if verified,
ot herwi se fal se

verification_id: OPTIONAL - Verification identifier. Ildentifier for
the verification performed, such as a GU D

Addi tional sub-cl ains MAY be defined and used. The recipient MJST
i gnore any unrecogni zed sub-cl ai ns.

3.2.2. Agent Platformldentity apd Sub-d ai s

The apd claimis optional. |If present, it contains the follow ng
sub-cl ai ns.

id: REQURED - Agent Platformidentifier.
name: REQUI RED - Agent Pl atform nane.
email: OPTIONAL - Emmil associated with agent platform

phone_nunber: OPTIONAL - Phone nunber associated with agent
pl at f or m
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organi zation_name: OPTIONAL - Legal nane associated with agent
pl at f or m

verifier: OPTIONAL - URL of the ldentity Verifier

verified: OPTIONAL - Boolean Verification status. True if verified,
ot herwi se fal se

verification_id: OPTIONAL - Verification identifier. Ildentifier for
the verification perfornmed, such as a GU D

Addi tional sub-clains MAY be defined and used. The recipient MJST
i gnore any unrecogni zed sub-cl ai ns.

3.2.3. Agent ldentity aid Sub-d ains

The aid claimis optional. |If present, it contains the follow ng
sub-cl ai ns.

nanme: REQUI RED - Agent name. The nane should reflect the business
pur pose of the agent.

creation_ip: REQU RED - The public I P address of the system/ agent
that requested the token. |Its value is a string containing the
public IPv4 or |1 Pv6 address from where the token request
originated. It MJIST be captured directly fromthe token request.

source_ips: OPTIONAL - Valid public IP address, or range of public
| P addresses, fromwhere the system/ agent’s requests to
merchants / services will originate. Array of conma-separated
| Pv4 addresses or ranges, |Pv6 addresses or ranges, or donain
nanes resolvable to an I P address via DNS. 1|Pv4 and | Pv6
addresses can be a single IPv4 or IPv6 address or a range of |Pv4
or | Pv6 addresses in CIDR notation or start-and-end |P pairs.

Addi tional sub-clains MAY be defined and used. The recipient MJST
i gnore any unrecogni zed sub-cl ai ns.

3. 3. PAY Token

The foll owi ng paynent related clains are used within PAY and KYA- PAY
type tokens:

spr: OPTIONAL - JSON string representing seller service price in
currency units.

sps: OPTIONAL - Seller pricing schenme, which represents a way for
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the seller list howit charges for its service or content. One of
pay_per _use, subscription, pay_per_nmb, or custom Additional
val ues may be defined and used.

ant: REQU RED - JSON string representing token anmount in currency
units.

cur: REQUI RED - Currency unit, represented as an | SO 4217 three
| etter code, such as "EUR'.

val: REQUI RED - JSON string representing token anmount in settlenent
network’s units.

mr:  OPTIONAL - JSON nunber representing maxi mum nunber of requests
when sps i s pay_per_use.

stp: REQUI RED - Settlenent type (one of coin or card). Additional
val ues may be defined and used.

sti: REQU RED - Meta information for payment settlenment, depending
on settlenent. type.

3.3.1. Agent Identity sti Sub-Cains

The sti claimis optional. |If present, it MAY contain the foll ow ng
sub-clainms, all of which are OPTI ONAL.

type: REQU RED - "type" is dependent on the "stp" value; for "coin"
- "usdc"; for "card" - "visa vic" or "mastercard_scof".
Addi tional values may be defined and used.

payment Token: OPTIONAL - String containing Virtual Payment Card
Nunber in I SO IEC 7812 format. 12-19 characters.

t okenExpirati onMonth: OPTIONAL - String containing two-digit
Expi rati on Month Numnber.

t okenExpirati onYear: OPTIONAL - String containing four-digit
Expiration Year.

tokenSecurityCode: OPTIONAL - String containing 3 or 4 digit CW
code.

Addi tional sub-cl ains MAY be defined and used. The recipient MJST
i gnore any unrecogni zed sub-cl ai ns.
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3.3. 2.

PAY Token Exanpl e

The followi ng informative exanpl e displays a decoded PAY type token.

{
"kid": "FgT4g8c5l gbBCC cho5JdeGQvuKlkeMDFcOl wCnBJ7Y", // JWK Key ID
"al g": "ES256",
) ;typ": “pay+jwt”
"iss": "https://exanple.net/pay_token_ issuer", // Issuer URL
"Tat": 1742245254,
"exp": 1773867654,
"jti": "b9821893- 7699- 4d24- af 06- 803a6al6476b",
"sub": "8b810549- 7443- 494f - b4ad- 5bc65871e32b", // Buyer Agent Account |ID
"aud": "37888095-2721-48d9-a2df - bf e4075f 223a", // Seller Agent Account ID
"env": "sandbox",
"ssi": "274efc47-024e- 466f-b278-152d2ee73955", // Seller Service ID
"btg": "16c135ce-a99a-453d- a7b5-4958f d91de5f", // Buyer Tag (Internal Reference |D)
"spr": "0.01",
"sps": "pay_per_use",
"ant": "15",
"cur": "USD',
"val ": "15000000",
"mr": 1600,
"stp": "card",
"sti": {
"type": "visa_vic",

"paynent Token": "1234567890123456",

"t okenExpi rati onMonth": "03",

"t okenExpirationYear": "2030",

"t okenSecurityCode": "123",

"verifier": "https://verifier.exanple.info", // URL of paynent nethod verifier

"verified": true, // Qutcone of the verifier’'s paynent nethod verification

"verification_ id": "3a6elb76-8f78-4c24-blbd-dc78a8cc3711" // Identifier for the verif
i cation performed, such as a GU D.

}
}

Figure 2: A PAY type token

3.4. KYA-PAY Token

The follow ng informative exanpl e displays a decoded KYA-PAY type
t oken.
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{
"kid": "Yj FdJgFNW 9AkUnt oXl Lwoeb37PsBuGWK6_QvFLWIW', // JWK Key ID
"al g": "ES256",
"typ": "kya-pay+jw”
A
"iss": "kya-pay.exanple.org", // Issuer URL
"iat": 1742245254,
"exp": 1773867654,
"jti": "b9821893- 7699- 4d24- af 06- 803a6al16476b",
"sub": "f24a431d- 108c- 46e6-9357-b428c528210e", // Buyer Agent Account ID
"aud": "5e00177d-ff7f-424b-8c83-2756el5ef bed", // Seller Agent Account ID
"env": "production",
"ssi": "3e6d33al-438e-482e-bba5-6aa69544727d", // Seller Service ID
"btg": "cb52eOef 2-e27d- 4e95- 862e- 475a904ae7b2", // Buyer Tag (Internal Reference |D)
"hid": {
"emai |l ": "maryj ane@uyer. exanpl e. coni,
"given_nanme": "Mary",
"m ddl e_nane": "Jane",
"fam |y_name": "Doe",
"phone_nunber": "+1-425-555-1212",
"verified": fal se
},
"apd":
"id": "4b087db2- b6e5-48b8- 8737- 1laa8ddf 4c4fe”, // Agent platformID
"name": "Acnme Shopping Agents", // Agent platform name
"emai | ": "platform@acne. cont', // Enmail address for the agent platform
"phone_nunber": "+12345677890", // Phone nunber for the agent platform
"organi zati on_nanme": "Acne Shopping Inc.", // Legal name of the agent platform
"verifier": "https://ww.verifier.coml", // URL of the ldentity verifier
"verified": true, // Qutconme of the verifier’'s KYA verification
"verification_id": "a23clfe4-adb7-442d-8bca-3c8f ad5ec3a6” // Verifier’ s verification
I D
},
"aid": {
"name": "Agentic Excellence 5 Us",
"creation_ip": "128.2.42.95", // 1P Address where token was created
"source_ips": ["54.86.50.139-54.86.50.141", "1.1.1.0/24",
"2001: db8: abcd: 0012: :/ 64", "agentic-excell ence. exanpl e. cont']
/1 1P addresses fromwhich the buyer agent will nake requests to the seller
b
"spr": "0.01",
"sps": "pay_per_use",
"ant": "15",
"cur": "USD',
"val ": "15000000",
"mr": 1600,
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"stp": "card",
"sti": {
"type": "visa_vic",
"paynment Token": "1234567890123456",
"t okenExpi rationMonth": "03",
"t okenExpirationYear": "2030",
"t okenSecurityCode": "123"

Figure 3: A KYA-PAY type token
4. Token Validation
4.1. Validating KYA and PAY Tokens
4.1.1. JW Header Validation

1. alg - JW's MIST be signed using allowed JWA al gorithns
(currently, ES256).

2. kid - The kid claimMJST be present, and set to a valid Key ID
di scoverabl e via the issuer’s (payload iss claim JW Set.

3. typ - The typ header paraneter value MJST be one of: kya+jw,
pay+j wt, or kya-pay+j w .

4.1.2. JWI Payl oad Validation

1. *Verify JW Signature* - Valid JW's MIST be signed with a valid
key belonging To the token's issuer (iss claim

2. *Validate iss Clainf - Ensure that the token is signed by the
expected valid issuer

3. *Validate the exp daint - The verifier MJST validate that the
token has not expired, within the verifier’'s clock drift
t ol erance.

4. *Validate the iat Cainr - The verifier MJST validate that the
token was issued in the past, within the verifier’'s clock drift
t ol erance.

5. *Validate the jti daim - Ensure that the jti claimis present,
and is a UU D.

6. *Validate the aud Cainf - Ensure that the aud identifies the
reci pient as the intended audi ence.
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7. *Validate the env Clainfr - Ensure that the Environment claimis
set to an expected and use case appropriate value (such as
production or sandbox)

4.2. Validating PAY Tokens

For tokens of type pay+jw or kya-pay+jwt, performthe steps
described in the Validating KYA and PAY Tokens secti on.

In addition, performthe follow ng steps.
1. The val claimis greater than O.
2. The amt claimis greater than O.

3. The cur claimis set to a currency the seller supports (such as
UsD)

4. The sps claim if present, matches the pricing schenme that you
configured in the seller’s service

5. The spr claim if present, matches the price that you configured
in the seller’s service

5. Security Considerations

When validating the JWs described in this specification,
i mpl ementers SHOULD foll ow the best practices and gui del i nes
described in [ RFC8725].

6. Privacy Considerations

KYAPay tokens are designed to convey the information that an agent is
acting on behalf of a principal - a person or organization. To do
this, they will necessarily contain information about that principa
that can be verified and utilized by participants in the system
Partici pants should therefore only share these tokens with other
legitimate participants and not make their contents public or

di scl ose themto unknown or untrustworthy parties.

Consent of the principal represented to participate in the
interactions is vital. |If | authorize an agent to shop for a w dget
at given price, it’s legitinate for the agent to carry enough

i nformati on about me to the nerchant to be able to do this for ne.
VWereas, if an agent clainms to be shopping for ne but does not have
my aut horization to do so, ny privacy and possibly also ny financi al
integrity are being violated.
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The principle of niniml disclosure should be enployed. Only the
i nfomati on needed to facilitate the intended interactions should be
pl aced in the tokens and conveyed to participants.
7. 1 ANA Consi derations
7.1. JSON Wb Token O ains Registration
This specification registers the following Clainms in the | ANA "JSON
Web Token d ains" registry [ ANA JW. C ai ns] established by
[ RFC7519] .
7.1.1. "sdnf daim
* (ClaimNane: sdm
* CaimDescription: Seller donmain the token is intended for
* Change Controller: Mchael B. Jones - nichael _b_jones@otnail.com
* Reference: (#comon-clains) of this specification
7.1.2. "srl" Caim

* O ai mNane: srl

* (ClaimDescription: Seller resource |locator - URL the agent is
i ntended to access

* Change Controller: Mchael B. Jones - michael _b_jones@otnail.com
* Reference: (#comon-clains) of this specification

7.1.3. "ori" Caim
* Claim Name: ori
* (ClaimDescription: URL of the token's originator
* Change Controller: Mchael B. Jones - michael b _jones@otnail.com
* Reference: (#common-clains) of this specification

7.1.4. "env" Caim

* C ai mNane: env
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7.1

7.1

7.1

7.1

Cl ai m Description: |ssuer environnent (such as "production" or
"sandbox")

Change Controller: Mchael B. Jones - mchael b _jones@otnmail.com
Ref erence: (#common-clains) of this specification

"btg" daim
Clai m Nane: btg

Clai m Description: Buyer tag, an opaque reference IDinternal to
t he buyer

Change Controller: Mchael B. Jones - mchael _b_jones@otnail.com
Ref erence: (#common-clains) of this specification

"hid" daim
Cl ai m Name: hid
Cl ai m Description: JSON structure containing human identity clains
Change Controller: Mchael B. Jones - michael_b_jones@otnail.com
Ref erence: (#common-clains) of this specification

"apd" Caim
Cl ai m Name: apd

Cl ai m Description: JSON structure containing agent platform
identity clains

Change Controller: Mchael B. Jones - michael b _jones@otnail.com
Ref erence: (#common-clains) of this specification

"aid" Caim
Cl aim Nane: aid
Cl ai m Description: JSON structure containing agent identity clains
Change Controller: Mchael B. Jones - mchael b _jones@otnmail.com

Ref erence: (#common-clains) of this specification

Agarwal & Jones Expi res 3 Septenber 2026 [ Page 18]



I nternet-Draft KYAPay Profile March 2026

7.1.9. "spr" Caim
* ClaimNane: spr

* ClaimDescription: JSON string representing seller service price
in currency units

* Change Controller: Mchael B. Jones - mchael _b_jones@otnmail.com
* Reference: (#pay-token) of this specification

7.1.10. "sps" Caim
* (Clai m Nane: sps

* ClaimDescription: Seller pricing schenme, which represents a way
for the seller list howit charges for its service or content

* Change Controller: Mchael B. Jones - michael _b_jones@otnmail.com
* Reference: (#pay-token) of this specification

7.1.11. "ant" daim
* ClaimNanme: am

* ClaimDescription: JSON string representing token anmount in
currency units

* Change Controller: Mchael B. Jones - michael b _jones@otnail.com
* Reference: (#pay-token) of this specification

7.1.12. “"cur" Caim
* ClaimName: cur

* (ClaimDescription: Currency unit, represented as an | SO 4217 three
| etter code, such as "EUR'

* Change Controller: Mchael B. Jones - michael b _jones@otnail.com
* Reference: (#pay-token) of this specification
7.1.13. "val" daim

* C ai m Nane: val
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* ClaimDescription: JSON string representing token amount in
settlenent network’s units
* Change Controller: Mchael B. Jones - michael b _jones@otnail.com
* Reference: (#pay-token) of this specification
7.1.14. "mmr" Claim
* ClaimName: mmr

* ClaimDescription: JSON nurmber representing maxi num nunber of
requests

* Change Controller: Mchael B. Jones - mchael _b_jones@otnmil.com
* Reference: (#pay-token) of this specification
7.1.15. "stp" Caim
* ClaimNane: stp
* (CaimDescription: Settlenment type
* Change Controller: Mchael B. Jones - michael _b_jones@otnmail.com
* Reference: (#pay-token) of this specification
7.1.16. "sti" Caim
* ClaimNane: sti

* (ClaimDescription: Meta information for payment settlenent,
dependi ng on settl enent

* Change Controller: Mchael B. Jones - michael b _jones@otnail.com
* Reference: (#pay-token) of this specification

7.2. Media Types Registration
This section registers the followi ng nedia types [ RFC2046] in the

I ANA "Media Types" registry [I ANA Medi aTypes] in the manner descri bed
in [ RFC6838] .
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7

7

2

2

1.

2

appl i cation/ kya+j wt
Type name: application
Subt ype nane: kya+jw
Requi red paraneters: n/a
Optional parameters: n/a

Encodi ng consi derations: Uses JW5 Conpact Serialization as defined
in [ RFC7515]

Security considerations: See Security Considerations in in
[ RFC7519]

Interoperability considerations: n/a
Publ i shed specification: (#kya-token) of this specification

Applications that use this nmedia type: Applications using Know
Your Agent tokens

Addi tional infornation:

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & enmil address to contact for further information: TBD

I nt ended usage: COVMON

Restrictions on usage: none

Aut hor: M chael B. Jones - michael _b_jones@otmil.com

Change Controller: Mchael B. Jones - nichael b _jones@otnail.com
appl i cation/ pay+j wt

Type name: application

Subt ype nane: pay+j w

Requi red paraneters: n/a
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* (Optional paraneters: n/a

* Encodi ng considerations: Uses JW5 Conpact Serialization as defined
in [ RFC7515]

* Security considerations: See Security Considerations in in
[ RFC7519]

* Interoperability considerations: n/a
* Published specification: (#pay-token) of this specification

* Applications that use this media type: Applications using Pay
t okens

* Additional information:
- Magic nunber(s): n/a
- File extension(s): n/a
- Mcintosh file type code(s): n/a
* Person & enmmil address to contact for further information: TBD
* Intended usage: COVMON
* Restrictions on usage: none
* Author: Mchael B. Jones - nichael _b_jones@otnail.com
* Change Controller: Mchael B. Jones - mchael _b_jones@otmil.com
7.2.3. application/kya-pay+j w
*  Type nane: application
* Subtype nane: kya-pay+j wt
* Required paraneters: n/a
* (Optional paraneters: n/a

* Encodi ng considerations: Uses JW5 Conpact Serialization as defined
in [ RFC7515]

* Security considerations: See Security Considerations in in
[ RFC7519]
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8.

8.

1.

Interoperability considerations: n/a
Publ i shed specification: (#kya-pay-token) of this specification

Applications that use this nedia type: Applications using KYA-Pay
t okens

Addi tional information:

- Magic nunber(s): n/a

- File extension(s): n/a

- Mcintosh file type code(s): n/a

Person & email| address to contact for further information: TBD
I nt ended usage: COVMON

Restrictions on usage: nhone

Author: M chael B. Jones - michael _b_jones@otnail.com

Change Controller: Mchael B. Jones - michael _b_jones@otnmail.com
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