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Abst ract

Thi s docunent defines the resource paranmeter for QAuth 2.0 access

t oken responses, enabling an authorization server to indicate to the
client the resource(s) which an issued access token is for. It
updat es "Resource Indicators for QAuth 2.0" (RFC 8707).

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at

https://panva. github.io/draft-oauth-rfc8707bi s/ draft-skokan-oaut h-
resource-response. htm. Status information for this docunment nmay be
found at https://datatracker.ietf.org/doc/draft-skokan-oauth-

resour ce-response/ .

Di scussion of this docunent takes place on the Wb Aut horization

Prot ocol Working Goup nailing list (mailto:oauth@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/oauth/.
Subscribe at https://ww. ietf.org/mailman/listinfo/oauth/.

Source for this draft and an issue tracker can be found at
https://github. com panva/draft-oauth-rfc8707bis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 3 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

"Resource Indicators for QAuth 2.0" [RFC8707] defines the resource
request paraneter for use in authorization requests and access token
requests, enabling a client to signal the target protected
resource(s) to an authorization server. However, it does not define
a correspondi ng response paraneter that would allow the authorization
server to communi cate back to the client which resource(s) the issued
access token is actually for.
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Wthout a response paraneter, a client cannot reliably determ ne the
ef fective resource(s) of an issued access token when the

aut hori zation server restricts the token to a subset of the requested
resources, or when it applies a default resource policy in cases
where the client did not include the resource paraneter inits
request .

Thi s docunent addresses that gap by defining the resource paraneter
for use in access token responses.

1.1. Requirenents Notation and Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Access Token Response Resource Paraneter

In access token responses, the resource paraneter is represented as a
JSON array of strings, unlike the repeated formencoded or query
paraneter used in requests defined in [ RFC8707].

The resource paraneter defined for an access token response
(Section 5.1 of [RFC6749]) is used to indicate to the client the
resource(s) which an issued access token is for

resource: OPTIONAL, if identical to the resource val ue(s) requested
by the client; otherwise, REQURED. Its value is a JSON array of
strings, where each string is an absolute URI as specified by
Section 4.3 of [RFC3986], identifying a protected resource for
whi ch the access token is valid. The array MJST contain at | east
one val ue.

[[TODG (#1 (https://github.com panval/draft-oauth-rfc8707bi s/

i ssues/ 1)) Should the response use resource (a JSON string) when a
single resource is indicated and resources (a JSON array of strings)
when multiple are indicated instead?]]

The resource response paraneter serves a sinmlar role to the scope
response parameter defined in Section 5.1 of [RFC6749]: it inforns
the client when the resource(s) associated with the issued access
token differ fromwhat the client requested. This can occur when the
aut hori zation server restricts the token to a subset of the requested
resources, or when the authorization server applies a default
resource policy in cases where the client did not include the
resource parameter in its request.
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If the client requested access to nultiple resources but the

aut hori zation server issues an access token that is restricted to a
subset of those resources, the authorization server MJST include the
resource paranmeter in the response to informthe client of the
effective resource(s). The client can then nake additional token
requests for the remnmining resources as needed.

2.1. Scope or Policy Determ ned Resources

In sone depl oynents, certain scope values are inherently associated
with specific protected resources. For exanple, the openid scope in
Qpenl D Connect [Openl D.Core] is tightly coupled to the Userinfo
endpoi nt, and authorization servers may define scope values that are
only meaningful at a particul ar resource.

When an aut hori zation server issues an access token for a resource
that it determ ned based on requested scope values or its own default
policy, rather than froman explicit resource request paraneter, the
aut hori zati on server SHOULD use the resource’s designated Resource
Identifier [RFC9728] as the resource response paraneter value. |If no
Resource ldentifier is defined for the resource, the authorization
server SHOULD use the exact URL of the protected resource instead.
The val ue used SHOULD be one that the client can recogni ze and
correlate with the intended protected resource (e.g., the Userlnfo
endpoint URL for an Openl D Provi der when the openid scope is
request ed) .

Since such a resource value was not explicitly requested by the
client, the resource response paraneter is REQURED in this case per
the condition defined in Section 2

The following is a non-normative exanple of a token endpoint response
where the authorization server indicates that the issued access token
is valid for use at https://cal.exanple.conl

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token": " _Q oyRuYgH j ZgXwuS54t hQm L5GhB3XH20cVt Yf q",
"token_type": "Bearer",
"expires_in": 3600,
"refresh_token": "4LTC8l bOacc60y4esc1Nk9IBWCOi mAwH7ki c16BDC2",
"scope": "cal endar"”,
"resource": ["https://cal.exanple.con"]

}
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Fi gure 1: Access Token Response with Resource

The following is a non-normative exanple of a token endpoint response
where the authorization server, acting as an Openl D Provi der, issues
an access token for the Userlnfo endpoint based on the openid scope
val ue that was requested by the client. The authorization server
uses the userinfo_endpoint URL fromits discovery netadata as the
resour ce val ue.

HTTP/ 1.1 200 OK
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"access_token": "_Q oyRuYgH j _ZgXwuS54t hQm L5GhB3XH2ct Yf gh",

"token_type": "Bearer",

"expires_in": 3600,

"refresh_token": "4LTC8l bOacc60y4esc1NkIBWCOi mAwH7ki c16BDC2",
"id_token": "eyJhbGci G JSuzl...",

"scope": "openid email profile",

"resource": ["https://server.exanple.com userinfo"]

Figure 2: Access Token Response with Scope-Deternined Resource
3. Security Considerations
Thi s docunent inherits the security considerations of [RFC8707].
Know edge of the resource(s) for which an access token is valid does
not introduce new security concerns for the client. The resource
response parameter nmerely makes explicit information that the client
either already requested or that the authorization server determ ned
based on its policy.
4. Privacy Considerations
The resource response paraneter conveys information about the
resource(s) associated with an access token back to the client.
Since the client either requested these resources or they were
determ ned by authorization server policy, no new privacy-sensitive
information is disclosed by this paraneter.

5. | ANA Consi der ati ons
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5.1. CQAuth Paraneters Registration

Thi s specification updates the following value in the 1 ANA "QAuth
Par anmet ers" registry [I ANA QAut h. Paranet ers] established by
[ RFC6749] .

Par anet er nane: resource

Par amet er usage | ocation: authorization request, token request,
t oken response

Change controller: |ETF

Speci fication docunment(s): Section 2 of [RFC8707] and Section 2 of
t hi s docunent
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