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Abst r act

Thi s docunent defines SHA-512 as an additional hash algorithmfor
QAuth 2.0 Proof Key for Code Exchange (PKCE), nutual -TLS certificate-
bound access tokens, and Denonstrating Proof of Possession (DPoP),
for use in deploynments operating under security policies that
prohibit the use of SHA-256, which is otherwi se mandated or the only
option in these nechanisns.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-skokan-oaut h-additional -

hashes/ .

Source for this draft and an issue tracker can be found at
https://github. com panva/draft-oaut h-addi ti onal - hashes.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 August 2026.
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1.

I nt roducti on

Several QAuth 2.0 mechani sms excl usively nandate the use of SHA-256:

Proof Key for Code Exchange (PKCE) [RFC7636], mutual -TLS certificate-
bound access tokens [ RFC8705], and Denonstrating Proof of Possession
(DPoP) [ RFC9449] .

Security policies, such as the US Conmercial National Security

Al gorithm (CNSA 2.0) Suite [cnsafaq], prohibit the use of SHA-256 and
require SHA-384 or SHA-512. This prevents the depl oynent of these
QAut h 2.0 nechani sns in such environments.

Thi s docunent addresses this gap by defining SHA-512 alternatives for
each of these nechanisns, for use in deploynents operating under such
constrained policies. For PKCE, a new S512 code chall enge nethod is
defined. For nutual -TLS certificate-bound access tokens, a new

x5t #S512 confirmati on nethod is defined. For DPoP, this docunent
defines SHA-512 alternatives for the JWK Thunbprint confirmation

met hod (j kt #S512) and the access token hash claim (at h#S512), as well
as an extensible framework for authorization code binding and access
token hash al gorithm negoti ati on

[[TODG The hash al gorithm chosen by this docunment is currently SHA-
512. The working group shoul d deterni ne whether to define SHA-384 or
SHA-512. 1]

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Al references to "CNSA 2.0" in this docunent refer to CNSA 2.0
[cnsafaq], unless stated otherw se.

Pur pose and Scope

The sol e purpose of this docunent is to enable depl oynents operating
under security policies that prohibit SHA-256 to use PKCE, nutual-TLS
certificate-bound access tokens, and DPoP. |n such constrained

depl oynents, the SHA-512 alternatives defined herein are used in

pl ace of their SHA-256 counterparts, since those depl oyments cannot
use SHA-256 at all.
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Thi s docunent does not deprecate the SHA-256 based nethods defined in
exi sting specifications. The SHA-256 based nmethods remain the widely
depl oyed, interoperable and recomrended defaults for all mechani sns
addressed by this docunent. Deploynents that are not subject to such
security policies SHOULD NOT offer or use the SHA-512 based net hods
defined herein.

The negoti ati on mechani sns defined herein may however facilitate a
broader transition away from SHA-256 in the future, should that
becone necessary.

4. PKCE

Proof Key for Code Exchange (PKCE) [RFC7636] defines plain and S256
as code chal |l enge nmet hods, with S256 being the only method that
applies a cryptographic hash to the code verifier. The specification
establ i shes the "PKCE Code Chal | enge Methods" registry, which this
docunent uses to register the S512 code chal |l enge net hod

4.1. S512 Code Chal |l enge Met hod

Thi s docunent defines a new code challenge nethod for use with PKCE
[ RFC7636]. The client creates a code challenge derived fromthe code
verifier by using the follow ng transfornmation on the code verifier:

S512: code_chal | enge = BASE64URL( SHA- 512( ASCl | (code_verifier)))

The server-side verification of the code verifier follows Section 4.6
of [RFC7636], using SHA-512 as the hash al gorithm

4.2. Authorization Server Mt adata

An Aut hori zation Server that supports the S512 code chal | enge met hod
MUST advertise its support by including S512 in the
code_chal | enge_net hods_supported net adata paraneter val ue, as defined
in QAuth 2.0 Authorization Server Metadata [ RFC8414] or OpenlD
Connect Discovery 1.0 [ Openl D. Di scovery].

A dient intending to use the S512 code chal |l enge net hod MJST first
confirmthat the Authorization Server supports it by checking the
code_chal | enge_net hods_supported netadata value. A Cdient MJST NOT
use the S512 code challenge nethod if the Authorization Server does
not advertise support for it.
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5

5.

Mut ual - TLS

QAuth 2.0 Mutual -TLS Cdient Authentication and Certificate-Bound
Access Tokens [ RFC8705] exclusively uses SHA-256 for certificate-
bound access tokens via the x5t#S256 confirmation method. No
alternative hash algorithms or extension points for hash algorithm
negoti ati on are defined. This docunment defines the x5t#S512
confirmation method and a Resource Server metadata paranmeter for
negoti ating the confirmation method.

1. x5t#S512 Confirmati on Met hod

RFC 8705 [ RFC8705] defines the x5t#S256 confirmation nethod nenber
for binding access tokens to a client certificate using a SHA-256
hash of the DER-encoded X 509 certificate.

Thi s docunent defines an anal ogous confirmati on net hod nmenber
x5t #S512 t hat uses SHA-512 as the hash al gorithm

x5t #S512: The value is a base64url -encoded SHA-512 hash of the DER
encodi ng of the X. 509 certificate.

When using x5t#S512, the Authorization Server conputes the SHA-512
hash of the client certificate presented during nutual -TLS and
includes the result as the x5t#S512 menber of the cnf claimin the
access token (for JW access tokens) or associates it with the token
for later retrieval via token introspection [RFC7662].

The Resource Server MJST conpute the SHA-512 hash of the client
certificate presented during nutual -TLS and conpare it with the
x5t #5512 value in the cnf claim |If the values do not match, the
Resource Server MJST reject the request.

The choi ce of x5t#S512 over x5t#S256 is a depl oynent decision. It
can be configured out of band or by the Authorization Server using
the Resource Server’s netadata (Section 5.2).

[[TODG Section 3.1 of [ RFC7800] does not preclude the presence of
bot h x5t #S256 and x5t#S512 in the sane cnf claim [Including both
woul d not represent confirmations for two different keys but rather
two di fferent hash confirmations of the sane certificate. This may
actually be useful during a transition period in possible future non-
constrai ned depl oynent scenarios. The working group should determne
whet her to prohibit or allow this.]]
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5. 2. Resource Server Metadata

Thi s docunent defines the mls_confirmation_methods_supported
Resource Server netadata paraneter [RFC9728]. |Its value is a JSON
array containing the rmutual -TLS confirnmati on nethod names that the
Resource Server supports. Defined values are x5t#S256 and x5t #S512
If omitted, the default is ["x5t#S256"].

6. DPoP

QAuth 2.0 Denonstrating Proof of Possession (DPoP) [ RFC9449]

excl usively uses SHA-256 for all of its hash operations: the jkt
confirmati on method, the ath access token hash claim and the
dpop_j kt authori zation code binding paraneter. No alternative hash
al gorithms or extension points for hash al gorithm negotiation are
defi ned.

Section 11.10 of [RFC9449] anticipated the need for hash al gorithm
agility and foresaw that a future specification would define a new
confirmation nmethod, JWI claim and authorization request paraneter
for use as alternatives to their SHA-256 counterparts. This docunent
defines those DPoP nechani sns: the dpop_j kt _nethod authori zation
request paraneter, the jkt#S512 confirmation nmethod, and the at h#S512
JWI claim | n constrained depl oynents where SHA-256 is prohibited,
these are used in place of their SHA-256 counterparts rather than

al ongsi de t hem

6.1. Authorization Code Bi ndi ng Met hods
6.1.1. dpop_jkt_nethod Authorization Request Paraneter

RFC 9449 [ RFC9449] defines the dpop_jkt authorization request
paraneter as the JWK Thunbprint [RFC7638] of the DPoP public key
usi ng SHA-256. This docunent changes the definition of dpop jkt to
all ow alternative hash algorithns indicated by the dpop_j kt_nethod
par aneter.

Thi s docunent defines the dpop_jkt_nethod authorization request
paraneter, sent al ongside dpop_jkt, to indicate the hash al gorithm
used to conpute the JWK Thunbprint. The foll owi ng nethod val ues are
defi ned:

S256: JWK Thunbprint [ RFC7638] using SHA-256, as originally defined
in Section 10 of [ RFC9449].

S512:  JWK Thunbprint [RFC7638] using SHA-512.
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For backwards conpatibility, when dpop_jkt_method is absent fromthe
aut hori zati on request, the Authorization Server MJST assune the val ue
S256.

The val ue of dpop_j kt MJST be conputed using the hash al gorithm
i ndi cated by dpop_j kt _net hod.

6.1.2. Authorization Server Metadata

Thi s docunent defines the dpop_j kt nethods_supported Authorization
Server netadata paraneter. Its value is a JSON array containing the
dpop_j kt _net hod val ues that the Authorization Server supports.

An Aut hori zation Server that supports dpop_j kt_nethod val ues beyond
S256 MUST advertise its support by including the supported values in
the dpop_j kt _net hods_supported netadata paraneter.

A Cient intending to use a dpop_j kt nethod val ue other than S256
MUST first confirmthat the Authorization Server supports it by
checki ng the dpop_j kt _net hods_supported netadata value. A Cient
MUST NOT use a dpop_j kt_nmethod val ue that the Authorization Server
does not advertise support for

6.2. SHA-512 Hash Al gorithns
6.2.1. jkt#S512 Confirmation Method

RFC 9449 [ RFC9449] defines the jkt confirmation nethod nenber for
bi ndi ng access tokens to a DPoP public key using a SHA-256 JWK
Thunmbprint [ RFC7638].

Thi s docunent defines an anal ogous confirmati on net hod nmemnber
j kt #5512 that uses SHA-512 as the hash al gorithm

j kt#S512: The value is the base64url encodi ng of the JWK Thunbpri nt
[ RFC7638] computed using SHA-512 of the DPoP public key (in JW
format) to which the access token is bound.

VWhen using j kt#S512, the Authorization Server conmputes the SHA-512
JWK Thunbprint of the DPoP public key and includes the result as the
j kt#S512 nmenber of the cnf claimin the access token (for JW access
tokens) or associates it with the token for later retrieval via token
i ntrospection [ RFC7662] .

The Resource Server MJST conpute the SHA-512 JWK Thunbprint of the
DPoP public key and conpare it with the jkt#S512 value in the cnf
claim |If the values do not match, the Resource Server MJST reject
the request.
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The choi ce of jkt#S512 over jkt is a deploynent decision. It can be
configured out of band or by the Authorization Server using the
Resource Server’s netadata (Section 6.2.3)

[[TODG Section 3.1 of [ RFC7800] does not preclude the presence of
both jkt and jkt#S512 in the same cnf claim Including both would
not represent confirmations for two different keys but rather two
different hash confirmations of the sane key. This may actually be
useful during a transition period in possible future non-constrained
depl oynent scenarios. The working group should determ ne whether to
prohibit or allowthis.]]

6.2.2. ath#S512 Access Token Hash

RFC 9449 [ RFC9449] defines the ath claimin the DPoP proof JW as the
base64url - encoded SHA-256 hash of the ASCI| encodi ng of the access
t oken val ue.

Thi s docunent defines an anal ogous cl ai m at h#S512 that uses SHA-512
as the hash al gorithm

at h#S512: The value is the base64url encoding of the SHA-512 hash of
the ASCI|I encoding of the associ ated access token's val ue.

When used, ath#S512 is included in the DPoP proof JW in place of
at h.

[[TODG Including both ath and ath#S512 in the sane DPoP proof JWI
woul d not represent hashes of two different access tokens but rather
two di fferent hash confirmati ons of the sane access token. This may
actually be useful during a transition period in possible future non-
constrai ned depl oynent scenarios. The working group should determne
whet her to prohibit or allow this.]]

The Resource Server MJST conpute the SHA-512 hash of the ASCII
encodi ng of the access token value and conpare it with the ath#S512
value in the DPoP proof JW. |If the values do not match, the
Resource Server MJST reject the request.

A Resource Server MAY signal the required access token hash nethod by
including the ath_method paraneter in the WWMAut henticate: DPoP
chall enge. The value of ath_method is the name of the claimthe
Cient MUST use: ath for SHA-256 or ath#S512 for SHA-512. \hen
ath_nethod is absent, the dient MJST use ath. Additionally,
Resource Server netadata for the supported access token hash met hods
is defined in Section 6.2.3.
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The following is a non-normative exanple of an HTTP response
signalling the client to use at h#S512

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: DPoP al gs="Ed25519", at h_net hod="at h#S512"

6. 2. 3. Resource Server Metadata

Thi s docunent defines the follow ng Resource Server netadata
paraneters [ RFC9728]:

dpop_confirmati on_mnet hods_supported: JSON array containing the DPoP
confirmation method nanes that the Resource Server supports.
Defined values are jkt and jkt#S512. |If omitted, the default is
["jkt"].

dpop_access_t oken_hash_net hods_supported: JSON array containing the
access token hash claimnanes that the Resource Server supports
Defined values are ath and ath#S512. |f onmitted, the default is
["ath"].

7. Security Considerations

The S512 code chal | enge nethod provides the same structural security
properties as S256. It is a one-way transformation of the code
verifier that prevents an attacker who intercepts the authorization
code from conmputing the code verifier needed to exchange it for

t okens.

The x5t#S512 confirmation nmethod provides the sane structura
security properties as x5t#S256 defined in [ RFC8705].

The j kt#S512 confirmation nmethod, dpop_jkt conbined with
dpop_j kt _net hod paranmeter, and at h#S512 cl ai m provi de the sane
structural security properties as their SHA-256 counterparts defined
in DPoP [ RFC9449] .

SHA- 512 provides a 256-bit collision resistance and 512-bit preinage
resi stance, exceeding the 128-bit and 256-bit |evels provided by SHA-
256. The use of SHA-512 is suitable for deploynents with el evated
security requirenents.

Depl oynents that do not have restrictions on use of SHA-256 do not
need to mgrate away fromthe established SHA-256 based nechani sns.
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8. | ANA Consi derations

8.1. PKCE Code Chall enge Method Regi stration
Thi s docunent requests registration of the followi ng value in the
"PKCE Code Chal |l enge Methods" registry established by Section 6.2 of
[ RFC7636] :
Code Chal |l enge Method Parameter Name: S512
Change Controller: |ETF
Speci fication Docunent(s): Section 4.1 of this docunent

8.2. DPoP Authorization Code Binding Methods Registry

Thi s docunent establishes the "DPoP Authorizati on Code Binding
Met hods" registry for dpop_j kt nethod val ues.

New entries are regi stered using the Specification Required policy
[ RFC5226] .

The initial contents of the registry are:

Met hod Nane: S256

Change Controller: |ETF

Speci fication Docunent(s): Section 10 of [RFC9449]

Met hod Name: S512

Change Controller: |ETF

Speci fication Docunment(s): Section 6.1.1 of this docunent
8.3. (QAuth Paraneters Registrations

Thi s docunent requests registration of the follow ng value in the
"QAut h Paraneters" registry established by [ RFC6749]:

Par anet er Nanme: dpop_j kt _net hod
Par amet er Usage Location: authorization request
Change Controller: |ETF

Speci fication Docunment(s): Section 6.1.1 of this docunent
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8.4. (QAuth Authorization Server Metadata Registration
Thi s docunent requests registration of the follow ng value in the
"QAut h Aut horization Server Metadata" registry established by
[ RFC8414] :
Met adat a Name: dpop_j kt _met hods_support ed

Met adat a Description: JSON array containing a list of the
dpop_j kt _net hod val ues supported by the Authorization Server

Change Controller: |ETF
Speci fication Docunment(s): Section 6.1.2 of this docunent
8.5. JWI Cains Registration

Thi s docunent requests registration of the followi ng value in the
"JSON Web Token d ai ns" registry established by [ RFC7519]:

Cl ai m Nane: at h#S512

Clai m Description: The base64url-encoded SHA-512 hash of the ASCI I
encodi ng of the associ ated access token' s val ue

Change Controller: |ETF
Speci fication Docunment(s): Section 6.2.2 of this docunent
8.6. (QAuth Protected Resource Metadata Registrations
Thi s docunent requests registration of the follow ng values in the
"QAut h Protected Resource Metadata" registry established by
[ RFC9728] :

Met adat a Name: dpop_confirnmati on_net hods_supported

Met adat a Description: JSON array containing a list of the DPoP
confirmation method nanes supported by the Resource Server

Change Controller: |ETF
Speci fication Docunment(s): Section 6.2.3 of this docunent
Met adat a Name: dpop_access_t oken_hash_net hods_support ed

Met adat a Description: JSON array containing a |ist of the access
token hash cl ai m nanes supported by the Resource Server
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8.

9

9

7

1.

Change Controller: |ETF
Speci fication Docunment(s): Section 6.2.3 of this docunent
Met adata Name: ntls_confirnmation_nethods_supported

Met adat a Description: JSON array containing a list of the nmutual -TLS
confirmation method nanes supported by the Resource Server

Change Controller: |ETF
Speci fication Docunent(s): Section 5.2 of this docunent
JWI' Confirmation Methods Registrations

Thi s docunent requests registration of the followi ng values in the
"JWI Confirmation Methods" registry established by [ RFC7800]:

Confirmati on Met hod Val ue: x5t#S512

Confirmation Method Description: X 509 Certificate SHA-512
Thunbpri nt

Change Controller: |ETF
Speci fication Docunent(s): Section 5.1 of this docunent
Confirmati on Met hod Val ue: | kt#S512
Confirmation Method Description: JW SHA-512 Thunbprint
Change Controller: |ETF
Speci fication Docunment(s): Section 6.2.1 of this docunent
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