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Abstract

Thi s docunent registers Post-Quantum (PQ and Post- Quant un
Traditional (PQT) hybrid algorithmidentifiers for use with JSON
oj ect Signing and Encryption (JOSE), building on the Hybrid Public
Key Encryption (HPKE) frameworKk.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://panva. git hub.i o/ draft-jose-hpke-pqg-pqt/draft-skokan-jose-
hpke-pg-pgt.htm. Status information for this docunent nmay be found
at https://datatracker.ietf.org/doc/draft-skokan-jose-hpke-pg-pqt/.

Di scussion of this docunent takes place on the Javascript hject
Si gning and Encryption Working Goup mailing |ist
(mailto:jose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at
https://github. com panval/draft-j ose-hpke-pg- pqt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

[I-D.ietf-jose-hpke-encrypt] defines how to use Hybrid Public Key
Encryption (HPKE) with JSON Web Encryption (JWE) using traditional
Key Encapsul ati on Mechani sns (KEM based on Elliptic-curve Diffie-

Hel | man ( ECDH) .

Thi s docunent extends the set of registered HPKE al gorithms to

i ncl ude Post-Quantum (PQ and Post-Quantuni Traditional (PQT) hybrid
KEMs, as defined in [I-D.ietf-hpke-pq]. These al gorithns provide
protection agai nst attacks by cryptographically rel evant quantum
conput ers.

The term"PQ T hybrid" is used here consistent with
[1-D.ietf-hpke-pg] to denote a conbi nati on of post-quantum and
traditional algorithns, and should not be confused with HPKE s use of
"hybrid" to describe the conbination of asymetric and symetric
encryption.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses the terns "Traditional Al gorithn, "Post-Quantum
Algorithni, "PQ T Hybrid Schene", and "PQ T Hybrid KEM as defined in
[ RFC9794]. The term "pure post-quantum' is used in this docunent to
refer to a single-algorithmscheme using only a post-quantum
algorithm with no traditional component.

Algorithmildentifiers

This section defines the algorithmidentifiers for PQ and PQ T HPKE-
based encryption in JOSE. Each algorithmis defined by a comnbination
of an HPKE KEM a Key Derivation Function (KDF), and an Authenti cated
Encryption with Associated Data (AEAD) al gorithm

Al algorithns defined in this section follow the sane operational
nmodel as those in [I-D.ietf-jose-hpke-encrypt], supporting both
integrated encryption as defined in Section 5 of
[I-D.ietf-jose-hpke-encrypt] and key encryption as defined in
Section 6 of [I-D.ietf-jose-hpke-encrypt].

Test vectors for all algorithnms defined in this section are provided
in Appendi x A
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3.1. PQT Hybrid Integrated Encryption Al gorithns

The following table lists the algorithmidentifiers for PQ T hybrid
i ntegrated encryption, where HPKE directly encrypts the plaintext
wi thout a separate Content Encryption Key:

[ ool s s el e
| "alg" value | HPKE KEM | HPKE KDF | HPKE AEAD |
[ S sl e e, sl sty
| HPKE-8 | MLKEM768- P256 (0x0050) | SHAKE256 | AES-256- GCM |
| | | (0x0011) | (0x0002) |
Fommm e e e oo O Fommm e e e +
| HPKE-9 | M.KEM768- X25519 | SHAKE256 | AES-256- GCM |
| | (0x647a) | (0x0011) | (0x0002) |
F-- - - - - - B e I F--- - - F-- - - - - - +
| HPKE- 10 | M.KEMLO24- P384 | SHAKE256 | AES-256- GCM |
| | (0x0051) | (0x0011) | (0x0002) |
Fommm e e e oo O Fommm e e e +

Table 1: PQ T Hybrid Integrated Encryption Al gorithns

These al gorithns conbine M.-KEMwith a traditional elliptic curve
algorithmin a PQT hybrid KEM with the goal that conprom se of
either the post-quantumor the traditional conponent al one does not
underni ne the security of the resulting encryption.

3.2. Pure PQ Integrated Encryption Al gorithns

The following table lists the algorithmidentifiers for pure post-
guantum i ntegrated encryption:

[ e el sl sl ]
| "alg" value | HPKE KEM | HPKE KDF | HPKE AEAD |
B el e el el el
| HPKE- 12 | M.- KEM 768 (0x0041) | SHAKE256 | AES-256- GCM |
| | | (0x0011) | (0x0002) |
Fomm e s S Fomm e +
| HPKE- 13 | M- KEM 1024 | SHAKE256 | AES-256- GCM |
| | (0x0042) | (0x0011) | (0x0002) |
i i T i F--- - - i i +

Table 2: Pure PQ Integrated Encryption Al gorithns

These al gorithns provide pure post-quantum security using M-KEM
wi thout a traditional algorithm conponent.
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The following table lists the algorithmidentifiers for PQ T hybrid
where HPKE encrypts the Content Encryption Key:

key encryption,

[ il s

| "alg" value

F e e el S e g

HPKE KEM | HPKE KDF | HPKE AEAD |

[ ool e °}

M.KEM768- P256 (0x0050) | SHAKE256 | AES-256- GCM |

| (0x0011) | (0x0002) |
------------------------ e
M_KEM768- X25519 | SHAKE256 | AES-256- GCM |
(0x647a) | (0x0011) | (0x0002) |
------------------------ i e I TN IR
M_LKEMLO24- P384 | SHAKE256 | AES-256- GCM |
(0x0051) | (0x0011) | (0x0002) |
------------------------ e

Table 3: PQ T Hybrid Key Encryption Al gorithms

These are the key encryption counterparts of the PQ T hybrid
integrated encryption algorithns defined in Table 1.

3.4. Pure PQ Key Encryption Al gorithms

The following table lists the algorithmidentifiers for pure post-
quant um key encryption:

F = —————————————————————+t——————————t—————————————+
| "al g" value | HPKE KEM | HPKE KDF | HPKE AEAD |
B ool s e s e sl s
| HPKE- 12- KE M.- KEM 768 (0x0041) | SHAKE256 | AES-256- GCM |
| | (0x0011) | (0x0002) |
T e I R R +-------- i i +
| HPKE- 13- KE M.- KEM 1024 | SHAKE256 | AES-256- GCM |
| (0x0042) | (0x0011) | (0x0002) |
B i I e i I A R ] I I i +

Table 4: Pure PQ Key Encryption Al gorithns

These are the key encryption counterparts of the pure PQ integrated
encryption algorithns defined in Table 2.
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4.

JSON Wb Key Representation

Keys for the algorithns defined in this docunent use the "AKP"
(Algorithm Key Pair) key type defined in Section 3 of
[I-Dietf-cose-dilithiuni. The required "alg" paraneter identifies
the HPKE ci phersuite as well as whether the key is used for
Integrated Encryption or Key Encryption.

The required "pub" parameter contains the SerializePublicKey() output
for the corresponding KEM and for private keys the "priv" paraneter
contains the SerializePrivateKey() output, both as defined in

Section 4 of [I-D.ietf-hpke-hpke]. Both values are base64url -encoded
(Section 5 of [RFC4648]) without padding.

Exanmpl es of JWKs for each al gorithmare provided in Appendix A
Security Considerations

The security considerations of [I-D.ietf-jose-hpke-encrypt] and
[1-D.ietf-hpke-pq] apply to this docunent.
[1-D.ietf-pquip-pgc-engi neers] provi des general background on the
threat posed by cryptographically relevant quantum conputers (CRQCs),
the properties of KEMs, and considerations for PQ T hybrid schenes.

Thi s docunent does not register algorithns using M-KEM 512. As
noted in Section 3 of [I-D.ietf-hpke-pq], given the relative novelty
of M.-KEM there is concern that new cryptanal ysis m ght reduce the
security level of M-KEM 512. Use of M.-KEM 768 or M.- KEM 1024 acts
as a hedge agai nst such cryptanal ysis at a nobdest perfornmance

penal ty.

The PQ T hybrid ciphersuites registered by this docunment are
motivated by the PQ T Hybrid Confidentiality property (Section 5 of

[ RFC9794], Section 13.1 of [I-D.ietf-pquip-pgc-engi neers]):
confidentiality is preserved as long as at |east one of the conponent
al gorithms remai ns secure. The traditional conponent protects

agai nst unforeseen cryptanal ysis of M.-KEM while the post-quantum
component protects against Harvest Now, Decrypt Later (HNDL) attacks
(Section 7 of [I-D.ietf-pquip-pgc-engineers]) by a future CRQC. PQT
hybrid ci phersuites are generally preferred for this reason during
the transition to post-quantum cryptography.

The pure PQ ciphersuites are registered to accomodate depl oynents
with regul atory or conpliance mandates that require the exclusive use
of post-quantum al gorithns, such as those governed by the Commercia
National Security Algorithm Suite 2.0 [CNSA2.0], as well as

depl oynents where the size or performance overhead of a traditiona
conmponent i s undesirable.
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5

6

6

When the Key Encryption algorithms defined in Table 3 or Table 4 are
used in a General JWE JSON Serialization with nultiple recipients,

all recipients MIST use a quantumresi stant Key Management al gorithm
Including a recipient that uses an algorithmthat is not quantum
resistant would allow an adversary perfornming an HNDL attack to
recover the Content Encryption Key once a CRQC becones avail abl e; see
Section 15.4 of [I-D.ietf-pquip-pgc-engi neers].

1. Security Strength

Ci phersuites based on M.-KEM 768 target N ST post-quantum security

| evel 3; those based on M.- KEM 1024 target security level 5 (see
Section 11 of [I-D.ietf-pquip-pqc-engineers]). In the PQT hybrid
ci phersuites, the traditional conponent provides an additiona
classical security floor: P-256 and X25519 offer approxi mately
128-bit classical security, while P-384 offers approximtely 192-bit
classical security. The -KE variants share the sane cryptographic
properties as their integrated encryption counterparts.

Al'l ciphersuites use SHAKE256 as the KDF, aligning with the hash
famly used internally by M.-KEM They al so use AES-256-CGCM as the
AEAD. As discussed in Section 3.1 of [I-D.ietf-pquip-pqc-engi neers],
symmetric primtives are only nodestly affected by quantum attacks
and doubling key sizes is not strictly required; AES-256-CCMis
nonet hel ess selected to provide a confortable margin consistent with
security level 5 parameter sets and with contenporary gui dance such
as [CNSA2.0]. AES-256-GCMis used as the sole AEAD to mininize the
nunber of ciphersuites and reduce inplenentation conplexity; its

wi despread hardware accel erati on and broad depl oynent neke it a
reasonabl e single choice for all ciphersuites defined in this
docunent .

I ANA Consi derati ons
1. JSON Wb Signature and Encryption Al gorithnms Registry

Thi s docunent requests registration of the followi ng values in the
| ANA "JSON Web Signhature and Encryption Al gorithnms" registry
est abl i shed by [ RFC7518]:

Not e: The Al gorithm Nane nunbering has intentional gaps so that a
given identifier always denotes the sane HPKE KEM KDF, and AEAD
combi nation regardl ess of whether it is used in JOSE or COSE. The
gaps correspond to algorithns registered only in COSE for COSE-
specific needs that do not apply to JOSE

Skokan, et al. Expi res 14 Novenber 2026 [ Page 7]



I nternet-Draft JOSE HPKE PQ May 2026

6.1.1. HPKE-8
* Al gorithm Name: HPKE-8

* AlgorithmDescription: Integrated Encryption with HPKE using
M_LKEM768- P256 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

* Al gorithm Usage Location(s): "alg
* JOSE I npl enmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunent(s): Table 1 of this docunent
* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.2. HPKE-8-KE
* Al gorithm Name: HPKE- 8- KE

* Algorithm Description: Key Encryption with HPKE using
M_KEM/68- P256 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Al gorithm Usage Location(s): "alg"

* JOSE Inpl emrentati on Requirenments: Optional

* Change Controller: |IETF

* Specification Docunent(s): Table 3 of this docunent

* Algorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.3. HPKE-9

* Al gorithm Nanme: HPKE-9

* Algorithm Description: Integrated Encryption wi th HPKE using
M_KEM768- X25519 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg"
* JOSE Inpl enentation Requirenments: Optional
* Change Controller: |IETF

* Specification Docunment(s): Table 1 of this docunent
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* Al gorithm Anal ysis Document (s): [I-D.ietf-hpke-pq]
6.1.4. HPKE-9-KE
* Al gorithm Name: HPKE- 9- KE

* Al gorithm Description: Key Encryption with HPKE using
M_KEM768- X25519 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE I nplenmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunment(s): Table 3 of this docunent
* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.5. HPKE-10
* Al gorithm Name: HPKE- 10

* Algorithm Description: Integrated Encryption with HPKE using
M_LKEMLO24- P384 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional
* Change Controller: IETF
* Specification Docunment(s): Table 1 of this docunent
* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.6. HPKE-10-KE
* Al gorithm Name: HPKE- 10- KE

* Algorithm Description: Key Encryption with HPKE using
M_LKEML024- P384 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Al gorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF
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* Specification Docunent(s): Table 3 of this docunent

* Algorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.7. HPKE-12

* Al gorithm Name: HPKE-12

* AlgorithmDescription: Integrated Encryption with HPKE using M-
KEM 768 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirements: Optional
* Change Controller: |ETF
* Specification Docunent(s): Table 2 of this docunent
* Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.8. HPKE-12-KE
* Al gorithm Name: HPKE-12-KE

* Al gorithm Description: Key Encryption with HPKE usi ng M.- KEM 768
KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional
* Change Controller: |IETF
* Specification Docunent(s): Table 4 of this docunent
* Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.9. HPKE-13
* Al gorithm Name: HPKE-13

* Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 1024 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

* Algorithm Usage Location(s): "alg

* JOSE I nplenmentation Requirenents: Optional
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* Change Controller: |IETF

* Specification Docunent(s): Table 2 of this docunent

* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.10. HPKE-13-KE

* Al gorithm Name: HPKE- 13- KE

* Algorithm Description: Key Encryption with HPKE usi ng M.- KEM 1024
KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Al gorithm Usage Location(s): "alg

* JOSE I npl enmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunent(s): Table 4 of this docunent
* Algorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
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Appendi x A, Test Vectors

Thi s appendi x provides test vectors for each algorithmdefined in
this document. For each algorithm a private JW, a Flattened JVE
JSON Serialization exanple with Additional Authenticated Data, and a
JWE Conpact Serialization exanple are provided. Long lines in the
exanpl es are fol ded using the single backslash strategy from

[ RFC8792]. Before using a folded exanple as a test vector, renpve
the RFC 8792 header and unfold the Iines according to that strategy.
The conpl ete unfol ded vector set is avail abl e as exanpl es/j ose-
vectors.json in the repository (https://github.com panva/draft-jose-
hpke- pg-pqt) for this docunent.

A 1. HPKE-8
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NOTE: "\’ line wapping per RFC 8792

{

"kty": "AKP",

"al g": "HPKE-8",

"kid": "DnOMI - Vwrj ZW ComQQMv3CI_v9k PH3vS7S0xo0ah8",

"pub": "6XRnl at C1Kt | 7DZI j 81 SDxZvt s Fe BOPKQETMRRYb45d ROk w6 TDSh 8 UMXHH\
VWhUBdbEBof 5gvI JacZGlex&u4JsysQc9AVREYdi h7kaPNQCi i Kwd QACNCMAX 2\
pl71RVCpGSFoOnaej N&ZeNJKS4j qul ONFQHG bWhl 64HZzI| kZMkhgdA- EecEQLhz\
CkbCMM Xxb- cx UVkOx QoKk O50f nEaKH7t j yNZyVsxqgUZFn6K8j Og9g6GCOEGAawh
GB6AZC72yNXLDBnVCy_70Wh2bAeos8AvhHkbsLOhsFFj snWeG | YYNPzUAcy &ZI p\
sqj XJI h4AUxTi 6i FeJFOEO8NNMBKQEYI xkMAul Vas2E4KU TGeoEJeZj ASTPWAQ
i PFFQ4nNRh1kot f 40H HQVpaMz Aypl t | XAUBLI _gl 4r dFKTf Yul8MKnygj En09Z7\
e2cYw _hgx- AQdA6ul QBcNRADFSCOTLNMB22GWXGYOVDCm axZvchp9i EKNJ A TK\
ZQroKwR9pbEbahns mLW Ub R6k EQNYCEOMVE RMANVBRBNI t mD1 qo8RKM pRg5RceViR\
Rdj RkKdChyhuJ2ebBI 05i RsuES AWEbCV6dQqNZ0gqdeUsi mEC) FW.NgYvsOBaxD\
gnoSdg4ar Fl g3Ur Z3gLDAUTT4kMB7HOGI edxoox___oct TEEI mMTf 8uJIl 2MOnKTI pb\
WBHI of Tf ul cqVXj FYpr 9GvuKM nEl aoJwn3MQYr FNLcwY- f zy9f qvGFt F- 62f Hep\
cL7SVUU9IKW i gi AHQF wXmCnMz sxwLowvk8nj DYgV2i | oNl euwZdc8- | 0A1CLI g\
OQNWCL CbgSMVeo- Wvzmoc s FOUE SUS1chNNwpj MCGKuHx OYCOcv KLxH7mvPp6czI o\
vPsqQUZdl oA5Wjt 8ULsDRZf r hRl Ui 41 VoTrrevBpaEYK_Jze3cl MOKRKAObY1t B4AT\
| cAHE8oNUar UEYx1YDUi nl ol RBBDyBATR7r bV4i GenGHwgeTl ZOcpppFEDbk AX4A\
aGAYKGIGW gWhhi DoPX2nda_BLCSi | nl hmveBhqGZBKKK2E1B5f gER- _ AMYeVI 9H\
EoKCFHMBKApgnLVNYMY Ev7kC6t sgqxs- pOcnSs2EpGKMvk4gd] | cFNxsVUBS Xl NH\
ADvNmt Ny Qgj RFKhmNPt YehXHW _t gcc WAkl DD6gMATCQoZc s c Au8BBpKUWUI kI Ul '\
OnKpay5KUs Fj KpCOHPgSONVMWU7 GYy s VCBUDTMet WO XI Si Det oi ol wG3pl scf 1i \
c_r UhbD3pyxVI 8DgCsdFg2Nc Svl JRoJBO12KHKRI Ync8ChgCz JBULNZ1Rnc 5t Chm
cW. mhg0O A7EJj wi _eoY82_gO0ei yAr 0K4DmBy 8y gWDZVA5Kf AnYQBQZVK8z! j On\
pCGgVWiIsxzP1lnmw Dbhnp- Z6Syl r HNI 9unGr7DbeDhcnBD2@Bp2t 6¢NgvUoCLz PRe QP\
Yy _bwEwcr PSO4Sj UGBrhuybi USNWigl RD95gD1ApNRoZeJ | hf P7yMLvt 1ZCxf VO\
XxEvUSb25DCebi nypl Evv7nxanhbnl RQre00B5wPt 9pETX PSQE4ZUd6u60U9e6F3\
C- Fgj wf g_xYM300cZQ P5Nr sNxK3ho7xnt pSKVahpf _2P_02Vz8YFc7t 257j Ax9\
bRLQQpbA",

“priv*: "clil 1CIwdaj eAnrBPMZMy4mMv2PHIZ2v ThLKHU2 MQL0A"

}

Figure 1: HPKE-8 Private JVK
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NOTE: "\’ line wapping per RFC 8792

{

"protected": "eyJhbGeci G JI UEt FLTgi LCIrawQ O JEbUOXUVKt Vndyal pXak82\

bVFRV2R2MINKX3Y5a19QSDN2Uz d TMHhv YWj41 n0"

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",
"encrypted_key": "zRayDf-tgl GK_Usf G bbVDf _GPQKpRLNx- pus FTW6REZI hoX\

c8l NMKK5ETEdsx- OMI'Va_8Al ou9z Ui aHPw- | v1ink7XO0r dl FYj KOTnj RUy_DuRI Ra\
b_019SZ5- x6sBn8M:f j uKM/cIbwl2ugqV®NIy Q@ K_2yNm\vr Yi PEhnuO730 _BSv_G
SBSoHgFWEpbb5FeH7uj s7Pq0bV_pdl 3Xnabhvl PVTrmr kzP2J4vcYt 00B- wx Axi L\
Uc9zai t Knkn_of Tt Opll UUeuUzKDPYuo4x- GRZsG_gf 2Ez8FFEORI Jq6AmYr 3DKt \
Szi HFgei nBuVI 8_nt EOWM j 6BM6eYYL7c79MNoDl op5P3Q 3- Pr Z7Hr qULsS 1U6W L\
DScowuP80j J@Q awMudli t Oj | B1BkwWH2uOBwoHW A4Nxdgsus| bDDmHILf - k8Y5t 4\
7t b3B1FeBYKOGEMoXQre- h53dACqTqd8nJq7) QNf znmELY7aWnl_Z72KGyf wUY731\
JCeCDbDI VB7gOndOR7ZcFgHmM Usj 02Pj 2J_Fsw2N3vkb_| EW 8abt P7NTaB6mym \
- aNGgDEf XRVI 5K7ReLaHOgW«t Pkkf ysYbeUDZncwkt 16r FaOFzelL40sf v7yr 0J8K\
s- HXPI t nf mha_FDB4MuSI xnH8f ADI dj XNozVWMBBHWSCEpl111sdh_cP44r RNxPZbs\
S7TUWTI dM xcj KNncAldNhaf J5qXj] g32NUi NBR2BPKWCBz KM aKN7buj ZphG RzZe\
KETFSx2Cp9nm6hG CqV2dsu9l _NMDHgi WEVBGM-CAHy | LVIRc9qysut XwOb2UupEo\
s9BzuUaoYTvGHWpNWB77- vON3w_FV94Kr wQbi ki 9_vbVt ct 50DBIKF 8KCHv 5DPw
YG 7e41zKoS1Rm2Nczt 56SC_RqKn9nFR8yf H7bEhvnsQH _gXHWOFWN7f 72HICh 1\
ascZo6XTYaVUC _Ri RS8wgLGLvOy Cf pzgVNpbFhPGBbTZceZWse SGNCGK- RQDz b5\
sJFZSuMBP2cK23dnogEGTPRLp9DW 3ANUBW Z1y VQWLY 9gukwe MOX Y1 0- zf QowWz H\
I dzJboQR- Dged | x_Jj h1t ZPC _nRBdu4DPX5KP6JDs!| r v7hweYQboc QvQVicoGe F\
Wsr KEGk 2ei 5HBj bf JQngzKT89TpNaBH wXpZqUL25bl t MVA8J Gor Ti (96eSF24BD\
ONDAUDgr zPBoT _i pdN3Ti eOhQHxTsT4cZP900PeEYguOCGPURWei r Nh1hnhf - PT\
EAgf CoTyqQl_i Vj _HzZOr748sl R MJ4P- | j 4gah8aYhAW YSdzf BCk MPXX- bzw4ov K\
uCbFI OwT3I _t j Ol ggb- vVgSzv5nkHyqj vz GTnEK1Tq_W 6uxy D4gUBPKk NoPMs A6\
SeghLYy3c8XF80Xx St ZX50AQV36AavxZr Gy X3gMs024KX- woNyt okZboc PAEQLUM
sm 35g9ePuXmlj EweCm D5f gMe_ualLaRP9RveNyNsCd3ar MLkn5PSpRTuTs MohLm
450l | 85aNT9Tr L1oMn',

"ci phertext": "Kqt2-M NX9R4AOrghbRcEPdzNJvCyvAUbezJcRvKnbzWju3Jsf Gk\

Skokan,

B4gur gSvQehANTWLT JbDIVFIW qCk Xoqg Yt gsvr nxFNgJ_j 7194RxeH39e Xb0OM
oVKkTgPRQOLgnbt r 9VPTr kPXI GCWZj r dVGEUZ5qJ ZvZf HI Yyo2_egOP5CuMzbZuNQ
t j xeTdagf BqAy mYpk508VqubF160Ur VDZnDf nBndEGH4oFZwWPVt PH21 aYcubi T\
000xPdTTKZX1Pei eRGERodWY6r Msr AO_dMoXr TDg3spgXl oEy SB5i 9W9ChHZ4s 1 W\
Hzi ht usJvwaql 1kQSZZc6RXELI zED3s50HhpuzKTr | - 3vvw f 91 1 y74215pZwdJW
7CVWIL- Xe9f hx EA"

Figure 2: HPKE-8 Fl attened JWE JSON Serialization
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eyJhbCci O JI UEt FLTgi LCIr aW@ O JEbWIXUWKt Vndyal pXak82bVFRV2R2MINKX3Y5\
al19QSDN2UzdTMHhv YWJ41 n0. Uo7Q i dw_FgP- aE7NgWF7t vz_EHaM 2ebRvH pRFgXZ_\
CcXQE6dZVXDuzdONeZpgvnj ox7zdKBUDGB1Xx THkWbt Ef HKWA4By heUz pBi Gde MAy Cval
LSOC7t YULt HSbDI OR3RkWHr sq2062R4saxt 12nmJUyvdZnd97cnmBwEb7PbC06 _b30C 0Q
2MRC2UPVC GU- y Xf | dWZKZmot QDQbzoys6Zs2R _TDr 7W i | KoNOF6SXt 2DvhMbn9zw8gg\
t UUt g37grj Y_CQf 08NPI BTPcWht Quysl 8xt 2ul s4pe5KUf c3nti SI PLXxGQA9Af qHGTT | B\
eXE51n6WQ0gp8RpAgy e GoHUSXx6- e2TQscnl_TgLBr WBSOUc R6SQd3i 9r cWE03FOmMJ ¢ 6\
GcCGCvB-t YqSu2ULUI gBXLI MeCBQOZXI MHx28m f - - dNZH7YVdxZbl e69RLKYCxo0ZI ol h\
2i Tf JYVvPkBIT9hSbAWOj Ph49j DaGIsBGCORK8DBI 2Ahl zJgx3ot Xr 5t 3sHgno-di | t y\
Q_| ESRR3FzwWB3HdLeO_HnAMKnpABKW vauVEYONHKMAGZ uSZM_YaoheuW Ga6wz gETR\
R- hgYR2KOYVI KnRGewZ- j uYEL1z pxKk- X7i APS0q- DTXI ygsr _4gXul onCy1pzHCdwkc4\
Ys_j vCUCSMmeoj TzQTdI omo_JcCVQed Pgopl sonKVWKT4l SJ6keswboCSt OEl Vdg& i \
g_WKx- \dA] eZLvnTKPaC0c3zj | Vf 5Dos- hx_- Ej Bf vt XDEQUI | 28dxr 5CnL21MZ_QXcJI\
y8-sbC4azj czt 8LV_nBIIwnBY5qfj A45_s_oE7I HcGn47YTh92Jf ] UWw2CGDIRNFKLYZy o\
yULp5ypgxZ0OLpgHENKsobFj r sQet Z9DOUV8I r g_dJ0i gW a5ACkCx40UT2XMC) hBTkt \
6] UICUB6WhVk3Ux6zA86UEI PuUbaee2A7t RUIOEART4TGv5A0f e5XhFt ngXPOQV- 7xZ35\
Uk6sOxNsgagaNw_wgKUol az Xx Cb5BEHdb5VFTqoBAXAvyi 4Kga- calLuWAKk CHDVI DDKI m
P8Or nb7_BaxGEj wm sggLAxXr sx7Seg5gRe_Yj KCQxHj tj O gXsp485Cenvj z08CzEIl o\
O29eGWAI UVU CLi 0YnqY_gf yhFOr 8SI 04_hC3WInSGsj z41 Pf G | TgROhcnBBH- 72ya\
ngLNEYHFgr PQVbsxDzkbp8x EWFnt XwAdbbmNKNPvSpT69zZ1Af _7r r mdXXvVAghL5Q A\
8u8G3ceur OONNW Hdr 6 T2Fdcl Lg_tmd o_ @ _5hzX f 4kMrt 9- xLf mlduoK44- sZ4YC8\
j 9_0dJINgs2FE7f R2hOf qQ 6PpVyYBU8Sg2LkkPYa6sTg570ekqLgUS6ZPNFmM/OPcBt 1i \
2JEGMpx C78EQYNKUW9ZdggpnHgpE6aSgBt B- PATr 5p8gMhF8E53UVNHRPXW] f Cht A- CW\
pi 8p6gE5_ad4MPedj f 0Gkcut KI QWNL2zhr Yo7Dvl yl BcX0YQUcgl t cKSS6j aS9FeNQ . \
k8n0633Yr PgoESVevhygn8Q0I! i hzU9hyVR- uzYzPDXwxLcxEKOpt - i f 1bKg81 0JyZ\VB8\
41 r y5ef VnenSFl z9CpbOKNWX6nZAF] M2gs Ea6GXXHFt 1JF- t MQK1T44WRpH7 HvZ29d 4\
nr QTi bsj Dgc_| s9ZhZ4NOYpVo5sEcbhbx- uJu- 0u9c XgoEAXk68BI BQEYCDQMRgJzC\
Lz8q2j yr c5RI zJbVZb57MIf AW CJoaWjcqgSj 893NXN6- Qgr 7KZQ2U2RmDgx 8ky D2 A6\
PrgS _j DvAr JHRt FhC7c9ax8bt Ykcr bnRf Wb Ux V(G ue_BOh- xvkpWnJ Xj HQJbPMAgCa\
ZCBkVbG zf ht | D1nl QMFZQA3j G16j At | GMLb8Qgj n- cw.

Figure 3: HPKE-8 JWE Conpact Serialization

HPKE- 8- KE
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{

"kty": "AKP",

"al g": "HPKE-8-KE",

"kid": "clBPky-tEl QGRa8AQLMYf MPvf qmhCs_5I1 | ej QugAdps",

"pub": " pxQRXr RILke8BMBXalFT74gMof q71f EwRPRndVsns YAMUBI | EnJaeKAagj \
xkd4yl 9Psn7YBn3t VXXLVr gl xyWhGs P2prmH4AY2eogBaRMEBf Qy- TM RzdFE- hKLH\
gHPMgP_PZES2s609t Bkvk 7D6f KZKi BDSKr vWWgr KCl 01Dccgf HEayxCt ex1wlZj Vi
el ZW VA3V _Jdi j zobG SUOdzqyj VBBCQVCW SFLLuX6r Ft i Ppsa3S| avpKHaRTI 2\
X_50cCOLLBAKQg4j wewdj xnhRuj X4VcaOE2MYBFUMT6UgMp WS y mI NBOgwWN3u U3 E\
O _kt gMPwdf r RVi hSgi r ki V7BhSWOUNIS5OTI gi JI i edxPV6asK27cCcPhNOI JQOyn\
| ah8Bj y SYKwd MRHy x VWhGDmJ36ve TEDoboBhg5i Akcqwed70O KwC09Xc\Vci egg-\
t YI 2NWMOKBAXE_W2qvv Pl kJpOYt KAzt pUcxhBBPi t RGQrdz- wD4ni k2DFk82sf DN\
pC_| V_XWYR3KVW Bi x2t CB3t w j 91 oE3AaxGef syl O0PPQsFGu2i 5qut Bl Ucl RUhM
Uki CcyEnx5S0OxNYzyuM | Aa3WpNzl Ec_SognKvobZpOpi - ExYnpl QI7nPIFNXJ9i \
g3kvpNCxnKl Ews P5wO1ShCOcLOB@bdI g- noh4kKOZCry  JKAmMmMAXhu9k GCughac CP\
alggZri g®bQHHWOgi X2EB5hA- r 6Vxz MWYJcox9Sx DOt JVs AMhCUGhGuS5wodr Ph\
ay- ss78AMZiI XnBD3rmDe- sAOVWWRLaN3HgnZw kud8su7bKh9zYec4i HaygQq2y SGo\
eKoGesVK77f i LI VAYLNt gEmywBbl Q kZbO Unt Vs Twd1lyZG r Pl ka_eJ9gAE4T\
e4XgExooall 4LAdai f 1st G | EZF8RMNI mv mAwd AMZQAQPPLiI Onk VAhshMUf av VeV
i Gedgk57y3JINpgqQuX- sEl SNNVFWI 7wWR3Aes Cpuuq_Skqgj 8EdeWNal wh- L8i DYC\
C7N-t LhNwgJOpnl 2pH- CpgVshi gKi 6br | j BAQEV- Jt RzKFZ_ZFOWVBGYTNs BM7d X\
| xPUUV] LCyWFWYSc RdwHy pH_deyvaEj ny- 0DgpQuR5px BW FGES 0 AQJI BnPZFunwY\
B5dZkyBRIr QPUENM\WOeZ_1yql 1oFl dTQCQEl n9BFf CPB6MCX8k ZknPovhJng 74\
BALPWAl Nezhni | 48FG 8t z8VdJ11Mu7gxr N UHNApTMcke3AW2gKI - Nt FeR8QuU6f \
gqQHOd2ShV- GvCcuxj Kf UINULy5z Yhl u6ZZwkZ39j Kl - t 7Eywer AEnUF WA2hEXXM
aDqBVRYvgwhi MdnboODhWJJ UWBCOEpBp9el 3eel 7t RFVI | ZQ7KsZmUBVY Vf GIQvh7\
DMVMB1VAVUUSI xPQzsz- - yW 3DFnYWF6e Mk 7 Fd UXu 7 HFx M uNNGHMYy px 8 SORgf C\
i 1 90F CeqwVSaa2MAd- b2cgDA08qVeCCc WUOFRw UscVel t cJl 42sZi aoXFPU yA\
Kncyaj Z6gZhFNex| DW SCp4L54nMR48L- KcoFnZwHsueAj i JwE9dcy 6k Ut yQ6vO0_\
OxWH8OUMI4u96G A dB8wI cB7QE2f d7g9XTCdShgpdmvgNnGKr JIMDA2Rbt rmn- gd\
XGoyAr JA",

"priv": "bi UKGNgJzXzWEANOF2zzkr Er 9Rp_QX55i s_j 7VYuHCQ'

}

Fi gure 4: HPKE-8-KE Private JVWK

NOTE: "\’ |ine wapping per RFC 8792

{
"protected": "eyJhbGeci G JI UEt FLTgt SOUi LCIraWQ O Jj bEJQa3kt dEVsUUd S\

YThBUTFNWAZNUHZNT WLo T3NF NV J ZWoPdXFBZHBZ1 i wi ZW6j | j 0i QT1 1NKdDTSI s\
I mVr 1 j oi OUdI NDFMenpHYXBi UGFPeVO2TORZVEh1cOROV] FLdl 9xVnl ZVDU3b1RZ\
S| RqS3cwOVhUa25BZFJ Sa0VSTHAQIWZI Z1pKULFpVz NHVGZXMNi RVprNFhDW hi \
c10zY1c1U2V1Sl VDNm vXz U4enMbSGREDEESbn@BMYpleE5Xbz FvbUxk YkZZTzRn\
Yk E4SXNBaDY3QnB6RS16eVWKWA VRndvWIBTVDRpUESRMT ntOVI VEVFAWE3ZXI X\
QBQzbnVYdEdXe TRXMTBSSW Rc DRV Ud Gd W RNk 02 UUpt by 1NVVRI d Ddz OGt GANRKON
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Uj k3UOZDUWOFFMEZVYNnJgRnl OVEXs RGIJS01VT1JUWHVpdUct WDNy OFd Ed EFMVR Np)\
TGs4TORNX1INRa19veTl CSmIJYnRITOVFZKkOQANUSud Xl 6VHhuNHpUZDFqd29z OTVp\
UrRx SWFBROJ GaTJaaj ZOcWkf WA WJ1ae FB3ANFQAUGKkwWh2R5¢c GRZY] VZdVJZbDdH\
W I t anRTUEFCS] VOdEt 1X1JSSnl ZODB3ekNUa014Whl 1bVUx ZXZp WROWQNLDY2RT\
cFpf Y1p0Y2ZxNz NKMHYzV2ct d3U0QnMOwWWFRAVFZYM B5al dTaFY1Tl hHTj E3Z0Opw
cVpi TFMIFVpMUO YRk 9EaDcwWR0OI hZmNgbnti VIFVs RDJWR3RMZNBy SGW VI A4VHR5\
YOFLcO5LbDNSeVEXNDB3d2pONnZMRFI j RU yUUt 3UzIl UZURge XVpTVIxeXl KcHpY\
MXFCTTRSVENN MUd EVWNKSTJ KQAWXZ DNWH TBWOUc WRVIDS29DOTMy el B5¢c21zWhFo\
TFBpNEhj NEQvOUZLb3haQrBJLVI INUMBNXg2TFJr UHNv RFRJaE5BbVWyYyRURI OURR\
cTIPMZNnZl | wRnB2Zz E2 TXZVNTFVRURy UHBBbFRabW/\WHpxay 1gRLhuc2Nj aU5r \
el M LUO5SHVUb2I t YORDbTNUdUo4bGxf ¢j VOT2J1 VXZx YKI BSA 4MEJv X3l t el R1\
W RVSDdy ckNmvk 9s SzhGhGox Vkxwa3J meE9u YOt adW/WWUGs ONEE4 VK Ez X3I uQnivz\
dVIORG JcEFUaHhoYnEwd0ZmYm ERVQEOFdYNHhBN | f U2RaTml KMUMB Sk MAHVZ\
Snl t d2d0c3M ZI NgZ3VKdHVpR1pUVz RSUWKKNWLj bnhFc XVKVEC4ZnbUc nEx RVZ4\
d1R2Rkg5akZl Xy luUW f MEEwaVFaTOdBLUFf RUZvWHEy e WML QnMLN1LNON2 Fz (2k 5\
YnR5Z1BvTnR6cy1Valt Moll JaXFOYzl HRI Ut bXxht @B3BSaHhOWKpaZ102MIRPZU5t \
emVFUFVOSW/YT2QZDdh X0l 3dWik QLI f aU9QHOVWZNNnV1Q | Xcl puc085LWLT YUdK\
Qz ZESO9VWKVpUVhVRTVaVSO00MhNi ¢ HYwd DFKUXVVZF90d01HUUpuMVNE N3NBe Upp\
MTT YcTdy YTNt cnJVY2FGUnk4d2J0dk5Ea2J RZ2RL YnduaDFGWZRU21 DWk5J Rk 10\
TTdBVDNaUmdhVj hvVZndYa2hnmdHhoUTd! YNz MRZuNnZMJj NkLXJi Q285QVFULUFI \
UV 4L ThDbnbDVXBoSHc zemBMEI BRFQ YTFRQLIMMD p3anp DNEdFSTRENNt KvhoO\
UGNCa2FxNOhl cC1RVEN Uz ZONE52NVZLULFLNXc2Y0ZNcl Vs Tkt WNHpFTnBpUORi \
TWKOODZTWEdI ZE51ROZPUULVYTG YYmMI PV2gzNnbadVVVECc Th4d3B4al 9henNOOTdR\
VELOWNEpBVFpXRWZ4Zj BBQ 02dnl yMchhNOt GUW ac WhwWMGRLbW/nirz Rt ¢ GVnNnby\
OU1UaGFy QUMY Yndr WBVSVIEQXI ZT3hPOUI Gdirsy NDd UVh F5Y3VW\EVBWAZ VOUDd m
Sk96Sk 1wMkt UeHzZj dTRIQNNFOWNShbEdXOTMrel d2QM0Hb1dsdkxRZ0ZQsndf M | 5\
Tnl yN251 cWZf MzRz YUpi dVQBR] BzXOFOTHPEN dj WhYzWKJj QR9XX3NHe XUy anBp\
Z2xRNOkybUE f Q',

"aad": "VGhl | EZI bGxvd3NoaXAgh2YgdGhl | Flpbnt",

"iv": "GRZLhvvj 7vBw FZni',

"ci phertext": "D5bgaQekeFnn_Yl zsERq8j p5w6YO0t 2gul az_ql 9AI qozpt DI HEA\
aYw& zf gv2W woeFLXUnnZl nG_aed4vvnti 1r 7CLam wk8Xi e_bPEt 71 cf f | e4nj \
j 8DIr 5KZUNNf St r KH5_DJRI 53dOEeuAhYdXU08(OgBh4ezaTx51 _2f DgVXSG O5s A\
VHI NXVEPsT f 1k2751 MApQ hhD4aAO2hYLAUAGM-Gsy Sv Xoj 85BsNH3VLALI - H- RS\
OXVWAE 640x Ly MXYBL5TVBBaSnn19- h6hzl ZU7bVQF ckoSKf t ZphRRO9hW«Z2J Qab T\
YQW _UdW SUBJUJe0s47uFr KC1T468hpOWFenqHZj S2oaAodaCzdl ay& ",

"tag": "8A4390pYUyFbYJdDno_Bf w',

"encrypted_key": "K4nbzdChTuo7VRZuZOmypBM WkLAI 16vZkl K3Ennr PLTy XK\
rUgySJA n6TPhnn_"

Fi gure 5: HPKE-8-KE Fl attened JWE JSON Serialization
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eyJhbCci O JI UEt FLTgt SOUI LCIr aWQ O Jj bEJQa3kt dEVs UUd SYThBUTFNWAZNUHZM
CWLOT3NF NVWKJZWHPdXFBZHBzI i wi ZWbj | j oi QT1 INKdDTSI sl nr | j oi UEdOaj NSUEZW
STZwe 3FI RFNQoFNME GEMT Xp4d Tc3RMNSSI 9k OVvBQZ0gt dEVYT2RSVTING Bi cXhXekYz\
MLFTMhVnSkdYZVZJQOVgant NMKZNVGe 5aHY5NE9 Gd U0 1 Mz UW X NnYwbzd XT1psMD5t \
dEdCNOI YMz JNVHBf UVFaZHBt VUFUU3REYW LQW/2c GZzVOhRR1dganx1SnbJTTI qUUx K\
X3kwbUhUZG5y UnphZDEz SWL.Zc2gy WHpmak Ox RUt QTFI GUXV2Z1c0QTJLSGs2UXQLdVdl \
SVISSFhVU@6QUZCd1Jj bFI KNI V3T2g2b1JMWEES5OHN4e U9z ZUx5bnzqcHet TGF3W hF\
el ZRY1NoY25naGs1dW/1RnmpHe UkOMUZf UUJy TkZhVGNBbGhUc TBPbDFLaHNFad r ZE1m
dkNr e VNXSH@®B YUJi SWW2Vj Qycj ZVa3hPdl RnW51j RDAHe FJJZ2RgTHht MDJVZKkhsdnVm
THpYLTULY] | PNXoy YWD XVDBCMK YWVR ZYdHVadmmhj NDVWS1J ONFFQZEl 3REhnMz | 2ZHR1\
bGIFQOZMI1ZKZGFW 1JvRUdy TUxaanmd GYVd O NKTmIy WEL6N3FZZ3h2NV9J c FEt UW Z\
RXVitb3RUZGL6 YnFpVH OW Bt SWFZMz FJbnmp TV1p5Maxy TXI GWARHanJ 6 W/NZSnD5SEt k\
bFONOD Leklj enpTaUv3VzFhMr03aVBANEZ3Vkt | c29Be TJIRZXROQLVXalJLS2VI W gz\
kdhUvgz U h2NFdOR25pX25u0CGgt OEcy MnEWZEpyczRj VI E3MEEt Wird FWUt DQz VWAUp o\
cThXRO1meTNI MDVI RmJ QeHIX OTI hOU55VXFDbWwx QORvAS1UVTI j OVYyW Q4QUgt SV 6\
Zl KINEUxdIl QcFl vTnBVWJGUEZENVInR2t OOGFVak 9nVHFX YINOR25ydj JQZI 85M @\
cDZFX0J6npwa2FkNTJI3LVFTTzIvkZi TWhoWEt t RkZ5YVI WY'S1DVHBS5 NmvOd DVhQz BQ\
RMIBVTASeUg2Mr LYmKNZGRIQVRs Y200V29Ddkcwb Ut URzRKATIERL04R) VyNUt Sdmlr \
UERvMDJI aTJoZl Z2Vj dOZEowWFBNYONOal hkvhJKdFJI ekk3b004Zzj U2bTA2bl | QR2h5\
SHIqdmLZdOpZTWkVZnVGeFZEWE 1LS1nbTZf NI Mbc0Y2Wps QlLdHMVoe VWRMz | QUES 4\
dj | KNE9OCeW4NEhPOGQ xaHIGR5Bdi 1laaFhChUz3b1FQckl 1X3RpdkoldkZMJLl aNHAX\
TTVr VOJvc XZM50J BRGRONGhgNUVNd ThDU0430UpKZj dYbzl yczFEczJ TN QM3cy RUXU\
dWhYd2w2N2JscUz6Z727kd2ZURl ¢ 1cUFxbXU3Zl J3VFpFODA3a0Rf W 91W d1NUNnS1N \
N1pKcGdf Qkdi UHYt QY WFzMFIBVnWVzVzIl OZFJhcj gz NUZDOWSMZexcDVnXzhkcz J 2\
Z2FxSzN5dDJi Y] Nl eXV4QUo5RG 5Snl 6a0NCaHBf ZmiwSDhpej RGUVVydFFRVRZzcl F2\
ZGlgbndJeTl sdkpwJOodxM JKQz VGMTEObVh5R0Jwa2l t X24zYk9k SzczRTBKdI | QSHU2\
S27Jj bU vdEpf TFAYVGayY Y] VHW BUMENX MM S LXI De XF4bl pBaTVLIN J5bj VNc3Jntkhul
dFIpWhZnizkp3UGEI b1Z2S051 MHBOVDhv TOp4U2dwYURz R2d(Qbj di OFkyaDdUTHMA2pL\
NmoxRj Rr WA/TVKV2UHpl dkU5SnZ6ZUpr dnMyM3g1b25f RFEt SI pnbC1RZDIJ TUFSMAZQ
RnhLRDAWLVE3cnVBenpr SI UWMUN OUt kbk FCRThDS1ExMLFQYNFLZ2t SYkFOZWZBU2J 2\
cFBJaWRGc EQMIDAhRTBFe TJ SUFFMMLZGQWFaRFEt b29xcl RxbEZLZKNTdd DRG51 dUQB\
Mhl i MWRzbDl pXlhxent 6 STNLYkVNd3BTOTVMAL0aGI FNkhDOTUz UG NT2p4Uj QONFE \
fQ _flotx5m KqbhyDDf zk4XHogaC- Gogr a3f J8bsYN5_D1r OYATx1vQ@ Lkg5aphuwd. \
HRUgU3e5dEt TX7EH. 6Vt nu3d ZW40CdwA- vcOpj JSt f - A8j r 6f gTAydIJWHCx Yyz0OWYh\
uOeoi RK5R) TZEi HHOKKELRt j r nGF6EX9NUONXTr ZwGhw2Z3RVqc34M LIQvkdQ _JLkqg8\
Q. 25RGPNCK 71 vZWhobf Al kJI xfy_Cf Oh76G W2cCBnez3vawwPqHII sl L7- osvM TcEDO\
XAQDO6qODI rj RGzl s7kEHr Lp311VB7i r 8xORr zEt H Cn4MDOWI bc LCYDy KMrhEZ61 8\
pQDTTI Hoy Ogr p- UU2w xbl KAwHc PaKna2ehNt OzzkD8uy8i qUIX7f hd | KI UQ BJZPGQ
KxqGVUyhx2z GA20K0oc J Q4AwWYB- nNquVz Jt 05w Dn. | 8b81u8JDAf Dr ZLQr Lpelw

Fi gure 6: HPKE-8-KE JWE Conpact Serialization

HPKE- 9
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{

"kty": "AKP",

"al g": "HPKE-9",

"kid": "BeW7Y5t ol X2sSYMKI aGBWUVE- ar TKe S20k8EgqFqr E",

"pub": "ZEbKruTLTRIZf - UygOMMBNz Chg8yuhGTVI TLeU7enGD9t F9oFEy 1BP9h\
nmBRW8B4Zyj r 8xl vkadCNyu5i Of uol C7pA5JCc3A7BNp2ZK8TnNPTsYJ9BTi cj Chl \
I MWYKVSnk9W G 3EqQMPORaRi SHYxMUJOWV8f Y_06Bgr ODOWMNO_6BYGaax Hsz SAVp\
ar nkEi SQOZwy B6xsc0dsU2MEVGANQDBCU3NSs2gZmNif sl WhxzqyNAYt Zhwkozcm
sGzt Gbng YHXEt gqpo44nKgXH MBI xj vsqgZ- vNz Gyp04CEr ot GBQleu5gQZquzZ4T\
| S7Jgxj j NOkt J9Wjof vl gq1i 0J@E7VL7aJ0l HIpnFl 8- 4cbqwg7- Wan_9UOf Jux18\
PBDBQ3j kQ wLi XZOk9KI gi n6BGmpx- JPedl OOEEENKLpQmg 3l OZGuHf XGCT5Bk G\
k4sWR3dg7uM/ CAy FS5f t vggl W MPI 4L V- 3DECG- pDelvEpQFESEWSBHUNhpyj AW\
MEHbpTKau50GWAI YXRKZT Z3Cl FQV3gHoBZdZQoRhEXzKnmdk PB2j J1 16 FnFGUK_G
SZYsXK68! Uk_| Eni hTadnBEhM/ 8- wh9Zt AXQsKgQt UdVR7nFt 6yWAKSQ egnizzk\
Ew4_FBr NYUI XC930h1dYi 1sZws5ZHo3dnmY3Vi q4pLi i i xNOLr dzV6RAE wR8f npgbqg\
NAc_cVsFePATi HnwBbkej 1BLMAKUF YhIpX1l V- 9t | 0ZLA6JdkRoAeXnEvI xy Y1T\
UYpugYuZUeERM WgVnQ dsli _ApolKAUM TocR6mM0zG &Y 7mlel 2ygbct cg6\
EvYVWBLDu_RJeLFyAw Xd_WKgWNol zoOVbCXLOx DCc JwivbLIJknWLdgNxdFZHGL
g9T5wWBMOEBpj K8a90oOnf xVbl i k3eUHYk S7TVhKSqCQOuy OBz DQuUVt HAt 9Q60CoOgul
qUmleBV4GSd51 PSnpCendqBj EKZ2J TkNwFkuggbmi | EnYMHEG: MUyveWZi 6 gnRk\
PGraVcj FVOU4pXZEURI JcugvJUH3qwoUQ7snggsaJMFzr DVs AGQW t DIxc EOgBdB\
TAI it 99i gYmAeEy NoK- G460YsNzg5- CuCi CGIZKNObWhddnROknY6j FG7K_k_Rg\
VAj _aWoPIl EzGz0j Bt ZqVDMIFHF6d4g9er pHCa®Bh9e7k2nnr Gy HgkJYOPQ nivr L\
Nc930EJ1gLzUSwlaho8KgwNl OHgDuJgnKoSf EhgXQRf | h68qNgZ6SC9JYJ_- | wpK\
k_TQUYxJUdRKkHBIf gkBwyoGsi OnLpChM nsl ¢32CMWMyHWvBsc9Dl SgnzOBgi ovyn\
Et j _gqdVvzZ3ZYwDAaSaXTG/wLMy NwBf Vycnb TdMQeZs8dwu6bpi f o_UYzBhj 1EY8u3\
| dS30Vaj DKZgkwdzeTacE2kwVs CkDOK _y - WQXEvy FChAYWBI ANbpAul wpi r GIf FT\
VWHI FEmMLCqL4FXPt 8a9Dus GHQCuq3bEkCt pnRi OTGOggVSZSWkuoxbGnl ui hr Re5M
YY87PCvNMSRVxt hHPS6- Af 2y P_HWWk cf u3DwiNy CFxBJgf vt XGLFSB8Zq6EGAzi pdl \
VLeDl - My6s_8j Dce27ki 2xgXVQM",

"priv": "t QDSUt - MydOLNFi UKOVE!I udnrt g057pCq97A54Edbi M'

}

Figure 7: HPKE-9 Private JVK
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{

"protected": "eyJhbCci G JI UEt FLTki LCIraWQd O JCZVdwN1k1d@@sWDJz ULl N

SO0l hRz ZXWZFLWFy VEt j UzJPazhFZ3FGec XJFI n0",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",
"encrypted_key": "FNPUnD- x_KD2ZI Rpf S1i 50t H3z XS0p5YqAX1l QXDg7KkVDf P\

rigbLJi UX2ol Bxmivter 7y XyH1L1VM 3AnbWWHAHE8J XA maBWM py- ahh6X7k16Jr \
zCzzQCURWS2gDMNw_j j b7L_Li R6N9Vi gf KC63i 8D5f L9P3y84j ab77h5BFeH_px4\
XNXdj 41 ZpoQor F4A96F3TMCpj OF7VI OPOHIV] t 6gHAS CAvkeuX5r i GRFOdhN67GM
RHAe CZyWByw f zj ADZNRQD _SX- bf cm CTJzi | Vy4KaEMHOYv r YnTQe9j | - XKCI o\
eSQXbv XQX ni wevWhPV5pDl dRF89f shN1VI hTT2zsP9of 51 oHWBDIp7ac8SvhRI P\
m2CGHocW9Jt RNOM keUEqLMhJI p1dBJIl 3D3gqwe OTvACOA3ZA876Xu8Gsgen5VsJj -\
O1AN2eB08BR3NNGDuUuUs gx PVXQWAFSQ Ul G71 VRp_8_ Nxf WicbpCj cE9hvvI QD\
- xFS0a6r QOKI mMAKzwKnmY8G U2 SUEAWNGr SPHr 8Jy GF hOYr AO- - FgPuab6PPGr Z1q\
z427SQ xI JBC pWPLI hJzvbWJGOW0g8Tk2DQGnCBMZNc 4| BNVhnKed @ 7g6er NBh\
OMXZSXj - SLul 57DSBXguwdj MUt sJZoF8Pj | c- eSr @ Zude3S9i | | | CRMLAf Sax Pk\
825PQ BFI MhEb9qge- Uc65ALr 093i kk5eYF1mJJ31EAJYBVI 4gU6RD7Dp0l ulX1z\
wxB7JZYZCqUOnhyB1I f 80A994ChY_Vkpr CF_AONcLpee8i W d0770VODp14MAw7 D\
6hPLIDa4TOGD] M+ 021b2n6YqoxbUuPPGAPCypb7e9zd i ZVKkpl yBXzvw3pwQ708\
i FC4AMZswW S8cYi S- 6n3Vr GosvT5Upl UHdpPONF N_UYHORFW VWWvET mx ABUZb KNHWW
Ot LopDl ysAl Xnbl SO 7NFAVA05UQGOf Bt y IN1r nSey6El Xk9l f 3gdxKDf kgZVgKI \
Ti uh54bmBL3Kgub6ZLKgTyxOANYi YW2T2G79t Xy LAQDr | 6FXxRWM GoUWGhgsmN_ MBI m
CSR3R7Y7uws @hS6hg7zXJo4l QBok7- RvP1- bn9d9goAHPSYASNr WAGBI s1 FRK2y\
JyAEl i UNL_t FQB8Tul U3uEgJl ECr qkn6j FcLQ er 4AnCEJy30 dir XxZsMsLhHuuc\
ghkByUT2i P5j supSeTaCgRUKUMQA] 9i UeLAp4aAl ZAer t DuwZl i 5f Rr FByO6h7w
Z6ewNk Nen3vwiFgDU3V1_xXI ZCo_G~ghO 0oGWsXETI B- 1 vgRHOqLWANOz771zago\
TARI 2HMNRc KmAQuBpSpJ2nYl kKMI98CYnbkHvIl gZgZp_ YEf f | TAXZ9dr xobj xr nd\
0731 9nht DdPpY3D1zt v3I 3k FX0K20dpGewhWZ4Kk uEYnmPuugT49EVQXS4Xdpo_aS6e\
RNKwe 7f f pbhl - zt L- H5409- Nl oveut L8VI957RA",

"ciphertext": "V4i Zygd dT83y_Eb6dE2c5] 0- LMz KAXVnJwnXt 9337d9haaaH G

Skokan,

YFUKVF3zvTZGBI2PXLQEFWM Z59] seWeSGALTKI J1 W Qob- 10CdE8607pi GyFi Gy\
j 1 sd5CEzf JuVZXmyQz3J4g6NI H M3 oKTx6aa_A- gYkszxoKdl vnmaHLhnB5vr 9k\
9G\XW bl VK- r Jknt pPTWecV7Y1nl 2yb3nzJUBDf qDzf Kb9YW2x- - 8KFs8n4Rc SZr \
3d07RCB7QyxQKI 9AFd5n5t hTO4_UcRChvf claawFV4l nTHCGL RAWP09P0OJ IMNF 3v5\
1nf Sst GwRot RG2t 9S31 WAC 94VOeEVZPI ¢l nt 5uYIXPvQ4Fi p4RH WGLNMRFRE T\
TzTbl f qELzPeOVA"

Figure 8: HPKE-9 Fl attened JWE JSON Serialization
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eyJhbCci O JI UEt FLTKi LCIr aWQ O JCZVdwN1k1d@sWDJz ULl NSOI hRz ZXVWZFLWFy\
VEt j UzJPazhFZ3FGec XJFI n0. ZMY3Ynj 6VOTf | ad99Muj hnmv SUTEYP- PETVMKSGF dKW z\
1n2dvNMJCM DS- pAzsh3l ny2RyTHLFsUoX H _hGAQYd1nZnmdX9bgWpPx8e5Mhbx9T8h\
GRbf 8S1q3nkyLyl QNBt PW2KIMAzy6d5MQ Jy98V4cL_- GFFUde8gvYlpl gf XSLC_BBmv\
nA2DddcGPvi 3eKco8PDY2HVNMY CusFnnYVcRXi Rc3t LI2sAYI davSIDqUVBQxi OqR6J\
0g_Q&0ngqgPoP__bwNbF_UDU4_9f | pBy8pQS2PI9nBJLAYBI 50 zwdUXTKCSgz UEvxr nT 1Y\
r GE7oPczj vi XzBK- f bMAB7ShXFQ- | LzAccf 2yb7hef 76 AduEi 9rmS4D6SESPTEPFUNI 1\
| j ED4J2QNuYOM YCTh6Gen2h63FHZMIVMy XghnKQUj el pg_qoDOL3ASUxRUCL0YR8zi d\
pA4MKI RGXwf NleeqQc Mihyur MXLBCS) r ZqCs Kt kOKI gt Fx7AngZHULmYUcKZupf j G P\
pMOAN3znD MF3Nr sKt Yof QyF3USoVf | t Ssu- KXDTU_b55EFZf D7ur _4X Wj_7h0GX_2S\
Nz sRCygNhmucBPej 7SnbspDj Pf YXuyFgqr EOVWQUEWVE ONJLX Tkt Txci YcXI 6gaCOgXg\
r 7zZ\V\AQTP2E9Uqi Aq80yaaMs- WAMIUUBL VI r uagHy 7s1cNBq3UOhC3a0C8_QvgxTYYI Za\
- | EsH x2DoLAQgi Dr f QvQPer 1YVXg6A- g1l PPO-j cahyf UXvPDsNf YJTRe1HvUXEW | O
ZQlhodTyr eSPLj vRXhw7MAghScbKusuPOMP3GXB1nt Ri G1lV1dQuml5PPD0- b4dO _9yg\
cZf 46AlexcJr EBHeJ0OSY6Ukue9ui b4VEXeQ 8HbS8hycC38qgej W4FI ZLukghSXHST- p\
CoD1zt Fd235WCI FQCsqOUORG6ZXxHy O Mhl uj xuYGoU_J7Q@BuUUXRZMAVLo6r wKr UgCkJVa\
y9UpYFWTOOGLg795uCkpr W 8W KTRf i VikVj PReOBskg3u_FpvUXdSI bJ- MA0xUq19DsR\
N_R FaMXX8b3nbN DcBPJpPr VI N910i zuecSJCal sPsr pONWSXkQ 42FFKOWOx I C7Fm
8AZM _5FnUk Gy ugWSNL CkWPj WAIKONANI kk HAr v7BHv pQSm FCe TgFCQ vVSI sj XU2- N\
u55w DOToWBMPI VQHW QKgUwWIwR7e QAN OMyl 611 eej r CaJBTf xJzsMbX7evU- 91 Y61\
WIJAFI 5BcmJl cpaHnDaLRULMGELLnT KsvOF Ej 48AqTHdI 13j LAKVME- bRYz87t wX7GXpG
MLa0X3PGLusZ9gH91xZhKu8r K290SAIM3TAXRP5qO4 8ETE9(qZ6- QAa- b5dmXgkcswH
whS09W BAx1ePWU_q- a8U- 6HFaGswk9bheV0aoYSPXK_J4PKVM R7YbxTOLNi Ovi Y3E\
OXGIJHVpBMAONDAYO6! aXw. . WBw 0V5NhSNz- r gzl PSWOPkj X- bVNx_vCi wOr guyL4dg)\
G r OVJqyBOvnukWIr9Viv_Znt XYdi _oAhOTCSaF5_D1DYNWipaj OSX8m j 3nG RaJdAf 5\
N1r 4XOnM002BTdW9b1lj 6ZeIJNB4| _71HFOGTVCY11NIbbg@Bz ox WWMDKn8c Ck 9k COgu\
kakoK7gRB_e2dJnuj cGVITI r 3s5n0gTZMKEaEAWIP3TNo (X - 0YNTCQS- 4i - 6go0OnkcUUYC\
H64vASVh5zr PNgCODOoFd2HF65gGKEJr CEc Vef Lk YVCMBZk2PPvGaUSI 9eJgbKB9y9i e\
GxFcgnl Lcw8bY- 41 6f Kj g8m 1H2ZNVRXs RMO0ycR6_7zzBf HUNKI pplLi QOwG CTh3VO
GA.

Figure 9: HPKE-9 JWE Conpact Serialization
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{

"kty": "AKP",

"al g": "HPKE-9-KE",

"kid": "18THo1KoAq90O6¢cITyk2WF8abzqb3k KKHgdf aj HUb8"

"pub": "8rGsDcYDVYgHXJdoG y4snl f_zz2J71 J_dyGaf oU- 8PBgdSbh4dKAAggLV WL\
LG _kwgxCdLXgh7si nPl UPEQAXeal TnOKYJhCIN _t p\BBbZcl C4s AXNHI t UAVAKS \
AEgy! | OKi gKRohYQ hwSI SAChAINWAPIhYMyZPVWKDf 1zFJexT_pr Kcl LGRz U- Ak\
UACunthboEr JgGYl RAXVF N7Jqgf | Xf cNI _QCSpcpuAk_wMOW Al j 2WdCVMF d 1 QBFK\
0AI 1cM _cuL1IWWOK5Ss C7FKg5YJZdZPJI53RkFUUSZPr hc W ZMs OFXIng g eVObW
WALNpKEJt 7nDeWEGHI CVel - RChr i Helt cx40OFgUCr CBvEpJI 9d0anbj qwY@B- Wi
WZ31 FVHWRc5NCb_IMHhknJsaCqgr SMEUJ 7 XBpTWHdU MNIVM gq9Pcd2Ww My oZnNa\
c_xKnk5VxkBgor WJZ3i eVWwecGYt 7cZQ2mvJwi | Ccecsz6TTI ZnuymJU57- J510EbVF \
GXSBN3_BCpf WHAAQV- r Zab50WPFe YQ kj AHi ebl CgN7bSKI 6U- NCpoaPA- n1(Bj M
Y-vzFy4i aMBThf oXdzXQo0oLCvyQZ4aql v4EqQYQRFh51RNG6Jkyk5eqUUaHTRAV_y\
yj 7WBEKZNI DWNOy 7ZAunaDl 5t XFpUaPmHLQARQVLf CA8Y27gQ 4nOY2zdHhngl2W
O vVNN- Dr dd 0ShpNve ARM Mbyi DXUV2y R _b6KTDy q0Yy Mz QCHBGhs cr XCN2 Qx Xd4\
hHj - gj ZzoJl i n6XybQ r G6EaMkvI Kf wuhZ70x RTuC3hGIBSkMpt QNg3Th4l uol - F\
| 7VepMvOYOVy YARANes z J6WIKZJ Ct zUhPc SBzel nXaDgNeCAt 9j | BXpoJ X6mBRW
i MAbV8Ygt R6vK2ceNWby WCAF CA9Nmi BDAhFaMNThuei st r2eEJhzFZ2wlsT1MG v\
G2El yuUNBgW Nj W R4vf EAWOneBuASv 7By 3ycsOMFv2hk2eGssl znE8620 50 11\
QNFPRr SMk5zLdDuOep_pPCYNUI ¢St cDt | vy- pf J2uEdBoJ5hdE9dul GZA Teozl W
deEcBr v- sEInKk7hNeCSBpVpAl YDTDTVpvG k- nJAR_hbNnf CY55SFD7C- zxCOf r j \
QA YWW.DSSH5nV4| QKzseJ8x 1wschbWizbUgF2pNZBDEA] Spi qqVxgQAi kaOaz MaWA
ERNCeX6NFYknmga2nRE! 5t 46woTvbqBTSxBMOxc S3KChzniTcqr LVf S9Cci 5DaAdyj \
ad8Nz MBoHywW AFTA8BI 4p8ch7CGqRIOFcJYVsMbA cj cGCZ5KhahgYd BH5I w6bR\
M 48JzHr Rnalot XxnXpr cLF4Q BKEZf KpHr Ssszl CAKOKyt | G7_xt NPRZ_UeZmeT\
Ri y HW/DCc QSz MV U_7hf Ga- BEr mMA20CNBI t qWZnEKnCERei 2KxP7cJceuTX] pYAc\
VWrLx4ZVNL_Jt G sCU5segDoXI i BuFHwWZi gkhcBUBI S- Aepv SKNdCA3HgeWw ydKaR\
zM6Hd1i Eyi OQZdz4pcGDr keshOgi UpCHGM OPel APl Z8DgRj h6Wwa808Ywyr f JZs\
6vLUcA W In5AaNpQFVWJ_VdbhTDQ',

"priv": "q_aDEMZpRA] bi gHwO23vKcgl nmYi eSqUs CKTWWZESQq8Y"

}

Fi gure 10: HPKE-9-KE Private JVK

NOTE: '\’ line wapping per RFC 8792

{
"protected": "eyJhbGeci G JI UEt FLTkt SOUi LCIr aWQ O JJOFRI bz FLbOFXx QU9H\

OrZzj Sl R5azJXRj hhY! pxYj Nr SOt | Z2RmiYWhl VW 41 i wi ZW6j | j oi QT 1NkdDTSI s\
I mvr | j oi VHA6VW PTI pr bj NvSEl 3RU1BX3FXbUt RULUz NndNOEI 6NUI t Mz FzdEp1\
dVIBV3I f TDFSUOxx @k Zt QNI OEot Y25hUvhSczk0eVRI T1d2Z1hDM Vuekt ZdUQy\
ay OWOERaU2xUb05nZl dPaW 6 UEV3a2FRQRAECFZI Zkh2Nkl TWkct bzRoS3Zr Z2Zm
VKkxi QTN dUhNOWL4d1VKdATIGUWILV] U2TUhQZzJ1 bDBLQmRYdXI QVIGU4A SUg3SWAS\
RDV5V2R1W R6SDJj MLI ac3hnSXZMsz Y1SUINSVNvbDFEOHZ2MLK 2 Ynpt SOt Udl | 1\
VMHZr Z30yZ3JESVNTM E5YI 9gM)1FRWFXeWIZNFNx Q2x1S21 zN21 kW | 1SzMDdOFi \
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YmLMIOot UGhVNmxGaj VINM 3eTILXIMveFIVS29kZm zU24z OC1hRI RECEt SVENA\
Wk 55 WFNSYWNHOXBMNN E2 QBh 6 UGZ4 U2hHSXpj T2J TYmBoREdATdkl nRHAY bWLPOFV1\
RGNf U18t R1l DN2t yaEpZNk 9 YRDBs Nz RLOES K| OVGU3LXhPW NnZVoy NVBi WrOF\
ZXc5b0VI NVhFZy 0t V3My ZESuTEpvdEFQaXN2NKNDZVVXQ FESENVUXpgSNNZTThf \
aFpKZOR3RnzZy dz ExCEZWaW VORI Dd1l NUEF4THpzcTJj LTNOM300ZnJ Ec FNORWAN\
VHRSM2FnaFl y YWsz THIntnx KUKk | z ThiZpe npnMFRYdj BEV1Zz ML8WRUd qNDNDOWI G\
MARI SXFy TnVpYl BVTGRCRVAZN) R2Uk 11 OMBSG zTDEON QLR BUuWIRi TzFhTI dC\
NU9t ZXJ60OXBGh2FhcmBMe Dl 0alk1Z0NgREhvdmNORUFqNNBNVHhFa2t JVMDhSRHI J\
SkdqRHc2Yi 10bGZsQ dpSEZTQ dt ZzJORUWUZGhj NmFRemlk U2dUQBI i SnVf VOx B\
UDI QcEVoeDl qU@EIVWrbt VGIXVW VNHdAt UXdOWHk 4Rz hVe 3p Mo XduWHpwe k5nmZF9J\
RVg5b172QQ 5VDFZej FOnJhvhVpWFZOAKMAZGdlI UMIKYNJ I aWzVnRzN puMax| \
OVl 3¢2J3Q ZTNG kd2JOUWZEVTI i VU4t Uz Nr RWZnVWk J ZVEFBS1Z0eS1Eanit MEZr \
TTkt TV@z UVNy Nj VOMLNueEt 0 YVVNbHUOU3VPUGS 3bVIVE VXRaMDZFQXZXSWQ NEoz\
RkYOZ3BORXR4cz Mk Y3JEOF90e @y dGonR2FUVOo5dnmdr ZTMke C1VUM Gb2hobU M
St HYj J2UC04dmyx OHhONGZmR20x e HZDR2dESXJya0V4YXJIRS| BDLVdRbzdhaVex\
NkRpc1Jf ZHQzZ RGVGeEdZTUt 6S0ZGLUImYW 6bG-NRE5aM hTeTdzUkRPbI | pQkl k\
ODNRS2FGSXNKZj Mk OEZvV0JqSVRqUnt j bnRPNXBs MOFpRUNFTVhf UU9t RXVCandL\
aXNl NnZI YWLXYk ZoOUhRdEZUZFJnRE5 QW& X UTFpSnpTSnhl M Vk MC1VMGFoZ2dr \
MFAOLTZpWhhDSy 10CHQBW Y2UFM V0ox U3ZDe Tk zaHBgWEV6LVAORTV5VHhI SFd6\
ZVB5eUxWz hgaz Fx OGZhc 3FgRCLHZC1t MM@peDdl OHpOX19Ghl BOUTNr NFdWeEs 2\
NLhsXONpRTJInZj RsZ2FFcl ZCVDI Oczl 0SUt ZRj VWNEZZA Tl uaGEWWDJuMKVTMUL 1\
RR4Zk9paj dMNBAORGXLS) dXWIBUNNUzdG MONnBKWIBXNS12N dQYk55dVBI bHdr \
cGxl ZI JocFkxNk5UY2Rac Goz S| VSUOVWWN3pj NzI LTTNKNnR6Qz NEb3FZMANI Ul hS\
VU uRDZmY1l DVHRXUVRgd1dXRj Vi b25uVW zckt ze TRx c DBgRHZUR2NPRG NVVhk\
cnB1lUzd4WN 6di 1aSTI y Tz BWS1NDbGE1N3Vz VOVgQz Nx M2 J v UHNobnmB0enE1 X042\
cl FuOvQxOWN SWF31 n0",

"aad": "VCGhl | EZI bGxvd3NoaXAgh2YgdChl | Fipbnt",

"iv": "d8CFuwBEVbI | _nK7",

"ci phertext": "knsi Et 2hni ht uOyf G FAs26cHoVya0vXhz62N6vnF4NnZP879ES\
3YkengaFdFYG3l 16- N7GVar 60R0h- at BeDoMeG\v 7 QHLE9Pky5ar S4kalL4y7j 9Bc\
ffzAlLg- HXOcQzgvWi7¢c9xkOXDb6z S0l i TxV6- ZMFHHIHAAJSEr My QNt Uwh8r v G\
APWSQWF zb3SAUsm TVE4- | Myg4KRKKNHHsdzt LynzDcskMyy ASkQ0gi KYcp85uz\
Z3WwnnbLOCen06Fi 1Kj - WOHAOJm Vsy58nNnCZSeEf Ldl GyP3HvLQqj 4ngp_OvNu\
BKEp120BbouXpJ4xuPl a9FdgLoF3Foi w2GRhoqt YWSYuu4oRgni XYQuSB",

"tag": "1 7BtLt_8bQusUKONS- G6C&g",
"encrypted_key": "hEaoX4f Nl WQ xb_y31sERZstt ys1f GKexhdYl | OPkJDt Ncl b\
- MBr meB7xQypVLaM'

Figure 11: HPKE-9-KE Flattened JWE JSON Serialization
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NOTE: "\’ line wapping per RFC 8792

eyJhbCci O JI UEt FLTkt SOUI LCIr aW@ O JJOFRI bzFLbOFXxOUWHOTZj S| RazJXRj) hh\
Yl pxYj Nr SOt | Z2RmYWHl VW 41 i wi ZWbj | j oi QTI INKdDTSI sl nvr | j oi QkxWb1l HUWRO
enpXUVozTj Vf eVZWOGhWAj Vgb0ZVSWIRVDBW3h0ZI RM.W)xUk91azZZYVNLOX aR3gt \
aTg4TWLs YOEWTI VMUHZEVEZCX30t ZUJ5dH ubnVf ZnB0dOpt aWsJVI cy dWix QLhVOTBUW
QXI5Z3RW.VIKkY1ZINnhk RGFLRTJj Trx5W/RI VHF4Z1VHo0ZSNVEY MEVIM)dSaz VSdGh5\
REx5¢c TZRdUdVMHk 4RI MANFB6EOHVCYOVPTNRt ZW 4c WAWUHI yWriFINIE dOVWLT dz Y2 SXIW
LW ZXz RBVW5t azZmOUx| d19i VW FU250RHBzbW/YbUpvcy1Dbm Qz11 4SDZYZW f RHFT\
CcFpgX1BGRTBMVVBDNW 1QM z Z2hRQ@pNNmit Unht bDVJd2xaakgweWgby 0z YK QOSKkx E\
azZW3Z3UUF2kp0Z2dUMFh0OdTZIcTVTaDYOTGpr ZHZTeXZscHzZHec ket bz NCNXdHYWA 3\
X0JpVDglaHVWWOFRadk ULN3FSdy 1 FOEJ gbWhoNHY1e DZVNGL KdnNp QML KS3NCNUx Rdno0\
&RkU001d3JgcmBEW NYVOst VA 5U J6MERKT] ZDTThv X3dMRnQac GV aj ZCW ZKOVFI \
cE5UMDZUV2NEVF@GBbOI KSHBUQ gy UXpr aDNOLVowSW) 1 ckc50UR0OGZVY1h XWHVK OAFT\
V3J Uekw2 SORVak U2bENmMIMVTRHINd3JINSE9Nak p2QU5s SOphYz RkbUgt MXR4ARTdOZUp B\
VKFNNELl dVI QQLNFeVNKMUpvcHZt RFOHOGAI NU KcORI UOZYVWUYy bGhCUKF1dj NI Qnt s\
Y25s SUpRQ@BVKc 1BGSNVRVKNYUOX MAFBj ¢ Dl Rak VXenFGSnt 0VDl zak5BLXZNZ0dQZVpY\
cUpuQ@zRMenhPZkVaSHpSTXJoaGMIWFdWeFJ6a2dZLUlaOvhycl V5dHVNRGpt ay 1UUVZzZ\
N dyW BTY3l NUXpaVWpmAU0O4@BZIWHUXUWDzc1lozN NHN3ZI YTh2Tkt 1RmmWFhPd1RF\
cWL0Q h3Y3puYnZLcHBqaWU3NE9RUNdJ SWy UVBI RW EbzUlaz JpOm3aHY1Uz YxcHhQ
Mc9GaONPTETUFUSNLNLckZZNDRPNEL SbXdkal p2WkJ6VI | kUXBWY dNYO5nTGZoOHZp\
R21 5SzhCbnJBQVI t ULRXdTc3UGINa3JMel ZzTHELbVIqT001S2Nwbj V1aFdCRO9Edkwy\
VW Z5akdFa09ERVpW UVFLUpwYkc4d2d4Y0JBc Tg3TUZf TVQ N1dgZ3RWMRWR6NGxZUO5Q
bTFaQkl ZU VOaGdYaTRr UmNhVkhyb2l vdnFTZVI 1OUNDNnZNeXhJWIk 2 YkK5p MHRX TVdm
QKR5dEJf WKI OTXpORHNA TmI mVz gt YVpBUNRodk Zt T3F3Z2xGZVN) STZpMkI 10EJua011\
WUJj bXhzaWFXeHc 3NSR32MbVk5CeH RRk43aUFUcj kzbnmFHNmNUTW s QXp0aGpgZ3hh)
VK@ Z3BUbOY5WFFMek5EdVAd TWANUOFZDV2J0dHULdkhxb1ZaMchTNDI | VTEy LS1v SOxW
W Y5eTRwWCHo2cj U4S1BUSno5dl podXoy MANubz Ft eWi1az NSN210NDRThb2MydHRI Zj dw
QXBRLWZL Mk xi bGNBM FNMTZXM | KdAWh XTkdOVEpr b URKb3VpQXEz S2x QNGZy VS1nNU8Zz\
dk5f LTdCS2ZYVA pTG 6MzZM19Jcl | vdOFpdHBpSHIKSI 9Nc VFz XOxr RzJHZ1RFTWHN
eEc4ARGEMSEI ZPYXFzdG t ZWHFUWN3Cc TNCek11S2FkSmIgVl VLN Rncl 83S1BTMRXe FRE\
ZDFI el VPbOhxZVI r Y21 RNEQGNORr ZWZBRTNVQTM) QVUz NVZNSEt pak9NMLZaeURHdA 1gt \
Uz A4VI VhbTImMThr ¢l QXNTMz QAWSZI ky Xz VnWkt YVNh TVIMR2 d GZXRk U4 MGRNVUNy b Xdf \
eTl TCELnl n0. n83r DckIJMAWe@B0el1C7cc17C52_oNyzEt noz5VZ1cLXEAMIX5YD- AP7wW
Leg6b4aQ | 3pLYnmer eOK8GBAF. k60T3m | SW8okLHf Aj FYBI Tt MpB2r O7nRgkj HRSz- u\
GHolnalCf zcQ gDKmANn5XmyUnxJ09Z5Xq877G2onmHaAnI XW A5r 1zv7_r B7Rgr Kk UAEM
PPf RYI Rgl f ReYGEV5r H2VOSUHVIVABgHLNbmvt Wr2ccwy Kt bZEgx M u79aDKbZ8MW_Zk\
t ShGAIW/cQRYI j GL- MMRgqWHKn8Q73FT5CX4Hsi LI 0zn_b5j 4qDXqsZGz_A66wndg5vc S\
Ryt 6F08bf vQphpt r f df t UeMKn1z7Px| 2T3Ye7Al 34El QdI Jal r mGVUdz NU9x v LAWMD3 N\
6 Cy OHFEOW FNpXVxxcDV2ybCRGs Nz P- Rl NhCe D561 - 6Pf _nG7v. 77mxN7ZI NmLuUi o3m
CXOXA

Fi gure 12: HPKE-9- KE JWE Conpact Serialization

HPKE- 10

kan, et al. Expi res 14 Novenber 2026 [ Page 25]



I nternet-Draft JOSE HPKE PQ May 2026

NOTE: "\’ line wapping per RFC 8792

{

"kty": "AKP",

"al g": "HPKE-10",

"kid": "EklcXLMBAkXQX6nEr x YWNBY8|I ndASH3H- v8Tfi SDLf I ",

"pub": "1KUYqsq90ghi woFuSJj L1gKhZhRQuj &f 6¢XJt SRSJoShpMyQGWIsu- eTJT\
E6FnZe UQNEt W Nf sRAj zQqYgCv KBOIMAZddwzk Yl CqRSXI ¢ SHrgQCLKj 9_TI JZi pHI'\
XL1kmd_2nGO BOPCbxscLN-i yKKt 9i kJt 1Ks95aa_PSwRnuml4M/uHI y Zu5wAQx\
PNTj wOS3Enl 00Dy DaPaVG5zHql B- MAB31 6W JUFQREr f RHj TwMhzt sYLNKI dj HVZ\
YKxAi wouenzdynol oBxaebXl yLnHs Ay c KP3NBy Wax MXr EpdJ MEQveDwbWLs XOf f A\
ul Tzw7boeHBdQcd Nzg7xi | XcgYeq95KmgbNgKMKZNFi ASwFpG oy 1k UE9s nCwVs\
V-1 _dUr Wekar gy INUONoRMOCox4cuzi EUU3WKBK9pOBKV1W r LOkBgBZUy 2Dhs mi\
LG6Q JLng4M6SAAXAMCOWp_2zN) FGaMoLZCoKgPt - FGe_uXyAvVgoYeZ2j Af WQubr\
RAI 3NVd4Rz AnGh4hp4gPU_t 9mnS7sD1kd3- znDsCi gRedvNGag59J DFAI xuUaw X\
r MyVx6dzZGhxf OnaUE8i vuzZ64i PQRasASugUFVJt uQyD7pONl wOcUQg2- gVV- QTS3\
SG_Agdn- SDhqge8i xVr qQ 0TYnFVAquRni DgEX68NVAj ny PvwuEQeN10pi Aj 9w7j O
dF98dut kd6Us Qe PcgXcs CRXr NOuSLpVQCIUUz FoG3SBcuUEhh7DOr 6mAc G0Zae0\
C9E5e2qTZ6bUU3E2KZZXub- xcZj 70GSspwgr @1 Td- xzi 6aexu7guYMvaP4ek 3PE\
hj UFwWM5Hgt zNSgp9SOQEAPI YJs8mCpESt Ns YquJ 0@ CXYabuqe5SKYY8MOprkpual
j Om QEbvU mIQxj SQxPXcDPOaOucdb@k0Okshqgr PAUW SoLSj AVxAdgyxe5pdXl C\
kr Sj sOLuUG7f acOgct | WORI ur q36EF4Ei t sMOWhAeubknEd7ghl B_FI nf QKx7JaJds\
cx0t aYAehRD3I N3dA8m NNd2Jk X2DBXnmQyKgh1Jsl caCHNYaco5r | RqvpwR0t 94\
nNbkl CboAy25ZcJ2i aAl wAKPSWht f MRAMLP_TMObTFTVER- gKAexgqgt KYBK5 _aJKp\
G Cri 4GSkw 1RPeXC3nt QINAJ_8_j NI 1yVj VWVh9OI DSTQGOr t YW nmHA9j GATRK3e\
so_DObONVRyt aY_awbxLJ3ZeSt t LZElI 3Jj 79kd1Li gAXFnli S5f Nxi gEl ¢j ugb3W
x2dNPEhWI c2dl 06NmAnnf | EUZDwzkf DcUL- dJVOPcUCbAbPyor aEqVSGIwWFkt 5\
a9QqqUXKY03hJsTaqEukgMir YoPl EJ _UuqRpt oG-ZBWISct 2pEl 7nuQZAOl i cZpu\
Yqgx4j GCAKj S xuaFKj i eExAll Gy SoOEXSETUREZTt Ndp9hDKyJQ76wcoVgl ni EHe\
UTSdxgTI EGVBNLacqgxHFVATgURf Aoj 02UCx4s XXdK47Rt BuQ Bf 5Z- 0hx2DDqvgk\
TOKzy5t r EJ9MhvKcet Ys YRWB W51 y OWTAgUe L PWYWK L Xxi 5BYAF2KqF2yCat yQ F\
QZO7mMvCZUBSZut KQex ACAC MBI GQRs DL3c MBI HAUKO hSUNsbsr J3p9i 6HEFc8I \
Vm Vi uBt EZbdFZ4wKD1Jgah3ghkj t HohwLdME4ZQKs5j JZvj GFBs GZAOKCYGKbf 9\
QXBOoc- PN yOgzo2k2y- ETt MCos6KdcnGoyr EBVKk2r KLJuaDF_CQPq0YQds Q70W
aBj eckNGLL220vhi VN7j bL1kJ8bubl YeymmlKyLRcTOxnmpDDgYt vAsygUdQy kKbt \
SmOxhHZr ¢l FeKazWhe6qc SZCOM_.Ohszywl6MaUi Lt Vf EAvp8gzr GANQFCAG6abhr nS\
s8YDMAz5Yof | p2wai 8H7gC271 t ycEpVsW 90BhQPcng9C6h_kX7Rqf r t usXPBai 1\
pGXBI z_t u9V6ETzgszMJFOFdoKxscc5JcNWgWRaay YDBy 08VenbQygLsOd_BsJ8k\
W2f wnl p4dGUnt hqqj Vkr Gt | 10KCYX5_wb8D6nTBy PQ Bs Xl MEJqvQYJp8bSZ0Bp\
3NW Y7EBWM\vMLgf M Ow_pwe Xogl aZNgzWLi _VBz XI Y9I cM4qj i ga j 9Jyf bYRGPk\
TJ5G 4Taj 570C wi Voeof ByzZ5t LATYBKFPw A6SI Rhi 8j 4Ei KN',

"priv": "Ru9Dwxi J7BdVBh82FsXaAPPR4s5MZoadKL9y2wGm no"

}
Figure 13: HPKE-10 Private JWK
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NOTE: "\’ line wapping per RFC 8792

{

"protected": "eyJhbCci G JI UEt FLTEM i wi a2l kl j oi RW JY1hMIThkalhRWDZt \

enJ4WdoQ k4bGskQTVI Mgt dj hUzmi TREXnSSJ9"

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",
"encrypted_key": "PqSkdKSW5FL3sRXdax8xJP8r cRgzVg3pvPe5di La2U7Zq5r\

kl P-pVgcS_4YnoS132XKT- AFp3Ft 2qcWi10h2vvFSoCLH1L- 61 KI | E8x YHe8z Fg09\
mgCcLhevHKPN@d6KscghZLUJj eNSKnFRS8Px2Qmt t XH _aCkcWC8zt u70f HAOf \
RIOmi Nt j eP92J69aXxXXBj zqYvPn7Zl api YUXTQaLvMNi MOMW 7g5DYY7FTBhOnW/\
Pmxv- W OKGsd9- Bo_f ar LI 64ElI gk AogMKA7 Xda6v1gCubneb6nQoP3(@YLENSDKf g\
Bbj OFBbAehOLCEGKkhCB9gX0Fvi cV98CBXwW _42bYar 3v- My_g5- el Gov60OqdMB4\
f oDBcwWo1QAYB7j Hwgr RBHp8Je51 W Hhl Ui mwr KNM7_kwp9ph Q41 x7SUX8nEl hXA\
wwaNm EzexmbVdd t s1SPt gt OF RmmRSpwd VAr A50t URKaMsr px8r LIKKJEpy UWn \
40 _1U 7f QXCf URHOLVPPePi 7wg- AYi zp5zAGIPTZSBgMB9i nBi C- a0j eyPIBgm 2\
DD- kD2_QJINnTUMAM NBv0oPp0gYWBeO r C LebcHg9XQ nKg_wgnBccCkj uV s HUy\
WsW6gQDEQI | NSCyW HS4RJospOwmuJ1r uwlsYOnVzvpK9q7AMFI 7 _8WRAgKe6pok S\
Q 3J-stoVj NaT8T9cWBzbml_2y5epgDzPl | 1UFVXWEBUBVB7f QAI L5W7HUgTB- 2G
QWRURz9511 0j Lvi 7SkZGFag8F3BBr H_H x9kt 9aVj 6 QFuQHK- gCK5QAbgeGN\LI E\
uGAaVG&6EHvc58gXr 7AsXr _aSscewPPSNy 06k Qnh8Q1xJI uxvybQANSKUk 79ueUz\
0OPBLOI nkyoym nAl 25gpMLcDFUzbng r WoaSLHz8Coj JckAzuh251 ROCz HhIMNSal\
-y6_nFt 2ht SFUQAM Z6Rx3kg4KK2M K61VLVYKUHMY MA8SUi YCgQVdKzo&2s YvPj \
QLFE4eNKaPXA6wnr Cheu_- OpLB4ysf | gpCkEH3hWrxuNbMGgkkg951 j @BxJCSI 3Y\
t Gy CKYAy UAwgL X5t 8oj nke8eCyaS0Pz70dr 5j 5vi S3s0CzNh37gAEQ- ez9_TeWl3\
aUBHp4r aYt b- oedn7l G OFuhgCUODkz COpH30gL7SRXML7eLGOOPB&G2hwM t b20K\
YScDi G _16sFSA 2_j hw v7qf z71 FX3Jr 91M | B8f oQPBgf yOTFPG 0Cb41uquC\
5f 2qJYI Dkne66XA0cvxr Sf QB070a4DeNr TOI 7g6BI R- ChX1860xuCB5r 790vy QAT\
5Wy Xf 90Xk COwoysf Ef OVkHvEMe9- LQTeZJp_ZRXaJSbQJZs| F8ONaTY4t 41 Pf HDD\
chnt XHyvt t IMISI aJMKj XYOy QOr 2Jql DJ- 95a0DQdg7Up8j RAMpAL9pbnbh_ 7 AN\
VG N9SOu2aszJf UDNgglLL1CDOW)Dg6DgHUWK W 0XZ20t f 1f cOkDUc9EHP] yyj NZ\
7kTsr RHgp49vsRayY6j kKIPndLt ZQTG i KsdZEavl Go5Xi BeNr r 0OOAY- Yhe DQVHX\
K2a@HOGx Qi gqgri ¢l mQ aaKn3LTv7M kdSo- 8QazBg06t F60i OgKt r PNkHcy YQ ¢\
vZj _RI ZGhO- Vf A_Gut Rs90z(qSzaj cbnj 0Zl 50r sSLK5EMJOXHGzt Ei 2hd- z9r F62Yp\
YLI pnF7dSl sc11Ll SuxEj i or shMoF3Eqgol Nsnj HCEA2XywYf gYE7cDHDO7cvj CC \
Fj 7m WBFhE4py X- j OEt SAD9c- i EUSVXcScj eApwg9_c7hYC3nj VQ vkl 7gh7bA8wWA
_fgM wr qq25EIEW3pwlz59u0EhB5t xVzzyf Zi vOxvnBS1sYMC UL55nCad2Kwj aE\
avl 2NGua6VBbH | UQ2Ehwmwz CUW/ vbk53c6WJt SEWP2h6CNNSy 1mi 9_7HSr | UBK\
VQXC32j Us@42Xv_eVzGz6uaxRsBK- QE7CovCOhUpFHRII f 4gmlaox5Gahl ng6bes)
AnBy 6g- 3Pwpwx pYAXP3gRef X9j ngLf JXc25eQvpwni\j KQvhoHr s9C1pZGFsELr 99\
wKUcahH7bl vQDk4GKFcL4eoUqgl i j 1R P16c2GLLI mEWOBXWbqubgVgf UBOvHBNj g\
YKc7del HE r pu9f QCy0l 9ENn- bLXWCAFk| KXj eVmmvEi | baucHuvznr gZYexz",

"ciphertext": "9kfFny-t TRwnj Xj 75P84eWlbnYaSy3BpPcMADuh- TMYi 2Zj KUD\

Skokan,

ogt dcOmMN92Whe- BRCBcEy31EMeai r 8LuVi yVnB1MIe2Enj ZAf - j Axy4VY5nKU41\
dP3KB3TRNeN- 6Yb8XnGa2j W pFHab8l Tz4_Li epUL9MVN- J4L4aKr dOf Ht 87VQLH
H6swyz- NdheA9cvVQM V- cCaoh0gf EDOmekWhF3i LKVf Tedj s7R_ZbcnKnf x- r we\
PcpObf Q Ongpj ygn yC27i _WKX6VAzW Oonj H1mgWJUSVUND53Dz Sgj nMyc8QNhD\
3VoJyAMB5LF- sh83nH_Sht yi QCVI 5r 66uZCxXkbMWgy SWLEBsT mLJUZzui Zt r 9U8\
i pA94i WOxMBzI PW'
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Figure 14: HPKE-10 Fl attened JWE JSON Seri alization
NOTE: '\’ |ine wapping per RFC 8792

eyJhbCGci O JI UEt FLTEW i wi a2l kI j oi RW JY1hMIThkalhRWDZt enJ4WdOQ k4bGbk\
QrVI Mgt dj hUZm TRExn5SJ9. TgRvKwbOBAKJIZt bMiJyalwl JsGbi S| | K6uOFl PSFBnm
xJJ935SRazR62b4t 71 xQ Zwd ZYr pPMbebcgZ8n0l chZ07bKdCr EJwJMiogXnK96hBI 92\
I ril 0Pzl PB5HzZz12dNmSFgX8nhOMZ5aur XMaGoU56MUDxzRMWBG_k6r ygYGsoGhJ- KI '\
5e2r AU mehwEBCongUy 60- Z5Hv9DINbs14SW Dybh5eUey3yNpSAj j 0JuTd2Hh4EmMA
ws GYby9vpTz3BJ3r vAnBhnZgf Ui bot Szdweb5DWFPcw7] QNNd2sg1HBL Q- ALRS5ReZA6\
hf i MNE96y5935_4Zi ADPHgqoRI7VM st A4l CEi r Ni xdJ46dhya@1s693cQLTF_t Ubr Pa\
U- WAV OPRAWA Xe XF5- T73scRKCOTR2gFz 8l r r mm2Q4Axyxy58xKf JcFIbo_gxgFLmBTJao\
VW RN6I yzCHM_35bV] KCgMyBEi KAGAI n3_ Gkl y_hBl KoAVBOf c TKEdR8nodz O6J YOF T5\
GoP_C671 sR_r 8H4j Dv4QTP7r gbhOBVgpnSBnORRBNs 11 50QA9%er ECAWSs 47 SYEC6NPDI \
WU714SpHA0LUJIXTYNgOgXpk6- Mz_apPG N5SGDOb Tz AbLnwiXRat v53gPt FORWM5nXu62z\
Mut _QgB5GEl vQwWyaWs Mei QenDpLl nA3Ug- 3Y5d- pkDvzmx 1f DO- 1VUKOWIqRy Goj H8\
f PgXXBzl j zP45J_g- ZVZkvB4LDQ P- ui wwM0OLTpoZQQM JcKg2r f Kzpi T_AxZ8eP8HO9\
Vh7CvdTCKKpei zHWI W DhJFHLzj f gf T5Sf - BFbOP7Sr | r IJBgnl MNawy- 41y- c0J1 p3x\
p- ag_c3zr sZbN3pp2df sVEj | F7r MoBBHBJ 7vZROUz2c4Nt - Mr62i t oNBOMLT ol Zhut 1i \
e- p-41Z1 3F2WENzZePj _gZnA_4AxAQAX4PPYut _QQ _cO27BY1X0UQBTUSUy s Qc CPwA D4\
- uza3r 0AOsnmeMBGM2E] ySNQUB8KAGPY3pXI s6qp_yVZpl Bz7gMdYJIx4rt Tu_| r MBj DW)\
ukq96PJA- dbuP3uz Tkt | 2kf 2gEHaXaEvUqYX3Vai gh4yVwpFeBQEbXJc7RZ14pgk QudX\
Rl 89PpJsxsr-yOvuci r 9Tuubv91UJuRPFFI 5GAP7qv5Z0ONTt 9SeW q6Ay e S521VQVCx v\
QReRHG 7vj _UU7a9BEEhc(BL- nxDOuHq1u5p7ks G V4ui MeSzn0Sgt hUTFSosqpW 1J-\
vTr M ESI Nuwg89vZAHTI D6VJ_VgkOAhx- 3nt GOscj m 8sl Qit | i bPTr pAW3K7eEev FUE\
Ror 21 t Jnpr KDJQBVDI DhXChTnACt 7UsG - va7KnBm y_i ekhebnB3es8LSG48JGhnsy P\
dOOKf MRhVWhbgEqy Runf zmA2nC4- dr ZS3_nBuUKI VAZVbi DYQ t M vRFa8r eO7H6_| OQM
ZS5i KE63KzPS9Qw cnsBuksXr 1Rhl MXCBt HGRZI LAEVW X qo86pLWZWPcr zs Vbt MVG
ezykUKj Rwh7En9W4L6DeYnl r N36DGNgsEHGdi 1yry_ pH3NKT | RkyeaneNvKdDb5nt \
yi g049XYxhxnPMKwu5hHB5PCKGAhSGeyy0A] Si k8dj xgqlkkDKI I nXNVs MGE HsZPcagA\
GnbouD5nmgll sEE-r 3) RKTA nmj wkTOQedw q4X2Ni bl 4U _1t | 7ycZJl Y6C7On6qOQTRd\
Df YOd1f Ed1LsHRp_D3uThgBmB9Q DI | mvER6SA_sQR7cF94t w2 OpPRI k_5SI XDCoFQ
25HPHZHN7 PFCKFTf Owt 186ar gwi Tr g0TcnBl GunkYCNnmBuTYzUgm U94 | DUONSFQC H\
yr_mizpZRW5C1z17B3gS| C3kBqganf Fj zMAzPN71 MHZpcon| b4wl ¢82yi HuD4r of 5ML\
DvUHNf 2QInmBec6Ma7blaVexmvdW EHk9Dv] Zmy2RRC2xt 6UA uM3H1DdBpglkHyv202\
nVOU MrQdbi su4DO _qBgR- | WYx Xl cBLCQFI DA6W zJj cj KD7Ngod- WL.s05J_64i 8KbGp\
OR_P4M | EG Re8Y1Ki hkj LppWehZwoy D2UVzv2wi - sUTDcaRCM2t Jn28as| 8Ey RVB4Fv\
CZNr Rt TabcZbH2xr zOEVWK TOR@BAr bi FJqOHUs7qMVDi t XKgXY8Mul CyR51 u46zPwOUj vL\
e. . XNUZgr nJG& 8pQV HA9ngGgzf ASM cMJzpVBpFpLnvt FOqULKHgj 61 k GBMLwnwSuRX\
XI xoOw JdEozwKeVs Xwok Ra_V2knmUdKFeg3ger - 9qwaf sz8Ae ASDxWDOs EzLX2M Jgq6W
XpVdIwQun7608vLSE624ATEAZ3aS- VXauyx1FsniwkKhwsYz9nl p9EHt pR6gE3- osNLI a\
i 6f PZyoT9VO5CDFal uOvLXWRr ggMvBv YW cbdl nOMCnCdTC) 04W/t 2y zwnm ZIW3NKMeq\
9uV8XCy Xr bPy G\ LAAgUW vOTc FQNWJAEh6dGs 2JbgUJgCoqFopRI Bt wwd J2f GOnwy Z84\
gp@XK- zBgnKp_kn-6j yj | 9f PRf h2j PoK61Sy7gTDXV5Ceq55Nw.

Fi gure 15: HPKE- 10 JWE Conpact Serialization
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A. 6. HPKE-10- KE

NOTE: "\’ |ine wapping per RFC 8792

{

"kty": "AKP",

"al g": "HPKE-10- KE",

"kid": "UWVzPOxx3jt hVCg56hBO353HI P_hObFaFr | - pf 3maRr 4",

"pub": "9ALO 9bAhXcL6nyuwPy- cqzMgPbADhI We- g3I FA6f FUei dZ_SDun5zbl SB\
Eli 5YKT9STKCBYVI CUZI Ao8l nM bc73bNy3DNk Qi i 6Tpt YNmPTXnmwauN5gs UFMB\
ouqj Ft wBhQTFkVRLi 5YuOynghC4f p5231 cEes DFRQxhwGII Ngxi NG NKk eVBVEL\
xU4yUPHU 366275 8eFxGxpRALKxr f NamuU5zeok AXmLAsVKZKkwf | | SxQV6EgQOJC\
gApf RXplgaHvWk_5hBr D6VKI wagDFWOINnpf r hFt HHNCnbU_FdTNheanpphf OLJpdO
LL2BGZW qYn7xDuegxEJCBi WBoE!l 4wpMcz4kql DchWe TAvaCLt XvBOFOYI KqGY_\
MosDM f YRpf kx| TAKDXMKWC_YZd TQCWRaGZqu- gqws RCmwk z UUx Kr MA8I VW RXHS\
GalWTMTJ| TLGGRNBP54Ywi svJp3t Rvzy3y- JXDadAxeK5u9UJI MZLvgmAs9c C3x\
t 79YahzZbo8Fz| RCQ pUJsh7uC7VaGrf 4KzgDZSEIl al gMRKY7uTUWvasmni Zbt oBMJ \
GPr wZOXnFNi 3R5buali eBuORWIucQaqr | QAPYVF RkuFHkPs Mt FToVnTx g4Yl hE3\
hsSpdVI Vs- PEGeKcci BDt JEI kJzxt 2t sDPf agh7D QQmgMs Tg5d9K- 2FYFUny 6n3\
sXL3wdf f oM2kG_XLwnpPERyx GO 2uqg_r YYaz OHBWPx CdPg- bBkWW 4uL Ogp81v SHx 0\
R- JpavANMEf sO0dzLAFYo7a8BEpUcmNo4cci VsoOV71 UkgNskhXCt SeoSKw8z Dx Co0\
yelcMENuogZnKNCPhGUS09i geAc Ggk Hof MS3B4SJcnHYMVDOQI7eDE_HhOcMs T54\
aueuuJ8PaulLHuT4nmok Gls2exZP3uaXGlBnPM pARy CJTNax2Qd10vqgxukunmiv33\
Ja8pdC2zULU XATzZj Bdi QZ6e3R3vLQyt H5vpvnzBHYbRHALBKIAQS szVi hbeUxg\
EdGSwt cgHNQWhanmedO3gmHYs Rqc 9l Po- WB4_CUnhy DHq6K8n0kgcx FBI - RVl i ESBR\
I yfrul MyNPXdnJ1dJoci | j cSUyj pZl RgE5BCeS7sGp12J6¢8w7JIhi SDEWIT 20Ub9\
GsbXNLo6PM | BWkgl _ASEpM pgwgLQPHTCTm JFOusHcYnM ECT7U1dPQVKgSv Nu\
saXl dUsm ARr vOn0osBnk_uzPBayC 8DU7chRXVhoMsQ hOreNl wS6d9RMB4HI 0o\
AcWAAFK Yy V- pMrgRuz4Ax- EW Hubr GbvbMAMTWVNPZCOhz NhwDI sl aggOoqHgZMego\
zO4gkj cuelLDPBBZTanj deShbk@ veSRi x_f dphv6sdnXyN7Unr 9kxA 3dLS4nDAF\
uPBACn_Sohc- gLWRSHLueo3vut 9VUbI t NXTy QSHBzC_TgYVt CBPLKW SvGhNwseX\
i ARYI 6591 2CbeD- 8JQFj WN1f EcesBj f XW KChJoYbC2dUOGT LKol xt 72UUS5ZWe dwh
Y] QOWLVECBz6Cls_QqaDOr KCt uLRCO03I cXLI kKHkwAaspTVW3nhB8_6knlheCf j \
af All ds2dx- 4zBechsg2E7| 6GhobhnhUp0- HQXuGe TSI OdaamOt ou3- i nXpNzuX\
sR6CYPRq1RYAl gWLJAM | g TMRNxt vGSPg1d52gx DXBQ pJOTSc X 3f ONnHBb5G
ZHTm Q BVWzyhPMbKUEOZO7nx_beEhzrt MX8VZQle5swedal MC8Mej zOYvLhh7j d\
FYkel bbgkx MBMZEKHHE f i j FgCOT7qCLTKQAt XA6WKZLgj HawxsWDj s TDuuXgl DFxx\
hv_dJINUXLD6XQe4vkDxnEl 3xFBzVnmZ6Vs RmwKdZVo3W | BShYOLh8YBaT8i ARj 8\
x6Nekl PsaFFbs_KCOhLR tt A7ETi GCr n_U_E4UFj Cqy GcZPEFVPc7YNcyM 60uj wi \
h1pWQREl DGBI 5qs ZWIVPRXYLMXY i py OViTE2s x UbhWGEDr Hgx| 7RmDswGBmy8JdBH_d\
Z71 qQUnpf cFnszt kf 1 0V36-1 a8Ungj SNS56xacvl WK6W\ 7RTCESj kst UY_r Bwx1k\
BUBI | TnA8i r T2vsR028wS21 sVFI Ve A ol bCU6Cazznm8Muj gBobbHVKgXnv9QOp4\
37pCN i | yNt AXS_6ZEcLdUl e3wTTxAd5i dwaPi ZKy903Kyj i W' ,

"priv": "uSDPZnwwnlLpJ18l wAGH 75e- f GohWzOMAG 7DGALI s"

}
Figure 16: HPKE-10-KE Private JWK
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NOTE: "\’ line wapping per RFC 8792

{

"protected": "eyJhbCci G JI UEt FLTEW Ut Fl i wi a2l k1 j oi VWZ6UE94eDNqdGhW

Skokan,

@cINThCTzMLMOhJUF90T2JGYUZY SS1wZ] Nt YVIYNCI sl mVuYyl 61 KEy NTZHQOi \
LCII ayl 61 np3aHhKWINHNM qSWB82TDJCMW55b31 pTOJVY1F WEObTYt ZI FVTHR2\
eCGFHVDh5TOk2SWFsNUI aa2pxSnZl VI ZANEgz YOcy dXhx RFZ4dXVOQ ot Tj BUWP\
Snot nJj TnhOdnRUVHI | dXo0dE44Qm | VMO5R2dFNG GR2JGTk 1Fe UNf brmlvbDZv\
YOx mY2 NVWMXJ CUGKxv Qv8y ZE1BVFpINWII W FpTj | KTmn2UWKkt SndZbH HTH FXONt \
ZnhXWKhVRj BTVzI hS3NmaEpVU JRVDVI b1Fi MURNTnBsZi 1EQ Bl Mch2¢cWZx S25J\
al U2T1JBb2ZShThEdEJ FOEFaTnZwWRUIWIUZYTU9J ¢ WFYVNnV3 OHd CVKk h XVK RKQK 5\
OULINSUt | UFBgRWMLUT3F3QVFCZnpleClES1dYc0J4S2x mREFy YUV4AUUE VUW 1L W/H\
Sj kKSRTRILVFGd1dRSDAWYVFRRWWQLI XNk U4b3JFeXpz QXc0ZI | za2wzbGJy Virc O\
Z1R1INnNpX2l naXZYVO5EQUNXU3BXNy 1FSzE2am QQUt | aEQLc2w2eUt 5RNZLc3R3\
cUzVe Wi dl BPb3Ey TDRaWGxnX2VGec TdnYj | uSkV5eUFv TONPSEVIRnVI Q VFCOHgO\
ODJLWKIuUMTl sQ EWwWE Edmh XRj Bl V1BYdFpWNO5f ZVBFX0J5dk5zM pqgY2luaHNJ\
SBbESUZHbHkxed Zc VW X1RPbkhzdj hXQzc1QrhZbnmRGYkZsa2l KOGVZU21QU2hk\
NkR5aGhzdncOanR6 Mz NOTWUXdm VUnl 2WWB3Tj FueUQROE9hVKI OOWENQRAERVI X\
aUZENm\2eWRZUOt UdVBgaXROODFWK1JsYnl t Xz B6MDh4Z2F4dUNx WAwRO5 GCEE o\
RENPUUdVc01Cc URUQzdge&Yej) R WUZx S2Z1 dGxr TWis UVRt aEpmaGd SUHp UNC15\
dzMKR3RWH3ZaRENGQMZ1NOdk RVWsMD1zcVdCckl 5a@GdEpf dkl 3VOI i Z3I Vbl Bh\
$1JqZ09SeFhKLTNmQz F1bC1f S3RaWBE04aDIRYnt sM Bi bWE2NEL j Nkt QNOFRcVo4\
UHAAULBTY1AyRLdW/UJj Y2NZUHJI3ej JW/zhLSXRBRFhhbOI t SkZIJNO50X2xz MBV1\
RnA5Snhkcj BpQnuhV1Rr bj NUa2l LanNxVmvBd3Vi Mt qZWRhc GNYT1BkNz hCe GVX\
dFJIxcHVPVUJHULhy VEV] YkJLdUxaSOROOW PV3RZRVJ4VThl ZzU4AQAN gV N3UES2\
aDINNLVDNI RhMTT WXdL ¢ XZNQ@BZFNXhy NTI 6bm z Y31 5cmhf UzRFUORt ZVI SdOU3\
ODVUNMRNVTdWEV8wd GgONj JETDhx WQ NW0d! | oVWBxbDZRUkg2 SWILNG Kb2FK\
LUFoTEpkcl Fi RnczaUlKcUF3b0ZRbz F5MHduel VOUKk9nU3hr SVJsd2ZaZnMeaDg3\
aTWRzhk QAL Yanb0ZnZMo XU2WNMO@Fsdl pQONFpQI9j bH PMhpOM pZdmhqgdVJu\
T24wWb0ZTVFOYNEdf ZFI QSI 9nbURLWFJII LXhDb19peV82eERVYmhf VEXHc 3EWNKpl \
OHFBU3p6 UWZRX1VONEVLN3Fr e EQOSOI qaGQx QXZI XONDNG UWIF2 UE9 MRLINMX3Ns\
YW EdVBGhj MLd3pwWUL1@BLUF1bl RBAGZwoFBTN 84bXpj UG udnz1VUg5b1BMI'VpO\
RVK5UFI SNVBDdmh4ej F2W VPaHAzdj FI X3B6N1gx TFQ@ U4 OHU2 OEhOOF9VYUdi \
MHpna2Vi NGVOSWOZZFdDdEFnc Dl 4SUVwe mJ DSTUSUz Zz TnING Uk ZWNVOOENL ZnBj \
eDMVBAE83Z2Rzd25f MKFy QUps TTNLTTZXM2hVTHFKSFI 1TnRCaOcx TXphVj kt ZThu\
MJduUk5r VGFycEl zeUl yd24zdi 1ScDdnt5zBBcz Jf SnFWIDFRe FkwTTI DWAZs bVIB\
YV yRnBXMzcxb2pGTFl hZ2pLdXR5Yzhy VENReEl f WDBnVUgz SVBFc016ZGewSnbz\
Y08z N2dQLUWVWE 1kwYl U3bnVSanZWIE43Z0ONt N2J YNTI nQRFzZ0pRaTdBNU9DaDA1\
N2gt SnZMWj | | aGInX1Fxb3h5VFJII QURGAGrX@Bo3aG 2Nk 9t TE9TWR) UFFwWRUJ B\
CELONKpLSVpYNkt FRKhCTEI 4RTZs Sj Ry YWOVQTI LRDU3akxpQndZNd Xal | 5¢l g5\
K ZhNFFt eXJsZV9uaFh4a@GqZ3EwbVWGOVKVURFQ ZYSGFUTNhB@c1T2l JUnmpul
WI t dThgakppVBr YnhEa3pxdTBqVz Fs X29x UWWOWIVWRN2 Qz NWA Tndf cWpQzdM
NDBf UUdDTGI UM RxdW) z R1VMNF84bDYx e UVHIFFVWEpPz TnpNUVpwhbI | 1VOxmViGh X\
U hj eXdi MLpoZExQeHV] VEZXYzhZW39z RHpOMEMBUUs 1M cyX2| 6dj dwb2pk WA S\
Y3k2M NTSORqYXBWTGNbFI MY VgS0glbXI ETI | 5alhi Tkt | WDcyaj | YQURGT Vhi \
RvV8wzZkolbkl j bTIOVH LT3FxSmivR1ZqUnZl TE1IYNUZQAVRST19i QVUybFl WiXhB\
ZXUt MOt uVzJ3dTROUHRI bj NPWHUt MONMOFZQS] czROs3aXRmXzl hTj VzdnduVnFO
d20y X2l Xc1Nndl JI dThi Y1JHRns4NUOz RGIHVXdI NOoz YXFY@B@BaVIKdVARUOJi \
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WELli eTRSSFFTbVpx SFBqV1ZERWQxaTBHW JZVOEzaW YYOU2a3FTUGRMAESBVFIS\
UEpocFR] UTJr bWFr OTVANVM MVdv S I XQONWIVEEy ODVNNFZaQ@Ox2Wrd1Q NESzJR\
UGVQRGRkdHox OvwWaVGdvWrpZdj AOVOhwTXhLNOI yZ31 | S11 wO1Fbj dj WDBi QO4\
OT1Jj eESFZXRhYmMINZFI YQ2t EcyJ9",

"aad": "VGhl | EZI bGxvd3NoaXAgh2YgdGhl | Flpbnt",

"iv": "Ghl HzZi O gU 7ZkJU’,

"ci phertext": "9ct 3eSgXUOvoat HvMht 3bpOxf TEsFNcxgPHqJykMQYs RzdgD5wA
NAKpdUZ80Ozxwi 650B6i f P3ek DEwgOybu8W8j | Pl W 50 Rpn7anpoYDKDw_Na6_gE\
I sdJi 89L_9N 3gh8v4dMBn4f eY_j VmuW 2JLNr Lul aght gi nwHzVeSct FF_anTP6\
t oPQAQI 9NNRv4UYJI Noi 560N4j ZKYSZoQq8! 4Bhi w21 71 | U33_bhUOu7U8AcaEJ 3\
benHgGY9gr j vOE7zVk6VSsW2kdmCVHc 7uPHo TOakt - pz UBmbml Xq862z5Br Wi wiP\
i -Z11 Z_h86r Shf B3hF8FKj CQ pQCC ABgWO6UBa_Uyse4nma0K5uqBQol ",

"tag": "HOVOy57gURPVe2hxWspq0Q',

"encrypted_key": "FF9SOzj oJxyoocqlLxl 7zsPeX7982LMI7kDpWil i wz PACh4sW
KE_8VGrncRWIGs41"

Figure 17: HPKE- 10-KE Fl attened JWE JSON Seri al i zation
NOTE: '\’ line wapping per RFC 8792

eyJhbCci O JI UEt FLTEWM. Ut Fl i wi a2l ki j oi VWZ6UE94eDNgqdGhWRc1NmhCTzMLMDhJ\
UF90T2JGYUZy SSIwZj Nt YVJIYNCI sI nVuYyl 61 KEyNTZHQOO0i LCII ayl 61 | JwUUVpeUt r\
aTdNOThVaVl &ZI NQNGAy ZEJ2WEd| SUhGSXhXWKZ0U3J1 cj A3V3c3SGLl WiJ3T2k3alFJa\
Vi 1PcDFt RzhgVHpnRTV2UEVz eDFf VMl hZVp6a2Zl VENzbk UnbXI BSI BEZKZKLVI j Rj hB\
anF2Ykt vkt i TEJr YUNr Rj cObkFOTI Ny W/NuWAl QXBUWFVRVFOOh TJ 1QVZhaUE4al 9s\
YVI9SS1ZNUnmBlak 1vcUpx UWbR@BI RTI Qc VEYybEV3M R6b3pB@3I 4dEt wZWit SWROCkZY\
aTQLNnR dCOwa2ROTElI UMFc0aTFj NUIl OMhRv MVEI UbVBXxdHYx ShpPRDV5ZFdDVU9Jb1pul
SXI KVndFVzl 1cVzZvSF85LUo0SUINY25VZ0J2SHdJ MFFI X3QBaS03TnJBOGxsanmd3UVZ0\
VUZNVUs 5RHV6aFZ4CExnirnJLenRFTH yRHM2Z3¢c5Zk pZeVWne EVJ RHYwe 0J PQnBx M2wy \
bt CUzZhN2E4eEU2 TEXOMERITDI 6eW GaFBzcVFVdnt 5U2hCZ2Et NnJvY3KkONELuMhpD\
cG&X1MWFj S FWOr aXhLYk1sRGVZR3gwd1U2ak VuaW f WiBJ YWES5aHdoZWLgbz R2IVhBi \
eE41MEFPNk OVKI WDhCckx| SXNKM2F5NVZSUES5UnZI OTRGUUN2c B hdnZKNTdheXhr \
R VaZFNr XOh1R&GMaDl t MHBsbzJr MkpzbVdsLTJIseXVETOhue CO5R1BPMC12NVVh NUNM
T2pFSzVYN3N3SEQANaOt Ubkc1V) ZOSGENYKkNnRVCORWZ0S2dPYW 3UGInel Ji RS1t c2t 4\
Nnk4RnZnYVZi dXBKU2VkdDF3Zkx1dEt 2ZzM STRr VDhuSERMZ3JpY]j Ny e ERVBGYx MD5C\
ROhJTThzVI dNTj VYaXhUcVdQSVA3VFdnY01j Y3RPMXNTbj JLUFJUuTFFFS1BnNVNEMEXI \
SOot TVAOTEJZSWY4RVI6eVWALT) | UoXQx Rvivx R1ds REJueElaNTF5¢ckwwaDZx U mlLXZB\
WFoWNGs 2a2 NGO UNULWRs UG 1 YVhCR) NCeUSWWVEShW dgRmRIaELITNnBhUVII VI ZCVW W\
YXI't TI hDZk5GNO81Vnzi M2JUW hKLW/UTKkp2YS1MJj d6eFBYd1ZLNW YL Up MRFNTaWi6\
VTIFRULj LWPNnFCYnDCVEL1Q dHMG 0UEC 2WDdWEY3NWNS e FNEQTFCUKhWhnDOR25S\
bOhvYWI6Yl 9FX3RhZWii TkJUROW3c UFvMAFEYONI YI hKbDV2TDJInZz J DWrox SWZVaTES\
S21SNmLyd3l PSXVwbl VTMFI KVTZTXONXx TTQ4az Qy N3JMW2FDTj BWOUFf V21 t OHFi dVRO\
NmlkaVl i N3dDbl A2SHVITESr UDJyZGZANVNE bOVj X3Fi Z2NYaOFuY0JEVKNhV2ZnNnZs\
dnVFZW qdFl EdmLOMJ5SCEF3d25Ed2pNOHMR TnBWINpt akx3Z05GSVAdQZnFFQUOz ZI ph\
N2dXaWi5051s22xOZ1R0ZnJJc 3l EUDRSTI UL MUNX X2 RSQMVWNENCZ U1 VRXZk and Mc VWNB\
S2| kabDclbnl JdEt qYnpk UF9XT2x0Rj Z1aUJ3Vz INOFBCc3Uxb2t 5SVNr YXM N1pLUTI k\
RDl w2 ZYaGZwWUk 05¢ FRf UHQ MdKb2E2¢j AxVFpl aj Fwe TFqR3JWIGVXRMVONLIQWDI n\
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VUFNaUdBOHV6bE9DSz gy Zkt | OXV3aj VCMDRz MMy NW 1 S1FWAHRQRTFIN2duVO5CNURj \
dVFQgS04t Nnl yMDZKTzJz SGCcwenRZal 9f T1RHS1NBNORhdXRgaVWREMHpk UndpWuUp! TDNa\
NGNMLWO2b21 yS21 5T) FIRDA5T3JkdUZONGRpN V] MTZTQVIKOFZI VE9j dnmp4RnVj ck4y\
NVI mMUC1z Nz hhYXZ4OXk 3W/RK SFRKdOkwiUk hMZUN3RLM2 SOt vaOt aOFVaznh2dEZyei 1w\
Y19YSWWDcTct UOU3OURGeDl wdl @ UFBEbnFQTDI r UShJTEO1c GRIMOVAW ULckNf ZEt j \
YOVQS2xVeFF3cVORe! | HOUWLTXI uX1QLTKFUTTZi R29PYXJIZS2d6 TEZSMHRNS] h4AMART\
RkZXU 96W duNThET3ZBeDZzbko4Znt Qc 19SUFUAQLdI QVZ6VkFr aG\NBUK5] azA3ZzBQ
XORxa2Z1Wrdf aXNJX3VzQ 9UdHpWR1l 10FZWEl p3RmM4Qmwb3JVRLI YaUl 4aE9SMVB0\
OUphWhNaUEVr T2d4d0ZwVz NHdW f MOt WAAFt QLI Ley 1HTEdf ¢j NLSW/3RHZK YWZEc Dhh\
NVZFOFZEa&XZTVFRPATRTMIRSaFNYLW zU2ZTbhnps Tz FpaGJ pc HI BZVZSAdGNKTDRSWFZp\
dk54YTRRTnt JRTRUTFhj VHhhakhxbnRval U4cVWOkM ZzVXdxcER dXRoMIF1NOXj ek 1y\
bkx2NEM3V19Uc Dc 1MDNaaXJDRDRI Rl ZLM 9BWrppek1PcVInOW MsUdyenl 5VWR4AbELKk\
Nk QxQTl BeGdFT0laUFRuenRFel hZbGdwWat XZHNI THI 1ZWkvd Xl XVOZKMXgO0dWk z d GNF\
cj ZVe W XZkVr ZmyydXk5QnpHI0ZBVURNQUYt VAAKV1I t ZI F3NnRBVEXLNkpyVOFi TUVF\
NMLmT2g3MA yUUYz Tnc 2Rzl nVWWWOXORNe TJ2RnVEMIR5amlacl pZel ZzdXhTbl Yzd1pW
ODBZRmLgenmhvMk10T2x6bk9JcOxWIFV5Qz dhR1JaSXITLVUy YOt 5b1N SUVET2| gMcwwh
MZVTS1BZTUOTDRpW/BWUK5DNnLgdEVsc25Sej dl SXVsM ZaaOpQbTl Yend6akkx Ul Bn\
MTRr bDY4ckN3CELLNUZ2VXh3cF9sZHhXZ2VnR31 t ZUhDTG ha25HWWqWJg 5 OEFMAFH\
aFl YZFI zNFBPNmpgQkl t M Bi TCJ9. j KEPj 7yl Mva9yBW p- G j n_M dj e7sTgr Aaj sy-\
VSxV8Rupl oi gxqxD- V12nmB8Jwr . 6S0_LI nPwcy TMCYE. 4f SopMOBuXy Re YK 7XqATTKnzi \
7mMRBR_GVgKPVMAJ 1ScMOzcsj nvpX1lpgWKUERYY457 AoQozx BmHYYvUTnXR5LZQBGT2uY\
KC- NcsnNRx0q25f CR_R7NLt t kKsFWZ7f | r dFVNnl t d2Ai QKk8yoddSRh35hVj 3g2BNygdA\
2Dl 551 9A0mIsx4of xX03r PbK1MB- X8Vz 75kt gAW.z LVwgz TeWFShbFH3e1BI9BLBAWFI sE\
dO M ycd76LKoaUS63DFZnJIW c Awmt Yue AohxwXDj 2PNYVI pEYROzDAN kNO7 SALNws Z\
r 8CdBS50w3nUi Trt cHcFt FgPvN- nHVPj i j sFI hXYRmw Heg58Qg800OKF_00JHn(Qqhi 7.\
ZXV1o0GrydREj i XVQ EpUFg

Fi gure 18: HPKE- 10- KE JWE Conpact Serialization
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{
"kty": "AKP',
"al g": "HPKE-12",
"kid": "jwBGW YDUzj HOaZRXl Ct cokQM 4el PLIKKul zi QasB4™,

"pub": "2dmLwuO 9- epti d4KThePBhKHFBdOWPc8I N be SGLOrFdnz R3yD - ZucZ\
gr SHgacNVD_0ES2ZCS9CEeFQyNgYQxr BRb1g@BJ YCIOPmM NFWIbN- ei xSaW YaLTw
ekG ucwOhsSwSusRgM 0l i 2DyKI 6nR2J1f DgDCCevVhe8I | 0AxnRJaJZaNgf t U9pL\
E8QNAKYOt f ot x3wz QRXAEGL1r ntEQOF | Q Jr 6TG YSI _cERxbsJFr yHLgmugWkj cF\
Q e9NSi zf La2m _0s6Mipk AGhxm2EVaCf HVBf Ms Cpk BqKOgPTKk CGTGOABRNKgA7\
Scl Xi 8P8kJupx46KnmBueR6KEGF2Rt Bt 6Snfkceuj Z3o0W 7Toqt ¢ 1SBj FONKOGRuZ\
ABZi si UhgXMBl _T7yagLhdQOvsr | VI | Cf FOFH JhPFEPLOAMYQUr G 7d1V8h-cr\
Ahypi QYQFFqSg3090eRqYGVHy PLEe5Sm | v xf FMSi t ReFr nthQ2ORCHZQTm t i oy\
sl u6 UNDWYWAr ROUngJI Pl f NLJ98XNOBL QBT j i z84hHCONLNnOgnD_O4k VEDXk BCPW
s_neomn ZKncZdi QDGXsucMJUhs-ySo_aqsl swunf k45GsP_pUj 51RCcVqgj zCSyd\
t kakKN2nkol ubGv4myNAacz990LKLzDbgAl qoRTAbGAIVywWNpBuzFw _2gG gSi dtr\
UnrCJcuai hnoAB- dl pCLgcNUTATJ 1Rt O ShXpGABXJIQQcQO3UwF VI p8owx Es Fggk\
HEj RsDj JJ9si kq9AaSzo0J6q- nfSRcycAaM CdwaohFsr EEt VRZ07C38Uahel EMriz2\
qt EMEHpk EBi NAO5! 6mBj LFdXGKoOvBI u9oshYa3G r aBO4Ar g6F4kKkhQ0OhQu7us\
KC8mARedf J3W Anpi NWNIXCdRRj t di gj oVbRMkI mvJhaal 2KR@BAYneW AbRr a3\
aY3SkKj kMPZp2NVgy d3XDUNAI FgHDOF vIMFOKkz - VgWITT f Mze2z 8w3wPUt Zpj HAb\
QUt Xsl mvxUGn 1_Du6qgHyi n9xPOBSv6eNKgt hV@YwYi Bj E79AHNI YX7nQ631 MDGO\
Rt F3GOhWQ P9kyel6Who5sZi 9k- 9BhOxwwiXLei gHOMPRFMGy QESY Sd9hOUSaNGaj W
WZyt WOmpt 8RSr LnXY4nox AKZEG hl FYl OVRI nj t LGeEBZf Ry VSYwf PLInH5SDBBI \
mol t wlUhx3HQBOI6FnMuGsRVi Yu_Uf KDxKsc AgJBOFYS6FyoKx1 eknPHpow JdJdb\
pMFOQ F2mNynddFEf GIHYI df BxyHQCI JaWkHWMFTT Yxei Kr t ucnr Crm2wBW 3wnt U\
Ur C5d1lvGrll _g6Ved5sXi VnbZvENddr Pel nGaLYUgj 6Nl 5Hi MhXj p7t 21 LIMRNNE k\
00MRX0Ugws gQIX6LEC6 s0G6E4nXe52UVdkf s Qz KpB7dmax SkWAGUpngdBce Xpy X9\
yqYDgZi Fyu3pbHo7VEACOLp1OyalpCP6kONJZuDGRscQ Obl uBnizwzj 4B_CwSeub\
ZnJAQYCR374LI GAVHMX9hI w7S- t plj 0QZb30j ma67QydCt - M',

"priv": "oNrZalbdAQ xbp26wsntZgzw/f KROWKEbpRhVH5t cPRQXxzI k31'i gt 6p9F\
n88pj YoaUmm aNynuTk_ws1WgWi2g"

Fi gure 19: HPKE-12 Private JWK
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{
"protected": "eyJhbGeci G JI UEt FLTEyl i wi a2l ki j oi anc4R1dyWJRVenpl MGFa\

U hs@BR b2t RAOkOZWQTEpLS3Vsem RA3NCNCI9",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",

"encrypted_key": "sqlTnkK2Ca6_P7yp6eYYDAzYv1bi KXQOf O2z ORNKdFAFONTZT\
KNAMraESI Hx- Bx75d9enCHVWhk Yt r Ggvf pj TCH Xnt Rp- UexBp2nmKVo1C3LFOBZI n\
0ESOF 33- 1BhbM2X3M2j - mhn¥7i 4VGE O60Ur HeSaZgH2mAqSZgk HHP6Yy 5W Put wnAA\
dP_Sl psWWEZDPvwzVvCNI - pvSaqWer zUe8i DGHy c Tkpv6V1nKUaXl haETVINQFRXZ\
I vk@Df 6¢cVat O ki BCsHLFUNpaSUj XJdwJdBdDsqj bf a_ TFJaqgy3vt G RYOBt KDl a\
U1 10sIXSCpkOF XB8hal Kl q42khbFf 7nbDon4HOEJ SGoKHv UWOLG8z VI Pzw8_ DY\
s9Xi YTpWAYeAX- nkJmX1FH8H8I gYR6APRs AzwagCG Ul Cl bY6 TKSRAENXASLf y 19\
XVpne8ouz@l WKI mBbqgRci n7T5] YQ G31 kGdgl N54Lndx CWW C6f X66UDHLr G
t FO9PC7i 30Ncyut eFBaVXPoS| uaKYKOM-i Q xt LOMEVGEWAZgJEdxvgoi ZnCQCF5\
Rgi nqYbFr Kt gej - 4Adck_uz6HA&2I| 35EGc8Bf UnYCOc_ddqgs2nJcF6JPj j 29ASvYZ\
| 4AM WRL1YEQPEXI SI K9aLl Xguj xai 7FJL_nhqSFnbAi Ap3Bdszp_ 146vMoPaV3P\
7d1C WJLS8i 5i _2qgnmeXn5Kor NOOg6Cd36VARGQHS t pr 1X6vv Qi t 7eLKf 4) q@2DI T\
CXGIPqgi 40ZnOFH QoTf BegnDnosVyaoYyr SPgl CMBMZ Xt vj ef hVTSsz70QHc! YUt \
f GACsPUN06NVI51PdZA2SX20md97 THERPq4dnn2G ebn3Hzc1Jj uDkr kf RF_2NNd\
THyv03Il XGXj ygi gb6w2BRDYu_oPSLyDI9MBvJAJv_f 9JFA gE YDOLFWR_3r EJAV\
KEL6XA9DOF_3ur dOr YWMVAZ- Up1AgBx Uz MI8WKbEI wQKMe704gZ_AHV27NSW 78\
kj GVNs CQONVSGt r vx3eoj Ycf K3nFJUUBj nognr n23Dg5_nmR2s64XdLcL5nJYOD5p\
ul B90x094S04r b_ 6w Opf ndR RouhOGBLpN nLYPpa_BZt wikwt nCNKs X RwW Br pO
y_kf Oxpl 2UaewqW EI Bvol KgqThf kqx9G MEhCQTUKZR8cej vbWRW VgJxJLTAOI W
3QyMJB_G IMXME7NOr EOCspkRe_gAexc8sG068qYbf Sugl TR7GHkLaUczi 7yej \
t YYGzj ast PKFMYHOHsBYau2FgF6eNr FW/eE- bk NW gs4sZycpl JEYkt DvvODRZHG
- 7TTpFbLRy ACCcqBoQXnWeCMzj MmrecRi 7y Zepj Aasl ZuF7hGRGCM vDUVNQ Eyt Q
- ni gKVoi 6Ya0pZ3yC4aVBFPPi t RFKK15kt dh8T- g8Lk04 faM3LoZMCnLgU",

"ci phertext": "opge-7Y8RSKoR6QAbqmON0GURQa00Lt t HQHERXRDR2dgqgnnl1P9a\
5t pgnUAal wky TOUUkvi 5CPpZk Fk- 2r wOTHi UMRNhPOTWeqnLF4i CIpzFIZW | WA\
sj TDU9SKe8JFFUgcLej w2v_pyRDcPB2zvMX x| Lf sXXggt nt qT4DCPBI 3r BM Tt _\
V6 RDEVKLFSseOF54zdl w6z - aBnhEOB50OMseXHv CSVdr H5B_vi nGVci BZWB6e2x\
wi XOPAI ggOCnFHMWgar OLADeW j 2bBwUI 1Ft Xi 0YxWXOQEY- 5hRch76wu01gQAUd\
qLd- PPxf UNKGIukZ4XW f cOp6ho0SSLgkFERvpugQTqyi 7G8f H QVEj SI kRcVFXy\
DBWXQUG7BhMTnr A"

Figure 20: HPKE-12 Fl attened JWE JSON Serialization
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eyJhbCeci O JI UEt FLTEyl i wi a2l k1 j oi anc4R1dyWJRVenpl MaFaUl hsBRj b2t RA0Ok0\
ZWKQTEpLS3Vsen RI3NCNCI9. e69- FOCIxt Pkza2EzcpZJD7ogbwzuZndPgg9L0J5M v\
uPnBF- 3FFf LPpi gKI Nn2bozl j 80Tf i a3t BHpC7PUyVJi Xsyh417ZdMyi m DGBNa_wGr Al
_j - HBvpXr WEEsWOwg Yohk GIwi 6eSq0Vbd4t DPeWCL7r RDeMrs e RPUKkzhnirKmhx9T_j S\
gl OMADOUHeXPudleUAavFZS8xi AdADoi JFxt nS67s8t Nobg63099C2ZAci Ovf TZucqws\
WPwL8GBh5i eHi zVnk8YvPSgByJ- rj dezRU _GghZ6F8M2Pqz uMARVUR- QknbFqQOar H\
YRMK TAEPBnTEHf hpRIDgHXADLTgHUNNNTr nAzTZgnsQC9l | j f nvgcwdDb5SYqcqEz4F3t 9\
nbd_Q i Ft r XUdZi 6u581uuXLU4vr gi LC3aRvCNr cU- qY7NaBA2vO2nCCsdj RAot W YbF\
WYk X5t PXkqzj 7_ZXi MOGR55koR_ M TV- _i 574qJf r y7w8J2yr u- 0DVCYt SAaXTNEWM wix\
SsyCQt RN19Lr Ti xKpPOU928n6DM | 6TJ51 J56sn9BVr Q 6QlaoogWZDf H- KQT1s| 60Ri \
sMNdV14SKawZbM hbCn1nQFpGH8SCdCof OV1LCGhCKHWI9j YZTK] LPj RX1bPauz HSDhF\
R70yr 2xazK2Hx-t quw | KyKkBvJIl DRmg7r 81 yj Z6sAKDR5J2zf 6hl VLpEuU3_j 2XQvol1K\
X4 xDOf 5gXvBLEORLN57dF45NELlI j _nvVO- | - r @ZE3SAQy| Q6bR Ry XRr t GkdweGLOuP\
yoQIZgR3PWNAX TSI FSKzAQ zI VI gxo6Fot 1EAYJsxt t br Z2s| Nn6Qkdh5Q MJUPTdi xd\
i wOLaCJl s9_dsF54uPbUPg3n6aTQue2xJ6Dkj 4wCs5hCsaOej H705y 7TLgi Hal BwOyf Jd\
06LkVf 8t gZeabq- 3c@Jj i 0OgDPr 2bq3uXzTubHxnla- Fr skvKHWR2I j i f nyzTYozx DUW
Df 51euk5Fn- mR- NsOdal VNwWV/gl K- YYo3kl bhmLKHv SgXVB76T903qLVRqr QQWHO w469\
_InT10Ta3Sf Zw3u_20BQ _dC- - 68_b1xDKOgLGrApXFRC 4- u4r OTMuVF Z6RT2_f NR67m
K 71vEOf c- ZWh69ny X4yf j colZcbsWgb9ot YlauNDef noXGK-j 70FknCOpyj EQegXy 5B\
171 5pYS_ngHKkgUz nQrbUMUW dt F8W Pb1r vf dHGSav TkdazKud4Uyq70yl | zFFx1cK7\
Bi 4Kj JH7@BUhzpt 4ni ATD6hEe- kc8i ybdoSMIge_(hl KJt ngRr j KuDYNEGAch- r Zkn3K\
LhOj uFkod nmbTPcHcLBKv_a4- PcB2CUAp8pJTf - ui JgbeZzsgyl vY_JQKgCnG Dgk9QX\
2N FyG_R6y9kaVwe5YXAJISSni 7bMBQby mhExMyf BDgs9xTQ . OVegz SMbl A TxaHAx H\
XD_8Genmer uyQ@ pPV5j vUHWK UncgV04TQkJ33000QIApX4r h1B89ARBVA3Fqt | b8gM u\
nbnSHE- i ej ZNRc9qVXzf yueskkK8zMKFEydGRUI 63BFZJILRXZI uzZv_dmyqwc9nbJJOpqo\
9mJ5j kdy HVK3Hbbs4qz A7) bgxOwXFai f ak YMor Opt UKr TXt TBUAVWW xYf 6J1 dJLMKRG6Fj \
r El MKAOBPVWKuPduhkz9JhOkwur J_Lf Zgx4c5t sj YYXbFTAMIPKk Gkk MPQUON3OP_ Wit B2\
El t Cb5xt F2s606bwZ9URKNWRL2201 On81 6Q rj WNab_f 8G uBI xFi FUUQH2Nf zWFE_ei \
w UHz Cg9q5kz4MuDW z Cy 3NE- UCw.

Figure 21: HPKE-12 JWE Conpact Serialization
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{

"kty": "AKP",

"al g": "HPKE-12-KE",

"kid": "ogbSkvF4f 3pRbl1dWsBelHpdXt fi RwZsYrhaxzxl W_Q',

"pub": "Hzogr JREUPAQUEVga- DP_t VzG | vQBPBDwoz MZK- LnCht _nj YEphugnVj F\
g2l sG& FIf K2TevQ@DQvnQKHOERNSFzP47aBx XBj CZAokdV_w6l | _j | r ZLNmEnc W/ K\
yQoZVkr r dQAr YLi RQxIl kozD7FaX! UE6_yUCYFwWOFi nCOVbf 7t DgZwGor dZoCwh XwA
dG&zUqUSHPH EdzVTI - Nt GRdoYON7E2zi YKq9COE9QSst y YCBKgd_qWsDwmTBi JRg\
j NhXeTt 4e6DElI 20xK25KKxr f Yd6kpHYFpZYCwt f GYF6] WA pSVWc XuDx0xLco8M
gVk5cN721 vvVI g2f DBOLex GAWHI qenB5W A8qgxHYcJr 9xJi 8cFj CdpVoqnmvbGx O\
R | AMLs_eoR6MES- | A&ZR uTx@k4bHO Sj i CZZu7Se_dNFNAhNCOxc UnBdv3Rb5E\
g7CNgYFBZAh_QXVMGELiI MegaQv6l f k4dwCox| 4chnmlLVngQBEj | sybTwzqgzi OLNkCga\
Joor Rvbpw j AaUXbCt quwec BU8shpNhQ71 i Sz XFOdwQaBVs KYwf QCTpskbVLLgOZKS\
j FUOPNv3TPYWDP6JUgFdh5T4SKYG LA VaODpARes KonPG_Xxy KWFFgUChgvx DZx\
mResssUORAt _hDsnNOGTRpcf r BBSQvXj) mbnEdOvxsDl 2PNwsz1 ovOZQIVE vsCAH \
Pl _kJ2hQydxYB28PkYui M i bpLf ux6t ZI PB- N\W 7ck- GpZnZxr EZYbMeEbSLBmv A\
VLYWW Yx 6 Rc YRBNSRROAf gJG81 JPKXEntcMBy 72TsFF6zDi QGsnf qlaEwWUURI 7Pn\
| _kgBcZYWIW6Vh1VsC7sAj | vSnSf owmMyZSr CkwkcFzf kq2LG 5PY5x PPKBdwWaG
C9HpA bzegPdnB4FcQaRPEH evSsLE8t hj HmM RdJsVFzYsoJSCMyBCnkMaLl J7v8\
YyYskgJd 7] 60WgOwy cFj UNSRWGEObt uwnyl baHIQTcak 0l BNABKZKEJ TSXURTeGaYW
k8HgdxXW yOuE4nkoVZ0s1gBd9s GHKPOhEQt dsERxJZPsMhDai Lj GuuFMJUEhPEOD\
QeKr EomTc SwhVw PXwUJ Ap UKs v EKBNoFc RGV- YOOGEz JPSMAJt | Q7 FBVPI 55i Zd9b\
d34qgr CbkpFD-yi xzCnnr BRd3gsKOt yXi dvj Tt SNka48aBnl 81 FKcvJz OALXWNI ug\
RN- er P- yOTwGoL5uKBy Hh2R3z KNHo Pv Ry v TVk DAp Mk nPOr ay e SMphL5- G3P2FSs 4\
gLCXy5r MsN8KKA91AgMIYwAXgsc3AbA KE6GI k3MBNYKS5BI _Cs FSkZgUkw7 XKugCo\
Rt Bt N9dVI uOXaLnul H6ol c__wXy BFMX6E9QbNJESTWNGj] GBGpy FVHt 03 QQx Cx mAT 1\
A7bxBeeAd1oHR6gxo0qDlgeCCAh_RgLBJyuklYol sy55Ei f Lwy PLCQAKWSRh3t 8T\
WM AYXLINSALUCCKhxf ZIsnmeWskmeZc TIr TENi ePs3ZBKal | NDr Ki t OBf Gol zOaf \
I UANQuUr HogR7OYJf NVNXKr Kt kei YOkJBpHNMssTek X2TQuKQ',

"priv": "r5WsTvhl PnuzH g20ggdYADI RWAZ cc GhUd2MADCAAFXZ10CX1YANTCj Xv\
EVS] YQ6cLYhHgk YPnCqLIkv9Jud Q'

Fi gure 22: HPKE-12-KE Private JVK

NOTE: '\’ line wapping per RFC 8792

{
"protected": "eyJhbGeci G JI UEt FLTEyLUt Fl i wi a2l klj oi b2di U2t 2R} RnivVBBS\
Y] FkV3NCZTFI cCRYdGZpUndac 1l yaGF4enhsV3Zzf USI sl mVuYyl 61 KEy NTZHQOOi \
LCJI ayl 61 nNgSzNodUW9uV0ZUNLhDeXJ SSFk2M-M2X2d1MJM40SWO2Q dnUnZ3TkhB\
ZI hOR2VWOWD1Zy 1f OHAL Xz V5bVIRSUdV XO5LNI 9HVGx GbW TSGdWIHhi Umd 2RC1x\
QkManxkdj R1ZkZNWH pbnhl UEI viRFWII FOUVpI Nnot WHAOTGR5TI RuSESKW dy\
YOFXLUVES] RVoHRI MEJSODJ 1Tl hhVj ZSOTdhQkl GZVMATkdz OFNnMIFSVWI zb045\
ZDIwdVpQQOI ybz Bd3l RTUxJ SDBkUDZWI3NXOWI3OFpr YmJ | b2] FWKNYc1hl eWhO\
VUp0ZVOWWBc 3ULI i U2puNVZHOC1OVDJ CCDYwWR101Y2phZWvz TOwy cmhER2Vac 3MR\
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VWWIW\pXzRhQ 1t U29aUDN2ZGFBU BOe UZZNHIRT2FPVKRHW g0c 31 EQnpsdkVIdWin\
cnl | UnpaSTV2b3ps RTMkZndFZFhj RnFQZzU3a2Mbc El DaHFqSEl 0UTgz V3pwWUGFR\
UMWRQ 3pBTmY3ak 5XMUNOYj ZhRHVKOH WG k 1UGhNU2pnbH TNz JMZGE3VWITYkdE\
eULPRXNI QUOxOTJt Tkxqgaj JJbl VI UM UIXFpRO1hVEQW] BzenRt TXULUXR NEEz\
TFYy Q@VHcV9z Zk VZNTI uZDV1VGhSUG zeVO4AWE QUWIRNRVYWZDI qYXpLQ ZNUSEL \
QYzVnz2UTI t Nj Vpckl 3Q dqd2ZzQVvQRdAGB5RmMYWZGhvbl d2ZFQcnJPdimh0dl FH\
T3MAcW r UELOX1BCUj JFb1E3WI'VsbGxheUn3aj RZRGRZdVW2c z VDSUh XRH] YbEs 3\
UE9k ZUOWZK Ey Z1RONmBUNj VPQWRz ¢ HZwZ\Whs ak RwTDdHAWs 2d VhVUGLHXz UwSj RI\
WHdx bk RAZEFRalEyaEl XUVkt U 9wSFpueXNJcj FoeGNJaUVW¢ ExaTVFLRHVY c XFO
ODd6 RMZPMFhWbzI| sVnmp2eGx0ZkV2TOt HUOX v c 2V OGxwhj ZuTnxkr MXRf MBpOMApI \
UzR3Ynl aemN6VEt peHd4Zkl 3WGNz LVpUe GF4T19MNFZWY2VURUEZ e GV3eVW4h 1l 4\
MhA4aDNvczJTR] B1ZDVWWHdKe Xl y ODVDQOFi ¢GNDc25MalJl bXFuSk Yt V3dNdFFW
dXct Nmviz ZFZHV1Y0a21saFVWMII oVUduSkl 6aVWNnVVDB4AMFh XSGkyeEdBa2t | al U4\
bj ZDMrt nbl BKSWQyb0JMY2I t YzF6dzcx VFAMRXAGTI 9ydUlvaz FNUKFQc 1BFZ2JC\
VAAYyVWWD4Y292Vz Ay TWFGYVWD k b UMAMRL VL UDE2 ¢ 0ZKUUQWI 1USWW/t R2VPS2p0bWI T\
R1cObTZHeWDzdWI t VI NeHJYby 1gTUIMYkxx TTVI NUJLdj gxVimhaYXBDU1pOOGkt \
VWKNTMULxdk5VAXRI ZI gx YWk SdDZ1Q YwdkVt MLZ3b2NYVkpl aFVCoW/Dd11 SUEE W
STBKMFA2c G5 YW FYSz RhS2ZMR1Vf Sz FhaURZOEZKZC1k QK ZFRXV] ¢2ZMUnFzWIBz\
TOVHAmdk Nk | woDZTWVI 0S| pz NFRf MTZwivDds W/ZnRW BLWVIWES z YUQ3TFZLMLZP\
LVBNW 00WUMy aXZQOGNUZDINYVRGCFI r ¢ Vgx ZVRUMFFpTj BFc05CUNLRNDNE ZHNg\
dOpwWLVWRUROdI W4 ZEx CWE9z YUpi TkNi QUwy TTdl bGWMcm zdkV6al Y3QVRCVI Bz\
RZJVENhVXZac?2l ON FoeW | RGJ1 aGs2bzBEc2ZZOUNKan¥Zl VDI RRW Lani FTTB2\
NTIpTkJIBNzZz XzcOMt kNVI UZ3dt SUL1Ud2sx OEdy bUV3WGBM OF9Zal p3d21KSk5X\
dzNZY09k YURs b XFI bVpVMWZj Nmx6Y1FacEpJWUMRVK 1i Snx2bGVoc Dhv STNUdKpN
LUdwLVdI Vk96WIZxczBFW Wi n0",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | Flpbnc™,

v': "0Onl 1nu3QLNZhTMZ2",

"ci phertext": "GV QQAeAXSYshWJO2nK14kgZpaEVNX9i R4- khwuZl dj vZuHLI aW

6LuuVC nRdqCLUL2UsbbVCH Xsyr oy0_eEnENDY- b8j 11 VI WK065z30ONMM Q - Q \
Agy3YKOZQt t sTnoH3eKLy t Tkl 9Sr dLJ4RYhFm h8I vd MVgnOj f 0Jxj UWE8j r 8\
FFG t HYr f IBgNt ydJHF2vv XMJUSXubdoow _ FkGBDWDC! LkKI s_1CDHI kMh XQBROz\
Rl 4AwNH5zdgqYOXvnxbVZ9ee QFhpdWZN_O COnK_pXsJm vQSswpoUST gl 55Ybl 81 j \
Sy3Tcnt yl POLAV63uWKQ i | | bFMUQM sqv4k5j w7 Ef CgrmAQPi YMDX L6",

"tag": "6eK5vdz8D1Kl ac80Uz61Dg",
"encrypted_key": "BvAKniTOcnwAi nBX6ef Ni t QN2OKhZ4UW Azl 8r pQX gl u6TvcO\

Skokan,

XEdVHI QFAy 4nEbHo"

Fi gure 23: HPKE-12-KE Fl attened JWE JSON Seri alization
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NOTE: "\’ line wapping per RFC 8792

eyJhbCci O JI UEt FLTEyLUt Fl i wi a2l ki j oi b2di U2t 2Rj RmvBBSY] FkV3NCZTFI ¢ GRY\
dGZpUndacll yaGF4enhsV3zf USI sl mVuYyl 61 KEyNTZHQOO0i LCII ayl 61 ] Fp\WapQel VG
q Bl dUQA WKt M ZsMI'Yxbm 3M dKX1hvYUpaRVZ5U05z\WI'ZSTVd0a2Fs TEFGa0p CWAZt \
RWFVMFVEQ B3bEJYN3owOHZj cWJ0ckJINThS5TFVDVFISWFdpQVNAY2psR1BI bUhQa3h6\
VEswaXgyd292cj VHWGY5VFI xaV@Bbl Y2W/B3NFVOVOpv Y1FYQVIxZnJVaGlsaXROVD r\
X0Zl Z1QBCERBbTh6Ynl SMkdoaj VGalFZUWRUSHBQUUVNaOVIN2dhS211a192VH 3d1U3\
VTR3d1YyCOFZubi 1zel NkVk1nmb090SkFXent r Ykpd4azl KOUFXNG uTkVSaTYt X1ZyTj | W
MFI WZj YSVGFKV2Jhe XBMY RHOXZJ OUZTRHhx Z1Vn VXBFNWS GZXp3RWZ4 OBl hTGoHVWK 8y\
brFj ZzNnMprrek 9Me UhCa3VKNnd2V1cwivk 1 Qe mROX1oy U2t r OUZQQRXh4bGF6X1pFRz hz\
dHVYMENGYROYz Y5VEXt aTl XME95 Sk VAMUNUIDZi TEpDNGVI OTQLWFI 2endwLTdLVnBj \
Yy az N\ DQBNHI EWhdwe kJ md Uk 2WWKI DdDZqZW0Uz VBRKdPbUc4RTVsb3RXWirbadGJ L\
ZVI 0ZCht ckxFQ FI OQIXTG5YbzhpYOduREhJIVKZIdWHERHhOV J1dXA3bWZzcl | OVGRy\
Tj NOYj NNaj Fkc & JMKZLN3FVaxXBaN3dmej cycFULUEULYXZUQUt ONTBt bOFUekdr VD 3\
dkh3dnt0d2t MXz VqUVJIVZHg1M/RnIMFI WU NXI vZ1Az L Xpf NXROLVI ObEpNa3B5dH 6\
Y2hObh1Y5MHFLRThQVK1ZVi 1nc1c0dG udTV3Vnl FR RFeW4d1Fabkl mdFFOeUF5d3pj \
R2pWI'LlgOMOKkOQLARSKN cl FChTRIMIYwYnVpc Uxl aGoUdUVES1F3W/Fk OGot dVWhwRn=1\
ODzf T3A2cWNkam OnRnakFpRmD1Yj | LWDI paERi al JhRDIDOFdsdl dCoz NI M3hf bENO\
@1 t N2I UNkdwaDFXYUFNb1FKU3ZaaOl yU JpSXMbdTky MXdi eWBKYnNPej JNN1pOU2| u\
S1IRXZHduNOFNdEgy QmiLr S2x CUGYWbnRj ¢ XJVd2Zt S1ZYV2t 5Zj hpU2ZEdXpRb2FQZTZj \
dil ZWirt Qb2xRQ ZVRVI ZOUNVUWLCMVRX| bzBo Tl BHX1gyVOpFc2pr Qridyb29YREVSMIZ]j \
axXFOSnh6QUEt eHRHWId6d3dTUj Ni ZUFmWh1cXFr WDe3bWkr UVRYM V) TUdy QVJ2LXI T\
VES5Kk TWNVD 2] EVUK3WE4zd09k SGESQ RoZFN1IM2dk Sml SSXVazZl Z5eW kbVBI UnxgSXZ3\
V25kdj dhYORGNELY RXNhaVW5S11 FMJOwe XRf NmZgNOJ4dEFZMDA2CE9i Vz BRAOt 5¢cnbul
c UShTGAKL UVIWM YRVEWh mvy SWWBZVBNa1F6Z31 aamyYx VnRmaFNNNkZt SWx YVJj N25t \
YzB1WOpyaO0x3Z09NN Rt Z21v MMk SXExaVNQOGx4cO0Nx S2VLUDZt QOpaMJI5dkJJIZ2hk\
b0QzRESNM cyb0ZHZ29XM 51 WEFMVBpESTFY RXVNMAFPRK NV X3N6dz ELb TITHNVUE YzdQ
S091TEXvbW/I b JecnbBT0ZCRzhz SHYSNXU2ZVdDaj | sb2Vzbl pNZmvCY2JJSVpCc1ZD\
CERSZEXMAUVEZI pUX29t VFZHZGF5 UKW R3MRZmLhQnJLcONSTUWIYai 1f QTVz Xz J1 Uj W\
LURBYzJInZDdz VRSNOJsU VhzVe 3bDBz MAhs LURQZ) dNRO95RFIVANVoM2di dG13YXUwA
cnZzWowbEhLU3dXYU9xcGLl UVULSkdalLWokZi 1sTGszcl | r el cxdzRveXBCY] dZSGRY\
dXdi OMORHYXxdO8WZO1NI n0. XPv9zhwB4M3y ul DLhRHOV XNXXQ s APywTHVBE380e1NO
pxCl GFXz87bM HXvZzRzZ. MeWw89Msj _Ct unk. H3WrRv2j qr VpWES82_3bkkgFdBoJgJ\
3r @GSCbhCHbHSWBI e - UBQ Cp3PNxf dUBI YnwQvnYYgBLOAJAHNnaNt VA73 2 QLO7ukcX\
eyVpN N234VF7vTKzZYBaj d1R2yA. G4l H- ZJgbuPgZmGS2s TV3K2r Not 8UBGF t VTKYD3\
1EA ZJ1lay7i BvL4- xxCAPasc8Di - CNAF3ZxLFYDuzi 2cU3FJQxnN3WHNx6nggVnBYh! 2\
f ZQ0j 9i r | - Ei Qvhnt WCQOKOTNgbi cP_F6WBUE] G7cy G 3f vVOI 6GUt 21 HSYUYp- HwVBD\
maDeVEELcN50340CGcuRr eGP_xOYp7r dCMI Af 54hMIBSTExc Yx MEWBpIl R2qc Yl FN. ek NZL\
i JKAKj MsXYOM cr sA

Fi gure 24: HPKE-12- KE JVWE Conpact Serialization

HPKE- 13
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NOTE: "\’ line wapping per RFC 8792

{

"kty": "AKP",

"al g": "HPKE-13",

"kid": "w Knf5l SyZZl Okqqj WW07KCxkqEc4cJg7f YFLBKr 50",

"pub": "590D4enpWt MhOR7pGvyBEKEbDSI t t guhl TCq85eyJGpyZXa56wd- Hf oHj 9\
McMApg4Se_i wij BEZZv5UHb YpoUGKW QFh5CG CCuvt j | Aof AShNEaBpQRdBGnkX\
eBGZhx_EPA3Fxv33t YOWAOUNVhEEals RuAWLI 5dFe8ZRLDDCUoz9h1Axpa2pxP1P\
I mj 6gRt Dayf AUIMvWZhhpwZ3ydbnl Ej PFLgWWPYGUCYt N 87i 4K4aHa2QcW yJI S\
O0unTCHFIbsESNLOVNaQsi eSWP_2FB90mYBuQs Y5UCNL1g8p- DFi cWAAEL UEQuukY\
e9X5u3z6y7A6BbOHy AFhKHATel ar S7x Sf BK6xx K6 Mpb Gz P5YSBoZF8NMBBe MNb LW\
SJ9dl MKYZnPl O7Z_Y4bj | nUzCsK- aC_sERbEl aSzFi LI ml wQpl1l MkuC-i gzql j t x\
epYXC nRi 8yhyi HNVMUAI DJAcLL11uWrf aXb2J30dr FLr dKj wiNYr OdMa8uZaex Xk W
dCUl KV8CdJr BKKx3a60JApUnhM3I Aol yquTeXeGx1Ar yyhGual BEPr FI 3ROcgRHW \
FaCYFF7YZj kVB7 CYKOVOR XWOd nHCSNOPMANE Gv VERXRbe0K6eeX0i XB_YxddBy g3\
I wCl czXwYALl uzZj Kj MXORj v_qVTzl 7HPBFeVGIXI c5TXxTARIR15! EEOLRI OPuzce\
k2qg- Kl yyl zSqZgr Heer eRhJHBPI i MsJYGOASR_NSLLxwWDHWjgContx nxoNy VMXYP\
gxer B763eZZt wj BuobvGowt Nwgj | gnZLf LP1wgdcpl Nl heQZcQsj | O3YdW QuO1W
svigPAl kSAYngkhmlbnDk3RcqGdHZzFekkcas2_sSr BsEdghs QXBW Yk Ogr bLP5M
gal aKj QuOwt CgsUOoLI mBacwpNYW gJyj 4dckDf hr qcN2zr e QW ggmivgnXUzZa5i \
Ex8- xabsRQMWnKEW s3_ GpM t UV2yRel PFt TAl HxZsgU m Exxgxmmyagst zJFF\
Cr mJ AgQNCKnU9Ee2paKz QBw7qi hM/NBNCQBVt ng- BWAMDQDe MvRai J YJ VqGnNPOUK\
0T23hTU3r PosACGct pODVOy FPLHY7Z0Q gKkwZ7F_dbSW.JROyFVr ahcPM t 4Af yi \
0zSql JAgpf S- mBxi e0o4WHD_7GxHe SzV@OVK- pmm Di yt gawdl yCDDZnLxUT2gF55S\
QUVPYr - JFgyVima4Ls B2k ARl SdQ02eQniZv Bl YTHK4EN9f hFMy S2MZYf bOKJ ocaKCa\
p- dj cCMAH8yoyUP9CKuaabs9051bgKCgcoRgFj qWQZCWKBgb DOy BAhAW JRyci 0j \
eH6Nt UBDxSMDt _| 1981 Q i 9InNGKHKI GEd86spnilnRMIARzy - qnmiGTI Ub8g9HUWVF3I \
y516YoKeVBcuUppUpOv4u2Tme_| | hNa5EF- 61 Hybj P_VUBg4NOGTGES 9k KXURXi A\
Uz8vi dSW.OORKGLI QoNt J9r 3Uyx- woFTUp3I C_eHCf AAGh5FI | gDUc CRZI kHgOod\
Aof bt WQRZkAFs_8i QS1UGT- O25aj AD2j MhAgXbWOqdr | vRaMcOnl 0QOOZWKK M o\
k53vOgRIunB8dd uCK51 UARRAIspF8dkMsr ky2MBBA Quf G Z7vYf G_Lci f NpQAX\
g 73qr NZZCEgWH3KVg0QaaR3Q MXGS- Ag7LMYC3| NPB8VOUvgCowEZI dntt 4NR48\
| PNDj CEi hGBqgzFgt kZ8r dJ51UA3lI FFMZhRsucj - GGKhChGRKi b4r xL- Rkoi 5Vbdw
XZk OYl MNDhTXYN3pUOG- 2p0Z4y4 TezT3Bvbt neEDO SUi SOvMWSphsEeAkv4woy 8\
he85DPxxMws ACgpel KX- hj gYMaot t - 8WCht rr ENzPHI xd6H7i poyo9nACk8Me51\
QCBxMLY2dL- f LEKj MDbl S59wsk1yHl _BF6u6kdDAhvf yNQ 4g- uFxqSkghClFYs7\
j Nguci JEUFSf Nt a4ZDUcy W r mHny mi7 dwGz HBWbaBce _cl 7ghNGWy GhWi3XSdLp 1\
aLnaC RXeYb5UNi RXUL6CNAqpOK6GVHkxowUs EBI V9gA- Bi Lg",

“priv": "JKfunEpR_O GX8PenAcj H 37FB3kSP3X6v8Bg8HI cl Rlsnynj Q i WnT A\
ql7HbYyeeOnmRyl Egzj unc XDEl f XbA"

Figure 25: HPKE-13 Private JWK
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NOTE: "\’ line wapping per RFC 8792

{
"protected": "eyJhbCci G JI UEt FLTEzI i wi a2l ki j oi dOI LbWY1SVYNSW psT2t x\

cW3VzcwNOt De@ xRAMDYOpnN2ZZRkxCa3l 1byJ9",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",

"encrypted_key": "A7QASMGTBzxW5c03sNy4wWHCV2l pNMAZp G U6pot mBO- Veh\
CaVwBvt eHXEL ARRXHUs WAAQKBNDO1MeyByhBUj Q6Z_31 qDseFE54QQ PGdl 44Cz\
- XDpbux06YP1z6cyGDxcX25U0U- Cl D_g8wG_TI hmO Ex4PUSuCz _ZVZni LKDI | Db\
WF_V6NR- BhYC6y__ 2nxf e] VI k- ONgGPOKz Y2CnimL Rz b4f 21 W.z D3t c AXDeGCYnom
eVS bea2cygy2l suGnf Avgf Gzt Hi Y6dbl uePMLEFUPYbI k6j | bMewAnt qHOhgxdm
DINLesql Q wCyr YIJAEf PGy s XgWeUhnkW IMN8r Ol oCCPt pzvIl ehuYYCKj VQS8 GDAf \
WY5CKXRRZ7Ji 1B- SDAZ4_r Twgua_cxW.MeXFokgw2Ms3x6Ss! - Ha9I el aqnt 1cr d\
6gYHBnaPL57t xOyX5J5pRBhENsf Qq9YTUWANZ QvCaGyo9KHg04I - RI - - hj QFGvt d\
QEg9Ur wEEs VYAK- AUU- | gAGAS b6y VavbZKkhnxHAs OYpmiXr mAd_6ABT1I novxggj \
09f 0CoS8d2f 0CBAdCh7VuOWOunJINY22bR6029L5Ac 1t Ng4CoO0TMzt nmDUNR9o_TI \
p_7Zox87UnwC vJj 8PO b81yBazdu@11WK50d0f wH2Pr uOTvW PS1UFs3Emhpl kS\
chKAbk CHSASvcBI bE- dzvF- FOKBDpocQ10C7h7ap2f | 3- 2amAl cCGgl vb8Luz CvB\
vXqCRxewZt ghf KPPTQvEz YPx4Ub- Unh72MhH H- oPyl XY5p2cCdgi 6xhJwEE- dgX\
t zn0z50Jsi sNuNvl M nmALE8JFknNW) TCVEk STt 98b9Ckt DAOQWNUNdZKAI OgLYf\
6UFGW t ORJIYKRVLI KB4nyD- YoKLwOnbt kOa4l 6Dk2r SSpGJ_KZEbq9G OQFI cved\
11 8FRGCMBhA888k25) xRxr f Sj ndnSs_o03nhDdazBQOBgz mlmyQm\Vc5eq6bo5F9J\
bdvdXVwWWE2sZsz- ef 400 YOHSOFsgwnE4vnM.cs QCQUBgRONA6PL185D- PryaVCi \
g98n0r 9MPSKSQr vt anbvVgbr KdubBni UkMhdhnGglcPoU8ndo4y S9gwgvt geWhVN
eCOCu- cHt vgHOLFO- 5- CHt 4y 3WKS5RyhCZTt 1Ji r BZi vj DzZNMR23c51gNmlj UW Gze\
upK5HIMe3gScz1KRxVxJ Xl eDL2XF8X8_5PZni7 Xc- 1eE50AaP- 4PgCGDv Sz Edxkl e\
6Epb5Lwz GPD8WBf r zi | 7xZr 5¢d7r Qy8_I | - MCUupS_YMACTBL6Sg! | sa5DeMbKTb\
Hn1EXI - e32Ram1K79- 8exaeaCBFscqqnWKbH4ZW nGHs gmyYPy 86 U RXARFgNt s O
e7at KONRK _Xsy7- EGV1kf EckX4Vl hbyd 51 5\WI5PhMAFI Ui MrJ37uBFAVEPy zpt r\
| xz@Qk4dMIdkeHKj DFSc ThbWOxwd 1 f 3es9Bi G j r 3cV1j el pqdF78Zm30nf GobPi d\
zweVRIQ Cvj YgFW9ZhakNLDoEr V_euHoECdWsuvVOu890ct h51 nzQzgxt EQb7hr H\
rgr CUQocl MRWOLoHQ i gi Znl 1quJaWvBl j yBVxj LHAVKkwNwnz nOgenzr gNIw2i Kb\
JOV819r nHaoXl 5¢F 5SHVReaBLds3ql Fj kVapof h2UvMgJdbsPdGRshFnpZLQZZ- t N9S\
KVhzZSgel Wn3bj phf 1spLCc78FycqyqRr - - ZZBcZ201S06Jo_hf bHLUomOv35JW
Cc2K81LZNHq62gDJYIJhHOcww40E8 MOWKKj n_ TQLIZFXGNKAgNG_MWLxhr | yYosG3\
uf WG| Vu9Q@ 8L6C21f | exkj s54kz197UoDgqECgUI BA6AYOf _hy- QZj t Ji e0zNWZ\
c- uEoi a4UKYJOnwpnLE4gr ZdN3r A6SkeaY_I 8zewMuMyO6pN Q yZy FDmyywzf EB3\
eEMc6Kci mMsuZGG J_UnEnysYAve5AbnpgdSuqRQ 8kzb2yf NUWVGT ¢l 7v_nj YR\
9uh0OmMiNqc 7PB8QOgYS8r Nv9guGy30cj j - Ut r hgks XCyr 2r weMAGd7r LgbY8™

"ciphertext": "09RTEoHUgi f JuBgWhr oH3CcK_8dPA10j T6NXNVOhNSTDF0O007Bv\
HRzKCj OukvVgXka9e_ 4dN36g9nr dDTval kzZKaWiFbLTz2xN dYgEAMLFsJ- XBx 3Kf \
El 1mvmavS) OG6M Kt GTW gpx_t GFSMSqbO7H7ct VAW b70p_NPvMKM/59vzodxbW
j I Nc8At MBYMBHAMNTI 32z8uKzdxESNksyM LEYGn2f f t Qag509gqr Ue9oj WAQ22k\
mru52r hl @BTI OcLKX4QQuv7cOPZbEr Ol PGhyb2NOi uALWOVY8xel | 4b_vRRQYJf 9\
MGSEgVQ cDFIPf j h8BEf v_1GpDQy MBHLNWDQQJ Y19Cm buAL9F- Dz_ OXETi HnBeb\
r ZwSKBudndOv| Eg"
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Fi gure 26: HPKE-13 Fl attened JWE JSON Seri alization
NOTE: "\’ |ine wapping per RFC 8792

eyJhbCGci O JI UEt FLTEzI i wi a2l ki j oi dOI LbWY1SVNSW psT2t xcWh3VzcwiNOt De& x\
RWWDYOpnN2ZZRkxCa3l 1byJ9. VogDQNI9sEl Ke9DRWM CgccR1t OK3Vhqj sj XxdN3ypaK\
Yr 1| kFRuBGk9b2581ucMchAl 2x3K8DU qJ30Ru- SUOEbgscz51 eP6l wirxt vl 6- 12Q7n\
2Tt 5h4pnQ@ Zem xE71b0TCC2c3vALCKt 5i vRUB9j f bRC3- dheXYZj t _KZW2ughl j bLJIx\
ral Tt r Bf Ft w/vbOGvV7n_cLBaYr TN cUBOns GARX1FRi 0yLOCpJvA6Vzy6Vr BRG R4z 9\
t 7r RCcl ZPWBAhQFYDUI FsmhHwHDo3FN_epf FRHPC gREt A67CY5kBOB8aKkPr vRi j TRKq\
HQWFVZCh16DaUuhRvgUXYUe5xNcsGsj pj RTt ZWANAMVY 7gHQDI r 2DDZw6 SDzhN5_z 8 X\
V_Dzf DOzi UEKkYzyQ 7R3G i J85BI 4vPI eSROcgxquN5ZWhof W QOO OPg ZPEf L6k Z5W
UgsM ReanC_b0gezZsPCoTri j KE6pS1l Fqt gxuj sc1LHFApuH p4Wwr xYj 7vI oy O1OZp\
kcQuz- 5r v4KgVxDhMb- 2Kb6qc AFLKpb2sAer pOPewdyat j 4Lwt KnoC360BgEhkn21Ny C\
sfl 1lcqpFu2Dniz72S- DKgYoq68wCD- mOndFc4hgx Vy ADLUOMM=s bwTbhDI5Ad KuPTUf bl W
WAN6pI whzMC- ¢l xhgl Ukl GBVbk @Bk VXxPhVNI wZCr | sUMUbTr bl XNz PqCr xBObpel 2w_1\
dng- 812- wh4ncv5Ky61MBhFkQuOz3qTJ4zkOx7pZ2Q@S42- _nM ¢ MPVOl wAW | Bj Bsvc)
ocwst cuXxbD yL8- Tzf 357Cht ns- XMe1JuNGVHAAhDIDOV5707n0oBy| bRX9ner 2PSyd3\
TYCf eS4TocF2znmzX_bQOA- sAqy Pl 5Cbqi DK5gkY3vccuzCP6r ohuR uaBl TwlRe XXHQP\
t f 8XJJ0udyAor nBt 334E20TLAgepXgt DgwBx6bgD7x9EShNdRvVdpLj _EaAnJJ2l LEqQY-\
OnmFENDJdRK1y C7XzvWE30hNOBES) i USUEy6b151 OEl _BagVCNXHKOQAWNhV] eUhy 9B u\
31kzw7- OHp4JRO0i cGBAPd5uULf ZgdmXnt Fea50w3NDur Tt HBHBo7f 0 X4 Tl X9znsgr ano\
5ZLj z3hRvovQNLSNSQGEEZapT8xqf C8_ RKvg- AK5TWVhLQd2zhXBzZI MDESJIgf SeUnb9FbK\
j Pdx18sj 7S9Et xqqb- RgoREMKIamJ- dgx 7f Hgi NNROt | JKOXQKUN- j gSRxr nZvCN_W j \
Udoi Bnl r JpXl x4g70RXmD5W gDr mV6- f YE- 8ddCnA3RgG _Hxh1VWAQ t hyS8ZI W 03ETW
TZydr Mor ERQ_ExGuckbvsBRQMOi FshOQt TyOKq3MXG Wk Ql uj e7HuBni 0JxNf HV_CLP2\
hNdMJRXRDe- gy 15K6L5mAGelj G 3q68FqgKOC9abNy9AK] ZFcp3p3gj 3QNNf uca8Eepf \
0DVCWs D6Nn7b54mRs HDQ2BX_kouMI XUBTDON8wWBaAl bMLzsWEN_j 0Zy PU2m_OO7 KZ60A\
kONXKMDt 4sk8c0qVXPc5yM DeDF _6j XBU9PgaNyq9eqCX4Wrbl v5Hf oRLoW hYqGuMUy\
j - 3) VWb_nOXEt r LgbESadyvV21l 1qy3B4PwQW 56Ee1QJf 3e2-j nkh5BXxocG |Ii 0Yh\
I | az4q5ZFDOHkk YTQBFQPIWEGBCOK66J1 P93I 1S- 5d5i kg- ZhUyv M7 c N6WhgBUe O 58\
oaaeJt R&YeaBr 71 _gNpmgS6BXUL97KR50hnmvwnCV_v2JEsKOgf | Kkaf hn3vi bE- -1t H\
XUi Xu- ax| VAodXBKcOF _pYTHZe 26QLCECQxHt g8MZGENMEZ_ZNUohi zSvNj _ x5wt AR4\
gai P- ei UsvNVK8p0Och_NXABNwWSI Nl dRaJnLsQ7zsRgi CQvKOF_Zk 9OXKKJIdAt bKr mv2P\
ALBi j JE2I dI Agdyaf quoWdj FCL25aNXnV_SgHk FhDYB6Y8e 71 Pc\VWWOz bf mAMNVAQETBqQ)\
i f VHYdt RRr oREh| WZRdf Fk1BLSboPBi 32JY] UnBa8oGoMPaVIKggRI | uoYRFy06Kgxqg2p\
qi LYMzdU. . yvdUQEJ6VUbOBf 7_3ZTn- _j n- L1RxwnNp3nmGRI ol nt ghl 5Sh1EJj nhRBsO\
KhP5A0RdCesJhl - - Cpj 16sCWIF6_wWBTFI 9HLRI5Or | KTu7ew63eGBF6e3RMy Yyal5pf f\
CgLOLNDM 4wRIVB5_ys- k- xSgCl 751 i EMIUd1Vubr N- xmbGvoSoENnHdmHvdV- Geqg4l e\
gPnl x_9yPe4t OZM QR8z RFr JPXhXDY- pPHVKk0ZUk38J7UZ_1W5sy GEL3Y8I sFMBRyj By\
MRGENOBPy 5- yf ecl Hi dLgoUH57JgSQRMU1Us _cyvri YFMg9OL6gAVpScr JsLrvl yLcqEG
t 4GhPuYJ- 1ObQRAL1sZO7TkDZSL- j Ot aYVt kx 9WKGy MOQ5Jpr kI Y_hhw.

Figure 27: HPKE-13 JWE Conpact Serialization

A. 10. HPKE-13-KE
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NOTE: "\’ line wapping per RFC 8792

{

"kty": "AKP",

"al g": "HPKE-13-KE",

"kid": "Qlo7MBEj 3shaFw4VdozYxt qoGXs MAOTDkwy 4Pvn0OBCo"

"pub": "h3uSpludz_gkl KVvKFSE- v6l M7 SQBhRZpDpxr - 3Wn8| DvzRVsy Ur OOz PQK\
Ft UcUSBFwxhUnVl MheNi 7Meny AW Ay Zt kaCAhaZhWRUGT UWE CNZK FOBK7y NUSgXOK\
zDESI | ybi UHSGoXW Lx5f NgFU7Bpz Ce3K6X5JHILG Scf OVf gs4Eaoay mdVBoGLx\
pSr BgZ_wYhsSi GCdguTl W u4ot nFMyaKl Y46uz RTR2dvr EHleZDhUc_| sULUSGS-\
| uwEy Bl 5VNHgJj OYRuxEgU92W FLI aRi gckszNR6qr n3QgQzZdC _Pk74qWPJIl pbM \
hs-yt HTqzhi 7Rl ul UeDM j OSNMNMW7nhe6l co61sSDi r K4f eYFqCcj M oL3yi pPJ\
kVWV V31 MWBi zaXGSUhr oNdAKwMCDaUgPWN_8de7ZpNTI cnc3k51 cUglge0P2myYbwh
wJkPDK5i KVscqdJhMASWUK6bO6VbsI DJI hf | p3a4dt es1FFi DQX r TBt z7vJAMVBIK\
BEy8nl SM KMBZRu3F__UvDFmskvdl - YMIZ5SxCt 4B4HNZbd6t _ Mz WEXZoFqQuaPE\
I LzhcenNGkUxI dI wf | MDUKVeGUYBNr ONyef _BuCpj GLCUORWr AJEXLj 0gO_ukK2\
i pHVUA eAB YNEaQgar KQb- Zpoj r Uzt 8XMSFM2dATI TGHO r kk BQFmM wHQ CRO2f \
Wz 1Yz RGUhHXRf j QGF23g5u_| EI _ wPConPAQE3h- haj AA9bVxXi kYcngQyUb EXXz\
RdJeVYClj F\\AM RE6RwWX6SsP- f Bi | | xk7dUhAYOXXl JgZok2PUxLul gr oVOX4A2VZ\
MZQmaFAu35C gSeo3k XKWL UKUBKGKYQQAOS5CnsVI7Iml 2hi JhXf FP4Zi 77xSQF7\
Sox(si 5Pgzugl A2kg2MRkg0f C2HXx GWVOe 7y WBTEAV] vEHvbgo3l up8MUCsppEj a\
QJIbJIFG | bpi V7bKIH_SCKDf E9LqUULeOyk XV8t paRt eewTdZQzJi VLVKLpvQ VJ\
QGoKbC8c XDIUk PAIBD7ASEVVBYSql SM ycHunJZdkzduGvJO O0i VI nt gi sS5wp\
x82r e6l zgT1lbsni BECY4| - AFs37t uDhJZQp8kQul R4i cCcenmyEzMei | LI OM EB_4\
skaxXnFY_nbi f y1PLs_ECRZXbWnYRZO6Tpi Bl UDGLSi wgVSVUI by AXL7LO VZQB_5\
g_xl el syUgYkcecGSdUsec7MII nYQ PIKT7Vs1 MAAX3zl 904ubt 3aBXTe8pSV5uz\
dNVFSL8r Ked1l WW5BKk T5qi JSYyOEvDemY7MJeRgpwnt y DFHRSD9- Es1OF B84t q2Y\
peHBR2g1lGnbaEnt | Kb- 3u20eB9SChr Hok7kwl _ OSCEn6ELj f sl 1r mkXbx| _ak- AE\
MZ_hu75Myr c- ADNF YWexmRIZFW CY1VIHBG KVb8eY9upzw2Pl 1bNx1CAl kTQ YO
Chi 3nK3EFSgdVudZMARDbI gPRc X1CCunFgEf TgRm | xEcq6Qkca59Jcf WIAF4SCdB\
0i 8] n-yoTX8uZr LqqH2gCHUUTZ8A4nBULgSB8Z7sbdNB_I Odyn_yr FpACAEAl 7a\
J6MMb- t PCI8BSh7Qwly pCW VXhVScReg9t t kLOsMGYyyRI 5B2dgepYJhVM_ws QA
| gdpf CGSEi TWSs2TpLpVi 0znwwOQPl SQ a2pVWN8Ht 5PSW i yef VdMYDosDzbCoQr \
YNWdhB_k6Mi f KpKOr zAoQZYKdwgOkr KV7f t kq7pQ 9Mc5How MDf Lhl t EAJHE\
Vt bzy3nnYI 0- J4gAa5i Hs26UCII QEALFk2Gxx88kBCPu3SvxCK8zD-j | rgvM f W
NExgpi mgghNzy GhPVMSw2Ae A8U5_f pF9cbNOUQIx 7t 6gmElc7kkepNATRecEeesdr\
vKKkl yxuRazl 4GL7qgl KHUykkt TBWQQF hNo_VMWAr GSU_gj M VaW EJxef MInQFsgq\
QOALVBASx0OHCK1Cc Ukl uWaaf cc K2y KveWif 9wyt ul xi XknDkhM/7gTWYKc uHWDYA\
JgezqBl W6yv GG GaWjuq7Hwy PY- uATVbu8ndKz_H2sgnivdQ',

“priv": "TK5a5VLDLOVEXSYNS49vG awNVM 0BbnB46 PPVWPAKM awnQFwwWBD- Ct \
hN- Lr GAWGT - d2j z_ Rl | cnSPhckg5hA"

Fi gure 28: HPKE-13-KE Private JWK
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NOTE: "\’ line wapping per RFC 8792

{

"protected": "eyJhbCci G JI UEt FLTEzLU FI i wi a2l kI j oi TOpvNOOzRWbzc2hh\

Skokan,

RncOVnRvel | 4dHFvRLhz TUESVERr d3kOUHZUNMEJDby| sl mVuYyl 61 kEy NTZHQOOi \
LCII ayl 61 j A2dm ReUFXxSHZOVE14R2] FMmw4Nz By OEkt YXRLOU42ZUVhcG8xaj BM
X2dGNEp3MUF2M k4SkpVY2VHemhORHM SHhi a01LSONsb1JHUULr WEN3N3VYMGR4\
enR2U3A3U3VYU3dDc nd YUEFXSWIKMVUWb Vh TMFAL NGB XV] My T29x RDI MOEFv dUc 0\
ZV90bzYWNVIRCEL i Sj c5NkhSekhQeTBTODRj] VItk4WNWWMAHCb G | bnZSUXNEWHEW
UUX YR@xdOZNN1I mRj JZLThqQUIRQUz QRJOTOJYdi 1SZ3dSN1I 1Zj B1V]j FzZHpv\
S21 uMIVQTnoy MXZPcnili US1RSDec 2 Yz VWR3NRaUl pQARCUKpud1JhRFJJOESK YWD Z\
MEFNMAYQenZ6 Uk VIR2dvdj hBSI daNUFWhORpc TFSYnR5OE9PQL RmBZNj Jz TniZal
cWNI Wil nS3czcS1EeExLTnFpaEVIMEYWoDIr QO1BckJ1VDFycj F3dHASAC1DQWS M
ZHhl azZl W\Noaz FWOFMRRj | EMAFpUEJ XeGhoTzZxRWkj MhZNYnk5eXRy TA 4d0t 3\
NVBVaWyx UldqZEh1dl hnZy 1MZDI yWDI x ckhWe 2NJ SWRMM 5anJx SEpj e ENaN29W
anti VOJpeDZDRVEz Zk U5Rz J TRGFTNGLuenk HQUphMt myOli QnUSSnlQOWIDTj FQ
UUd5b21i WUNLVWDZqSWét Xy 11 OVF1YnFi ¢ VNYVWWKN Mk U3Zr ZDdWJUmNZd HVimb 1K\
aWidl NmbET2Uz ZH vYNNYLTINTHVNdIl hYYThxT091Uz R6eGFaMVA2LWW al g4aGLk\
MBFXSGpCc2Yt TDk2eVFvd2gt Y201ZFZ6MHhhL XpBQy 16c UYx OXRGOGEANIVQ pN
UCOt Uz U4A0UhpQVI LNGEMZK 1 Cenmxv STRCR3pDNO1hUEl KSnp6dW ZWGEL MMM FYDy\
dzdt NTQRdXNt aU@RNTFPUUcY VKFMVBpj QOhBQM RLWhYal AxZUJKZGhCVnFFZj dF\
bkhCRz Mk YO1f NHF1Rnt 3TXNI LTVnXy 1r QzJuWrdOSWAHNI BHAXI TMVp4X2VyaUJ X\
VU NOXVOTURt WEOUOGNLRUxi MVBODhCMLRGNLBCeDVi ck9ZQW | Unl 5LW OdHFm
UXJ1UTI venNHaWFDNDdGaz Bi d2F0Q292YXI 3UXhDR1hi e VU3QUE4RUJhSnb UNVNT\
VO1PV1JBVDRLWJLPTFI uXOMzaz RUUMLi bOdpR2t j X3l f NLpKdGxj TnUxVGLxbl Jy\
SVRj QW QUDZNZI JxalpOrd UMWGQSE! aSl p2VWW6ZkdMolct e UFKQrpt Ukhv RGEZ\
Skt gQMFSSVQ@RV3dFSVWALbDBTZC1Gd3VBN BnV2Il saV9y RwwbHRVAW nmOF9heDJ 4\
RAzRnpCc19sZFh0d0c5MrZs VHVWWFYx UkdwM ZmiTl c2ak82W RRMBVWHUB2e G n\
Uy 1VWKI wbnFMIFI pek1l NWCh2Zhb2t MW203bVot aGVdXpwNGhndy 02RWH 3Tl RH\
WKp2dExs e XBRVNZBMLpnZnRs VFVRYVh| SDRs OFVHWFYY MTYwd Us O0Vnk 2b Uc 2VEI z\
bTJLekYzczl 3cHY4AM | 5dF9qdFZxdnmNf cDYxd2RpUkd2a0YORV8t d2w3eUZaNXpg\
Zk1BRj gt alFhZ1pTLUnWG TLWOXUj Y3THFKRj | RenNmSXVudThFSC12YW6z Ul hx\
UmhUTj By Xz RGAGZOLTE5Y1Zj NHFnemll Vz My NHNf ZUxWa2dRSHVI eUczeUl y UUIL\
TkdwbFBj WA FVnmpuS3pvMJcOVWGRI QVI WA ¢3Yz Uy TGABbTBI ZnkycFZMRVBTdA042\
TnpXYTkt YOR3bHIDZEd1dndzN2t OdnpUej k1czZDRTAt NEg5MHYS5bERI NGFDREhv\
VTJi NGVoVA 1QmpSNXB5V3JGVERI ¢ UYy TVFMaXFgqWHhmOWNz WhduUOUANT 9 Td XNh\
X09TU ZpRXc2VzVOd2RoeW/4UnhKNL1I MazVoal NLanVyNz VWWUnb XQOVpUj Fi NERh\
SXJ2ej FHAdOXxES3FI c0l WR19ZUEt LYONt dGQBVEIPNVhFWFg4 TEFWNFh3aU9aT3RZ\
UEl XQW8i THNVWWDhZUDdUOHZ3M JCYj | yeFhkZzg4UlpGYTI KaHN5bOpnRI | XT24z\
C1BEWFRCbnJsbFZh@t GvDhScWohb2l DSO9VUWMBC zhf S1ppcmk GZKNy ZI NLTVhh\
VFk1c056 RmxXTOhyWr MM | YZHIr ZH 0Wc3ZExLWHZKUNNt MhJf MFB6OEZpc09k\
bXZ3LUhGal FKMDdRZUY5QKNI aUYOUvVdpa3hsSj MyULBj QVZRRFp3NUEyQ E5Sz U1\
MLp5Yi 1xeUN UU qZVNMVEW XQnFhNXRyNU82c A wQW ZWUSGAVHRI aVl CVHNKkbDI v\
dmJt dnZSRTd2S0VkMJ9XUkst V2W NFhHOVpJINOw3bm 3TUk1eGECYl Jz MLNSUXI Z\
VG\WbUdj S2dgalpnmNERhMeI t Rkx| Sy 1DbmmwYz RpZj FwRnbl TO5CZEEONH] z RORp\
NOUy RUZSSVcy QUJvZDINRDIWeDIr TDhj QMMOUF9ChnFNWHh TeVZk SERwaHRI Xy 1Y\
ZEsxSkY4LW 2eUJs Tkx VIVDNENKt ZNHRt VWWBMT2U5 Qk FObW 6 STVPZndRRj NUWC16\
M Nf Z2pzcj | 3WARKe E1l UWFI QThNVEZadWBONNndOZFhVel J2MEOY V25yaUN2bTI B\
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OFMOUwal Zyal V1cVI0S] RLNHhMok 1GUTNk SWHI bEFqdy J9" ,

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | Flpbnc™,

"iv": "4kbBCbrz8 r Xvess",

"ciphertext": "rp61DEl cDQKgF QsxMP2YsdsXLUdFi BW- Fcf Eg7r f 5Dgny1s5Y\
NTDs7d9Y_TPWAKEI hl UrPr sSI Sd2VJIPEmMeW 60Y663xchzZ4Vf Xy QGHV3WTBWAI pN\
mir mOcl UgFIMUI KGsgG FCs2nmLhz QKpASFzz A71 wu9j xnr yhw01dMc9xbOYJ f Nr\
MAQ 5aepqy KQef CkSUBf _FSvpONQypbdlj OF 773NFk- vur wu9ng- | OPOUNnI W RW
gQE6axXzdxZ3f 8VzxxTBj pPw_Her t f qyWDF- Yf R3nHXwgnr | t HLoY3NZWI'8r PLuj \
EqAUSRBUY6f bNUI Pc5FQCNNs e TRUCWZNLFOLKQAHL4r d11 VK3MXMXuDO" ,

"tag": "857uXyl ezZ- VhuBnOFb6Y3g",

"encrypted _key": "POR He TVfzgUj - hqTTl UXJghMpX81 J6VY9sM | WAj 9D7nEWV
C6Hr ha2xnl eUOp71"

Figure 29: HPKE-13-KE Fl attened JWE JSON Seri alization
NOTE: '\’ |ine wapping per RFC 8792

eyJhbCci O JI UEt FLTEzLUt Fl i wi a2l kil j oi TOpvNOOzRWzc2hhRncOVnRvel | 4dHFV\
R1hz TUESVERr d3kOUHZUMEJ Dbyl s mVuYyl 61 kEyNTZHQOO0i LCII ayl 61 nZj aFdSMV2Rw\
VTFj NUVnYKI EVWt NWUVNELTVhJIWKp 1Nk E5L ThCVGNGZ2 RWR2J OVhd OVNERs €] hNVmVul
MAF] Mkl PMULKX3Znd0Zm\j JI NESNSVZs QLdCbUdCTnt YW By aVVoWGhx UWD3Uj ASQLV]j \
VMLCX2Nud1Yt YnpHQVI xcHBf S1cwX0xsVI | 2YzZpSnhCRG yWFdOM JLcXc4YWb4aGVW
axXVPWKl t bnLZmx YZj RzW dhOFc 1bk5vVz JqOXRINNRLZXI DSnJsNXZDQXRHM VDb2| g\
T1Uzcncza&ZQFdl X1hy RENHa1ZUbUpBQO0z RO9SAC1INVOxHaDl xekl EMLUz MGhaQONS\
MXZndWk ETGhGAXFOc WFy ck VZSk FPYTNEaENUdWNAZXc 3Zk Nuel hmQTFx RVMAc W 0 TES 2\
VHA5S29z YnplTnE2TD PQVRTQThFbDNj CEZy dnhwUUSWYONDUEI j Wrst ¢l | hNVOHUUS3\
cnpDTkdf MGFi VFdzclc3am r UWUWOckVWwe HNDYkOzamNI Nj Bj VzZt Zk 1IWZWIXNESVY3pF\
MULlEel dl ej R OXdCSWEQ NoVUSRWr t WFdRWKduzk| HSI Fi OE1YT1Bl WhYQVVPCEt L\
bFFocj VSZEFy TXEANGZOYOx5Rzdj Mwy dENSaUNj LTBWZnhaUm EdOdNZns4 UGBk YOp S\
Qhr Ul dHSTJIzTTNGdmI paTl o0V0JYeWrt Rnh4Z21EdWY2UFI 2el | 5QzhBZC1YRHAJcTJIp\
TOdANSK5NWHZt NXk 3dDVOel pDNFJ2¢ TBQW h4Qm mAHot WMVY1ZOWAMDIQ 11aERuQTIw
Z2VWWWKs4Rk4t V& ubXl FAOVVSnNr NDVhZTkt MhdLaVl ha0J5QTNsdzdOzkJuN2di ad 0\
W hHb1Fl V2RYSGIt LUt | bGZi S1psczBEUCLI eVI WWW/DdGdf c W/PX1BweWsFa2t z O X\
Tp YZnNXSFFx ¢ UYNVNZy MeRKe HI Ke U9 SSG z QWFSAEUt a0VWWI'YzZ OUEL anpMTj BSdUZK\
SnBk QXpKY3 Bk WHRGVBKQLJ YZExNanl HV002WrZs MBhXa0t t VOVUNnZI TDAdQZI JKRWFU\
M2RRR3BBTW CRmiLDTTQMVES8t RmbOMXNndUJabEF2RUF5V] ZaN Rpal g2dHA5cTI 2LWIx\
d25RdUZBMJLOYUg2 YVYNRSXJVMDZ0ZW 4WrBMR2t r W J COEZNRFUy TOsy SDNMACOx d25z\
VWyaORI ZDdr MU5XdDdz dEt KMUJ4Mz VFUz Ez ZUc 5NndRc TZYbOFQVXRL UKt uTkowR3Va\
OTdj c TRKUDZj aVORWFVKYI d5ME9j dWFt NULKV2hCdkt kdTZDUz hr SUSWhDdndFJ QOHZK\
RDgOd1VBNFI KYWhwXz d3Yz UsUkdl VIFRSNXS3duS090Tz! PUDVTQTgyLTBuc HY4ATnbx\
LWLPU21DYi 1hZVh3SFBGSkNI ZU11MJt 0Zmy1U1B5ej daYOEz UDVz V&I SC1DON3aTRW
UGLgW 91 ek5IJNWE5dTZgYXNI VkZt ODZy d3pUWriZGVS1l bk5i MrzUc ESDOCLTUFI 4ROXW\
dDZZCEt JV1InRFps QLVSUy 0t Zk1 t ZEMy YTVSSUt FSHgOVFBf ¢l Ranc2h0aVFPc GhWK1vVm
MFhf X0l 5U0pyeVNXR) Nf STIMUMLwZ201Z) RDW/J XRTJ mRnd 6 QXJ WAL f MTd10Dd GVHVU
¢c3k4ZThPOXFc 1l KQzNhSzBhQnBt V] JHMLhpS2J4dk9f TEOWOGK2MR21ETKJUMRFr endt \
M9l TFFvR2dhbW 1d3R1c XJy TTEXQVhPAERZOG 30H MJU3Z5dI A5Z) hRAWWBQ hCYI Ez\
SUVVNEI 2LULIW/I pKNEdDZ3FPdl cONHhOS3Rnak 13SVRpYy 1mvkhaakdUaVBKk M1 nNz dO\

Skokan, et al. Expi res 14 Novenber 2026 [ Page 44]



I nternet-Draft JOSE HPKE PQ May 2026

SGVI Zj MUDK5SI FHV20z X1l mMXRWpTVDI3SWNGSnhr YW/I QLpqUHYOaUoyRTJ4Zj ZO\
ZWISNKOWDI kMGs zRWhDAdW uX05uWDhgX0ct envt TnB4ZVVORHRpTO0z Yz Bi TniNWI dal
M2 UWT FVHNFhCe EpqSnVUdk c5ek 9f VkVs OGdUV3I | bTExOTg5Zkhl NHot QI YI 9ZV2hf \
UnBDT21C0Ut MU nBhwR04wZk pJ S1Rf SVINVER e FRKLUxVbFI DX2RGT| Eydj BDel | N\
Rl ROOUSFQUFNMITQ aV82c¢2l yaj dNdj ZRUkg1X2xMWj FRS) AxTl dCcj dhej QxcnBBRVFs\
OVAlc XBlI S3VhU2dNMR5nMHBI ¢ 0t mLUhSTFI xV2J4VFWSTFCoHpaY2UlaTJORW ZV3I 6\
ZFhl OnF1 WC1f VUdUc XZQTHRNDb29MSHd2dmBv YnpXa3NgckVaQ BPZXZGXz Jr Xz | QAVD\
VzJyOXdLcl BNWFSeVYxMBI hRkx XS2NXbl Rl UHNRQXJ BMK5RNG: s TGNX ROVQRNp GNUXM
NNV3dFdCZUspOU44c1R3Xz Qy YmNI VEC2LU CXzFMMEZqTEg5X0ct OTFxeW Yenpj Yj Bk\
eW 5RVNUOVROVH hQVI 1dTQNTXI kVGI5M Mwd 1RQTEXNME 4VGRTMUX pd G54 SXRFQVRh\
dEFf bl 9TMzl | YI FMVimJ FZONEUXBUuUWOVaEFEWUR2ZVdGdI QI YTEZuVz ZLX0Z5Znht dExh\
Ny 1pbl pLdGt La2JONHp4LXJI UnBj WAY 0 TW uNDYWYXNz MGVU Yz FSMVpOVUFPal NZbj dY\
b1Y5WM qZCGhhb1BLUTIJEWMOUNnFge XE2R1l 4SHhORO5LbnVNOUNKbVFBMCI9. Nbl HYeR\
4VJuw 8x- 0DPk CE3nKN@BW a3Qmbseb HEhPRn_wTVPf ol DTuFk4LXCOC. pnOmDbDi Jr W
OWer 1D. cNEPZGEgNCt t zsi hzRc 14vwe ZMADSUOVK3AJqGHhCyf f GoR3Zi gt JVy 7wG68W
Bt EBdbelBt ThXt P6E662zYJXybH48g23gJ- S| El munc5aYGE.YwPwet | QZHWLLUI LCcr s\
R1XDzCl XN7T3TqCFYnPEDDeaseU4y1lj L- Ho_dHvkyQ c700QpE9-y_vbl 600T1nRBHE YK\
r oEr | ci | FoxxDpBW aAl BL2her Q j 9GCkVTg5t UnkpnaedDhFWZTHW/f 2rmf n6v5r CS5E\
OgKFZEt QFgpPJf zDCG7_wWNWLWIQ 5RYt f TnbSI gFTKY- YnvDQ NgMhr VBT zgt _8Vt gX\
bQ7Fdr cr TUXeRj 1SCFWDr 5g2ZbBW240. JQvmVgR8r T6EQQANUI 06G3g

Fi gure 30: HPKE-13-KE JWE Conpact Serialization
Acknowl edgnent s
TODO acknow edge.
Docunent History
dr aft - skokan-j ose- hpke- pg- pqt - 05
* Folded long test-vector lines using the RFC 8792 singl e backsl ash
strat egy and added a pointer to the unfol ded vector set in the
repository
dr aft - skokan-j ose- hpke- pg- pqt - 04
* Rempved ChaCha20Pol y1305 AEAD ci phersuites

* Renunbered algorithns with intentional gaps to align identifiers
with COSE;, added an explanatory note in | ANA Considerations

* Added a Security Strength subsection and HNDL/ rul ti-recipi ent
gui dance to Security Considerations

* Added rationale for selecting AES-256-GCM as the sol e AEAD

* Refactored the JSON Web Key Representation section
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* Added informative references to |I-D.ietf-pquip-pgc-engi neers, RFC
9794, and CNSA 2.0
* Adopted RFC 9794 term nol ogy in Conventions and Definitions

* Added rationale for registering both PQ T hybrid and pure PQ
ci phersuites in Security Considerations

* Added Hannes Tschof enig and Tirumal eswar Reddy as authors

dr aft - skokan-j ose- hpke- pg- pqt - 03

* Carified "hybrid" term nol ogy disamnbiguation in the Introduction
* Added descriptive text to Key Encryption algorithmsections

* Expanded Security Considerations with M.-KEM 512 om ssion
rational e

dr aft - skokan-j ose- hpke- pg- pqt - 02
* Added Test Vectors appendi x
draft-skokan-j ose- hpke-pg- pqt-01
* Added exanple JVWK representations
dr aft - skokan-j ose- hpke- pg- pqt - 00
* Initial draft
Aut hors’ Addr esses
Filip Skokan

Ckt a
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Bri an Canpbel |
Ping Identity
Enmai | : bcanpbel | @i ngi dentity.com
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Uni versity of the Bundeswehr Minich
Enmai | : hannes. t schof eni g@nx. net
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