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Abstract

Thi s docunent registers Post-Quantum (PQ and Post- Quant un
Traditional (PQT) hybrid algorithmidentifiers for use with JSON
oj ect Signing and Encryption (JOSE), building on the Hybrid Public
Key Encryption (HPKE) frameworKk.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://panva. git hub.i o/ draft-jose-hpke-pqg-pqt/draft-skokan-jose-
hpke-pg-pgt.htm. Status information for this docunent nmay be found
at https://datatracker.ietf.org/doc/draft-skokan-jose-hpke-pg-pqt/.

Di scussion of this docunent takes place on the Javascript hject
Si gning and Encryption Working Goup mailing |ist
(mailto:jose@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/jose/. Subscribe at
https://ww.ietf.org/mailman/listinfo/josel.

Source for this draft and an issue tracker can be found at
https://github. com panval/draft-j ose-hpke-pg- pqt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

I nt roducti on

[I-D.ietf-jose-hpke-encrypt] defines how to use Hybrid Public Key
Encryption (HPKE) with JSON Web Encryption (JWE) using traditional
Key Encapsul ati on Mechani sns (KEM based on Elliptic-curve Diffie-

Hel | man ( ECDH) .

Thi s docunent extends the set of registered HPKE al gorithms to

i ncl ude Post-Quantum (PQ and Post-Quantuni Traditional (PQT) hybrid
KEMs, as defined in [I-D.ietf-hpke-pq]. These al gorithns provide
protection agai nst attacks by cryptographically rel evant quantum
conput ers.

The term"PQ T hybrid" is used here consistent with
[1-D.ietf-hpke-pg] to denote a conbi nati on of post-quantum and
traditional algorithns, and should not be confused with HPKE s use of
"hybrid" to describe the conbination of asymetric and symetric
encryption.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Thi s docunent uses the terns "Traditional Al gorithn, "Post-Quantum
Algorithni, "PQ T Hybrid Schene", and "PQ T Hybrid KEM as defined in
[ RFC9794]. The term "pure post-quantum' is used in this docunent to
refer to a single-algorithmscheme using only a post-quantum
algorithm with no traditional component.

Algorithmildentifiers

This section defines the algorithmidentifiers for PQ and PQ T HPKE-
based encryption in JOSE. Each algorithmis defined by a comnbination
of an HPKE KEM a Key Derivation Function (KDF), and an Authenti cated
Encryption with Associated Data (AEAD) al gorithm

Al algorithns defined in this section follow the sane operational
nmodel as those in [I-D.ietf-jose-hpke-encrypt], supporting both
integrated encryption as defined in Section 5 of
[I-D.ietf-jose-hpke-encrypt] and key encryption as defined in
Section 6 of [I-D.ietf-jose-hpke-encrypt].

Test vectors for all algorithnms defined in this section are provided
in Appendi x A
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3.1. PQT Hybrid Integrated Encryption Al gorithns

The following table lists the algorithmidentifiers for PQ T hybrid
i ntegrated encryption, where HPKE directly encrypts the plaintext
wi thout a separate Content Encryption Key:

[ ool s s el e
| "alg" value | HPKE KEM | HPKE KDF | HPKE AEAD |
[ S sl e e, sl sty
| HPKE-8 | MLKEM768- P256 (0x0050) | SHAKE256 | AES-256- GCM |
| | | (0x0011) | (0x0002) |
Fommm e e e oo O Fommm e e e +
| HPKE-9 | M.KEM768- X25519 | SHAKE256 | AES-256- GCM |
| | (0x647a) | (0x0011) | (0x0002) |
F-- - - - - - B e I F--- - - F-- - - - - - +
| HPKE- 10 | M.KEMLO24- P384 | SHAKE256 | AES-256- GCM |
| | (0x0051) | (0x0011) | (0x0002) |
Fommm e e e oo O Fommm e e e +

Table 1: PQ T Hybrid Integrated Encryption Al gorithns

These al gorithns conbine M.-KEMwith a traditional elliptic curve
algorithmin a PQT hybrid KEM with the goal that conprom se of
either the post-quantumor the traditional conponent al one does not
underni ne the security of the resulting encryption.

3.2. Pure PQ Integrated Encryption Al gorithns

The following table lists the algorithmidentifiers for pure post-
guantum i ntegrated encryption:

[ e el sl sl ]
| "alg" value | HPKE KEM | HPKE KDF | HPKE AEAD |
B el e el el el
| HPKE- 12 | M.- KEM 768 (0x0041) | SHAKE256 | AES-256- GCM |
| | | (0x0011) | (0x0002) |
Fomm e s S Fomm e +
| HPKE- 13 | M- KEM 1024 | SHAKE256 | AES-256- GCM |
| | (0x0042) | (0x0011) | (0x0002) |
i i T i F--- - - i i +

Table 2: Pure PQ Integrated Encryption Al gorithns

These al gorithns provide pure post-quantum security using M-KEM
wi thout a traditional algorithm conponent.
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The following table lists the algorithmidentifiers for PQ T hybrid
where HPKE encrypts the Content Encryption Key:

key encryption,

[ il s
HPKE KEM

| "alg" value

(0x647a)

(0x0051)

F e e el S e g

| HPKE KDF | HPKE AEAD |

[ ool e °}

M.KEM768- P256 (0x0050) | SHAKE256 | AES-256- GCM |
| (0x0011) | (0x0002) |
------------------------ e
M_KEM768- X25519 | SHAKE256 | AES-256- GCM |
| (0x0011) | (0x0002) |
------------------------ i e I TN IR
M_LKEMLO24- P384 | SHAKE256 | AES-256- GCM |
| (0x0011) | (0x0002) |
------------------------ e

Table 3: PQ T Hybrid Key Encryption Al gorithms

These are the key encryption counterparts of the PQ T hybrid
integrated encryption algorithns defined in Table 1.

3.4. Pure PQ Key Encryption Al gorithms

The following table lists the algorithmidentifiers for pure post-
quant um key encryption:

F = —————————————————————+t——————————t—————————————+
| "al g" value | HPKE KEM | HPKE KDF | HPKE AEAD |
B ool s e s e sl s
| HPKE- 12- KE M.- KEM 768 (0x0041) | SHAKE256 | AES-256- GCM |
| | (0x0011) | (0x0002) |
T e I R R +-------- i i +
| HPKE- 13- KE M.- KEM 1024 | SHAKE256 | AES-256- GCM |
| (0x0042) | (0x0011) | (0x0002) |
B i I e i I A R ] I I i +

Table 4: Pure PQ Key Encryption Al gorithns

These are the key encryption counterparts of the pure PQ integrated
encryption algorithns defined in Table 2.
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4.

JSON Wb Key Representation

Keys for the algorithns defined in this docunent use the "AKP"
(Algorithm Key Pair) key type defined in Section 3 of
[I-Dietf-cose-dilithiuni. The required "alg" paraneter identifies
the HPKE ci phersuite as well as whether the key is used for
Integrated Encryption or Key Encryption.

The required "pub" parameter contains the SerializePublicKey() output
for the corresponding KEM and for private keys the "priv" paraneter
contains the SerializePrivateKey() output, both as defined in

Section 4 of [I-D.ietf-hpke-hpke]. Both values are base64url -encoded
(Section 5 of [RFC4648]) without padding.

Exanmpl es of JWKs for each al gorithmare provided in Appendix A
Security Considerations

The security considerations of [I-D.ietf-jose-hpke-encrypt] and
[1-D.ietf-hpke-pq] apply to this docunent.
[1-D.ietf-pquip-pgc-engi neers] provi des general background on the
threat posed by cryptographically relevant quantum conputers (CRQCs),
the properties of KEMs, and considerations for PQ T hybrid schenes.

Thi s docunent does not register algorithns using M-KEM 512. As
noted in Section 3 of [I-D.ietf-hpke-pq], given the relative novelty
of M.-KEM there is concern that new cryptanal ysis m ght reduce the
security level of M-KEM 512. Use of M.-KEM 768 or M.- KEM 1024 acts
as a hedge agai nst such cryptanal ysis at a nobdest perfornmance

penal ty.

The PQ T hybrid ciphersuites registered by this docunment are
motivated by the PQ T Hybrid Confidentiality property (Section 5 of

[ RFC9794], Section 13.1 of [I-D.ietf-pquip-pgc-engi neers]):
confidentiality is preserved as long as at |east one of the conponent
al gorithms remai ns secure. The traditional conponent protects

agai nst unforeseen cryptanal ysis of M.-KEM while the post-quantum
component protects against Harvest Now, Decrypt Later (HNDL) attacks
(Section 7 of [I-D.ietf-pquip-pgc-engineers]) by a future CRQC. PQT
hybrid ci phersuites are generally preferred for this reason during
the transition to post-quantum cryptography.

The pure PQ ciphersuites are registered to accomodate depl oynents
with regul atory or conpliance mandates that require the exclusive use
of post-quantum al gorithns, such as those governed by the Commercia
National Security Algorithm Suite 2.0 [CNSA2.0], as well as

depl oynents where the size or performance overhead of a traditiona
conmponent i s undesirable.
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5

6

6

When the Key Encryption algorithms defined in Table 3 or Table 4 are
used in a General JWE JSON Serialization with nultiple recipients,

all recipients MIST use a quantumresi stant Key Management al gorithm
Including a recipient that uses an algorithmthat is not quantum
resistant would allow an adversary perfornming an HNDL attack to
recover the Content Encryption Key once a CRQC becones avail abl e; see
Section 15.4 of [I-D.ietf-pquip-pgc-engi neers].

1. Security Strength

Ci phersuites based on M.-KEM 768 target N ST post-quantum security

| evel 3; those based on M.- KEM 1024 target security level 5 (see
Section 11 of [I-D.ietf-pquip-pqc-engineers]). In the PQT hybrid
ci phersuites, the traditional conponent provides an additiona
classical security floor: P-256 and X25519 offer approxi mately
128-bit classical security, while P-384 offers approximtely 192-bit
classical security. The -KE variants share the sane cryptographic
properties as their integrated encryption counterparts.

Al'l ciphersuites use SHAKE256 as the KDF, aligning with the hash
famly used internally by M.-KEM They al so use AES-256-CGCM as the
AEAD. As discussed in Section 3.1 of [I-D.ietf-pquip-pqc-engi neers],
symmetric primtives are only nodestly affected by quantum attacks
and doubling key sizes is not strictly required; AES-256-CCMis
nonet hel ess selected to provide a confortable margin consistent with
security level 5 parameter sets and with contenporary gui dance such
as [CNSA2.0]. AES-256-GCMis used as the sole AEAD to mininize the
nunber of ciphersuites and reduce inplenentation conplexity; its

wi despread hardware accel erati on and broad depl oynent neke it a
reasonabl e single choice for all ciphersuites defined in this
docunent .

I ANA Consi derati ons
1. JSON Wb Signature and Encryption Al gorithnms Registry

Thi s docunent requests registration of the followi ng values in the
| ANA "JSON Web Signhature and Encryption Al gorithnms" registry
est abl i shed by [ RFC7518]:

Not e: The Al gorithm Nane nunbering has intentional gaps so that a
given identifier always denotes the sane HPKE KEM KDF, and AEAD
combi nation regardl ess of whether it is used in JOSE or COSE. The
gaps correspond to algorithns registered only in COSE for COSE-
specific needs that do not apply to JOSE
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6.1.1.

*

6.1.2.

HPKE- 8
Al gorithm Name: HPKE-8

Al gorithm Description: Integrated Encryption with HPKE using
M_LKEM768- P256 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

Al gorithm Usage Location(s): "alg

JCSE | npl enent ati on Requirenents: Optional

Change Controller: |ETF

Speci fication Docunent(s): Table 1 of this docunent

Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
HPKE- 8- KE

Al gorithm Nanme: HPKE- 8- KE

Al gorithm Description: Key Encryption wth HPKE using
M_KEM/68- P256 KEM SHAKE256 KDF, and AES-256- GCM AEAD

Al gorithm Usage Location(s): "alg"

JOSE | npl enent ati on Requi rements: Optional

Change Controller: |ETF

Speci fication Docunent(s): Table 3 of this docunent

Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
HPKE- 9

Al gorithm Nane: HPKE-9

Al gorithm Description: Integrated Encryption wi th HPKE using
M_KEM768- X25519 KEM SHAKE256 KDF, and AES-256- GCM AEAD

Al gorithm Usage Location(s): "alg"
JOSE | npl emrent ati on Requi renments: Optional
Change Controller: |ETF

Speci fication Docunent(s): Table 1 of this docunent

2026
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* Al gorithm Anal ysis Document (s): [I-D.ietf-hpke-pq]
6.1.4. HPKE-9-KE
* Al gorithm Name: HPKE- 9- KE

* Al gorithm Description: Key Encryption with HPKE using
M_KEM768- X25519 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE I nplenmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunment(s): Table 3 of this docunent
* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.5. HPKE-10
* Al gorithm Name: HPKE- 10

* Algorithm Description: Integrated Encryption with HPKE using
M_LKEMLO24- P384 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional
* Change Controller: IETF
* Specification Docunment(s): Table 1 of this docunent
* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.6. HPKE-10-KE
* Al gorithm Name: HPKE- 10- KE

* Algorithm Description: Key Encryption with HPKE using
M_LKEML024- P384 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Al gorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: |IETF
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* Specification Docunent(s): Table 3 of this docunent

* Algorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.7. HPKE-12

* Al gorithm Name: HPKE-12

* AlgorithmDescription: Integrated Encryption with HPKE using M-
KEM 768 KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirements: Optional
* Change Controller: |ETF
* Specification Docunent(s): Table 2 of this docunent
* Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.8. HPKE-12-KE
* Al gorithm Name: HPKE-12-KE

* Al gorithm Description: Key Encryption with HPKE usi ng M.- KEM 768
KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional
* Change Controller: |IETF
* Specification Docunent(s): Table 4 of this docunent
* Al gorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
6.1.9. HPKE-13
* Al gorithm Name: HPKE-13

* Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 1024 KEM SHAKE256 KDF, and AES- 256- GCM AEAD

* Algorithm Usage Location(s): "alg

* JOSE I nplenmentation Requirenents: Optional
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* Change Controller: |IETF

* Specification Docunent(s): Table 2 of this docunent

* Algorithm Anal ysis Docunent(s): [I|-D.ietf-hpke-pq]
6.1.10. HPKE-13-KE

* Al gorithm Name: HPKE- 13- KE

* Algorithm Description: Key Encryption with HPKE usi ng M.- KEM 1024
KEM SHAKE256 KDF, and AES-256- GCM AEAD

* Al gorithm Usage Location(s): "alg

* JOSE I npl enmentation Requirenents: Optional
* Change Controller: |IETF
* Specification Docunent(s): Table 4 of this docunent
* Algorithm Anal ysis Docunent(s): [I-D.ietf-hpke-pq]
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Appendi x A.  Test Vectors

Thi s appendi x provides test vectors for each algorithmdefined in
this docunment. For each algorithm a private JW, a Flattened JVWE
JSON Serialization exanple with Additional Authenticated Data, and a
JWE Conpact Serialization exanple are provided.

A 1. HPKE-8

{
"kty": "AKP",
"al g": "HPKE-8",
"kid": "DMONQ - Vwrj ZW C6omQQWIv3CI_v9k_PH3vS7S0x0ah8",

"pub": "6XRnl at C1Kt | 7DZI j 81 SDxZvt sFeB(PKQETNRRYb45dROkaTDSbSUI\/D(HI—NW]UBdbEBof 5gvl Jacz
GHAexkudJsysQc9AVREYdi h7kaPNQyCi i KWOQACNCMAK2p171RVCpGSFoOnaej NGZeNJKS4j qul ONFCQHG bWhl 64
HZz| kZMKhqdA- EecEOLhz CkbCMM Xxb- cx UVk Ox QoKk Gbof mEaKH7t j yNZy VsxqgUZFn6K8j Oq9g6 GCOEGAawGB6A
ZC72yNXLDBnVCy _70Wh2bAeos8AvhHkbsLOhsFFj snWeG | YYNPzUAcy&ZI psqj XJI h4AUxTi 6i FeJFOEO8nNMBKQ
EYl xkMAul Vas2E4KU TGeoEJeZj ASTPWAQ PFFQ4nNRh1kot f 40Ht HQVpaMz Aypl t | XAUBLI gl 4r dFKTf Yu18MK
nygj En®Z7e2cYwj _hgx- AQdA6ul QBcNRADFSCOTLNnMB22AWXGYOVDCi axZvchp9i EKNJGAATKZQroKwRIpbEbahm
smL\W UbR6k EQNYOEOMVE RANMBRBNI t 01 qo8RKM pRg5RceVIRRdj RkKdChyhuJ2ebBI 05i RsuE6 AWNEbCV6dQqNZ0
gqdeUsi ntECG FWLNgYvsOBaxDgnoSdg4r FI q3Ur Z3gLDAUTT4kMB7HOGi edxoox__oct TEEI mMIf 8uJl 2MOnKTI pbW
BH of Tf ul cqVXj FYpr 9GvuKM_nEl aoJwn3MQYr FNLcwY- f zy9f qvGFt F- 62f HepcL7SVUUIKW i gi AHQY wXnCnMx
sxwLowvk8ntj DYgV2i | oNl euwZdc8- | 0ALCLI qOQNWCLOhgSMWeo- Wlvzimoes FOUE SUS1chNNwpj MCGKuHx OYCecvK
LxH7mvPp6czl ovPsqQUZdl o ASWgt 8U1sDRZf r hRl Ui 41 VoTrmevBpaEYK_Jze3cl MOkRKAObY1t BATI c AHE8oNUar U
EYx1YDUi nl ol RBBDyBANR7r bV4i GenGHwge Tl Z0cpppFEDbk AX4AaGA YKGAGW gWhhi DoPX2nda_BLGSi | nl hniveB
hgGzZBkKK2E1B5f gER- _ AMYeVI 9HEOKCFHT6KApgnLVNYMY Ev7kC6t sgxs- pOcnSs2EpGKMk4gdl | cFNxsVUGS XI
NHADv Nt Ny Qgj RFKhnNPt YehXHW _t gcc WAk mLDD6qMATQoZcsc Au8BBpKUWUI ki Ul CwKpay 5KUs Fj Kp COHPg SONV
MVU7GYysVCBUDTMet WO XI Si Det oi ol WrG3pl scf 1i c_r UnbD3pyxVI 8DqCsdFg2Nc Svl JRoJBOL2KHKRI Ync8ChgC
zJBULNZ1Rnt 5t Cont W mrhg0G A7EJj wi _eoY82_gOei yAr 0K4DnBy 8y qWDZVA5Kf AnYQBQZVvK8z! j OnpGqVWIsxz
P1nw_Dbhnp- Z6Syl r HNI 9unG7DbeDhcnBD2(@Bp2t 6¢NgvUoCLzPReQPYy bwEwcr PSO4S] UEBmhuybi USNWigl RD
95gD1ApNRoZeJ| hf P7yMLvt 1ZCxf VOxEvUSb25DCebi nypl Evv7nxan2hbnl RQre00B5wPt 9pETXx PSQE4ZUd6u60U
9e6F3C- Fgj wf g_xYM300OcZQ P5Nr sNxK3ho7xnt pSKVahpf _2P_02Vz8YFc7t 2S7) Ax9bRLQQbA",

“priv": "clil 1CIwdaj eAnrBPMZMy4mMv2PHIZ2v ThLKHU2 MJLOA"

}
Figure 1: HPKE-8 Private JVK

{
"protected": "eyJhbGci G JI UEt FLTgi LCIr aWQ G JEbUIXUVKt Vndyal pXak82bVFRV2R2ZMINKX3Y5al

9QSDN2Uzd THhv YW)41 n0",
"aad": "VGhl | EZI bGxvd3NoaXAgbh2YgdGhl | Flpbnt",

"encrypted key": "zRayDf-tgl GK Usf Q bbVDf _GPQKpRLNX- pusFTW6REZI hoXc8l NMKK5ETEds x- OMT
Va_8Al ou9z Ui aHPw- | vink7XO0r dl FYj KOTnj RUy_DuRI Rab_019SZ5- x6sBn8M:f j uKM/cIbwiJ2ugVWONJyQt K_2yN
mWr Yi PEhnuO730 BSv __GSBSoHgFWEpbb5FeH7uj s7Pg0bV_pdl 3Xnabhvl PVTmimr kzP2J4vc Yt 00B- wx Axi LUc9z
ai t Knkn_of Tt Opll UUeuUzKDPYuo4x- GRZsG_gf 2Ez8FFEORI Jq6AmYr 3DKt Szi HFqei nBuVI 8_nt EOW j 6BMBeYY
L7c79MNoDl op5P3Q 3- Pr Z7Hr gULs 1U6W UDScowuP80j JQ awMJdli t Oj | B1BkwVH2uOBwWoHW A4Nxdgsus| bDDm
HL1f - k8Y5t 47t b3B1FeBYKOGEMoXQnt- h53dACqTqd8nJq7j ONf zmELY7aWnT_Z72KGyf wJY731JCeODbDI VWB7g0nd
OR7ZcFgHmM Usj 02Pj 2J_Fsw2N3vkb | EW 8abt P7NTaB6mymnl - aNGgDEf XRVI 5K7ReLaHOgqWkt Pkkf ysYbeUDZncw
kt 16r FaOFzelL40sf v7yr 0J8Ks- HXPI t nf mha_FDB4MuSI xnH8f ADI dj XNozVWWMBBHWECEp111sdh_cP44r RNxPZbsS
7UWTI dM xcj KNncAldNhaf J5gXj g32NU N8R2BPkWCBz KM aKN7buj Zphd RZekETFSx2Cp9n6hG CqV2dsu9l _
MDHgi VEVBGM-CAHy | LVIRc9qysut XwOb2UupEos9BzuUaoYTvGHwWpNWeB77- vON3w_FV94Kr wQbi ki 9_vbVt ct 50D
BIKf 8KCHv5DPWYG 7e41zKoS1Rm2Nczt 56SC_RgKn9InFR8yf H7bEhvnsQHi _gXHWOFWN7f 72H9CblascZo6XTYaVU
C R RS8BwgLLvOyCf pzgVNpbFhPGEBbTZcezZWse SGNGK- RQUzb5sJFZSuMBP2¢cK23dnogEGTPRLp9 DWW 3NUBWZ1
yVQwlv9gukwe MIx Yl o- zf QowMZHI dzJboQR- Dged | x_Jj hlt ZPC nRBdu4DPX5KP6JDs! r v7hwe Y@oc QvQvidcoG
CFWr KEGk2ei 5HBj bf JQngzKT89TpNaBH_wXpZqUL25bl t MMA8JG6r Ti GB6e SF24BDONDAUDgr zPBoT_i pdN3Ti e0
hQHXxTsT4cZP900PeEYguOCGPURwWei r Nn1hnhf - PTEAgf CoTyqQJ_i V) _HzO748s| Rl MI4P- | j 4qah8aYhAW YSdz
f BCkIMPXX- bzwdovKuChFl OnT3I1 _tj Ol ggb- vVqSzv5nkHyqj vzGTmEKLITq_W6uxy D4gUBPKk NoPMrA6SeghLYy3c
8XF80OXx St ZX50AQV36AavxZr Gy X3gMs024KX- wbNyt okZbocP4AEOLunsm 35g9ePuxXmlj EweCm D5f qMe_ualaRP9
RveNyNsCd3ar MLkn5PSpRTuTs MohLnd50l | 85aNT9Tr L1oMV',

"ciphertext": "Kgt2-M NX9R4OrghbRcEPdzNIvCyvAUbezJcRvKnbzWju3Jsf GkOb4gur gSvQ ChAnTWL
f IbDIVFIW qCk XoqgYt gsvr nxFNgJ_j 7194RxeH39eXb0OMoVk TgPRQOLgbt r 9VPTr kPXI GCWZj r dVGEUZ5qJ 2V Zf
Hl Yyo2_egOP5CuMzbZuNQt j xeTdagf BqAy nYpk5G8VqubF160Ur VDZnDf nBhdEGH4oFZwPVt PH2I aYcubi Tml00Oox



PAdTTKZX1Pei eRGGRodWY6r Msr AO_dMoXr TDg3spgXl oEy SB5i 9W9ChHZ4s1UHzi ht usJvwdql 1kQSZZc6RxELI zED
3s5CHhpuzKTr | - 3vvw f 91 | y74215pZwdIWF CVWIL- Xe9f hx EA"

}
Figure 2: HPKE-8 Flattened JWE JSON Serialization

eyJhbCci O JI UEt FLTgi LCIr aW@ O JEbUWIXUWKt Vndyal pXak82bVFRV2R2MINKX3Y5a19QSDN2Uz d TVHhv YW)4 |

n0. Uo7Q i dw_FgP- aE7TNgWF7t vz_EHaM 2ebRvHt pRFqXZ_cXQE6dZVXDuzdONeZpgvnj ox7zdKBUDG31Xx THkWht

Ef HKWA4ByheUzpBi Gde_MAyCValL SO0C7t YULt HSbDI OR3RkWHr sq2062R4saxt 12mJUyvdZnd97cnBwEb7PbC06_ b3
OC 0Q2MRC2UPVE G y Xf | dWZKZmot QDQbzoys6Zs2R_TDr 7W i | KpNIF6SXt 2DvhMbn9zw8ggt UUt g37grj Y_¥ 08
NPl BTPcWht Quysl 8xt 2ul s4pe5KUf c3nti SI PLXxGQA9AF qHGTY | Be XE51n6Wc0gp8RpAgy e GpHUSX6- e2TQ@scnl_
TgLBr WsSOUc R6SOd3i 9r cW503FOmMIc6Gc CGCvB-t YqSu2UL U gBXLI M2CBQOZXI MHx28m f - - dNZH7 YVdxZbl e69RL
kYCxoZl ol h2i Tf JYvPkBIT9hSbAwWOj Ph49j DaGlsBGCORK8DBi 2Ah1_zJgx3ot Xr 5t 3sHgno-di | t yQ | ESRR3Fzw
B3HdLeO_HnAMKnpABKW vauVEYONHKMAG? uSZM_YaoheuW Ga6wz gETRR- hgYR2K9YVI KnRGewZ- j uYEL1zpxKk- X
71 APS0q- DTXI ygsr _4gXul onCy1pzHCdwkc4Ys_ j vCUC5SMaeoj TzQTdl ono_JcCVQBed Pqopl sonKVWKT4l SJ6kes
whoCSt OEl Vdg& i g_ WKx- NdA] eZLvnTKPaC0c3zj | Vf 5Dos- hx_- Ej Bf vt XDEQUI | 28dxr 5CnL21MZ_QXcJy8- sbC
4azj czt 8LV_nmBJIwnBY5qf j Ad5_s_oE7l HcGn47YTh92Jf j Uv2GEDIRNFKLYZy oy ULp5y pgxZ0LpgHENKSsobFj r sQe
t Z9DOUV8I r g_dJ0i gW a5ACkCx40UT2XMT hMBTkt 6) UJCUB6wWhvk3Ux6z AB6UEI PuU6aee2A7t RUOEIRT4TGv5A0
f e5XhFt ngXPOQV- 7xZ35Uk6s OxNsgagaNw_wgKUol az Xx Cb5BEHdb5VFTqoBAXAvyi 4Kga- caLuWAk CHDVI DDKI nP
80 nb7_BaxGEj wrl sggLAXXr sx7Seg5gRe_Yj KCQcHj t ] O gXsp485CeniZj z08CzEl oO29eGWAI ULVUI OLi 0YnqY_
gf yhFOr 8SI 04_hC3WInSGsj z41 Pf G | TgROhcnBBH- 72yangLnEYHFgr PQvbsxDzkbp8x EWFnt XwAdbbnmiNk NPv SpT
69zZ1Af _7rr mdXXvVAghL5Q A8u8G3ceur OONNwF Hdr 6 T2Fdcl Lg_tnd o @B _5hzX f 4kMrt 9- xLf mlduoK44- sz
4YC8j q_0dJNgs2FE7f R2h0f gQ 6PpVyYBU8Sg2LkkPYa6sTg570ekqLgUS6ZPNFmVOPcBt 1i 2J EGapx C78EQYNKU9
ZdggpnHgpE6aSgBt B- PATr 5p8gMF8E53UVNHRPXW] f Cht A- CVpi 8p6qES5_a4MPedj f 0Gkcut KI QQWNL2zhr Yo7D
vl yl BeX0YQUcgl t cKSS6j aS9FeNQ . k8n0633Yr PgoESVevhyqn8Q0! i hzU9hyVR- uz YzPDXwxLcxEKOpt - i f 1bKq
81 0JyZWB84I r y5ef Vn6nSFl z9Cpb OKNWX6NZAF] M2gs Ea6GXXHFt 1JF- t MK1T44WRpH7HWZ29d4nr QgTi @Bsj Dg
c_| s9ZhZ4ANOYpVo5sEcbbx- uJu- Ou9c XgoEAXk68BI BQ6 YCDQMRgJzCLz8qg2j yr c5RI zJbVZb57MIf AW CloaW
€cqgSj 893NXN6- Qgr 7TKZQ2U2RmBgx8kyD2A6Pr gS_j DvAr JHRt FhC7c9ax8bt Ykcr brmRf WB5UXVQ ue_BGCh- xvkpWQ
nJXj HQJbPMAgCaZC@BkVbG zf ht | D1nl QMFZQA3j G16j At | GMLb8Qgj n- cw.

Figure 3: HPKE-8 JWE Conpact Serialization

A. 2. HPKE- 8- KE

"kty": "AKP",

"al g": "HPKE-8-KE",

"kid": "cl BPky-tEl QGRa8AQLMYf MPvf qmhGCs_5I1 | ej QuqAdps”,

"pub": " pxQRXr RILke8BVMBXalFT74gMof q71f EWRPRndVss YAMUGI | EnJaeKAagj xk44yl 9Psn7YBn3t VX
XLVr gl xyWhGsP2pntH4Y2eogBaRMSBf Qy- TM_RzdFE- hKLHqHPmgP_PZES2s6 09t Bkvk 7D6f KZKi BDSKr vWWgr KCl 01
Dccgf HEayxCt ex1wlZj Vwel ZW VA3V_Jdi j zobG SUOdzqyj VBBCQVCW SFLLuX6r Ft i Ppsa3Sl avpKHaRTI Zx_50
cCOLLBAKg4j wew4j xnhRuj X4VcaOE2 MYBFUMI6 UgMoWSf y mI NBOgWN3UU3EQO _kt gMPwdf r RVi hSgi r ki V7BhSWu
NO50TI gi JI i edxPV6asK27¢cCcPhNOI JQOynl ah8Bj y SYKwdMRHy x VWWhGDmJ36veTEDoboBhg5i Akcqwed70 KwC0
9XcVci egg-t YI 2NWMOKBAXE_W2qvv Pl kJpOYt KAzt pUcxhBBPi t RGQrdz- wD4ni k2DFk82sf DNpC_| V_XWYR3KVwi
Bi x2t CB3t w j 91 oE3AaxCGef syl OPPQFGu2i 5qut Bl Ucl RUhMUki GcyEnx5S0xNYzyuM | Aa3WpNzl Ec_SoqnKvob
ZpO0pi - ExYnpl QI7nPIFNXJ9i g3kvpNCxnKI Ews P5wW91ShCcLOB@BdI g- mnoh4kK9ZCr y_ JkAmmAxhu9k GCughac CPa
UggZr i g®@bQHHWOgi X2EB5hA- r 6Vxz MwYJcox9Sx DOt JVs AMhCUCGhGuS5wodr Phay- ss78AMZI XnBD3mDe- sAOVVR
LaN3HgmZw kud8su7bKh9z Yec4i HaygQg2y SGoeOKoGes VK7 7f i LI VAYLNt gEmywBbl Q kZbO UntVns TwdlyZG r
Pl ka_eJ9gAEATedXgExooaldl 4LAdai f 1st G | EZFS8RMNI mvmAwd AMZQAQPPLI Onk VAhshMUf avMeVi Gedgk57y3JN
pgqQuX- sEl SNNVFWI 7wWR3 Aes Cpuug_Skqgj 8EdeWAal wh- L8i DYCc7N-t LhNwgJOpnl 2pH CpgVShi gKi 6br 1 j B4Q
EV- Jt RzZKFZ_ZFOWMB GYTNs BM7d Xl x PUUV] LCyWFWYSc RdwHy pH_deyvakEj ny- 0DgpOuR5px BW FCGEs 0AQI BmPZFum
wYB5dZkyBRIr QPUENMNWOeZ 1yql 1oFI dTQCQQElI n9BFf CPB6MCX8k ZknPovhJng74BALPWAI NeZhni | 48FG 8t z8
VdJ11Mi7gxr Ni UHNApTMeke3Aw2gKI - Nt FeR8CQU6f qQHOd2ShV- GvCcuxj Kf UdNU1y5z Yhl u6ZZwkZ39j Kl -t 7Ey
wer AEnUF WA2hEXXMaDgBVRYv qwhi MOnboODhWJJ UWBOEpBp9el 3eel 7t RFVI i ZQ7KsZmUBVy Vi GIQvh7DVB1VAv UU
Si_xPQzsz- - yW 3DFmyWF6eMX 7 FdUXu 7 HmFx M uNNGHMy px8S9Rgf Gi | 9OF CequwVSaa2MAd- b2cgDAo8qVeCGec W
WFRw UscVel t cJIl 42sZi aoXFPU yAKncyaj Z6gZhFNex| DW SCp4L54nMB48L- KcoFnZwHsueAj i JIWE9dcy6kUt y
Q@v0_OxW8QuMI4u96G A d8wVI ¢cB7QE2f d7g9XTCdShgpdmVgNnGKr JIMDA2Rbt mmn- gdxGhy Ar JA"

"priv": "bi UKGNgJzXzWEANOF2zzkr Er 9Rp_QX55i s_j 7VYuHCQ'

}

Figure 4: HPKE-8-KE Private JWK
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{
"protected": "eyJhbGci G JI UEt FLTgt SOUi LCIr aWQ G Jj bEJQa3kt dEVSUUdSYThBUTFNWAZNUHZnc W

10T3NF NVWkJZWHPAXFBZHBzI i wi ZWbj | j oi QTI INkdDTSI sl nmivr | j oi QUdl NDFMenpHYXBi UGFPeV92TORZVEh1cOR
OVj FLdI 9xVnl ZVDU3b1RZS| RgS3cwOvhUa25BZFJ Sa0VSTHAQIWZI Z1pKULFpVz NHVGZXMWNI RVpniNFhDW hi cl1oz
Y1c1U2V1S| VDNmM vXzU4enMb SGR6bEESbn@BMpleE5Xbz FvbUxk YKZZTz Rn YKE4SXNBaDY3nB6RS16eVVKkWE VR
ndvWIBTVDRp UESRMM nc OVI VEVFdW3ZXJI XQBQzbnVYdEdXe TRXMIBSSW Rc DRWIUd GdWh RNk 02 UUpt by INVWRJIdD
dzO& GWANOUj k3UOZDUOFFMEZVYnJqRnl OVEXsREJIS01VT1I UWHVpdUct WDNy OFdEdEFMVRNp TGs4TORNX1NRa19
veTl CSMIJYNMRITOVFZk9QAU5SudXl 6VHhuNHpUZDFqd29z OTVpUmRx SWFBROJGaTJaaj ZOcWkf WAQX WJ1ae FB3NF4
UGKkwWb2R5¢c GRZY] VZdVJIZbDdHW | t anRTUEFCS) VOdEt 1X1JSSnl ZODB3ekNUa014Whl 1bVUx ZXZpWIOWQMLDY2RTc
Fpf Y1p0Y2ZxNz NKMHYzV2ct d3UOQmIWWFRAVFZYM B5al dTaFY1TI hHTj E3Z0pwe Vpi TnFMIFVpMUJ9 YRk 9EaDewR0
I hzmNgbnti VFVs RDIWR3RMZNBy SGW VI A4VHR5 YOFLcO5LbDNSe VEXNDB3d2p ONnZMRFI j RU yUUt 3Uz| UZURgc XV
pTVIxeXl KcHpYMXFCTTRSVENNMJdEVWNKSTJKQWXZDNW TBWOUCWRVIDS29DOTMy el B5¢c21zWhFoTFBpNEhj NE9v
QUZLb3haQr2JLVI INUMBNXg2TFJr UHNv RFRJaE5BbVWOy RURi OQURRc TIPOnZnZl | wRnB2Zz E2 TXZVNTFVRURy UHBBb
FRabW/MWeHpxay 1gRLlhuc2N aUsr el M LUO5SHVUb2I t YORDbTNUdUo4bGxf ¢j VOT2J1 VXZx Ykl BSA 4MEIv X3l t el
R1W RVSDdy ck Nmvk 9s SzhGh Gox Vkxwa3J me EQu YOt ad WMUGs ONEE4VKEz X3l uQmvzdVIOORG JcEFUaHho YnEwd0Z
mYm ERVQGOFdYNHhBN | f U2RaTmLKMUMBSKI MAHVZ Sni t d2d0c3M ZI NgZ3VKdHVpR1pUVzZ RBUWKKNWLj bnhFc XVK
VEc4ZnbUcnExRVZ4d1R2Rkg5akZl Xy LluUW f MEEwaVFaTOdBLUFf RUZvVWHEYy e WMLONMLNLNON2 Fz QRk5YNR5Z1Bv T
nR6cy1lValt Moll JaXFOYzl HRI Ut bXht @BBSaHhOWKpaZ1o2MIRPZUSt emVFUFVOSW/YT2QRZDdhX0l 3dWik QLI f aU
9HOVWWZNNV1Q | Xcl puc085LWLT YUdKQz ZESO9VWKVp UVhVRTVaVSO00MINI ¢ HYwd DFKUXVWVZF90d01HUUpuMVNE N3N
BeUppMTIl YcTdy YTNt cnJVY2FGUnk4d2J0dk5Ea2JRZ2RLYnmduaDFGWZRU2I DWk5J Rk 10 TTdBVDNaUndhVj hvZndY
a2hmdHhoUTd! YNz MZuNnZMJj NkLXJi Q285QVFULUFI UWA4L ThDbnbDVXBo SHeczemBMEI BRFQ YTFRQLOMVDp3a
npDNEdFSTRENNt KMhoOUGNCa2FxNOhl cC1RVEN Uz ZONE52NVZLULFLNXc2Y0ZNcl Vs Tkt WNHpFTnBpUORi TWOOD
ZTVEd| ZE51R0ZPUUVYTG YYMIPV2gzNnmbadVWECcTh4d3B4al 9henNOOTdRVELONEpBVFp XRWZ4Zj BBQ o2dnl yMh
hNOt GUW ac WowWMGRLbW/niTz Rt ¢ GVnNnby QUL UaGFy QUM Yndr VWBVSVOEQXI ZT3hPOUI Gdisy NDdUNVhF5 Y3VWSVBW
Nz VOUDd 8k 96 Sk 1wkt UeHZj dTRIQnNFOMhbEdXOTMrel d2QWOHb1dsdkxRZ0ZQSnBf M | 5Tnl yN251 cWZf MeRz Y
Upi dVQBR] BzXOFOTHREN] dj WhYzWKJj QRIXX3NHc XUy anmDpZ2x RNOkybUE f Q'

"aad": "VCGhl | EZI bGxvd3NoaXAgh2YgdChl | Fipbnt",

"iv": "GRZLhvvj 7vBw FZni',

"ci phertext": "D5bgaQekeFnn_Yl zsERqg8j p5w6Y0t 2gul az_ql 9Al qozpt DI HEAaYwWGI zf gv2W woeFL X
UnnZl nG_aed4vvnFi 1r 7CLam wk8Xi e_bPEt 71 cf f| ed4nj j 8DJr 5KZUNNf St r KH5 DJRI 53dOCEeuAhYdXU08(OgBh4
ezaTx5l _2f DQVXSG C6s AVWHI NXWVEPsr f 1k275i MApQ hhD4aAO2hYLAUAGM-Gsy Sv Xoj 85BsNH3VLALi - H RSoXVWN
t 64OxLyMXYBL5TVBBaSnn19- h6hZl ZU7bVQ ckoSKf t ZphRRO9hW«Z2J QabTYQWK_UdW SUBJUJe0s47uFr KC1T46
8hpOWFenqHZj S2oaAodaCzdl ay@ ",

"tag": "8A4390pYUyFbYJdDno_Bf w',

"encrypted key": "K4nbzdOhTuo7VRZUuZOmypBM WKLAI 16vZkl K3Ennr PLTy XKr UqgySJO n6TPhnn_"

}
Figure 5: HPKE-8-KE Fl attened JWE JSON Seri alization

eyJhbCci O JI UEt FLTgt SOUI LCIr aWQ O Jj bEJQa3kt dEVs UUdSYThBUTFNWAZNUHZNc WLo T3NF NV J ZWh Pd XFBZ
HBzl i wi ZWsj | j oi QT1 INKkdDTSI sI nVr | j oi UEdOaj NSUEZVSTZwe 3FI RFNQFNVE GBMT Xp4dTe 3RNSSI 9k OvBQZO0
gt dEVYT2RSVTING Bi cXhXek YzMLFTWVhVnSkdYZVZJQVgam NVKZNVGe 5aHY5NE9 GAd U0 1 MMwvz UW X NnYwbzd XT1p
sMD5t dEdCNOI YMz JNWVHBf UVFaZHBt VUFUUSREYW LQW/2c GZzVOhRRLdganmx1SnmbJ TTI qUUXx KX3kwbUhUZG5y Unph
ZDEz SWL.Zc2gyWHpmak Ox RUt QTFI GUXV2Z1c0QTJLSGs2UXQLdVdl SV9SSFhVURR6QUZCA1Jj bFI KNI V3T2g2b1J MW
EE5COHN4eW9z ZUx5bnZzgcHet TGF3W hFel ZRY1NoY25naG51dW/1RmpHe Uk OMUZF UUJy TkZhVGNBbGhUc TBPbDFLaH
NFad r ZELmdk Nr e VNXSHQ@GB YUJi SWW2V] Qycj ZVa3hPdl RnWS1j RDAHcFJJZ2RqTHht MDJVZKkhsdnVnirHpy LTULY] |

PNXoy YWB XVDBCMk YWVR ZYd HVadmhj NDVW51JONFFqZEl 3REhnMz | 2ZHR1bGAFQOZMI1ZKZGFW 1JvRUdy TUxaanmdG
YVdOMKNKTMIyWEL6N3FZZ3h2NV9Jc FEt UW ZRXVnb3RUZGL6YnFpVH OW Bt SWFZMz FIbmpTV1p5MGxy TXI GAARHa
nJ6VWNZSnO5SEt kbFI9nODIl Lek1j enmpTalVv3VzFhivD3aVBANEZ3Vkt | c29Be TIRZXROQLVXalJLS2VI W gzkdhUWV
gzU h2NFdOR25pX25u0Ggt OEcy MnEwWZEpycz R VI E3MVEEt Wird FWUE DQz VWAUpoc ThXRO1me TNI MDVI RmJ Qe HIx OTl

hOUS5VXFDbWw QORvdS1UVTI j OVYyW Q4QUgt SWB6ZI k INEUxdl Q2cFl vTnBVWFI GUEZENVI nR2t OOGFVak 9nMHFx
Y1INOR25ydj JQZI 85M BcDZFX0J6npwa2FkNTI3LVFTTzIv(KZi TWhoWEL t RKZ5YVI WYS1DIVHB5 NmivOd DVh Qz BQR
mIBVTASeUg2Mr LYmKNZGRIQVRs Y200V29Ddkcwb Ut URz RKATIERL04Rj) VyNUt Sdmilr UERVVDJ| aTJoZl Z2Vj dOZE
OoWWFBNYONOal hkvhJKdFJI ekk3b004Zj U2bTA2bl | QR2h5SHIqdmlZd0pZTWkVZnVGeFZEWE 1LS1nbTZf Nl M6c0Y
2W/ps QLdHMMVoe VWRMzI QUEs4dj | KNE9QOeVW4NEhPOGQ xaHIGR5Bdi 1laaFhCbUzZ3b1FQckl 1X3RpdkoldkZMJLIl a
NHAX TTVr VOJvc XZM50J BRGRONGhgNUVMd ThDU0430UpKZj dYbzl yczFECczIJTQnQMBcy RUxudWhYd2w2N2JscUZ6Z
2Zkd2ZUR ¢1cUrFxbXU3Zl J3VFpFODA3a0Rf W 91W d1NUNS1N N1pKcGdf Qkdi UHYt Q\@y Wz MFIBVnVzVzl OZF
Jhcj gzNUZDOWBMZntxcDVnXzhkczJZZ2FxSzN5dDJi Yj Ni e XVAQUo5RG 5Snl 6a0NCaHBf ZmAwSDhpej RGUVVWydFF
RVZzcl F2ZGlgbndJeTl sdkpwJ0dxM JKQz VGMTEObVh5R0JIwa2l t X24zYk9k SzczRTBKdI | QSHU2S2Jj bU vdEpf

TFAYVOMW Y] VHW BUVENX MAWsLXI De XF4bl pBaTVIN J5bj VNc3JntkhudFJpWhZnZkp3UGE! b1Z2S051 MHBOVDh T
0p4U2dwYURz R2dQbj di OFkyaDdUTHMW 2pLNmox Rj Rr VWVTVKV2UHpl dkU5SnZ6ZUpr dnMyMBglb25f RFEL Sl pnbC
1RZDJJ TUF5MAZQRnNhLRDAW.VE3cnVBenpr SI UMVUN; OUt kbk FCRMhDS1ExMLFQYnFLZ2t SYKFQZWZBU2J Zc FBJaWR



Gc EQMdDAhRTBFe TJ SUFFMMLZGWFaRFEE b29xcl RxbEZLZKNTdGE DRGEI dUQBMI | MWRzbDl pXlhxem 6 STNLYKVN
d3BTOTVMAML0aGI FNkhDOTUz UG NT2p4Uj QONFEI f Q _f 1ot x5m KqbhyDDf zk4XHogaC- Gpgr a3f J8bsYNS5_D1r 0
YATx1vQ Lkg5aphuwd. HRUgU3e5dEt Tx7EH. 6Vt nu3d ZW40CdwA- vcOpj JSt f - A8j r 6f gTAydJWHCx Yyz0OWYhuO
e0i Rk5Rj TZEi HHOKKELRt j r nGF6 EXONUONXT ZwGbhw2Z3RvVac34M LIQvkdQ JLkgg8QL25RGPNCk 71 vZWsobf Al kJ
| xfy_Cf Oh76G W2cCBnz3vawwPqHII sl L7- osvM TcEDOXAQDI6q0DI rj RGzl s7kEHr Lp311VB7i r 8XORr zEt H- C
n4MOOW bcLCYDy KnThEZ61QBpQDTTI Hoy Ogr p- UU2wi xbl KAwHcPaKna2ehNt OzzkD8uy8i qUOX7f h@ | KI UQ BJZ
PGRKxqGMUy hx2z GA20KO0oc JQAWYB- mNquVVzJt 05wWW Dn. | 8b81u8JDAf Dr ZLQr Lpelw

Fi gure 6: HPKE-8-KE JWE Conpact Serialization

A. 3. HPKE-9

{

"kty": "AKP",

"al g": "HPKE-9",

"kid": "BeW7Y5t ol X2sSYMKI aGBWUVE- ar TKe S20k8EgqFqr E",

"pub": "ZEbKruTLTRIZf - UygONMIMIBNz Chq8yuhGTVI TLeU7emE0t FOoFEy 1BPOhnBRW 842Zy| r 8xl vkad
CNyu5i Of uol C7pA5JCc3A7BNp2ZK8TnNPTsYJ9BTI ¢j Chl | MWKVSnk9W C 3EqMBORaRi SHYxMJUJOVV8T Y_06Bqr
ODOWNO_6BYGaaxHsz SAVpar nkEi SQOZwy B6xsc0ds U2 MGVGANQDBCU3NSs2gZmN1f sl WhxzqyNAYt Zhwkozcenms Gzt
Oong YHXEt ggpo44nKgXHf MBI xj vsqgZ- vNz Gy p04CEr ot G5QOeu5gQZquZ4TIl S7Jqgx]j j NOkt J9Wjof vl qli 0 JXR7V
L7aJ0l HlpnFl 8- 4cbgwg7- Van_9UOf Jux18PBDBq3j kQ wLi XZOk9KI gi n6BGMx- JPedl OOEEENKLpQwg 3l OZGuH
f XCCT5BKkG k4sVWR3dg7uM/ C4y FS5f t vggl W MPI 4LV- 3DECG pDelvEpQFESEWSBHUNhpYj AWIMEHbp TKau50GWA
I YXRKZf Z3Cl FQV3gHoBZdZQoRhEXz Kndk PB2j JI 16 FnFGUK _GSZYs XK68! Uk _| Eni hTadnBEhM? 8- wh9Zt AXQs KgQ
t UUMR7nFt 6yWAKSQ egmizzkEwd_FBr NYUI XC930h1dYi 1sZws5ZHo3dnY3Vi gq4pLi i i xNOLr dzV6RGE wR8f mpgbgN
Ac_cVsFePATi HhwBbkej 1BLMAKUF YhdpX1l V-9t | 0ZLA6JdkRoAeXnEvI xy Y1TUYpugYuZUeERM WgVnQ dsli _
ApolKAUM TocR6MIzG RYQO7nlel 2ygbct cg6EvYVVBLDU_RJeLFyAw Xd_WKgWNol zoOVBCXLOx DCc JwivbLJIknW
1dgNxdFZHGLM9T5WBMEBpj K8a9oOnf x Vbl i k3eUHYk S7TVhKSqCQuy OBz DQuUVt HAt 9Q60CoOguqUmleBV4GSd5
| PSnpCendqgBj EKZ2J TkNwFkuqgqgbmi | EnYMHEQ: MUyveWZi 6 _gnRkPGraVcej FVOU4pXZEuRI JcugvJUH3gqwoUQ7 s g
gsaJMFzr DVsS AGQW t DIXcEGgBABTAI i t 99i gYmAeEyNoK- G460YsNzg5- CuCi C&I ZKNCbWhddnROkmyY6j FG7K_k
RgvAj _aWoPIl EzGz0j Bt ZgVDMIFHF6d4g9er pHCa®Bh9e7k2nnr GyHgkJYOPQ nr LNc930EJ1gLz USwJaho8KgwN
| OHqDuJgnKoSf EhgXQRf | h68gNgqzZ6SCOJYJ_- | wpKk_TQUYxJ UdRk HBOf gkBwy 0oGsi OnLpChM nsl ¢32CMyHWvBs
c9D SgnzOBgi ovynEt j _gqdVZ3ZYwDAaSaXTG7/wlLMy NwBf Vycmb TdMQeZs8dwu6pi f o_UYzBhj 1EY8u3l dS30Vaj D
KZgkwozeTac E2kw/s Ck DOK_y- WQXEvY FCoAYWBI ANbpAul wpi r GIf FTWHI FEnlLCqgL4FXPt 8a9Dus GHQCuq3bEKCt p
nRi OTGOqgVSZSVkuoxbGnl ui hr Re5NYY87PCv MSRVxt hHPS6- Af 2y P HWW cf u3DwNy CFxBJgf vt XGLFSnBZg6EGA
zi pdl VLeDl - My6s_8j Dce27ki 2xgXVQM",

"priv": "t QDSUt - MydOLNFi UKOVE! udnrt g057pCq97A54Edbi M'

}

Figure 7: HPKE-9 Private JW

{
"protected": "eyJhbGci G JI UEt FLTki LCIr aWQ G JCZVdwiN1k1d@sWDJz ULl NSOl hRz ZXVWZFLWry VE

tj UzJPazhFZ3FGc XJFI n0",

"aad": "VChl | EZI bGxvd3NoaXAgh2YgdCGhl | Fipbnt",

"encrypted _key": "FNPUnD-x_KD2Zl Rpf S1i 50t H3zXS0p5YqAX1l QXDg7KkVDf Pri gLJi UX2ol Bxnmivcer
7y XyHLL1VM 3AnbWNHAHE8J XHAMmaBWM py- ahh6X7k16Jr zCzz QCURWS2gDVNw _j j b7L_Li R6N9VI gf KC63i 8D5f L
9P3y84j ab77h5BFeH_px4XNXdj 41 ZpoQbr F496F3TMCpj OF7VI OPOHIV] t 6gHAs QAvkeuX5r i GOFOdhN67GrRHAe
CzyVW8ywf zj ADZnR&D_SX- bf cml CTJzi | Vy4KaEMHOYv r YmQe9j | - XKCl 0e SQoXbvXQ ni wevVWhPV5pDl dRF89f
shNL1VI hTT2zsP9of 5| oHVMBDIp7ac8SvhRI Pmr2CGHocU9Jt RNOM keUEqLIVhJI p1dBJI 3D3qwe OTvACOA3ZA876Xu8G
sgcn5VsJj - OLAN2e BO8BR3NNGDUuUUs gx PVXQWAFSQ U G71 VRp_8_ Nxf Wicbp( cE9hvvI QD- x FS0a6r QOKI mAK
ZWKMY8G U2SUEAWNGr SPHr 8Jy & hOYr AO- - FgPuab6PPGr Z1qz427SQ x1 JBCi pWPLI hJzvbWJGCwW0g8Tk2DQGnCB
MZNc4| BNVhnKed@7g6er NBhOMOZSXj - SLul 57DSBXguwdj Mt sJZoF8Pj | c- eSr @r Zude3S9i | | | CRMLAf SaxPk8
25PQ BFI MhEb9qge- Uc65ALr 093i kk5eYF1mJJ31EAIJYBVI 4gU6RD7Dp0l ulX1zwxB7JZYZCqUOrhyB1I f 80A994C
hY_Vkpr CF_AONcLpee8i Wd0770vODp14Miw7 D6hPLIDa4TOGD] MH 021b2n6YgoxbUuPPGAPCypb7e9zd i ZVkpl
yBXzvw8pwQ708i Fc4AMZsw S8cYi S- 6n3Vr GosvT5Upl UHdpPONf N_UYHORFW WAMEr nk ABUZbKNHWWDt 1opDl ysAl X
bl SOF 7NFAVA05UQGof Bt y1NLr nSey6El Xk9l f 3gdxKDf kgZVgKI Ti uh54bnBL3Kgu6ZLKqTyx OAYi YW2T2G7 9t Xy
LAQDr | 6FxRwW GoUWehgsmN_MBI nt SR3R7Y7uws @shS6hg7zXJo4l (Bok7- RvP1- bn9d9goAHPSYASnr WAGBI s| FRK
2yJyAEl'i UNL_t FQ3Tul USuEgJl ECr gKn6j FcLQ er 4AnCEJy 30 d1r XxZsMsLhHuucqhkByUT2i P5j supSeTaCgRU
KUMQWJ 9i UeLAp4daAl ZAer t DuwWZI i 5f Rr FBy O6h7wZ6ewNk Nen3vwigDU3V1_xXI ZCo_GFghO oGWsxETI B- 1 vgR
HOQLWNNOz771zagoT4Ri 2HMONRc KmA9uBpSpJ2nY! kMI98CYnbkHvl gZgZp_ YEf f | TAXZ9dr xobj xr mio731 9nht D
dPpY3D1zt v3| 3kFX0K20dpGowhWZ4Kk uEYmPuugT49EVQXS4AXdpo_aS6RNKwe 7f f pbhl - zt L- H5409- NI oveut L8V9
57RA",

"ci phertext": "V4i Zyqd dT83y_Eb6dE2c5l 0- LMz KAXVnIwmXt 9337d9haaaH GYFUKvF3zvTZGBJ2PXL
QEFWIM Z591 seWeSGALTKI JI W Qbb- 10CdEB607pi GyFi Gyj | sd5CEzf JuVZXmYQz3J4g6Nl H M3d oKTx6aa_A- qYk
szxoKdl vnmaHLhnB5vr 9k9GNXW bl VK- r Jknt pPTWecV7Y1nl 2yb3nzJUBDf qDzf Kb9YW2x- - 8KFs8n4Rc SZr 3d07
RCB7QyxQKI 9AFd5n5t hTO4_UcRChvf claawFV4l nTHCGLRAWP09POJMNFf 3v51nf Sst Gw Rot RG2t 9S31 WEAC _94VO0



eEVZPI cl nt 5uYIXPvQ4Fi p4ARHt WGLNnRFRt TTz Tbl f qELz PeOVA"
}

Figure 8 HPKE-9 Flattened JWE JSON Serialization

eyJhbCci O JI UEt FLTKi LCIr aWQ O JCZVdwN1k1d@sWDJz ULl NSOI hRz ZXWZFLWFy VEt j Uz JPazhFZ3FGe XJFl
n0. ZMY3Ynj 6VOTf | ad99Muj hmy SUTEYP- PETVIWKSG dKW z 1n2dvNmUCM DS- pAzsh3l ny2Ry THLFsUoX H _h4Q
Yd1nZmiX9bgWhPx8e5Mhbx9T8hGRbf 8S1q3nkyLyl QNBt PVKIMAzYy6d5MJ Jy98VAcL_- GFFUde8gvYlpl gf XSLC
_BBmvnA2Dddc GPvi 3eKco8PDY2HVNMY CusFnnYVERXi Rc3t LI2sAYI davSIDguUVBQxi OgR6J0g_G0OngqPoP__ bwN
bF_UDU4_ 9f | pBy8pQS2POnBJLAYBIi 50 zwdUXTKCSgzUEvXr nr 1Yr GE70Pczj vi Xz2BK- f bMAS7ShXFQ | LzAccf 2y
b7hef 76 AduEi 9rmS4D6SESPTEpFUNI r | j ED4J2QNuYOM YCTb6Gen2h63FHZmMI VMY XghnKQUj el pg_qoDOL3ASUXR
UC10YR8zi dpAAMKI RGXwf NleeqQc_Mihyur MXLBGOS] r ZqCsKt kOKI gt Fx7AmgZHULnYUc KZupf j G PpMOAN3zmD M
F3Nr sKt Yof QyF3USoVf | t Ssu- KXDTU_b55EFZf D7ur _4X _Wj_7h0GX_2SNzsRCyqNhrucBPej 7SnbspDj Pf YXuyFg
qr EOVWWQUEWMEONJ L Tkt Txci YcXI 6gaCOgXgr 7zWAQTP2E9Uqgi Aq80yaalMb- WAMUUBL VI r uagqHy 7s1cNBg3UOhC3
a0C8_QvgxTYYI Za- | EsH x2DoLAQgi Dr f QYQPer 1YVXg6A- qll PPO-j cahyf UXvPDsNf YJTRe1HvUXEW | GZQJhod
Tyr eSPLj vRXhw7MAghScbKusuPOMP3GXB1nt Ri GLV1dQumI5PPDO- b4dO 9ygcZf 46AlexcJr ESHeJOSY6Ukue9u
i b4VEXeQ 8HbS8hycC38qgej WAFI ZLukghSXHST- pCoD1zt Fd235WClI FQCs qOUOR6ZxHy O_Mhl uj xuYGoU_J7QBuu
XRZMAWLo6r wKr UqOkJVay 9Up YFWTOOGLg795uCk pr W 8W kTRf i VkVj PReBskg3u_FpvUXdSI bJ- MA0xUq19Ds RN
_ Rl FaMXX8b3nmbNj DcBPJpPr VI N910i zuecSJCal sPsr pONWEXkQ 42FFKOW Ox| C7FmBAZM _5FnUk Gy ugWSBNL CkW
Pj WMIKONANI kk HAr v 7BHvpQSm FCeTgFCQ vVSI sj XU2- Nu55w DOToWs MPI VQHW QKgUnJIwo7e Q4N OMyl 611 ee
j r CaJBTf xJzsM6X7evU- 91 Y6 1WIJAFI 5Bcnil cpaHmMaLlRuLMA.Lnr KsvOF Ej 48AqTHAI 13) LAKVMVE- bRYZ87t wX7
GXpGMLa0X3PA.usZ9gH91xZhKu8r K290 SAIMBTA4XRP5qO4_8ETE9(Z6- QAa- b5dmXgk cswHwb S09W BAx1ePVWU
g- a8U- 6HFaGswk9bheV0aoYSPXK_J4PKVM R7YbxTOLNi Ovi Y3EOXGIJHVp8MAONDAYCE! aXw. . Vwi 0V5NnSNz- r
gzl PSWOPKj X- bVNx_vCi wor guyL4dgG r OVJqyBOvnukWI9V1v_Zmt Xydi _oAhOTCSaF5_D1DYNWpaj OSX8m j 3n
C RaJdAf 5N1r 4XOn0002BTdWIb1j 6ZeINB4l _71HFoGTVCY11NJbbg@BzoxWWMDQkn8c Ck9Qk COqukakoK7qRB_e2
dJnuj cGMII r 3s5n0gTZMKEaEAWIP3TNo (X - 0YMCQS- 4i - 6qo0nkc UUYCHE4v ASVh5zr PNgCODOoFd2HF65gGKEJr C
EcVef LkYVCMBZKk2PPvGaUS| 9eJgbKB9y9i eGxFcgnl LewBbY- 41 6f Kj g8m 1H2ZNVRXs RmO0ycR6_7zzBf HUNKI pp
1Li QWG CTh3VOGA.

Figure 9: HPKE-9 JWE Conpact Serialization

A 4. HPKE-9- KE
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I nternet-Draft JOSE HPKE PQ April 2026

{
"kty": "AKP",
"al g": "HPKE- 9- KE",
"kid": "18THo1KoAq9O®6¢I Tyk2WF8abZgb3kKKHgdf aj HUbS"

"pub": "8rGsDcYDVYgHXJdoG y4snlf_zz2J71J dyGaf oU- 8PBqub4dKAAggLvULO _kwgxCdLXgh7si n
Pl UPEQAXeal TnCkYJhCIN t pViBBbZcl CAsAXNHI t UAVAKF AnEgyl | OKi gKRohYQ hwSl SAGhAINwWAPJ hYMyZPWk Df
1zFJexT_pr Kcl LGRzU- AkuACunthboEr JqGYI RAXVF N7Jqgf | Xf cNI _QCSpcpuAk_wMOW A j 2WwkdCVM d1(QBFKoAI 1
cM _cuL1IWWOK5Ss C7FKg5YJZdZPJ53Rk FUus ZPr hcWs Zs OFXJImg G eVObUWALNpKEJt 7nDe UOECGHI CVel - RChr i
Helt cx4OFgUCr CBvEpJI 9d0anbj qwYB- WiwWVZ3I FVHMR2Cc5NCh_VHhknJsaCqr SMTEUJ 7XBp TWhdU MNIMM q9Pcd?2
Ww MyoZmNac_xKnk5VxkBgor WJZ3i eV GYt 7¢ZQ2nmvJIwi | Cccsz6TTI Znuymd Us7- J510EbVF GXSBN3_BCpf wHAA
qV-r Zab50WPFeYQ kj AHi ebl CgN7bSKI 6U- NCpoaPA- n1Q3j MY- vzFy4i aMBThf oXdzXQo0oLCvyQz4aql v4AEqQYQR
Fh51RN6Jkyk5eqUUaHmaAV_yyj 7WBEKZNI DWNOy 7ZAunaDl 5t XFpUaPmHLQUARQVLf CA8Y27gQ _4nOY2zdHhnql2WD
r vNN- Dr d@ 0ShpNWw ARM MByi DXUV2yR_b6KTDyq0Yy Mz QCHBCGhscr XCN2Qx Xd4hHj - gj ZzoJdl i nbXybG r GBEalk
vl Kf wuhZ70xRTuC3hGIBSkMot QNg3Th4l uol - FI 7WepMvOYOVY YdRANeszJ6WIKZJCt zUhPc SBzel mXaDgNe CAt 9
j 1 BXpoJX6nBRVI MAbWBYgt R6vK2ceNWby WCAT OA9Nni BDAhFaMNTnuei st r 2eEJhzFZ2wlsTIMG v&2El yuUNBgwl
N WR4vf EAWOTeBuA5v 7By 3ycsOMFv2hk2eGssl znmE86ZQ 50 11QWFPRr SMk5zLdDuOep_pPCYNUi ¢St cDt | vy- p
f J2uEdBoJ5hdE9dul GZA Teozl WieEcBr v- sEIJnKk 7hNeOSBpVpAl YDTDTVpvQO k- mIAR_hbNnf CY55sFD7C- zx O
rj QAYWWLDSSH5mV4l QKzseJ8x 1wschWAz bUgF2pNZBDEA] Spi qqVvxgOAi kaOaz MaWAERNCe X6 NFYknga2nREl 5t 46
woTvbgBTSxBMOxc S3KChznTcqr LVF S9Cci 5DaAdUj ad8Nz MBoHywwW AFTA8BI 4p8cb7CGgRIFcJYVsMsQ cj cGCZ5
KhahgYQ BH5I w6bRM 48JzHr RWAlot XxnmXpr cLF4Q BKEZf KpHr Ssszl CAKOKyt | G7_xt NPRZ_UeZmeTRi yHWDCc
@SzMVWOU_7hf Ga- BEr MA20CNBI t gWZmEknGRei 2KxP7cJceuTX) pYAcVWLx4ZVNL_Jt G sCU5egDoXI i SuFHwWZi g
KhcBUBI S- Aepv SKNdCA3HgeVWweydKaRz M6Hd1i Eyi OQZdz4pcCDr kesbhOgi UpCHGM OPel APl Z8DgRj h6Wa808 Ywy
rfJZsévLUcA W JIn5AaNpQFWJ_VdbhTDQ',

"priv": "q_aDEMZpRAj bi gHMO23vKcgl mYi eSqUs CK7TWWZEsq8Y"

}

Figure 10: HPKE-9-KE Private JWK

{
"protected": "eyJhbGci G JI UEt FLTkt SOUi LCIr aWQ G JJOFRI bzFLbOFXOU9HOTZj SI R5azJXRj hhYiI

pxYj Nr SOt | Z2RmyWpl VW 41 i wi ZWbj | j oi QT1 INkdDTSI slI nvr | j oi VHd6VW PTI pr bj NvSEl 3RULBX3FXbUt RULU
zNndNCEl 6NUI t Mz FzdEp1dV9BV3I f TDFSUOXxx QkZt QNI OEot Y25hUVhSczk0eVRI T1d2Z1hDM Vuekt ZdUQyayOw
OERaU2xUb05nZl dPaW 6 UEV3a2FRQRAEcFZI Zkh2Nkl TWkct bzRoS3Zr Z2ZnVkxi QTN) dUhNOM 4d1VKATIGUWILV
j U2TUhQZzJ1 bDBLQmY dXI QVGU4SUg3SWASRDVS5V2R1IW R6SDJj MLI ac3hnSXZMSz Y1SU9nSVNvbDFEOHZ2MLK 2Yn
pt SOt UQ | 1MHZr Z30yZ3JESVNTM E5YI 9gM)1FRWFXeWIZNFNx Q2x1S21 zN2I kW | 1SzMDdOFi YniLMTOt UWGh Nk
Gaj VINmM 3eTILXIMveFIVS29kZm zU24zOC1LhR REcEt SVENAVWK 55WFNSYWNHOXBMNNE2 QBh6 UGZ4U2hHSXpj T2JT
YmBoREdTdkl nRHAy bWLPOFV1IRGNF U18t R1I DN2t yaEpZNk9YRDBs Nz RLOESK@RI OVGU3LXhPW NnZVoy NVBi WroFZ
Xc5b0VI NVhFZy 0t V3My ZESuTEpvdEFQaXN2Nk NDZVWXQ FESENVUXpgSnNZTThf aFpKZOR3RZy dz Ex OEZwaW) VOF
| Dd1l NUEF4THpzcTJj LTNOM300ZnJEc FNORWNNVHRSM2 FnaFl y YWsz THI ne mx KUK z TnZpenpnMFRYd]j BEV1ZzML8
WRUd g NDNDOWIGWARI SXFy TniVpYl BVTGRCRVAZN R2Uk1I OMBSG zTDEON QLRI BUWIRi TzFhTI dCNU9t ZXJ60OXBG
b2FhcrmdMe Dl 0alk 1Z0NgREhvdmMNORUFgNnBNVHhFa2t JIMDhSRH JSkdgRHc2Yi 10bGZsQ dpSEZTQ dt ZzJORUWuUZ
Ghj NnFRemikU2dUBI i SnVf VOxBUDI QcEVoeDl qU@vWrbt VGAXVW VNHAt UXdOWHk 4Rz hVe 3p Mo XduWHpwe k5nizF
9JRVg5b1ZQQm 5VDFZej FoQnJhMhVpWFZQMWKMAZGdI UMIKYNJ I aWzVnRzNl puMGax| OVI 3¢2J3Q ZTNA kd2J0OUWZ
EVTI i VU4t UzNr R\ZnVWkJZVEFBS1Z0eS1Eanit MEZr TTkt TWz UVNy Nj VOMLNueEt 0 YVVNbHUO U3VPUGE3bVMz VXRa
MDZFQXZXSWQ NEoz Rk YOZ3BORXR4cz Mk Y3JEOF90e @y dGpnR2FUVOo5dndr ZTMke C1VUM Gb2hobUl Msnt HYj J2U
C04dmyYx OHhONMZmMR20x e HZDR2dESXJya0V4AYXJIRSI BDLVdRbzdhaVexNkRpe 1Jf ZHQz RGVGe EdZTUt 6 SOZGLUJ miyW
J6bG-NRE5aM hTeTdzUkRPbI | pQkl KODNRS2FGSXNKZj Mk OEZvV0JqSVRqUNt j bnRPNXBs MOFpRUNFTVhf UU9t RXV
QarmdLaXN NnZI YWLXYk ZoOUhRAEZUZFJ mRES QWX UTFpSnpTShl M VkMC1VMGFoZ2dr MFdOLTZpWhh DSy 100OHQG
W Y2UFM V0oxU3ZDeTkzaHBgWEV6LVAORTV5VHNI SFd6Z2VB5eUxWQz hgaz Fx OGZhc 3FqRCLHZC1t MA®peDdl OHpOX
19Ghl BOUTNr NFdWeEs2N1hs XONpRTJInZj RsZ2FFcl ZCVDI Oczl 0SUt ZRj) VWMNEZZdTI uaGEWDJuMKVTMUL1RnR4Zk
9paj dMNBAORGXLS] dXWIBUNNUz dGt MINBKWIBXxNS12Nl dQYk55dVBI bHdr cGxl ZI JocFkxNk5UY2Rac Goz SI VSUOV
WABpj Nzl LTTNKNMR6Qz NEb3FZMANI Ul hSVUl uRDZmY1l DVHRXUVRqd1dXRj Vi b25uVW zckt ze TRxc DBqRHZUR2NP
REGNWWhkcnB81Uzd4WN 6di 1aSTIl y TzBWS1NDbGELN3Vz VOVqQz Nx M2JvUHNobB0enE1X042c¢cl FuOvQx ON SW/F3I
n0",

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | FIpbnt",

"iv": "d8CFuwBEVbi | _nK7",

"ciphertext": "knsi Et 2hni ht uQOyf G FAs26cHoVya0vXhz62N6vnF4NnZP879ES3YkengaFdFYG3I 16- N
7GVar 60R0h- at BeDoMeG\v 7QHLEOPky5ar S4kal4y7j 9Bcf f zA1Lg- HxOcQzgvWi7¢c9xkOXDb62z S0l i TxV6- ZM-HH
dHJAd5Er MrQNt Uwh8r vGLAPWE QW zb3SGUsm TVE4- | Mygq4KRKKNHHsdzt Lynz DeskMyyASkQ0gi KYcp85uzZ3WY
wnbLOCen06Fi 1Kj - U9HAOJIm Vsy58mNnCZSeEf Ldl GyP3HvLqj 4ngp_OvNuBKEp120BbouXpJ4xuPl a9FdgLoF3F
oi W2GRhoqt YW5sYuud4oRgm XYQuSB",

"tag": "1 7BtLt_8bQpsUKONS- GbG&3",



"encrypted_key": "hEaoX4f Nl WQ xb_y31sERZst t ys1f GKexhdYl | OPkJDt Ncl b- MBr meB7xQypVLaM

Fi gure 11: HPKE-9-KE Fl attened JWE JSON Serialization

eyJhbCGeci O JI UEt FLTkt SOUI LCIr aW@ O JJOFRI bzFLbOFXOQUIHOTZj SI R5azJXRj hhYI pxYj Nr SOt | Z2RmyWsl V
W 4liw ZW5j | j oi QTl INkdDTSI sl nVr | j oi QkxWb1l HUMRCenpXUV9zTj Vf eVZWOGpWAj Vgb0ZVSWIRVDBW3hO0ZI

RMWIxUk91azZZYVNLOXI aR3gt aTg4TWLs YOEWTI VMUHZEVEZCX30t ZUJ5dH ubnVf ZnBOdOpt aWsJVI cydWixQLh
VOTBUQXJI5Z3RW.VIKY1ZINnhkRGFLRTJIj Tmx5W/RI VHF4Z1VHb0ZSNVEY MEVIMId Saz VSAdGh5REx5¢ TZRdUd VvHk 4
Rl MANFB6OHVCYOVPTnRt ZW 4c WIWUHI yWrFIN dOVWLT dz Y2SXIW. VB ZXz RBWk 5t az ZmOUx| d19i VW FU250RHBzb
W/YbUpvcy1Dbm QZ11 4SDZYZW f RHFTcFpgX1BGRTBnvVBDNVWO 1QM zZ2hRRpNNmit Unht bDVJd2xaakgweV@gby
0z YkKQOSkxEaz ZUV3Z3UUF2Qkp0Z2dUMFhOdTZIc TVTaDYOTGor ZHZTeXZscHzZHckct bz NCNXdHYWh3X0JpVDglaHV
WOFRadk ULN3FSdy 1FCEJ gbWhoNHY1e DZVNGLKdnNp QM KS3NCNUx Rdno0Qk Rk U001d3Jqc mBEW NYVOst VA 5U) J6
MERKT]j ZDTThv X3dMRnQac GV aj ZCW ZKOVFI ¢ ESUMIZUV2NEVFQBhOI KSHBUQ gy UXpr aDNOLVowSW1ckc50UR00
GZVY1hXWHVK OWFTV3J Uekw2 SORVak U2bENmMrnVTRHINA 3JINSE9Nak p2 QU5s SOph Yz RkbUgt MXR4ARTdOZUp BV FnNE
11 dVI QQLNFeVNKMUpvcHZt RFOHOGA I NU Kc ORI UOZYVWUY bGhCUKF1dj NI Qrt s Y255 SUpRQ3VKc 1BGSnMVRVKNYUOX
MAFBj cDl RakVXenFGSnt0VDl zak5BLXZNZ0dQZVpYec UpuQz RMenhPZkVaSHpSTXJoaGVIWFdWeFJ6a2dZLUlaOvhy
cl V5dHVNRGpt ay 1UWVZzN dyW BTY3I NUXpaVWhmALU04RBZIVWHUx UWBzclozNl NHN3ZI YTh2Tkt 1IRmwAWFhPd1RFc
WL0Q h3Y3puYnZLcHBgaWJ3NE9RUNdJ SWy UVBI RW Ebz Ulaz JpOwh3aHY1Uz Yxc Hn QWK 9GaONp TG TUFUSNLNLck
ZZNDRPNEt ShXdkal p2WkJ6VI | KUXBWY dNYO5nTGZoOHZpR2I 5SzhCbnJBQVI t ULRXdTc3UGINa3JMel Zz THE1bVI
gT001S2Nwbj V1aFdCRO9Edkwy VW Z5akdFa09ERVpW UVFLUpwYkc4d2d4Y0JBcTg3TUZf TVQ N1dqZ3RWRWRENGKZ
V05 TFak! ZzUl VOaGdYaTRr UmMNhVkhy b2l vdnFTZVI 10UNDNnZNe XhJWIk 2 Yk 5pVHRX TVAmMQK RSdEJ f WKI OTXpOR
HNATnmI mMz gt YVpBUnRodkZt T3F3Z2x&ZVN STZpMI 1CEJua011WIj bXhzaWFXeHc3NSR3Q2MbVk5CeH RRk43aU
FUcj kzbmFHNMNUTW s QXp0aGpqZz3hhVk QB3Z3BUb 0 YSWFFMe K 5EdVA TWANUOFZDV2J0dHULdkhxb1ZaMchTNDI | VTE
yLS1vSOxWY Y5e TRWCHo2cj U4S1BUSNo5dl pod Xoy MANubz Ft eWl1azNSN210NDRThb2MydHR! Zj dwQXBRLWZL Mk

bG\NBM FNMTZXM | KdWh XTkd OVEpr bURKb3VpQXEz S2x QNGZy VS1mNUBz dk 5f LTdCS2ZYVAE pTG 6MzZMo19Jcl | vd
OFpdHBpSHIKSI 9NcVFz XOxr RzJHZ1RFTWNeEC4RGEMS| ZPYXFzdG t ZWWFUWNSCTNCek11S2FkSmiqVI VLN Rncl

83S1BTMRXeFREZDFI el VPbOhxZVI r Y21 RNEQENORr ZWZBRTNVQTMIQVUz NVZNSEt pak9NMLZae URHdA1gt Uz A4Vl V
hbTInMIhr cl QXNTMz QAVSZI ky Xz VnWkt YVNhTVM2d GZXRk UAMGRNVUNY b Xdf e Tl TOELnI nO. n83r DckJ MAwe (BOe
1C7¢cc17C52_oNyzEt noz5VZ1cLXEAMIX5YD- AP7wLeg6b4aQ | 3pLYmer eOK8BGBAF. k60T3m | SWBokLHf Aj FYBI T
t MoB2r O7mRgkj HRSz- uGHo1lnalCf zcQ gDKmAn5XmyUnxJ0925Xq877&onmHaAnJI XW A5r 1zv7_r B7Rgr kk UAEMPP
f RYl Rgl f ReYGEV5r H2VOSUHMMVABgHLNomvt Wr2ccwy Kt bZEgx M u79abKbZ8MW_Zkt 3hGIWCc QRYI j GL- MVRggWp
Kn8Q73FT5CX4Hsi LI 0zn_b5j 4qDXqsZGz_A66wndg5vc SRyt 6F08bf vQhpt r f df t UeMKn1z7Px| 2T3Ye7Al 34El Q
dl Jal r nGMUdz NU9x v LdWMD3N6 Cy OHFEo W/ FNp XVxx c DV2ybCRGs Nz P- Rl NhQe D561 - 6Pf _nt7v. 77nmxN7ZI NwLuUi

03Nt X0xXA

Figure 12: HPKE-9-KE JWE Conpact Serialization

A. 5. HPKE-10

{
"kty": "AKP",
"al g": "HPKE- 10",

"kid": "EklI cXLMBAkXQX6ner x YWABY8| ndASH3H- v8Tf i SDLf | "

"pub": "1KUYqsq90ghi woFuSJj L1gKhZhRQuj Gf 6¢XJt SRSJoShpM/CXiMjsu eTITE6FNZe UQNt W N s RA|
zQqYgCvKBIMAZddwz kYl CqRSXI ¢ SHrgQCLKj 9_TI JZi pHI XL1kn4_2nGO QBOPChxscLN- i yKKt 9i kJt 1Ks95aa_P
SWRnunML4MVUHI y ZuSWAQX PNTj WOS3EnI 00Dy DaPaVGhz Hql B- MAB31 6W JUFQRET f RH TwWhzt s YLNKI dj HVEZYKXA
i wouenzdynol oBxaebXl yLnHs Ay c KP3NBy Vax MXr EpdJM3QveDnbWLs XOF f Aul Tzw7boeHBdQc A Nzg7xi | XcgYeq
95K bNgKMkZNFi ASwFpQG oy 1kUE9snOwVs V- | _dUr Wekar gy JNUONoRMOCox4cuzi EUU3VKBKOpOBKV1W r LOkBqg
BZUy2DhsmILG6Q JLng4Ms SAAXANOWp_2zNj FGaMoLZCoKgPt - FGe_uXyAvVgoYeZ2j Af WyQubr RAI 3NVd4Rz AnCh4
hp4gPU _t 9mwS7sD1kd3- znDsC gRedvNGag59JDFAI xuUaw Xr MyVx6dZGoxf OnaUE8i vuZ64i PQRasASugUFVJt u
QD7pONl wOcUQg2- gVV- QTS3SG_Agdn- SDhqge8i xVr gQ 0TYnmFVAquRni DgEx68NWAj ny PvwuEQeN10pi Aj 9w7j Od
F98dut kd6Us QGpPcgXcs CRXr NQuSLpVQCIUUz FoG3SBcuUEhh7DOr 6mAcG0Zae0c9E5e2qTZ6bUU3SE2KZZXub- xcZ
j 70GSspwgr Q21 Td- xzi 6aexu7guYMvaP4ek3PEhj UFwWNM5Hgt zNSgp9SOQEAPI YJs8nTpESt NsYquJ0@BCXYabuqges
SKYY8MOprkpuaj Om QEbv U mIQxj SQxPXcDP0aOucdb@kOkshgr PAUW SoLSj AVxAdgyxe5pdXI Ckr Sj sOLuGrf a
cOgct | wORI ur q36EF4Ei t sMOWhAeubknEd7ghl B_FI nf QKx7JaJscx0t aYAehRD3I N3dA8m NNd2Jk X2 DBXmQy Kgh
1Jsl caCHNYaco5r | RqgvpwR0t 94 _nNbkl CboAy25ZcJ2i aAl wAKPSWht f MRAMLP_TMOTFTVER- gKAexgqt KYBK5 _aJ
KpG Cri 4GSkw 1RPeXC3nr QINAJ_8_j NI 1yVj VWWh9! DSTQGOr t YW nmHA9j GATRK3eso_DCHEONWRyt aY_awbxLJ3Z
eStt LZEl 3Jj 79kd1Li gAXFnli S5f Nxi gEl cj ugbh3Wk2dNPEhWVI c2dl 06NmAnnf | EUZDwzkf DcUL- dJVOPc UCbAbPy
or aEqVSGIwWWFkt 5a9QqqUXKY03hJsTaqEukgMr YoPl EJ _UugRpt oGFZBWiSct 2pEl 7muQZA0l i cZpuYqgx4j GCAk
j S_xuaFKj i eExAll Gy SOEXSETUREZTt Ndp9hDKyJQ76wWcoVgl ni EHeUTSdxg Tl EGVBNLac gxHFVAmgURF Aoj 02UC
X4sXXdK47Rt BuQ Bf 5Z- 0hx2DDgvgk TOKzy5t r EJ9MhvKet Ys YRWQs W 51 y OWTAgUe LPWYWK LXxi 5BYAF2KgF2y Ca
t yQ FQZO7mvCZUB5Zut KQex ACACNBI GRS DL3c & MBI HAUKG hSUNsbsr J3p9i 6HEFC8I Vi Vi uBt EZbdFZ4wKD1J
gah3ghkj t HohwLdME4ZQXKs 5] JZvj GFBs GZAOKCYCKbf 9Q@BQoc- PNj yOgzo2k2y- ETt MCos6KdcnGhyr EBVKk2r KL
JuaDF_COq0YQdsQ70VaBj eckNGLL220vhi VN7j bL1kJ8bubl YeymilKyLRc TOxnmpDDgYt vAsygUdQy kKbt SnOxhH
Zr cl FeKazWNe6qc SZCOMLOhszywl6M3UI Lt Vf EAvp8gzr GAMQFCA6aDhr nSs8YDMAz5Yof | p2wai 8H7gC271 t ycEpV



sW90BhQPcmg9C6h_kX7Rqgf rt usXPBai 1pGXBI z_t u9V6ETzgszMJFOFdoKxscc5JcNWjWRaay YDBy 08Venb(ggLs
Gd_BsJ8kWW2f wnl p4dGUnt hqqj Vkr G | 1OKCYX5_wh8D6mCBy PQ_Bs XI MEJqv QYJp8bSZ0Bp3NUv Y7EBWNv MLgf M
Ow_pweXogl aZNgzWLi _VBzXI YOI cMiqj i gA j 9Jyf bYRGPKTI5G 4Taj 570C- W Voeof ByZ5t LATYBKFPw A6SI Rh
| 8j 4Ei KN',
"priv": "Ru9Dwxi J7BdWBh82FsXaAPPR4s5MZoadKL9y2wGri no"
}

Figure 13: HPKE-10 Private JWK

{

"protected": "eyJhbCci G JI UEt FLTEM i wi a2l kl j oi RW JY1hMIThkalhRWDZt enJ4W/dOQ k4bG5k QT
VI Mgt dj hUZm TRExn8SJ9",

"aad": "VCGhl | EZI bGxvd3NoaXAgh2YgdChl | Fipbnt",

"encrypted _key": "PqSkdKSW5FL3sRXdax8xJP8r cRgzVg3pvPe5di La2U7Zq5r kl P- pvVgcS _4YnpS132
XKT- AFp3Ft 2qcWi10h2vvFSoCLHL- 61 KI | E8x YHe8zFg09ngCOcLhevHKPNnQRd6KscghZLUJj eNSKnFRS8Px2Qmt t
XH _aCkcWC8zt u70f HAOf ROmi Nt j eP92J69aXXBj zqYvPn7Zl api YUXTQaLvMNIi MOMW 7g5DYY7nFTBhOnW Pnxv
- W OKGsd9- Bo_f ar LI 64ElI gkAogVKA7Xda6v1gCubne6nQoP3YLENSDkf gBbj OFBbAehOLOEGKkhCB9gXO0Fvi cV
98CBXwW _42bYar 3v- My_g5- el Gov6OqdMVB4f 0D8cwo1QGEAYB7j Hwgr RBHp8Je51 W Hhi Uj maw KNVZ_kwp9ph4l x7
SUX8nElI hXAwwaNm EzcxnbVvdd t s1SPt gt OfF RmrRSpwJ VAr A50t URKaMst px8r LIKkJEpy UWn 40 _1U- 7f QXCf URH
OLVPPePi 7wg- AYi zp5z AGIPTZSBgMB9i nBi C- a0j eyPIBgm ZDD- kD2_ (B JInTUMATMBv00oPp0gYWBeO- r G LebcHq
9XAQ nKg_wgnBccCkj uWs HUy WswegQDEq! j NSCyW HS4RJospOmuJ 1r uwls YOmVzvpKOq7AMFI7_8WRAgKe6pok SQ
-3J-stoVj NaT8T9cW8zbml_2y5epgDzPl | TUFVXWE3UBVBT7f QAi L5W7HUgTB- 2GQVKRURz 9511 0j Lvi 7SkZGFag8F
3BBr H_H x9kt 9aVj 6 Qru@HK- gCK5QAbgeGNLI EuAaVGz6EHvc58gXr 7AsXr _aSscewPPSNy06knh8QLxJI uxvyb
QANSKUk 79ue Uz oOPBLOI nkyoym nAl 25gpMLc DFUzb r WoaSLHz8Coj JckAzuh251 ROCzHhMNSa- y6_nt 2ht SF
UQAM Z6Rx 3k q4KK2M K61VLVYKUHMy MA8SuUi YCgQVdKzo@2s YvP] QLFE4eNKaPXA6wnT Cheu_- OpLB4ysf | gpCkEH
3hWxuNoMSgkkg951 j @xJCSI 3Yt Gy CKYAy UAwgL X5t 80j nke8eCyaS0Pz70dr 5j 5vi S3s0CzNh37gAEQ- ez9_TeW
43aUBHp4r aYt b- oednv7l G OFuhgCUODkz COpH30gL7SRXML7eLGOOPB&GhwM t b20KYScDi ObG 16sFSO 2_j hW v
7qf z71 FX3Jr 91M | B8f oQ@PBgf yOTFPG oh41uquChf 2qJYI Dkne66XA0cvxr Sf B070a4DeNr TOI 7q6BI R- CbX18
60xuCB5r 790vy QATS5W Xf 90Xk COwoysf Ef OVkHvENe9- LQTeZJp_ZRXaJSbQJZs| FBONaTY4t 41 Pf HDDchnt XHyvt
t IMISI aJMKj XYOyQOr 2Jql DJ- 95a0DQdg7Up8j RAMpAL9pbrbh_7AnNVG N9SOu2aszJf UDNgglLL1CDOWDg6DgH
UKW OXZ20t f 1f cOkDuc9EHP] yyj NZ7kTsr RHgp49vsRay Y6j kKIPndLt ZQTG i KsdZEavl Go5Xi BeNr r 0OOAY- Yhe
DQVHX K2aQHOGxQbi ggri ¢l mQ aaKn3LTv7M kdSo- 8QazBg06t F60i 0gKt r PNkHcyYQ cvZj _RI ZGhO- Vf A_Gut Rs
90z(gSzaj cbnj 0zl 50r sLK5MJOXHGzt Ei 2hd- z9r F62YpYLI pnF7dSl sc11L| SuxEj i or shMbF3Eqol Nsnj HCEA2 Xy
wYf gYE7cDHDO7cvj CC_Fj 7m WSFhE4py X- j OEt SAD9c- i EUSVXcScj eApwg9_c7hYC3nj VQ vkl 7qh7bA8w_f gM w
r qq25EJEw3pwlz59uo0EhB5t xVzzyf Zi vOxvmBS1sYMC _UL55nCad2Kwj aEavl 2NGua6VBbHI | UQ2 Ehwrmwz CUW v bk
53c6W0Jt SEWP2h6CNNSy 1mi 9 7HSr | UBKVOXC32j Us@B42Xv_eVz Gz6uaxRs BK- QE7 CovChUpFHRII f 4gmJaox5Gwn
hl ng6bes AnmBy 6g- 3Pwpwx p YAXP3gRef X9j ngLf JXc25eQvpwrm\j KQvhoHr s9C1pZGFsELr 99wKUcahH7bl vQDk4GK
FcL4eoUgl i j 1R P16c2GLLI mEMOBXWOqubgVgf UBOvHBNj gYKc7del HGF r pu9f QCy0l 9ENn- bLXWCAFKI KXj eVnmv E
i | baucHuvznr gzZyexz",

"ciphertext": "9kfFny-t TRwnj Xj 75P84eW0bnYaSy3BpPcMADuh- TMYi 2Zj KUDogt dc OwmN92Whe- CBRC
BcEy31EMai r 8LuVi yVnB1MIe2Enj ZAf - | Axy4VY5nKU41dP3KB3TRNeN- 6 Yb8XmGa2j W pFHab8l Tz4_Li epU19M
VN- J4L4aKr dOf Ht 87VQLHH6SWy z- Ndhe A9cvVQAE V- cCaoh0gf ED9nekWhF3i LKVf Tedj s7R_ZbcnKnf x- r wcPcp0
bf Q Ompj ygm yC27i _WKX6VAzwF 0onj H1mg\WJUBVUND53Dz Sgj nMrc8QNnD3VoJy AMB5LF- sh83nH_Sht yi QCVI 5
r 66uZCxXkbMwWgy SWLEBsf nLJUZzui Zt r 9U8i pA94i U9xMBz| PwW'

}
Fi gure 14: HPKE-10 Fl attened JWE JSON Seri alization

eyJhbCci O JI UEt FLTEWM i wi a2l kl j oi RW JYLhMIThkalhRWDZt enJ4W/dOQ k4bGokQTVI Mgt dj hUzm TRExnS
SJ9. TgRvKwhOBAKJIZt bMAJyauw JsGhi Sl | K6uOFI P3FBnnxJJ935SRazR62b4t 71 xQ ZwJZYr pPM6ebcgZ8n0l ch
Z07bKdCr EJwIMuogXnK96hBI 921 ri | 0Pzl PB5Hzz12dNnmSFgX8nhOM Z5aur XMaGoU56 MUDxz RMVBG_k6r ygYGsoG
bJ- Kl 5e2r AUl mehw@&BChngUy60- Z5Hv9DINbs 14SW Dybh5eUey3yNpSAj j 0JuTd2Hh4EmMMs GYby9vpTz3BJ3r

vAnBhnZgf Ui bot Szdweb5DWFPcw7j QNNd2sg1HBLQ- ALR5ReZA6hf i mMNE96y5935_4Zi ADPHqoRI7VM st A4l CEi

rNi xdJ46dhya@1s693cQLTF_t Ubr PaU- WAv9PRAWA Xe XF5- T73scRKCOTR2gFz 8l r r mm2Axyxy58xKf JcFJbo_g
XgFLMBTJIa9vWsRN6I yz CHwWL35bVj KCgMyBEi KAGAI n3_CGkl y_hBI KOAVBOF c TKEdR8N0odz O6JYOE T5GhP_C671 sR_
r 8H4j Dv4QTP7r gbhOBVgpnSBnORR8Ns 11 50QA9%er Ec AW5s47 SYEC6NPDI WJ714SpHA0LuJIx TYNgOgXpk6- Mz_apPG
t N6GDOb Tz AbLnwXRat v53gPt FORWMS5mXu6z Mut _ QgB5CEl vOWYaWs Mei Q@enDpLl nA3Ug- 3Y5d- pkDvznx1f DO-

1VUKOWDqRy Goj H8f PgXXBzl j zP45J g- ZVZkvB4LDQ P- ui wM0OLTpoZQQM JcKg2r f Kzpi T_AxZ8eP8H09Vh7Cvd
TCKKpei zHWI W DhJFHLzj f gf T5Sf - BFbOP7Sr | r JBgnl MNawy- 41y- c0JI p3xp- ag_c3zr sZbN3pp2df sVEj | F7r

MoBBHBJ7vZROUz2c 4Nt - Mr62i t oONBOWLT ol Zhut 1i e- p- 41Z1 3F2WENzZePj _gZnA 4xAQ@Ax4PPYut _QQ cO27BY
1X0UQBTUSUy s Qc CPw4AD4- uza3r 0A0smenBGM2E] y5NQA8KAGPY3pXI s6qp_yVZpl Bz7gMYJIx4rt Tu_Il r MBj DWju
kg96PJA- dbuP3uzTkt | 2kf 2qEHaXaEvUqYX3Vai gh4dyVWwpFeBQEbXJc7RZ14pgk QuIXRI 89PpJsxsr-yOvuci r9Tu
ubv91UJURPFFI 5GAP7qv5ZONTt 9SeW/q6Ay eS521VQVCxvQReRHG 7vj _UU7a9BEEhcBL- nxDOuHqlu5p7ksA.V4
ui MeSzn0Sgt hUTFSosqpW 1J- vTr M ESI Nuwg89vZAHTI D6VJ_VgkO0Ahx- 3nr GOscj m 8sl QJt | i bPTr pAW3K7eEe
VFUERor 21 t Jnpr KDJ@BVDI DhXChThACE 7UsGr - va7KnBmi y_i ekhebnmB3es8LS(G48JGonsyPdOOKf MRhVybgEqy Ru
nf zmA2nC4- dr ZS3_nBuUKI VAZVbi DYQ t M vRFa8r eO7H6_| OQVZS5i kE63KzPS9Qw cnsBuksXr 1Rhl MXO8t HGRZ



| LAEWXxq086pLWZWPcr zsVmrbt MVGezyk UKj Rwh7En9W4L6DeYnl r N36DGNgsEHGdi 1yry_ pH3NKT_| Rkyeane
NvKdDb5mt yi g049XYXhx mPMKwu5hHB5PCKGANSGeyyo0A] Si k8dj xql1kkDKI I nXNVs MGEF HsZPcagAGauD5ngll sE
E-r 3j RKTA nj WkTOQcdw g4X2Ni bl 4Ul _1t 1 7ycZJl Y6C7Ow6qOQTRADf YOd1f Ed1LsHRp_D3uThgBnB9Qg DI | mw
ER6S4 sQR7cF94t wgO2PR k_5SI XDCoFQ@5HPHZHN7 PFCKFTT Owt 186ar qwi Tr q0TcnBl GunkYcNnbuTYz Ugm U
94__ | DUoNSFQcHyr _mizpZRW5C1z17B3gSI C3kBganf Fj zMAzPN71 MeHZpcon| b4wl ¢82yi HuD4r of 5MLDv UHNf 2
QInBec6Ma7blaVexmwdW EHK9Dvj ZmLy 2RRC2xt 6UA _uMBH1DdBpglkHyv20ZnVOUI MrQdbi su4DO_gBgR- | Wyx Xl

cBLQFI DA6W zJj cj KD7Ngod- Wiso5J_64i 8KbGpoR_PAM | EG Re8Y1Ki hkj LppWehZwoyD2UVzv2wi - sUTDcaRC
M2t Jn28asl| 8Ey RWB4FvCZNr Rt TabcZbH2xr zOEWK TOR@dr bi FIqOHUs7qMDi t XKgXY8Mul Cy R51 u46zPwOUyj vie.

. XNUZgr nJ&f 8pQM HA9nqGgzf ASM cMJUzpWBpFpLni’t FOqULKHgj 61 kGBM.wnwSUuRXXI x 00w JdEozwKeVs Xwok Ra
_V2knmUdKFeg3ger - 9gwaf sz8 Ae ASDxWDOs EzLX2M Jg6WKpVdIwQun7 608V LSE624ATEAZz 3aS- VXauyx 1Fsn1wKhw
5Yz9nl p9EHt pR6gE3- osNLI ai 6f PzyoT9VO5CDFal uOvLXWRr ggMBv YW cbdl nOMCnCdTC 04W/t 2y zwnm ZIW3NK

Meq9uV8XCy Xr bPy GAgLAAgUWI vOTc FQAUAEh6d Gs 2JbgUJgC0qFopRIBt wwd J 2f GOnwy Z84gp K- zBqnKp_kn- 6] y
j 1 9f PRf h2j PoK61Sy7gTDXV5Ceq55Nw.
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Fi gure 15: HPKE-10 JWE Conmpact Seriali zation

A. 6. HPKE-10-KE

{

"kty": "AKP",

"al g": "HPKE-10- KE",

"kid": "UWVzPOxx3jt hVCg56hBO353HI P_hObFaFr | - pf 3maRr 4",

"pub": "9ALO 9bAhXcL6nyuwPy- cqzMgPbADhI We- g3I FA6f FUei dZ_SDun5zbl SBELli 5YKT9STKCBYVI CU
Zl Ao8l nM bc73bNy3DNkQvi i 6Tpt YNnPTXmwauN5qsUFMbouqj Ft wBhQTFkVRLi 5YuOynghCAf p5Z31 cEesDFRQxh
WGJ| Ngxi NG NKkeWBVELXx U4y UPHUt 366725 8eFx GxpRALKxr f NanmuU5zeok AXImLAs VKZkwf | | Sx QV6 EgQ0J CgApf
RXplgaHwk_ 5hBr D6VKI wag DFWOAnpf r hFt HHNCbU_FdTNheanpphf OLJpdOLL2BGZW qYn7xDuegx EJCBi WBoE!
dwpMecz4kqgl DechVWe TAvaCLt XvBOFOYl KgGY_MosDM f YRpf kx| TAKDXMKWC_YZdTQCWaGZqu- ggws RCmk z UUX Kr M
W8I VWHRXHs Ga1WmMTJ | TLGGRNBP54Ywi svJp3t Rvzy3y- JXDadAxeK5u9UJI MZLvgmAs9c C3xt 79YahZbo8Fzl RC
Q pWsh7uC7VaGrf 4KzgDZSEI al gMRKY7uTUvasm Zbt oBMJ_GPr wZOXnFNi 3R5bua0li eBuORWIuc Qagr | QAPYVF R
kuFHkPs Mt FToVIM g4Yl hE3hs SpdVI Vs- PEGeKcci BDt JEI kJzxt 2t sDPf agh7D QQngMs Tg5d9K- 2FYFUny6n3s
XL3wdf f oMk G _XLwrpPERyxQ 2uq_r YYaz OHBWPx CdPg- bBkW4uLOgp81vSHXOR- JpavAMEf sOdzLAFYo7a8BEpU
cmNo4cci VsoOV7l UkgNskhXCt SeoSKw8z Dx CoOy elcMaNuogZnKNCPhGUS09i ge Ac Ggk Hof Ms3B4SJcnHYMVDOQI 7
eDE_HhOcMsT54aueuud8PaulHuT4nmok Gls2exZP3uaXGlBnPM pARy CITNax2Qd10vqgxukunmv/33Ja8pdC2zULU
XATzZj Bdi Z6e3R3vL(Qt H5vpvnz BHvbRHAbKJIAQS szVi hbeUxgEdGSwt cgHNQWhanedB3qnHYsRqc9l Po- WB4_C
UhyDHg6K8n0kgcxFBI - RmM_i EBRI yf rul MyNPXdnJ1dJoci | j cSUyj pZl RgE5BCeS7sGp1Z2J6c8wr7Jhi SDEWT 20U
b9GsbXNLo6PM | BVkgl _A5EpM pgqwgLQPHTCTm JFOusHe YnM ECT7ULdPQVKgSvNusaXl dUsm ARr vOnOosBnk_u
zPBay Ci 8DU7chRXMnoMsQ hOreNl wS6d9RVB4HI 00ACWAAFK Yy V- pMrqRuz4Ax- EW Hubr GDv b MATWIVNpZGChz NhwD
I sl aggOoqHgZMegozAAgkj cueLDPBBZTanj deShbkQ¥ veSRi x_f dphv6sdnXy N7Unr 9kxA_3dLS4AnDAFUPBACN_So
hc- gLWRSHLueo3vut 9VUbl t NXTy@SHBz C_Tg'YVt CBPLKW SvGhNw5eXi ARYI 6591 2CheD- 8JQFj wN1f EcesBj f XW
KGOhJoYbC2dUOGT LKol xt 72UU5ZWedwY] g9WLVECBZz6CLls _QqaDOr KCt uLRCO03I cXLI kKHkwAaspTVW3nhB8_6kn1l
heCf j af All ds2dx- 4zBechsq2E7] 6GnobhnhUp0- HQXuGe TSI OdaamDt ou3- i nXpNzuXsR6CYPG2q1RYAl gWoLJA
M j gTMRNXt vGSPg1d52gx DXBQ pJOTScQF 3f ONnHBb5GZHTm Q@ BVWzyhPMBKUEOZO7nx_beEhzrt MX8VZQle5swe
dal MC8Mej zOYvLhh7j dFYkel bbgkx VBMZEKHH f i j FgCOT7qCLTK QAt XABWKZLgj HaxsWDj s TDuuXgl DFxxhv_dJN
UXLD6XQe4vkDxnEl 3xFBzVnozZ6Vs RmnKdZVo3W | BShYOLh8YBaT8i ARj 8x6Nekl PsaFFbs KOhLR tt A7ETi GCr n
_U E4UFj CqyGcZPEFvPc7YNcyM 60uj Wi h1pWQEI DGB1 595 ZWIVPRXY1MXY_i py OVimE2s x UbhWEDr Hgx| 7RmDswGBm
Y8JdBH_dz71 qQUnpf cFnszt kf 1 0V36- 1 a8Ungj SNS56xacvl WK6Wy 7RTCESj kst UY_r BwX1kBUSI | TnA8i r T2vsRO
28wS2| sVFI Vel d ol bCU6CazzmBMuj qBobbHMKgXnv9Op437pCNl i | yNt AXS 6ZEcLdUl e3wTTxAd5i dwaPi ZKy9
03Kyj i W',

"priv": "uSDPZnwwnLpJ18l wAGH 75e- f GohWrzOMAG 7DALI s"

}

Figure 16: HPKE-10-KE Private JWK

{
"protected": "eyJhbGeci G JI UEt FLTEWLUt FI i wi a2l kI j oi VWZ6UE94eDNgqdGhWQR2c 1INmhCTzMLMDhJ UF

90T2JGYUZYSS1IwZj Nt YVIYNCI sl mVuYyl 61 KEyNTZHQO0i LCII ayl 61 np3aHhKWINHNM qSWB2TDJCW55b31 pTOJ
VY1Fl WEObTYt ZI FVTHR2e GFHVDh5TOk2SWFsNUl aa2pxSnZl VI Z4NEgz YOcydXhx RFZ4dXVOQ ot Tj BUWADPSnot
MJj TnhOdnRUVH | dXo0dE44Q | VMO5R2dFNG GR2JGTk 1Fe UNF brrilvbDZv YOx mY2 NWWIXJ CUGK v Qv8y ZE1BVFpJ N
WI W FpTj | KTmn2UWkt SmdZbH HTH FXONt ZnhXWKhVR] BTVzI hS3NmaEpVU JRVDVI b1Fi MURNTmBsZi 1EQ Bl Mk
h2cWexS25Jal U2T1JBb2ZSh ThEdEJ FOEFaTnZwRUIWTUZYTU9J ¢ WFYVNnV3 OHd CVWk h XVK RKQk5VOULNSUL | UFBgRWL
UT3F3QVFCZnpleClES1dYc0J4S2x mREFY YUVAUUt VUW 1LW/HS] k5RTRILVFGd1dRSDAWYVFRRWIWQLI XNk W4b3JF
eXpzQXc0zl | za2wzb&yVnt 0Z1R1INNNp X2l naXZYVO5ECUNXU3BXNy 1FSzE2am QQUt | aEQLc2w2eUt 5RnZLc3R3c
UZVc Wi dl BPb3Ey TDRaWGxnX2VGe TdnYj | uSkV5eUrRv TONPSEVIRnVI Q VFCHgOODILWKIUMIT sQ EWWGE Edmh XRj
Bl V1BYdFpWNO5f ZVBFX0J5dk5zM pqY2luaHNI SmbESUZHbHkxed Zc VW X1RPbkhzdj hXQzc1QrhZbmRGYkZsa?2l
KOGVZU21QU2hkNkR5aGhzdncO0anmR6 Mz NOTWUxdm VUnl 2WB3Tj Fue UQROE9hVkI 0OWENQR d ERVJ XaUZENTN2 e WRZ
U0t UdVBgaXROODFWK1JsYnl t XzB6MDh4Z2F4dUNx WAhwWR05GOEt oRENPUUdVE01C0c URUQzdge&Yej) R WJZx S2Z71 d
Gxr TWis UVRt aEprmaGd SUHpUNC15dz Mk RBRW3ZaRENGONZ1INOdk RVWsMD1zcVdCekl 5a@GIEpf dkl 3VOI i Z3I Vbl
BhS1JqZ09SeFhkLTNmMQz F1bClf S3RaWs04aDJRYnt sM Bi bWE2NEt j Nkt QNOFRcVo4UHA4ULBTY1Ay RLdWUIj Y2N
ZUHJ 3ej JW/zhLSXRBRFhhbOI t SkZINO50X2xzM3V1RnA5Snhkcj BpQmuhV1Rr bj NUa2l LanNxVnvBd3Vi Mt gZWRh
CCONYT1BkNzhCe GVXdFJIxcHVPVUIHULhy VEV] YkJLdUxaSOROOW PV3RZRVJI4VThI ZzU4QWN gWkN3UE82aDJNN1VDN
| RhMTT WXdLc XZNQBZFNXhy NTI 6bmi zY3Il 5cmhf Uz RFUORE ZVI SAOU3ODVUNMRNVTAWSVBwWA GgON) JETDhx WQ NW
s0dl | oW@xbDZRUkg2SWILNG Kb2FKLUFoTEpkcl Fi RnczaUlKecUF3b0ZRbzF5MHduel VOUk9nU3hr SVJsd2ZaznM
5aDg3aTVWRzhk QML Yanb0ZnZMyXU2WMO0QBFsdl pQOWFpQV9j bH PMhpOM pZdmhqdVIuT24wh0ZTVFIYNEdf ZFI Q
Sl 9NbURLWFJI LXhDb19peV82eERVYrmhf VEXHe 3EwWNk pl OHFBU3p6 UWZRX1VONEVLN3Fr e EQOSOI qaGQxQXZI XONDN
G UMF2UE9MRLINMX3Ns YUIEdVBCGhj) MLA3pwWULEBLUF1bl RBA&ZWOFBTN 84bXpj UG udniz1VUg5b1BMIVpORVK5UF
| SNVBDdmh4ej F2W VPaHAzdj FI X3B6N1gx TFQUwWwl OHU2 CEhOOF9VYUdi MHpna2Vi NGVOSVWZZFdDdEFncDl 4SUV



wem] DSTUSUz Zz TnN6 UK ZWnVOCENL ZmBj eDIVBAE83Z2Rzd25f MkFy QUps TTNLTTZXM2hVTHFKSFI 1TnRCa0cx TXph
Vj kt ZThuMJduUk5r VGFycEl zeUl yd24zdi 1ScDdnSzBBczJf SmFWIDFReFKWTTI DWAZSbVIBYVI yRnBXMzcxb2pGT
FI hZ2pLdXR5YzhyWENReEl f WDBnVUgz SVBFc016ZCGcwSnbz YO8z N2d QLUVWE 1kwyl U3bnVSanZWIE43Z0Nt N2J YNT
| N@Q2FzZ0pRaTdBNU9DaDA1N2gt SnZMVj | | aGnX1Fxb3h5VFJII QURGAGrX@Bo3a& 2Nk9t TEOTWR] UFFWRUJBCEL
ONKpLSVpYNkt FRKhCTEI 4RTZs Sj Ry YUIVQTT LRDU3akxpQndZNG Xal | 5¢1 g5QkZhNFFt eXJsZV9uaFh4a@qZ3Ew
bVWG&EOVKVURFQ ZYSGFUTNhB@c1T2l JUnpuwI t dThgakppVnBr YnhEa3pxdTBgVz Fs X29x WOWIVVRN2 Qz NWA T
ndf cWpQz dM\DBf UUdDTGIUM RxdW z RLVMNF84bDYx e UVHAFFVWEpPz TnpNWpwbl | 1VOxmMGh XU hj eXdi MLpoZE
xQeHV] VEZXYzhZW39z RHpOMEMBUUs 1M cy X2| 6dj dwbh2pkWASY3k2M NTSORqYXBWTGINbFI MY VqS0g1bX ETI |
5alhi Tkt | Wbcyaj | YQURGTVhi Rv8wZkolbkl j bTIOVH LT3FxSnmdvR1ZqUnZl TELIYNUZQAVRST19i QVUybFl WIXhB
ZXUt MOt uVzJ3dTROUHRI bj NPWHUt MONMhFZQS] czROs3aXRmXzl hTj VzdnduVnFQOd20y X2l Xc1Nndl JI dThi Y1JHR
ns4NU0z RGIHVXdl NOoz YXFYQB@BaVIKdVdRUOJi WELi e TRSSFFTbVpx SFBqV1ZERWXxaTBHW JZVOEzaW YYOU2a3
FTUGRMAESBVF9SUEpoc FRj UTJr bWFr OTVANVM MVdv Sj J XQONWIVEY ODVNNFZaQOx2Wird1Q NESz J RUGVQRGRkdHo
xOvWaVGdvWipZdj AOVOhwTXhLNOI yZ31 | S11 wO01Fbj dj WDBi QQQ4AOTJIj eESFZXRhYMINZFI YRt EcyJ9",

"aad": "Vl | EZI bGxvd3NoaXAgb2YgdGnl | Flpbnc”,

"iv": "Qhl HZi O gUr 7ZkJU",

"ci phertext": "9ct 3eSgXUOvoat Hvht 3bpOxf TEsFNcxgPHgJykMQYs RzdgD5wiN4KpdUZ80Oz xwl 650B6
i f P3ekDEwgOybu8WBj | Pl W 50 Rpn7anpoYDKDw_Na6_gEl sdJi 89L_9N 3gh8v4dMBn4f eY_j VmuW 2JLNr Lul ag
ht gi nwHz VeSct FF_anTP6t oPQAql 9NmR2v4UYJI Noi 560N4j ZKYSZoQq8I 4Bhi w2l 71 | U33_bhUCu7U8AcaEJ3benH
gGY9gr j vOE7zVKk6VSsWk2kdnCvHe 7uPHo TOakt - pz UBmbml Xq86z5Br Wif wPi - Z11 Z_h86r Shf B3hF8FKj CQr pQCC
i ABgWO6UBa_ Uyse4nma0OK5uqBQol ",

"tag": "HOVOy57gURPVe2hxWspq0Q',

"encrypted_key": "FF9SOzj oJxyoocqLxl 7zsPeX7982LMI7kDpWil i wzPAGh4sWKE_8VGrncRWTGS41"

Figure 17: HPKE-10-KE Fl attened JWE JSON Seri alization

eyJhbCci O JI UEt FLTEWLUt FI i wi a2l kI j oi VWZ6UE94eDNgqdGhWRc 1NmhCTzMLMOhJUF90T2JGYUZYy SSIWZj Nt Y
VIYNCI sl mVuYyl 61 KEyNTZHQOOi LCII ayl 61 | IwUUVpeUt r aTdNOThVaVl &ZI NQNGAY ZEJ 2WEdT SUhGSXhXWKZ0U3
JI cj A3V3c3SGll WhiJ3T2k3alFJVi 1PcDFt RzhqVHpRTV2UEVz e DFf VM hZVp6a2Zl VENzbk UnbXI BSI BEZKkZk LV
j R hBanF2Ykt vWkt i TEJr YUNr Rj cObkFOTI Ny VWNuWAdl QXBuMWFVRVFIChTJ 1QVZhaUE4al 9sYV9SS1ZNUnBlak1lv
¢ Upx UG RBBI RTI Qc VEybEV3M R6b3pB@I 4dEt wZVWvt SWROckZYaTQLNNR dCOwa2ROTEl UMFc0aTFj NU OMhRvM
El UoVBxdHYXx SnpPRDV5ZFdDVU9Jb1puSXl KVndFVzl 1cVZv SF85LUo0SUINY25VZ0J2SHIJIMFRIX3@BaS03TnJBOG
xsamd3UVZOVUZNVUs 5RHV6aFZ40ExminJLenRFTH yRHMR Z3c5Zk pZe VWneEVJI RHYwe 0J PQnBx Mewy bt CUz ZhN2E
4eEU2TEXOMENJTDI 6eW GaFBzcVFVdnt 5U2hCZ2Et NnJv Y3kONELuMhpDc Gx1MVFj Sj FWOXr aXhLYk1s RGVZR3gw
di1W2akVuaW f WiBJ YWES5aHdoZWL.gbz R2MnBi e E41MGFPNk OVk] WDhCckx! SXNKM2 F5NVZSUES5UnZI OTRGUUN2c
@hdmzKNTdheXhr R VaZFNr XOh1R@GMaDI t MHBsbz Jr MkpzbVdsLTJseXVETOhue CO5R1BPMC12NVVhNUNMI2pFSz
VYN3N3SEQnaOt Ubkc1Vj ZOSGENYKNTRVcORWZ0S2dPYWI 3UGInel Ji RS1t c2t 4Nmk4RnZnYVZi dXBKU2VK dDF3Zkx
1dEt 2ZzM STRr VDhuSERMZ3JpYj Ny eERMSGYxMI5CROhJTThz VI dNTj VYaXhUcVdQSVA3VFdnYO01j Y3RPMXNTbj JL
UFJUTFFFS1BNNVNEMEX| SOot TVAOTEJZSWY4ARVI6eVWNLTj | UbXQx Rviw R1lds REJueElaNTF5ckwwaDZx Um nlXZBW
FowNGs 2a2NQo UNULWRs UGp 1 YVhCRj NCe USWWEShW dgRnRJaELTNNBhUVII VI ZCVW UYXI t TI hDZk5GN081VniZzi M2
JUW hKLW/UTkp2YS1MJj d6eFBYd1ZLNVWOYLUp MRFNTaWI6VTIFRULj LWWPNnFCYmBCVEL1Q dHME OUEC 2WDAW/EY
3NWA5e FNEQTFCUKhWhmDOR25Sh0hv YWi6Yl 9FX3RhZWi TkJ UROW3c UFv MAFEYON Y1 hKbDV2TDJInZz J DWrox SWZV
aTES5S21SNmlyd3l PSXVwbl VTMFI KVTZTXONX TTQ4az Qy N3JMW2FDTj BWOUFf V21 t OHFi dVRONmLkaVl i N3dDbl A2S
HVJITESr UDJyZGZANVNE b0V] X3Fi Z2NYaOFuYOJEVKNhV2ZnNnZsdnVFZW qdFl EdnmlOMJ5SCEF3d25Ed2pNCHVR2 Tn
BWinpt akx3Z05GSVdOZnFFQUIz ZI phN2dXaWi5051sZ22xOZ1R0ZnJJc 3| EUDRS T ULMUNX X2 RSQMVWNENCZULVRXZ
kandMcVWABS2! kaDc1bnl JdEt qYnmpk UF9XT2x0R] Z1aUJ3Vz INOFBCc3Uxb2t 5SVNr YXM N1pLUTI kRDI wwRZYa&Zw
Uko5cFRf UHQ MhdKb2E2cj AxVFpl aj Fwe TFQR3JWIGVXRmVONL19QWDI nVUFNaUdBOHV6bE9DSz gy Zkt | OXV3aj VCM
ORz MMy NW 1S1FVWAHRQRTFIN2duVO5CNUR] dVFqS04t Nnl yMDZKTzJz SGewenRZal 9f T1RHS1INBNORhd XRgaWREMH
pkUmdpWJpl TDNaNGNMLW2b21 yS21 5T) FIRDA5T3JkdUZONGRpN V] MTZTQVIK OFZI VE9j dnp4RnVj ck4yNVI mUCL
ZNzhhYXZ4 OXk 3W/Rk SFRKdOkwUkhMZUN3R1M2 S0t vaOt aOFVaZnh2dEZyei 1wY19YSWWDcTct UOU3OURGeD wdl Qt
UFBEbnFQTDI r U3hJTEO1cGRIMIVAW ULckNf ZEt j YOVQ@S2xVCFF3cVWORe! | HOUWLTXI uX1QLTKFUTTZi R29PYXJIZS
2d6 TEZ5MHRNS] h4AMARTRKZXU 96W duNThET3ZBeDZzbko4Znt Qc19SUFU4QLdi QVZ6VkFr aGNBUK5! az A3Zz BQX0
Rxa2Z1Wrdf aXNJX3VzQ 9UdHpWR1l 10FZWSl p3RmM4Qmwb3JVR1I YaUl 4aE9SMV800UphWhNaUEVr T2d4d0ZwWzN
HAW f MOt WWAFt QLI Lcy 1HTEdf cj NLSW/3RHZk YWZEc DhhNVZFOFZEa&ZTVFRPATRTMIR5aFNYLWzU2ZTbnps Tz Fp
aGJpcHIBZVZSdGNKTDREWFZpdk 54 YTRRTt JRTRUTFhj VHhhakhxbnRval U4cWokM ZzVXdxcER dXRoM)F1NOX| e
k1lybkx2NEMBV19Uc Dc1MDNaaXJDRDRI Rl ZLM 9BWmpek1PcVInON MsUdyenl 5VWRAbELKNKQx QT BeGdFTO1aUF
RuenRFel hZbGdwWWGt XZHNI THI 1ZWkvd Xl XVOZKMXg0dWkzdGNFcj ZVeUIXZk Vr Zmyy d Xk 5QnpHd0ZBVURNQUYt VGO
KV1l t ZI F3NnRBVEXLNkpyVOFi TUVFNmMLNT2g3MN yUUYZTnc2Rzl nVWWOXORNe TJ2RnVEMIR5amlacl pZel ZzdXhT
bl Yzd1pVODBZRmLgenmhvMk10T2x6bk9JcOxWUFV5QzdhR1JaSXJITLVUy YOt 5b1Nj SUVET2] gMkwwnZVTS1BZTUOT
DRpVWBWUk 5DNmLgdEVsc25Sej dl SXVsM ZaaOpQo Tl Yend6akkxU BnMrRr bDY4ck NSOELLNUZ2VXh3cF9sZHhXZ2
VMR3I t ZUnDTG ha25HMWgWUg5 CEFMWFHaFI YZFI zNFBPNmpgQkI t M Bi TCJ9. j KEPj 7yl Mva9yBW p-G jn_M d
j e7sTgr Aaj sy- VSxV8Rupl oi gxgxD- V12nBJwr . 6S0_LI nPwcy TMCYE. 4f SopMBuXy Re Yk 7XqATTKnei 7nRBR_GV
gKPVMAJ 1ScMOzcsj nvpXLpgWKUERYY457A0QbzxBmHYYVUTMXRELZQ@BGT2uYKC- NesnNRx0q25f CR_R7N1t t ksFWZ
7f I rdFVNnl t d2Ai QKk8yoddSRh35hVj 3g2BNygdA2DI 551 9A0mIsx4of xX03r PbK1MB- X8Vz 75kt gAW.zLVwgz T6wWF
SbFH3e1B9BLBAWFI sEdO M ycd76LKoaUS63DFZnJJIW cAwt YueAohxwXDj 2PNYVI pEYROz DAN kNO7 SALNws Zr 8C
dBS50w3nUi Trt cHcFt FgPvN- nHVPj i j sFI hXYRmw Heg58Qg80OKF_00JHnQhi 7. ZXV1oGrydRE) i XVQ EpUFg



Fi gure 18: HPKE- 10- KE JWE Conpact Serialization

A 7. HPKE-12

{
"kty": "AKP",
"al g": "HPKE-12",
"kid": "jw8GW YDUzj HOaZRXl Ct cokQM 4el PLIKKul zi QasB4",

"pub": "2dmLwuO 9- epti d4KThePBhKHFBAOWPCc8I Nj be SALOnFdneR3yD - ZucZgr SHgacNVD _0oES2ZCS
9CEeFQyNgYQxr BRb1g@BJYCOPni NFWIbN- ei xSaW YaLTwekCi ucwOns SwSusRgM 0l i 2DyKI 6nm2J 1f DgDCCev Vhe
81 1 0AxnRJaJZaNgf t UIpLESQWAKYIt f ot x3wz QRXAE6G1r ntEQOF | Q Jr 6 TG YSI _cERxbsJFr yHlgnmugWj cFQ e9
NSi zf La2m _0s6MHpk AGhxm2EvaCt HVBf Ms Cpk BgKOgPTKk CGTROA6RNKgA7Scl Xi 8P8kJupx46KnBue REKEGF2Rt
Bt 6SnFkceuj Z3o0W 7Toqt c1SBj FONKOCGRUZABZi si UhgXMWBI _T7yagLhdQOvsr | VI | Cf FOFHI JhPFEPLOAMY QUr C
j 7d1V8h- cr Ahypi QYQFFqSq3090eRqYGVHyPLEe5m | vf xf FMSi t ReFr nthQ2ORChZQTm t i oys| u6 UNDWYWAr ROU
mgJl Pl f NLJ98XNOBL QBT j i z84hHCONLNOgnD_AAKWEDXk BCPWs _nrzom ZKnczZdi QDGXsucMJUhs-ySo_agsl swunf
k45GsP_pU 51RCcVqgj zCSydt kaKN2nkol ubGr4nvNAacz990LKLzDbgAl qoRTAbGAIVywWN\pBuzFw_2gG qSi dtr U
mCJcuai hnoAB- dl pCLgcNUTATJ 1Rt O ShXpGABXI P cQO3Uwf VI p8owx EsFggkHE] RsDj JJ9si kq9AaSzoJ6q- mQ
SRcycAaM OGdwaohFsr EEt VRZ07C8Uahel EMZ2qt EMEHpk EBi NAQO5S! 61mBj LFdXGKoOvBI u9oshYa3G r aBO4r g6F
4kKkhQ0hOu7usKC8mMAQedf J3W Arrpi NWNIXCARRj t di gj oVbRWI mwJhaal 2KR@BAYneW AbRr a3aY3SkKj kMhPZ
pP2NVqy d3XDUNAI FgHDOF vIMFOKkz - VgWITT f Mze2z 8wW3wPUt Zpj HAbQUEt Xs| mivxUGM 1_Du6qgHyi n9xPOBSv6eNKgt h
V@ YWYi Bj E7T9AHNIYXx7nQ631 MD@Rt F3GOWX P9kyel6Who5sZi 9k- 9BhOxwwiXLei qHOWMPRFMGy QESY Sd9hOUSaNGa
j VWWZyt WOnpt 8RSr LnXY4nmox AKZEG hl FYI OVRI nj t LGeEBZf Ry VSYwf PLInH5SDBBI nol t wlUhx3HQBOd6FnuGs RV
i Yu_Uf KDxKscAgJBOFYS6FyoKxl eknPHpow JdJdbpMF9Q F2niNynddFEf GIHYI df Bxy HQCI JaVWkHWFTT Yxei Krtu
cnr Crm2wBW 3wnt UUr C5d1vGrll _q6Ved5sXi VmbZvENddr Pel nGaLYUgj 6Nl 5H MhXj p7t 21 LMRNNt koomRxOUgw
SgQIX6LECE sO0GEE4ANXe52UVdkf s QzKpB7dmax SkWAGUpngdBe Xpy X9y qYDqgZi Fyu3pbHo7VEACOLp1OyalpCP6kO
NJZuDGRscQx Ool uBniZzwzj 4B_CwSeu6ZnJ4QYCR374LI AVHMX9h! w7S-t plj 0QZb30oj ma67QydCt - M',

"priv": "oNrZalbdAQ xbp26wsntZgzw/f KROWKEbpRhVH5t cPRQxzI k31'i gt 6p9Fn88pj YoaUmm aNyrmuT
k_ws1wgwi2g"

}

Figure 19: HPKE-12 Private JWK

"protected": "eyJhbGeci G JI UEt FLTEyl i wi a2l kl j oi anc4R1dyWJRVenpl MaFaU hs@BRj b2t RAOk0zZW
XQTEpLS3Vsen RA3NCNCJI9",

"aad": "VCGhl | EZI bGxvd3NoaXAgh2YgdChl | Fipbnt",

"encrypted_key": "sqlTnkK2Ca6_P7yp6eYYDAz Yv1bi KXQf O2z ORNKdFAFONTZTKNAMvaES| Hx- Bx75d9
enCHVhk Yt r Ggvf pj TCH Xnmr Rp- UexBp2nKVo1C3LFOBZI noESOf 33- 1BhbM2X3M2j - mhnvi 4VA O60Ur HeSaZgH2m
AqSZgk HHP6Y5W Put wnAAdP_SI psWMEZDPvwzvCNI - pvSagWir zUe8i DGHy c Tkpv6V1nKUaXl haETVIMNQFRXZI vkQ
Df 6¢cVat Ot ki BCsHLFUNpaSUj XJdwdBdDsqj bf a_ TFJaqgy3vt O RYOBt KDl aUW | 10sJIXSCpk Of XB8hal Kl q42khb
Ff 7nbDon4HOEJ SGoKHv UWOLGB8zVI Pzw8_DYs9Xi YTpWAYeAX- mkJmX1FHBH8I g YR6APRs AzwagCd U Cl bY6 TKSRA
ENXASLf y19XVpne8ouZ@@Bl WKI mBbqggRci n7T5!1 YQ G3l kGdgl N54Lndx CWQW C6f X66UDHLr Gt FO9PC7i 30Ncyut
eFBaVXPoS| uaKYKOM-i Q xt LOMEVGEWAZgJEdxvgoi ZnCQCF5Rqi nqYbFr Kt gej - 4Adck_uz6H4A&2| 35EGc8Bf UhY
Cc_ddqgs2nJcF6JPj j 29ASvYZI 4M WRL1YEQPEXI Sl K9alLl Xguj xai 7FJL_nhqSFnbAi Ap3Bdszp_146vMoPaV3P7
d1C WJLS8i 5i _2qneXn5Kor NOOg6Cd36VARGQHf t pr 1X6vvQ t 7eLKf 4j qQ2DI Tc X& Pgi 40ZnOFH QoTf BegnDno
sVWaoYyr SPgl CMBMZ Xt vj ef hVTSsz7o0QHc! YUt f GhCsPUh06nVI51PdZA2SX20nmd97 THERPq4dnn2G ebn3Hzc1Jj
uDkr kf Rf _2NNdTHyv 03Il XGXj ygi gb6w2BRDYu_oPSLyDI9MBvJAJv_f 9JFA gE YDOLFWR_3r EJAvQKEL6XA9DOF
3ur dOr YWVAZ- Up1AgBx Uz MI8WKDElI wQKMe704gZ_ AHV27NSW 78kj GVNs CQONMSG r vx3eoj Ycf K3nFJUUBj nogn
rn23Dg5_nmR2s64XdLcL5nJYOD5pul B90x094S04r b_6wO9Opf mdRI RouhOCG5LpNI nLYPpa_BZt wiNwt mCNKs x RW Br
pOy_kf Oxpl 2UaewqgW EI Bvol KqThf kqx9G MEhCQTUKZR8cej vbWRW VgJIxJLTAOI VBQyMU8_ G 9MXMG7NOr EOCs p
kRe_gAexc8sG0B8qYbf Sugl TR7GHkLaUczi 7yej t YYGzj ast PKFMYHOHs BYau2FgF6eNr FWeE- bkNW gs4sZyc
pl JEYkt DvvODRZHG- 7TpFbLRy AOCcgBoQXnWeCMzj MmecRi 7yZepj Aasl ZuF7hGRGCM vDUVNQ Eyt C- ni gKVoi 6
YaOpZ3yC4aVBFPPi t RFKK15kt dh8T- g8Lk04_f aM3LoZMCnLgU",

"ci phertext”: "opge- 7Y8RSKoR6QAbqnON0GURQa00Lt t HQHERXRDR2dqgnn1P9a5t pgnUAal wky TOUUKvV
i 5CPpZkFk-2r wOTH UMRNhPOTWeqmLF4i COpzFJZW | WOAsj TDU9SKe8JFFUgcLej w2v_pyRDcPB2zvMX x| Lf s XX
ggt nt qT4DCPBI 3r BM Tt _ V6RDEVKLFSseOF54zdl w6z- aBnhEOB5OM s e XHv CSVndr H5B_vi mGVei BZWB6e2xwi x0
PAI ggOCnFHMWhar OLADeW j 2bBwUI 1Ft Xi 0YXWXOQEY- 5hRch76wuQ1gQAUdgLd- PPxf UWKGIukZ4XW f cOp6ho0S
SLgkFERvpugQTqyi 7G3f H QVSj SI kRc VFXy DBWXQUG7 BhMInr A"

}
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Fi gure 20: HPKE-12 Fl attened JWE JSON Seri alization

eyJhbCci O JI UEt FLTEyl i wi a2l kl j oi anc4R1dyWJRVenpl MaFaUl hs@BRj b2t RAOk0ZWQTEpLS3Vsen RA3NCN
CJ9. e69- FOCOxt Pkza2EzcpzID7ogbwzuzZnmdPgg9L0J5M vuPrOF- 3FFf LPpi gKI Nn2bozl j 80Tf i a3t BHpC7PUyV
Ji Xsyh417ZdMyi m DG8Na_WG7A j - H8vpXr W EEsWOwg YohkGIwi 6eSq0Vbd4t DPeWCL 7r RDe Mvs e RPUK z hmirKmhix
9T _j Sgl OMADOUHeXPudleUAavFZS8xi AdADoi JFxt nS67s8t Nobg6309902ZAci Ovf TZucqwsSWPwgL8GBh5i eHi zV
nk8YvPSqByJ-rj dezRU_GghZ6F8Mk2Pgz uMARVUR- QknbFqQO9r HYRMK TAEPBGHf hpRIDgHX ADLTgHUNNNr nAzTZ
gnsQCIAl | j f nvgcwdDb5SYqcgEz4F3t 9nbd_Q i Ft r XUdZi 6u581uuXLW4vr gi LC3aRvCNr cU- qY7NaBA2v(2n0OCsd
j RAot W YbFwYk X5t PXkqzj 7_ZXi MDGR55koR_mMTV- _i 574qJf r y7w8J2yr u- 0DVCYt SAaXTNEW wXSsy CQt RN19L
r Ti xKpPOU928nB6DM | 6TJ51 J56s5n9BVr Q 6QLlaoogWZDf H- KQT1sl 60Ri s MINdV14SKawzZbM hbCnlnQFpGH8SCdC
of OVILGhCKHWI9j YZTKj LPj RX1bPauzHSDhFR70yr 2xazK2Hx- t gww | KyKkBvJI DRng7r 81 yj Z6sAKDR5J2zf 6hl

VLpEuU3_j 2XQvo1KX4l xDOf 5qXvBLEORLN57dF45NELl j _nvVO- | - r 2E3SAQy| Q6bRI Ry XRr t GkdweGLOuPyoQl Zg
R3PWNAX TSI FSKzAQ zI VI gxo6Fot 1EAYJsxt t br Z2s1 Nn6Qkdh5Q MJUPTdi xdi wOLaCJl s9_dsF54uPbUPq3n6aT
Quve2xJ6Dkj 4wC5hCsalej H705y 7TLgi Hal BWwOyf JdO6LkVf 8t gZea6q- 3c(@Jj i 0qDPr 2bq3uXzTubHxnla- Fr sKv
KHWRI j i f nyzTYozxDUVDF 51euk5Fn- mR- NsOdal VNwW(I K- YYo3k! bhmlLKHv SgXVB76T903qLVRqr QQWHO w46g_
| NT10Ta3Sf Zw3u_20BQ _dC- - 68_b1xDKOgLGvApXFRC 4- u4r OTMuVf Z6RT2_f NR6 7m0k 71v&If c- ZWh6 9y X4y f |

colZchsWgh9ot YlauNDef nbXGK-j 7o0FknQpyj EQegXy5B171 5pYS_ngHKkgUz nQrb UMUW dt F8W Pblr vf dHGSav
TkdazKud4Uyq70yl | zFFx1cK7Bi 4Kj JH7QBUhzpt 4m ATD6hEe- kc8i ybdoSMIge_Chl KJt ngRr j kuDYNEGACh- T Z
kn3KLhOj uFkod mbTPcHcLBKv_a4- PcB2CUAp8pJTf - ui Jg6eZzsgyl vY_JQKgCnG Dgk9QX2Nl FyG_R6y9kaVwe
5YXAJSSni 7bMBQoy mhExMyf BDgs9xTQ. . OVegz SMol @ TxaHAXxHXD 8Gemaer uy Q- pPV5j vUHWK Ut gV04TQkJ330
00QIAPX4r h1B89ARBVA3Fqt | b8gM unbnSHE- i ej ZNRc9qVXzf yueskK8z MKFEydCGRUI 63BFZJLRXZI uZv_dmygwe
9nbJJIOpqo9mJsj kdy HVK3Hbbs4qz A7j bgxOwXFai f ak YMor Opt UKr TXt TBUAW X YT 6J1 dJLnKR6Fj r EI MK AOBPWKu
Pduhkz9JhOkwur J_Lf Zgx4c5t sj YYXbFTAMBPKk Gkk MPQUON3OP_ Wit BZEI t Cb5xt F2s606bwZ9URKNWRL2201 0n8l

6Q rj WNab_f 83 uBIl xFi FUUQH2Nf zZWFE_ei wj UHz Cg9q5kz4MuDW z Cy 3NE- UCw.

Figure 21: HPKE-12 JWE Conpact Serialization

A. 8. HPKE-12-KE

"kty": "AKP",

"al g": "HPKE-12-KE",

"kid": "ogbSkvF4f 3pRb1dWsBelHpdXt fi RwZsYr haxzxl W_Q',

"pub": "Hzogr JREUPACUEVQga- DP_t VzG | vQ3PBDwoz MZK- Lnht _nj YEphugnVj Fg2l sG FOf K2TevQDQv
NQKHOERNSFzP47aBx XBj CZAokdV_w6l | _j | r ZLNmEnc W Ky QoZVKr r dQAr YLi RQxIl kozD7FaXxl UE6 y UCYFwWOFi nC
0Vbf 7t DgZwGor dZoCwhXwd Gz UgUsHPH Edz VTl - Nt GQdoYON7E2zi YKqQ9COE9QSst y YCBKqd_gWsDwniTBi JRgj NnX
eTt 4e6DEl 20xK25KKxr f Yd6kpHYFpZYCOw f GYF6) VW pSW/c XuDx0xLco8MyVk5¢cN72] vvVI g2f DBOLex GAWHI ge
nB5W A8qxHYcJr 9xJi 8cFj CdpVogqnvbGxOUR_| AMLs _eoR6MES- | AGZR uTx@Xk4bHA Sj i CZZu7Se_dNFNAhNCOxc
UnBdv3Rb5Eg7CNg YFBZAh_OQXVMALT MagaQv6l f k4wCox! 4chmLVngQsEj | sybTwzqzi OLNkCgaJoor Rvbpw- j AaUX
bCt gwcBUBshpNhQ7l i SzXFOdwQaBVs KYwf QCTpskbVLLgOZKS) FUOPNv3TPYWDP6J UgFdh5T4SKYG LC VaODpARe
sKonmPG_Xxy KWFFqUOhgvxDZxnmResssUORAt _hDsmNOGRpcf r BBSQv Xj nhnEdOvxsDl 2PNwsz 1 ovOZQIVt vsCAH P
I _kJ2hQydxYB28PkYui M i bpLf ux6t ZI PB- NW 7ck- GoZnZxr EZYbMeEbSLBnv AVLYVWW Yx 6 Rc YRBNSRROAf gJG3
I IPKXEncMBy 72TsFF6zDi QGsnf glaBEwUURI7Pnl _kgBcZYWIW6 M1 1VsC7sAj | vSnSf owLy ZSr CkwkcFzf kq2LG& 5
PY5x PPKBdwWaGCO9HpA bzegPdnB4Fc QaRPEH evSsLE8t hj Hmi RdJsVFzYsoJSCMyBCnkMaLl J7v8YyYskgJd7l 6o0W
gCOwy cFj UNSRWXObt uwny| baHIQTrcak0l BNABKZKEJ TSXURTeGaYVKk8Hqdx XW yOuE4nkoVZ0s1gBd9s GHKPChECQ d
SERxJZPsMhDai Lj GuuFMUEhPEODQeKr Eomirc SwhVWw PXwlUJ Ap UKs v EKBNoFc RGV- YOOGEz JPSMAJt | Q7FBVPI 55i zd
9bd34qr CokpFD- yi xzCnnr BRd3gsKOt yXi dvj Tt SNka48aBnl 81 FKcvJzONXWN ugRN- er P- yOTwGoL5uKBy Hh2R
3zKNHbPvRyvTVKDApMKPOr aye SMphL5- G3P2FSs4gLCXy5r Ms NBKKA91AqMIYwAXgsc3Abd KEGI k3MBNYKSBI _C
SFSkzgUkw7XKugCoRt Bt N9dVI uOXaLnul H6ol c__wXy BFMX6E9bNJESTWNGj] GBGpy FVHE 03Qx CxmAT1A7bxBeeAd
1oHR6gx0qD1geCCAh_RgLBJyuk1lYol sy55Ei f Lwy PLCQAWKWSRh3t 8 TVWM AYXLIN3ALuUCCKhxf ZJsnmeWbknmeZc TJar
TEN ePs3ZBKal | NDr Ki t OBf Gol zOwf | uANQur HpgR7OYJf NVNxKr Kgt kei YOkJBpHnMss TekX2TQUKQ',

“priv*: "r5WsTvhl PnuzH g20ggdYAD RWAT ccGhUd2MADCAAFXZ10CX1YANTcj XVEVS] YQ6cLYhHgk YPnC
qLJkvoJud Q'

}
Figure 22: HPKE-12-KE Private JWK

{

"protected": "eyJhbGeci G JI UEt FLTEyLUt FI i wi a2l kI j oi b2di U2t 2R} RmVBBSY]j FkV3NCZTFI cGRYdG
ZpUndacll yaG-4enhsV3Zzf USI sl mvuYyl 61 KEyNTZHQO0i LCJII ayl 61 nNgSzNodU9uV0ZUN1hDe XJSSFk2M-M2X2d
IMUIAOSVO2Q dnUnz3TkhBZI hOR2VWOW 1Zy 1f OHAL Xz V5bVIRSUdV XO5LNI 9HVGx ChW TSGdWiHhi Un¥2RC1x QkVM
amxkdj RLZKZNWH pbnhl UEI viVeFWIl FOUVpI Nnot WHAOTGR5TI RUSESKW dy YOFXLUVES] RMoHRI MEJSODJ 1Tl hhV



j ZSOTdhQk|l GZVMATkdz OFNNMTFSVWI zb045ZDIwd VpQQOI ybz @Bd3I RTUxJ SDBKk UDZWI3NXOMI3OFpr YmJ | b2l FWK
NYc1hl eWhOVUp0ZVOVWBc3ULIl i U2puNVZHOC1OVDJI OODYWR101Y2phZWwz TOwy cmhER2Vac3MVWNp Xz RhQ 1t U29
aUDN2ZGFBUj BOeUZZNHI RT2FPVKRHW g0c 3l EQnpsdkVJidWpncenl | UmpaSTV2b3psRTMkZndFZFhj RnFQZzU3a2MVb
cEl DaHFqSEl 0UTgz V3pWUGFRUWRQU 3pBTmY3ak 5XMUNOYj ZhRHVK OH WG k 1UGhNU2pnbH TNz JMZGE3VWITYkdEe
ULPRXNI OUOxOTJt Tkxqgaj JJbl VI UM UdXFpRO1hVEQW] BzenRt TXULUXRI NEEz TFYy Q2VHc V9z Zk VZNTI uZDV1VG
hSUGQ zeV@4WG QUWRNRVYWZDIqYXpLQ ZNU3Et QQYzVnZ2UTI t N Vpckl 3Q dqd2Zz QVQRdGB5RmywZG5vbl d2ZFQ
5¢cnJPdmh0dl FHT3MAcW r UELOX1BCUj JFb1E3WI'VsbGxheUh3aj RZRGRZdAWA2¢z VDSUhXRHI YbEs 3UE9k ZUOwZKk Ey
Z1RONmMOUN VPQNRz c HZwWZWhs ak RwT DA HdW 2dVh VUGLHXz UnS] Rl WHdxbk RAZEFRa1EyaEl XUVkt Ul 9wSFpueXNJc
j FoeGNJaUVW ExaTVFLRHVY ¢ XFOODd 6 RrzPMFhWhzl sVnp2e Gx0ZkV2TO0t HUOX Ve 2W OGxwhj ZuTnxr MXRf MBpOMWV
pl UzR3Ynl aemNBVEt peHd4Zkl 3WENz LVpUe GF4T1IMNFZWY2VURUEZ e GV3eVW4b1l 4MhAdaDNvczJTR] BLZDVWWWHA
KeXI yODVDQOFi cGNDc25Mal1Jl bXFuSkYt V3dNdFFWiXct Nmiviz ZFZHV1Y0a21saFVVWMIT oVUdu Skl 6aVWNnVDB4MFh X
SCGkyeEdBa2t | al W4bj ZDvit nbl BKSWQyb0JIMY2| t YzF6dzcx VFAMRXAGTI 9ydUlvaz FNUKFQc1BFZ2JCVAAYy WO4Y
292Vz Ay TWFGYWO k b UMAMRL VL UDE2 c 0ZKUUQWI 1USWt R2VPS2p0bW TR1cObTZHeWDzdWI t VI NeHJ Yby 1qTUJ MYk
XXTTVI NUJLdj gxVmhaYXBDULpOOGKt VKNTMULxdk5VAXRl ZI gx YWkSdDZ1dQ YwdkVt MLZ3b2NYVkpl aFVObW/Dd 1|
5UEt VSTBKMFA2c G YW FYSz RhS2ZMR1Vf Sz FhaURZOEZKZCLk QK ZFRXV] ¢2ZMUnFzWIBz TOVHAndk Nk woDZTWVI 0
Sl pzNFRf MTZwVDds W/ZnRW BLWMVIVES z YUQ3TFZLMLZPLWSNW 00WUMy aXZQOGNUZDINYVRGC FI r ¢ VgXZVRUMFFp T
j BFcO5CUNTLRNDNt ZHNgdOpwLVWRUROdI W4 ZEx CWEOz YUpi TKNi QUwy TTdl bGWem zdkV6al Y3QVRCVI BzRnZJVE
NhVXZac2l O FoeW | R&I aGs2bzBEc2ZZOUNKanZl VDI RRW Lam FTTB2NTJpTkJBNzZzXzcOMt kNVI UZ3dt SUL
Ud2sx OEdy bUV3WGBM OF9Zal p3d21KSk5XdzNZY09k YURs b XFI bVpVWZj Nmx6Y1Fac EpJWUMRVK 1i Smx2bGVoc Dhv
STNUdk pNLUdwLVdI VK96WIZxcz BFW W1 n0",

"aad": "VGhl | EZI bGxvd3NoaXAgh2YgdGhl | Flpbnt",

"iv": "0nl 1mu3QLNZhTMZ2",

"ci phertext": "GV QQAeAXSYshW2nK14kgZpaEVNX9i R4- khwuZl dj vZuHLI aV6LuuVC _nm2dqCLUL2Us
bbVCH- Xsyr oy0_eEnENDY- b8j 11 VI WK065z30ONMM Q - Q Agy3YKOZQdt t sTnoH3eKLy _t Tkl 9Sr dLJ4RYhFm h8I
vd MvgnOj f 0dxj UWE8) r 8FFA t HYr f IBqNt ydJHF2vv XMJUSXubdoow _FkGDWDA LkKI s_1GDH kM XQ@BROzRI 4w
NH5zdqYOXvnxbVZ9ee QFhpdWZN_O COnK_pXsJm vQ@SswpoU8T gl 55Ybl 81 j Sy3Tcnt yl POLAV63uWKQ i | | bFM
UQN sqv4k5j wrEf CgmaQPi YMDL L6" ,

"tag": "6eKb5vdz8DlKl ac80Uz61Dg",

"encrypted_key": "BvAKnTOcnwAi nBX6ef Ni t QN2OKhZ4UW Azl 8r pQ¥ gl u6TvcOXEdVHI QFAy4nEbHo"

Figure 23: HPKE-12-KE Fl attened JWE JSON Serialization

eyJhbGei G JI UEt FLTEyLUt Fl i wi a2l ki j oi b2di U2t 2Rj Rn\VBBSY] FkV3NCZTFI cGRYdGZpUndac1l yaGF4enhsV
3Zf USI sl mVuYyl 61 kEyNTZHQOO0i LCJI ayl 61 j FpWApQel VGQ Bl dUQAUWKkt M ZsMTYxbm 3M dKX1hvYUpaRvZ5U0
5zWIZSTVd0a2Fs TEFGaOp CWAZt RWFVMFVEQ B3bEJ YN3owOHZj cWj0ckJINThS5TFVDVFISWFdpQVNAY2psR1BI bUh
Qa3h6VEswaxgyd292cj VHWGY5VFI xaV@Bhbl Y2WB3NFVOVOpv YIFYQVYIXxZnJVaGlsaxXROVDI r X0ZI Z1Q5OERBbTh6
Ynl SMdoaj VGalFZUWRUSHBQUUVNaOVIN2dhS211a192VH 3d1U3VTR3d1YyOFZubi 1zel NkVKk1nmb090SkFXent r Y
kpdazl KOUFXNG uTkVSaTYt X1Z2yTj | UMFI WZj Y5VGFKV2Jhc XBM RHOXZJ OUZTRHhx Z1VnVXBFNWb GZXp3RWZ4OE
| hTGoHWK 8y bnfj ZzNnMprrek 9Me UnCa3 VKN 2V1cwivk 1QemROX1 0y U2t r QUZQOXh4bGF6X1pFRzhz dHVYMENGYnR
OYzY5VEXxt aTl XME95SkVAMUNUADZi TEpDNGVIOTQLWFI 2em®dwLTdLVnBj Yy az N DQBNHI Ewhdwe k Jnd Uk 2VWKI D
dDZqZW0Uz VBRkdPbUc4RTVsb3RXWrBad G LZVI 0ZCht ckxFQ FI ORI XTG5YbzhpYOduREhIVKZIdWHERHhOM J1d
XA3bWZzcl | OVGRy Tj NOYj NNaj Fkc G JMKZLN3FVaxXBaN3dnej cycFULUEULYXZUQUt ONTBt bOFUekdr VmB3dkh3dm
c0d2t MXzVqUVJIVZHg 1MWRnMFI WUUdF NXI vZ1Az L Xpf NXROLVI ObEpNa3B5dH 6Y2hCb1YS5MHFLRThQVK1ZVi 1nclc
0dG& udTV3Vnl FRI RFeW4d1Fabkl mdFFOe UF5d3pj RRpWILgOMOKOQLARSKNj ¢l FChTRIMIYwYnVpc Ux|l aGoUdUVE
S1F3W/Fk OGot dWhwRnF10DZf T3A2cWNkam 0nRnak FpRmB1yj | LWDI paERi al JhRDIDOFdsdl dObz NI MBhf bENOQ
21 t N2 UNkdwaDFXYUFNb1FKU3Zaa0l yU JpSXMbdTkyMXdi eVOKYnNPej JNN1pOU2I uS1RXZHduNOFNdEgy Qrilr S2
xCUGYWbnRj ¢ XJVd2Zt S1ZYV2t 5Zj hpU2ZEdXpRb2FQZTZj d1l ZWit Qb2xRQ ZVRVI ZOUNVUWLCM2X | bzBo Tl BHX1g
yVOpFc2pr Qriyb29YREVsMZj aXFOSnh6QOEt eHRHWId6d3dTUj Ni ZUFmwh1c XFr WD 3bWkr UVRYM Vj TUdy QVJ 2
LXITWESK TVWNVDb2| EVUK3WE4zd09k SGESQ RoZFN1IM2dk S SSXVazl Z5eW kbVBI UnkqSXZ3V25kdj dhYORGAELYR
XNhaWk5S11 FMJOwe XRf NmzgN0J4dEFZMDA2 OE9i Vz BRAOt 5¢cnmbuc UShTGIKLUVI WA YRVEWD mivy SWWBZVBNa1F6Z3
| aamYxVNnRmaFNnNkZt SWIxYVJj N25t YZB1UOpyaOx3Z09NN] Rt Z21vMFMk SXExaVNQOGx4cONx S2VLUDZt (OpaMUJ
5dkJJZ2hkb0QRE5nM cyb0ZHZ29XM 51 WEFMVBp ESnFy RXVnMAFPRK NV X3N6dz ELb TIHNVUE YzdQS091TEXV bW/

bm JcnbBT0ZCRzhz SHYsNXU2ZVdDaj | sb2Vzbl pNZmVCY2JJ SVpCc 1ZDOERSZEx MALVEZI pUX29t VFZHZGF5 UKW R
3M2ZmLhJLcONSTWIYai 1f QTVzXzJl U Wy LUQ@BYzJInZDdz VmRSNOJs U VhZVe 3bDBz Mhs LURQZ] dNRO95RFIVWAM
VoM di dGL3YXUwe mZz WowbEhLU3dXYW9xc GLI UVULSkdalLWokZi 1sTGszcl | r el cxdzRMeXBCYj dZSGRYdXdi O
ORHYxd08WZO1NI n0. XPv9zhwB4MGyul D1hRHOVXNXXQ s APywTHVMBE380e1NOpx Cl GFXz87bM HXvZzRZ. MeWw 89
Msj _Ctunk. H3WrRv2j qr VpWES82_ 3bkkgFdBoJgJ3r QGSCbhCHbHSWBI e - UBQ Op3PNxf dUBI YnwQvnYYgBLOAJAH
naNt VA73_2_Q.O7ukcXeyVpN N234VF7vTKzZYBaj d1RRyGL.GAl H ZJqbuPgZmGS2s TV3K2r Not 8UBGF t VTkYD31E
A ZJlay7i BvL4- xxCAPasc8Di - CNAF3ZxLFYDuzi 2c UBFJQxnN3VWHNnx6nggVnBYhI Zf ZQ0j 9i r | - Ei Qvhnt WCQOKO
TNgbi cP_F6WBUE] G/cyG 3f vVOI 6GUt 21 HSYUYp- HwvVEDmaDeWELcN50340GcuRr e GP_xOYp7r dCMJAf 54hMIBSTE
xcYxVEWBpI R2gc Yl FN. ekNZLi JkAkj MsXYOM cr sA

Fi gure 24: HPKE-12- KE JVWE Conpact Serialization

A. 9. HPKE-13



{

"kty": "AKP",

"al g": "HPKE-13",

"kid": "w Knf5l SyZZl &kqqj wW07KCxkqEc4cJg7f YFLBkr 50",

"pub": "590D4enpWIt MnOR7pGVyBEKEDLSI t t guhl TCq85eyJGpyZXa56wd- Hf oH 9MkMApg4Se_i wnj BEZZ
v5UHbYpoUGKW QFh5CG CCuvt j | Aof AShNEaBp@QdBGnk XeBGZhx_EPA3Fxv 33t YOWAOUNVhEEalsRuAwWL| 5dFe8Z
RLDDCUoz9h1Axpa2pxP1PI nj 6gRt Dayf AUOImMvWZhhpwzZ3ydbnl Ej PFLgWWPYGUCYt Nj 87i 4K4aHa2QcW yJI SO0u
MCHFIbsEsSNLOVNaQsi e SWP_2FB90nYBuQs YSUCNLg8p- DFi cWAAEt UEOuukYe9X5u3z6y7A6BbO9Hy AFhKHATel ar S
7xSf BK6xxK6Mob Gz P5YSBoZF8VBBe MNbLWNSJ 9dI MKYZnPlI O7Z_Y4bj | nUzCsK- aC_sERbEI aSzFi LI m wQpl1l Mku
C-igzqljtxepYXC nRi 8yhyi HNMUAI DIACLL11uWf aXb2J3Cdr FLr dKj wiNYr CdMaBuZaex Xk W CUI KV8CdJ r BKKx
3a60JApUnMBI Aol yquTeXeGx1Ar yyhGual BEPr FI 3ROcgRHW FaCYFF7YZj kVB7 CYKOVOp XWOd n HCSNOPMWAY Gv VE
RXRbeOK6eeX0i XB_YxddByg3l wCl cz XwYAll uzj Kj MXORj v_qVTzl 7HPBFeVGIXI c5TxTARIJR15| EEOLRI OPuzcek
2q9- Kl yyl zSqgZqr Heer eRhJHBPI i MsJYGOAsR_NSLLxwWDHW)gO6ngxnxoNy VMXYPgxer B763eZZt wj BuobvGowt Nwg
j 1 qmzLf LPAwgdcpl Nl heQZcQsj | GBYdW Qu01VsvngPAl kSAYngkhmlbnDk3RcqGdHZzFekkcas2_ sSr BsEdghs QX
BWYkQOgr bLP5Mjal aKj QuOmt CgsUQoLl mBacwpNYW gJyj 4dckDf hr gcN2zr e Q¥ ggmvgnXUZa5i Ex8- xa5s RQMV
MKEW s3_GoM t UV2yRel PFt TAl HxZsgU m Exxgxmyagst zJFFCr mJ AQNCKnU9Ee2pakKz @Bw7qgi hM/NBNC(BVt m
Q- BWhvDQDeMaRai JYJVgGnNPOUKoT23hTU3r PosAGect pODVOy FPLHY7ZoQ gKkwZ7F_dbSW.JROy FVr ahcPM t 4Af
yi 0zSql JAgpf S- mBxi e04WHD_7GxHe SzV@OWK- pnmri Di yt gawdl y CDDZnLxUT2qF55SQuvPYr - JFgy Vma4Ls B2k AR
SdQD2eQnZv Bl YTHK4ENIf hFMr S2MEZYT bOKJocaKQap- dj cCMAp8y oy UP9OKuaabs9051bqKCgcoRgFj gWQZCWKBgb
DOyBAhAW JRyci oj eH6Nt UBDxSMDt | 1981 Q i 9nNGKHk| GEd86spmLnRMIARzy - qniaTI Ub8g9HW 31 y516YoKeV
BcuUppUpOv4u2Tre_I | hNa5EF- 61 Hybj P_VUBg4NOGTGES5 9k KXURXi AUz 8vi dSW.CORKGLI QoNt J9r 3Uyx- woFTUp
3l C_eHCf AMAGh5FI | gDUcCRZI kHgOodAof bt W QRZKAFs _8i QS1UGT- O25aj AD2j MAgXbWOgdr | vRaMkOnl 0QO0OZw
KkM ok53vOgRIunB8dG uCK5l UARRDIspF8dkMsr ky2MBBA Qqf G Z7vYf G _Lci f NpQAXG 73qr NZZCEgWH3KVg0Q
aaR3Q MXGS- Ag7LMYC3I NPB8VOUvgCBWEZI dntt 4NR481 PNDj CEi hGB8qzFgt kZ8r dJ51UA3I FFMZhRsucj - G&khCh
GRKi b4r xL- Rkoi 5VbdwxZk OYl MDhTXYN3pUOG- 2p0Z4y4_TezT3Bvbt nzEDG SUi SOvWSphsEeAkv4woy8he85DP
xxMans ACgpel KX- hj gYMaot t - 8WCht rr ENzPH xd6H7i poyo9nACk8Mke51QCBxMLY2dL- f LEKj MDbl S59wsk1yHl
BF6u6kdDAhvf yNQ 4g- uFxqSkgbClFYs7j Nguci JEUFSF Nt a4ZDUcyW r mHmy m7 dwGz HBWbaBc _cl 7ghNGWVRy GhW
u3XSdLplalLnaC RXeYb5UNi RXUL6CNAqpOK6GVHkxowUsEBI V9gA- Bi Lg",

"priv": "JKfunEpR_O GX8PenAcj H 37FB3kSP3X6v8Bg8HI cl Rlsnynj Q i Wont Aql7HbYyeeOmRyl Egzj
unc XDE! f XbA"

}

Fi gure 25: HPKE-13 Private JWK
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{
"protected": "eyJhbGci G JI UEt FLTEzIl i wi a2l kl j oi dOI LbMWY1SVNSW psT2t xcWh3VzcwiNOt DeGt x RW

M)YOpnN2ZZRkxCa3l 1byJ9",

"aad": "VChl | EZI bGxvd3NoaXAgh2YgdCGhl | Fipbnt",

"encrypted_key": "A7QASMGTBzxW5c03sNy4wWhCV2l pNMAZpGVE U6pot nBO- VehGaVw8vt eHXEL _ARRXH
UswWAAQKBNDO1MeyByhBUj @6Z_31 gDseFE54QQ PGdI 44Cz- XDpbux06YP1z6cyGDxcX25U0U- Cl D g8wG Tl hmO E
x4PUSuCz_ZVZni LKDI | DbWF_v6NR- BhYCBy__2nxf ej VI k- ONgGPOKz Y2CnL Rz b4f 21 W.zD3t c AXDeGCYnoneVs_
bea2cygy?2l suGnf Avqf Gzt Hi Y6dbl uePMLEFUPYbI k6j | bMewAnf gHOhgxdnDINLesql Q wCyr YJAEf PG sXgWeUh
nkW MN8r 0l oCCPt pzvl ehuYYCkj VQS8GDAf wg5CKxRRZ7Ji 1B- SDAZ4 _r Twgua_cxW.MeXFokgqw2MS3x6Ss| - Hwol
el agnt 1cr d6gYHBnaPL57t xOy X5J5pRBhENsf Qq9YTUWANz Qv CaGy 09KHg04l - RI - - hj QFGvt dQEg9Ur wEES VYAK -
AUU- | gAGWSb6YVgvbZKkhnxHAs OYpniXr mAd_6ABT1I novxggj 09f 0CoS8d2f oBddCh7VuOwounJNY22bR6029L5A
c1t Ng4CoOTMzt nnDUNROo_Tl p_7Zox87UwC vJj 8PO b81lyBaZdu@11WK50d0f wH2Pr uOTvW PS1UFs3Emhpl kSc
hKAbk CHSASvcBI bE- dzvF- FoKBDpocQc10C7h7ap2f | 3- 2amAl cGgl vb8Luz CMBvxqCRxewZt ghf KPPTQvEz YPx4U
b- Unh72MhH H oPyl XY5p2cCdgi 6xhJwEE- dgXt zn0z50Jsi sNuNvl M nmALE8JFknNW)TCVEk STt 98b90kt DAOQM
NuNdZk Ai OgLYf 6UFGW t ORJyKRVLI KB4nyD- YoKLwWOnbt kOa4l 6Dk2r SSpGJ _KZEbg9G OQFI cvedll 8FRGCMBhAS
88k25j xRxr f Sj ndnSs_03nhDdazBQOBgz mLniYQm\Vc5eq6bo5F9JbdvdXVWMB2sZsz- ef 4q00YOHSOFsgwnE4vnML
¢sQCQUBgRONA6PL185D PryaVCi g98n0r 9MPSKSQ vt anbvVgbr KdubBni UkMhdhnGglcPoU8ndo4y S9gwgvt geVh
VNeQCu- cHt vgHOLFO- 5- CHt 4y 3WK5RyhCZTt 1Ji r BZi vj DzZNM23c51gNmLj UW GzeupK5HIMe3gScz 1KRxVxJXI e
DL2XF8X8_5PZni7 Xc- 1eE50AaP- 4PgCGDv Sz Edxkl e6Epb5Lwz GPD8WSS r zi | 7xZr 5¢d7r Q8_I | - MCUupS_YMACTB
L6Sgl | sa5DeMoKTbHN1EXI - e32RamrlK79- 8exaeaCBFscqqnWKbHAZW nGHs gmYPy 86 US RXARFgNE s Oe7at KQONRK
_Xsy7- EGV1kf EckX4Vl hbyd 51 5WiI5PhMAFI Ui MrJ37uBFAVEPy zpt r | xzQk4dMIdkeHKj DFSc ThbWOxwdl f 3es9B
i G_jr3cVijel pgdF78Zn30nf GbbPi dzweVROQ Cvj YgFU9ZhakNLDoEr V_euHoEGdWSuvVOu890ct h51 nzQzgxt EQ
b7hr Hr gr CUQycl MRWOLoHQ i gi Znl 1quJaVviBl j yBVXj LHAVKkwNwz mOgenzr gNIw2i KnbJOV819r mHaoXl 5QF 5SHVR
eaBLds3ql Fj kVapof h2UMyJbsPdGRshFnpZLQZZ- t NOSKVGhZSqgel Wn3bj phf 1spLCc78FycqyqRr - - ZZBc201S0
6Jo_hf bHLUonmOv35JVc2K81LZNHq62gDJYIhHOcww40E8_MOWKKj n_TQLIZFxGAKAQNG_MVLxhr | yYos G3uf WC-
I Vu9@Q 8L6C21f | exkj s54kz197UoDgEOgUI BA6AYOf _hy- QZj t Ji e0zNWZc- uEoi a4UKYJOnmpnLE4gr ZdN3r A6Ske
aY_| 8zewMuMyO6pN Q yZyFDnyywzf EB3eEMc6Kci mMBUZGG- J_UnEnysYAve5AbnpgdSuqRQ 8kzb2yf NUWGT ¢
| 7v_nj YROUhOmNgc7PB8QOgYS8r N\v9guGy30cj j - Ut r hgks XCyr 2r weMAsd7r LgbY8"

"ci phertext": "09RTEoHUgi f JuBgWhr oH3CcK 8dPA10j T6NxNVOhNSTDF0007BvHRzKC OukvgXka9e 4
dN36g9nr dDTval kZKaWiFbLTz2xNj dYgQEAMLFsJ- XBx3Kf El 1mvmdvSj OG6M Kt GTW gpx_t GFSMSqbO7H7ct VIW
b70p_NPvMKM/59vzodxbUj | Nc8At Mo YMBHAMNTI 32z8uKzdxESNKksyM LEYGn2f f t Qaq5Mgqr Ue9oj WIQ@R2knTu5
2rhl @TI OcLKX4QQuv7cOPZbEr Ol PGhyb2N0Oi uALWOVY8xel | 4b_vRRQYJf 9MGSEgVQ cDFIPf j h8BEf v_1GpDQyM
3HLNWDQJ Y19Cmi buAL9F- Dz_ OxETi HBebr ZwSKBudndOv| Eg"

}
Fi gure 26: HPKE-13 Fl attened JWE JSON Seri alization

eyJhbCGci O JI UEt FLTEzI i wi a2l ki j oi dOlI LbVWY1SVNSW psT2t xcWh3VzcwNOt DeG x RAWDYOpnN2ZZRkx Ca3l 1b
yJ9. VogDQcN9sEl Ke9DRw CgccR1t OK3Vhqj sj XxdN3ypaKYr | | KFRuB&9b2581ucMchAl 2x3K8DU qJ3CRu- SU
OEbgscz5l eP6l wnxt vl 6- 12Q7n2Tt 5h4pnQr Zem xE71b0TCC2c3vALCKt 5i vRUB9j f bRC3- dheXYZj t _KZW2uqhl
j bLIxral Ttr Bf Ft w7vbOGvV7n_cLBaYr TNj cUBQns GARQXLFRi OyLOCpJvA6Vzy6Vr BRG R4z9t 7r RCcl ZPWBAhQFY
DUi FsmhHWHDo3FN_epf FRHPO gREt A67CY5kBOBaKkPr vRi j TRKqHQWFVZCh16DaUuhRvqUXYUe5xNcsCsj pj RTt
ZVWANAMVyY 7gHgDI r 2DDZw6SDzhN5_z8XV_Dzf DOzi UEKKkYzyQ 7R3G i J85BI 4vPl e SROcgxquN5ZWhof W QQOOPgZ
PEf LOBkZ5VUgsM ReanC_b0gezZsPCoTri j KE6pS1l Fqt gxuj sc1LHFApuH p4Wwr xYj 7vl oyOLQZpkcGuz- 5r v4K
qVxDhMb- 2Kb6qcAFLKpb2sAer pOPewdyat j 4Lwt KnoC360BgEhkn21NyCsf | 1cqpFu2DnZ72S- DKgYoq68wCD- mOn
dFc4hgxVy ADLUOMM=sbwTbDI5G KuPTUf bl WWNn6pl wbzMC- ¢l xhgl Ukl GBVbk @k VxPhVN wZCr | sUMUbTr bl XNz
PgCr xBObpel 2w_1dng- 812- wh4ncv5Ky61MShFkQuOz3qTJ4zkOx7pZQS42- nM c¢cMPVOlI wAW | Bj Bsvcocwst ¢
uxXxbD yL8- Tzf 357Cht ms- XMe1JuNGVHAAhDADOV5707n0oBy | bRX9ner 2PSyd3TYCf eS4TocF2znZX_bQOA- sAqyP
| 50bqi DK5gkY3vccuzCP6r ohuRl uaBl TwlRe XXHQPt f 8XJJ0udyAor nBt 334E20TLAgepXgt DgwBx 6bgD7x9E5hNd
RvdpLj _EaAnJJ2| LEqY- OnFENDIdRK1y C7XzvVWE30hNOQBES]j i USUEy6b15] OEl _BagVCNXHK9QAWhV] eUhy 9Wbu3
1kzw7- OHp4JRO0i cGBAPd5uLf ZgdmXnt Fea50w3NDur Tt HBHBo7f 0X4Tl X9znsgr ann5ZLj z3hRvov QALSNSQG5Zq
pT8xqf C8_RKv(g- AK5TMhLQd2zhXBZlI MDESJqgf SeUnb9FbKj Pdx18sj 7S9Et xqqb- RgoREMKIani- dgx7f Hgi NNROt
| JKOXQKUN- j gSRxr nZvCN_W j Udoi Bnl r JpXl x4g7o0RXn05W gDr nv6- f YE- 8ddCnA3RgG_Hxh1WAQ t hyS8ZI W o
3ETVTZydr Mor ERQ ExGuckbvsBRQMOi FshQt Ty OKg3MXG WQ uj e7HuBni 0JxNf HV_CLP2hNdMJ RXRDe- gy 15K6
L5mAGelj Gt 3q68FqgKOC9abNy9AK|] ZFcp3p3gj 3QONNf uca8Eepf ODVCW D6n7b54nRms HDQZBX_kouMI XUS TDON8w
BaAl bMLzsWSN _j 0ZyPU2m 007 KZ60Ak ONXKNMDt 4sk8c0qVXPc5yM DeDF_6j XBU9PgaNy q9eqCX4aWrbl v5Hf oRLoW
I hYgGQuMlyj - 3] VW6_OXEt r LgbhESadyvV21l 1qy3B4PwQW 56Eel1QJf 3e2-j nkh5BXxocQG |i OYh! | az495ZFDOH
kk YTQBFQPOVBGEBCOK66J1 P93I 1S- 5d5i kg- ZhUyvM7cN6WgBUeOmd580aaelt RGEYeaBr 71 _gNpnmgS6BXUL97KR5
OhmvwnCV_v2JEsKOgf | Kkaf hn3vi bE- - | t HXUi Xu- ax| VAodXBKcOF pYTHZe 26QLCECQxHt g8 MZGENMEZ_ZNUoh
i zSVN _x5wt AR4gai P- ei USvNVK8pOch_NQABNwWSI Nl dRaJnLsQrzsRgi CQvKOF_Zk9OXKKJIdAt bKr mi2PALBI j JE
21 dl Agdyaf quoU4j FCL25aNXnV_SgHkFhDYB6Y8e7| Pc\WWOz bf mMAMNVAQETBqgi f VHYdt RRr oREhI WZRdf Fk1BLSbo
PBi 32JY] UnBa8oCGoMPaVKggRl | uoYRFy06Kgxqg2pqi LYMZdU. . yvdUQEJ6VUDbOBf 7_3ZTn- _j n- 11RxwWnNp3nGRl 0



I nt ghl 5Sh1EJj nhRBsOKhP5A0RdCesJhl - - Cpj 16sCWIF6_wWBTFI 9HLRISOr | K7Tu7ew63eGBF6e3RW Yyal5pf f Cg
LOLNDM 4WRIWB5_ys- k- xSgCl 751 i EMIUd1Vubr N- xmbhGroSoENnHdmHvdV- Geg4l eqPnl x_9yPe4t OZM QR8z RFr
JPXhXDY- pPHVK0ZUk38J7UZ_1WSsyCGEL3Y8| sFMBRyj By MRGENOBPy 5- yf ecl H dLgoUH57JqSQRMU1Us cyvri YF
My9L6gAVpScr JsLr vl yLcgEQ 4GChPuYJ- 1CbQRALSZO7kDZSL- j Ot aYVt kx OWKGy MDQp5Jpr kI Y_hhw.

Figure 27: HPKE-13 JWE Conpact Serialization

A. 10. HPKE-13-KE

{

"kty": "AKP",

"al g": "HPKE-13-KE",

"kid": "Qlo7MBEj 3shaFw4VdozYxt qoGXsMA9TDkwy4Pvn0OBCo" ,

“pub”: "h3uSpludz_gkl KVKFSE- v6l M7 SQBhRZpDpxr - 3Wn8l Dvz RMBYy Ur OOz PQKFt Uc USFwxhUnVI MheN
i 7TMeny AW Ay Zt kaCAhaZhWRUGTUWE CNZk FOBK7y NUSgXOKz DESI | ybi UHSGoXW Lx5f NgFU7Bpz Ce3K6X5JHILG S
cf OvVf gs4Eaoay mdiVBoGLxpSr BqZ_wYhsSi GCdguTl W u4ot nFMyaKl Y46uzRTR2dvr EHleZDhUc | sULUSGS- | uweE
yBI 5VNHgJj OYRuxEgU92W FLI aRi gckszNR6qr n3QgQZdC_Pk74qWrPJIl pbM hs- yt HTqZhi 7Rl ul UeDM j OSNVNMwv
7nhe6l co61sSDi r K4f eYFgCcj M oL3yi pPIKWN V31MWBi zaXGSUhr oNd AkwMCDaUgPWN_8de7ZpNTI cnc3k51 cUg
19e0P2mybwwJd k PDK5i KVscqdJhMASWUKEbO6Vbhs| DI hf | p3a4t es1FFi DQ r TBt z7vJAMVBIKBEYy 8nl SM KMBZRu
3F__UWvDFnskvdl - YMIZ5SXCt 4B4HnZbd6t _ M WEXZoFqQuaPEl LzhcenNGcUx| dI wf | MBUKVe GuYBNr ONyef _BuCp
j GLCUORWr AJEXLj ogO ukK2i pHVUA eAB YNEaQgar KQb- Zpoj r Uzt BXMSFMRAATI TGHO r kk BQFmM wHQ CRI2f w
Nz 1Yz RGUhHXRf j QGF23g5u_| El _wPConPAQE3h- haj AA9bVXi kYcnmgQyUb_EXXzRdJeVYClj FWaM RE6RWX6SsP- f B
i 11 xk7dUhAYOXXl JgZok2PUxLul gr oVOX4A2VZMZQroaFAu35C gSe o3k XKWL UK U KCKYQQAO5CNsVI7JIml2hi JhX
f FP4Zi 77xSQF7SoxQsi 5Pqzugl A2kg2MVRkqOf C2Hx GWVCOe 7y WBTEAVI vEHvbgo3l up8MUCsppEj aQyJbJFG | bpi
V7bKJIH_SCkDf E9LqUULeOy kXV8t paRt eewTdZQzJi VLVKLpvQ VIQqGoKbC8c XDIUk PAJBD7 ASEvvBYSgl SM ycHu
nJZdkzduGvJO Qi VI nt gi sS5wpx82r e61 zgT1lbsni BECY4l - AFs37t ubhJZQp8kQul R4i cCcenyEzMei | LI OM EB
_4dskaXnFY_nbi f ylPLs ECRZXbWhYRZO6Tpi Bl UDgLSi wgVSVUI by AXL7LO VZQB_5qg_xI el syUgYkcecGSdUsec7
Ml nYQ PIKT7W1 MAAX3z| 904ubt 3aBXTe8pSV5uzdNVFSL8r Ked1l VWW5Bk T5qi JSYyOEvDenY7MJeRgpwnt y DFHR
SD9- Es1Cf B84t g2YpeHBR2g1GnbaEnt | Kb- 3u20eB9SGhr Hok 7kwl _ OSCENnBEL| f sl 1r mkXbx| _ak- AEMZ_hu75My
r c- ADNf YWexnRIZFW CY1VJIHBG KVb8eY9upzw2Pl 1bNx1CAl kTQX YOCbi 3nK3EFSgdVudZMARbl gPRc X1CCunFgE
f TgRm_| xEcq6Qkca59Jcf WTAF4SCOdBoi 8j n- yoTX8uZr LgqH2gCHUUTZ8A4nBULgSB8Z7sbdNB_| Odyn_yr FpACA
EAl 7aJ6MMb-t PCI8BSh7Qwly pCW VXhVScReg9t t KLOSMGYyyRI 5B2dgepYJhVM_ws QAl gdpf CGSEi TWEs2TpLpV
i 0ZnwwOQPI SQ a2pVWNBHt 5PSW i yef VdMYDosDzbOoQ YNWVAhB_k6Mhi f KpKOr zAoQZYKdwgOkr KV7f t kq7pQ 9M
c5Howj MDf Lhl t EAJHt Vit bzy3nnYI 0- J4gAa5i Hs26UCII QEALFk2Gxx88kOBCPu3Svx&K8zD-j | r gvM f VNEXgpi
myghNzy GhPVBwW2Ae ABUS_f pFI9cbNOUQIX 7t 6gnmElc7kkepNATRecEeesdr vKkl yxuRazl 4G.7ql KHUykkt TBWQX h
No_VMWAr GSU_gj M VaW EJxef MInQFsgqQIALvVBAsxOHCK1Cc Ukl uMaaf ccK2yKveW T 9wyt ul xi XknDkhM/7gTWY
KcuHWDYAJgezgBl W/6yv GOk CqWjuqg7Hwy PY- uATVbu8miKz _H2sgmydQ',

"priv": "TK5a5VLDLOMEXSYNS49vG awNvM 0BbnB46 PPVWPAKMY awnQFwwWBD- Ot hN- Lr GWABT - d2j z_Rl
I cnSPhckg5A"

}
Fi gure 28: HPKE-13-KE Private JWK

{
"protected": "eyJhbGeci G JI UEt FLTEzLUt FI i wi a2l kil j oi TOpvNOOzRWzc2hhRncOVnRvel | 4dHFVR1

hz TUESVERr d3kOUHZUMEJDby| s| mVuYyl 61 KEyNTZHQOO0i LCII ayl 61 j A2dm ReUFx SHZOWE14R2| FMmw4 Nz By OEK
t YXRLOU42ZUVhc GBxaj BMX2dGNEp3MUF2M k4SkpVY2VHemhORHM SHhi a01LS0Nsb1JHUULr VEN3N3VYMGR4emR2
U3A3U3VYU3dDc nd YUEFXSW KMVUnb Vh TMFAE NGB XV] My T29x RDI MOEFvdUc0ZV90bz YWNVORCEL i Sj c5NkhSekhQe
TBTODRj Virk 4W/NWWAHCh G | bnZSUXNEVWHEWUUX YRGIXdOZNNLI nRj JZLThqQUIRQOUz QRJ0T0JYdi 1SZ3dSN1I 1Zj

B1Vj FzZHpvS2l uMOVQTmoy MXZPcili US1RSDc 2 Yz VWR3NRaUl pQARCUk pud1JhRFJJOE5k YWDz MEFNMAVQeniZ6 Uk V
JR2dvdj hBSI daNUFWhORpc TFSYnmR5CE9PQLf RMBZN Jz TniZzacWNI Wil nS3czcS1EeExLTnFpaEVIMVEYWoDIr QO1B
ckJ1IVDFycj F3dHASdC1DQWSNZHNI azZl WANoaz FWOFMRR] | EMAFpUEJ XeGho Tz ZxRWkj MhZNYnk5eXRy TA 4d0t 3N
VBVaWrxUldgZEh1dl hnzZy 1MZDI yWDI xckhWe2NJ SWRMMWF 5anJx SEpj eENaN29WanFi VOJpeDZDRVEz ZkU5Rz J TRG
FTNGLuenmxHQUphMDt mY01li QnUSSLQOW DTj FQUUA5b21i WUNLWDZgSWét Xy 11 OVF1YnFi ¢ VNYVVWKN MxU3Zr ZDd
WUMNZdHVimb LvkaWd | NmBET2Uz ZHI vYNNYLTINTHVNndI hYYThxT091Uz R6e GFaMVA2LWWyal g4aGLk MBFXSGpCOc 2Vt

TDk2eVFvd2gt Y201ZFZ6 MHhhLXpBQy 16¢ UYx OXRGOGEAmdVQ pNUCOt Uz U40UhpQVI LNGEMZK 1 Cemxv STRCR3p DN
01hUElI KSnmp6dW ZWGLMMMFYmDy dzdt NTQRAXNt aUQ@RNTFPUUcy VK FMVBpj QOhBQM RLWYal AxZUJKZGhCVhFFZj

dFbkhCRzMKYO1f NHF1Rnt 3TXNI LTVnXy 1r QzJuWrdOSWsHNI BHAXI TMVp4X2Vy aUJ XVU NOXVOTURE WG9 UOGNL RUX
i MhVBODhCMLRGN1BCeDVi ck9ZQW | Unl 5LW 0dHFMUXJ 1UTI venNHaWFDNDdGaz Bi d2F0O@92YXI 3UXhDR1hi eVU3
QUE4RUJhSnb UNVNTV01PV1JBVDRLWULPTFI uXOMzaz RUUMLI bOdpR2t j X31 f NLpKdGxj TnUxVGLxbl Jy SVRj QN QU
DZNZI JxalpOTd UMWQSE! aSl p2VWW6ZkdMolct e UFKQmt UkhvRGEZ Skt qQFSSVQRV3dFSWALbDBTZC1Gd3VBN

BnV2l saV9y Rvwimb HRVAW nmOF9he D4Rz RnpCc19sZFh0d0c5MTZs MHVWAFYx Uk dwM Znill c2ak 82W RRVBVVbUS
2eG nUy 1WWKI wonFMIFI pek1l NWCh2Zhb2t MW203bVot aGsVdXpwNGhndy 02RW 3Tl RHWKp2dExs e XBRVIZBMLpn
ZnRsVFVRYVh| SDRs OFVHWFYy MTYwdUs 0Vnk2bUc 2VEI zbTJLekYzczl 3cHY4M | 5dF9qdFZxdmNf cDYxd2RpUkd2a
0YORV8t d2w3eUZaNXpqZk1BRj gt alFhZ1pTLUhWb G TLWOX U YSTHFKRj | RenNnSXVudThFSC12YW6z Ul hx Urh UT]

By Xz RGAGZOLTE5Y1Zj NHFnemll Vz My NHNf ZUxWa2dRSHVI eUczeU yUUILTkdwbFBj WA FVmpu S3pv MJc OWGRI QVI



WY ¢c3YzUy TGdBbTBI ZnkycFZMRVBTd042TnpXYTkt YOR3bHIDZEd1dndzN2t OdnpUej k1czZDRTAt NEg5MHYS5bER

NG-DREhvVTJi NGVoVAE 1QmpSNXB5V3JGVGRI ¢ UYy TVFMaXFqWHhmOWNz WhduUOUANI 9 TAXNhX09TU ZpRXc2VzvVd
2RoeW4UnhKNLl MazVoal NLanVy Nz WUnBXQOVpUj Fi NERhSXJ2ej FHAdOXES3FI c0l WR19ZUEt LYONt dGQBVEJ PNV
hFWFg4 TEFWNFh3aU9aT3RZUEl XQW2i THNVVDhZUDJUOHZ3M JCYj | yeFhkZzg4ULpGYTI KaHN5bOpnRl | XT24zc1B
EWFRCbnJsbFZh@t GvDhScWohb2l DSO9VUWMBCc zhf S1ppcmxGZkNyZI NLTVhhVFk1c056 Rmk XTOhy W MM | YZHIr
ZH 0WW/c 3ZEx LWHZKUNNt MhJf MFB6OEZpc 09k bXZ3LUhCal FKMDdRZUY5QKNI aUYOUVdpa3hsSj My U1Bj QVZRRFp3N
UEyQ E5SzU1MLp5Yi 1xeUN UU gZVNMeEW XOnFhNXRy NUB2cd wQW ZWU5GVHRI aVI CVHNkbDI vdmit dnZSRTd2S0
VKMU9XUk st V2W NFhHOVpJINOwW3bm 3TUk1eGECYI JzMLNSUXI ZVGWbUdj S2dqalpnNERhMzI t Rkx| Sy 1DbmwYzR
pZj FwRbl TO5CZEEONHI z RORpNOUy RUZSSVey QUJvZDINRDIWeDIr TDhj QMMOUF9ChnFNWHhTeVZk SERwaHRI Xy 1Y
ZEsxSkY4LW 2eUJs Tkx VVDNENKt ZNHRt VVBNT2US QkFObW 6 STVPZNdRR) NUWC16M Nf Z2pzcj | SWARKeELl UWFI Q
ThNVEZadWBONnd0ZFhVel J2MEOYV25yaUN2bTI BOFMOUwal Zyal V1cVI0S] RLNHhMok 1GUTNk SWiI bEFqdyJ9" ,

"aad": "VGhl | EZI bGxvd3NoaXAgb2YgdGhl | Flpbnt™,

"iv": "4kbBCbrz8 r Xvess",

"ciphertext": "rp61DEl cDQKgF_ QsxMP2YsdsXLUdFi BVWV- Fcf Eg7r f 5Dgny1s5YnTDs7d9Y_TPwWKEI hl
UnPr s Sl Sd2VIPEnMEW 60Y663xchzZ4VE Xy QGHV3WnBWAI pNiLr nDcl UgFIMUI kGsgG FCs2nlihz QKpASFzz A71 wu9j
xnryhwOo1dMe9xbOYJ _f Nr MAQ 5aepqy QKQcf CkSUBT _FSvpINQypbdlj OF 773NFk- vur wu9ng- | 0POUnl W RWQpE
6axXzdxZz3f 8VzxxTBj pPw_Her t f qyWOF- Yf R3nHXwgnr | t HLoY3NZWI'8r PLuj EqGAUSRBUY6f bNUi Pc5FQCNNse TRU
CWZNLFOLKQIHL4r d11 VK3MXMXuDO" ,

"tag": "857uXyl eZ- VhuBnOFb6Y3g",

"encrypted_key": "POR He_TVfzgy - hqTTlI UXJgMpX81 J6VY9sM | WAj 9D7nEVC6Hr ha2xnl eUCp71"

Fi gure 29: HPKE-13-KE Fl attened JWE JSON Seri ali zation

eyJhbCGeci O JI UEt FLTEzLUt FI i wi a2l ki j oi TOpvNOOzRWzc2hhRncOVRvel | 4dHFvR1hz TUESVERr d3kOUHZUM
EJDbyl sl mVuYyl 61 KEyNTZHQOOi LCII ayl 61 nZj aFdSM2RWTFj NUVNn YKl EVWt NVWUVNELTVhIWKp1NKESLThCVG
NGZ2RWR2J OVhd OVNERs ej hNVMVUMAFj M| PMULKX3Znd0Zm\j JI NESNSVZs QLdCbUdCTnt YW By aVWoWGhx U3 U A
5QLVj VnLCX2Nud1VYt YnpHQVI xcHBf S1cwX0xsVI | 2YzZpSnhCRG yWFdOM JLcXc4YWdaGvVaxXVPWKI t bnQLZmkY
Zj RzW dhOFc 1bk5vVz JqOXRINNR1ZXI DSnJsNXZDQXRHM VDb2l qT1UzcnhczaGZQdFdl X1hy RENHa1lZUbUpBQOO0zR
09SdCLNVOxHaDl xekl EMLUz MGhaQONSMXZndW ETGh GAKFOCc WFy ck VZSk FPYTNEaENUdWN4 ZXc 3Zk Nuel hmQTFxRV
MeWI 0 TES2VHASS29z YnplTmE2TDl PQVRTQhFbDN OEZy dnhwiUUBWYONDUEI j Wirst ¢l | hNVOHUUS3cmpDTkdf MGF
i VFdzclc3am r UWWWO0ckVwec HNDYkOzanmNI N Bj VzZt Zk1WZWIXNESVY3pFMULEel di ej Ri OXdCSVWEQ NoVUSRW t
WFAdRWKduZKk| HSI Fi CE1YT1Bl WhYQVVPcEt LbFFocj VSZEFy TXEANGZOYOx5Rzdj Muwy dENSaUNj LTBWZnhaUm Ed
0dNzZns4UGEk YOpSQhr Ul dHSTJzTTNGdmI paTl oV0JYeWrt Rnh4Z21EdWY2UFI 2el | 5QzhBZC1YRHAJc TIpTOdNSk
5NVWHZt NXk3dDVOel pDNFJ2c TBQW h4Qm mAHot WMVY1Z0WAMDQ 11aERuQTIwWZ2VWWKs4Rk4t VG ubXl FdOVVSNnN
r NDvhZTkt MhdLaVl ha0J5QTNsdzdOzkJuN2di ad OW hHb1FI V2RYSQAt LUt | bGZi S1psczBEUCLI eVI WAWDA G f
cW/PX1BweWbFa2t zOMXTnp YZnNXSFFxc UVNVZy MGRKc HI Ke U9SSG z QAFSAEUt a0\W W'Yz OUEt anpMTj BSAdUZKS
nBk QXpKY3 Bk WHRGVIWBKQLJ YZExNan| HV002WrZs MBhXaOt t VOVUNnZI TDAdQZI JKRWFUM2 RRR3BBTW CRiLDTTQMVE
8t RMoOMXNndUJabEF2RUF5V) ZaN Rpal g2dHAScTI 2LWIxd25RdUZBMJ1OYUg2 YVNRSXIVMIZ0ZW 4WrDMR2t r W J
COEZNRFUy TOsy SDNMACOXxd25z VWpyaORI ZDdr MU5XdDdz dEt KMJUJ4Mz VFUz EzZUc5NndRc TZYbOFQVXRL UKt uTkow
R3VqOTdj c TRKUDZj aVIRWFVKYI d5ME9j dWFt NU1KV2hCdkt kdTZDUz hr SUsWb DdndFJ QOHZKRDg0d 1 VBNFI KYWhwX
zd3YzU5UkdIl VIFRSMNXS3duS090TzI PUDVTQTgy LTBuc HY4Tnbx LWL PU21DYi 1hZVh3SFBGSkNI ZU11MJt 0Zmy1UlL
B5ej daYOEz UDVzVG&ZI SC1DON3aTRVUGLW 91 ek5IJNWS5dTZqYXNI VkZt ODZy d3pUWrZGVS1I bk5i MrzUc E5DOCL
TUFI 4ROxVdDZZOEt JV1InRFps QLVSUy 0t Zk| t ZEMy YTVSSUt FSHgOVFBf ¢l Rwe2h0aVFPc GhWK1VimvFh X0l 5U0py
eVNxRj Nf STIMUnlwZ201Zj RDWJXRTJInRnd6QXIWWLf MTd10Dd GVHVUc 3k4ZThPO®IFc 11 KQzNhnSzBhQBt Vj JHM
1hpS2J34dk9f TEOWOGKk2M21ETKJUMRFr endt MD9I TFFVR2dhbW 1d3R1cXJy TTEXQVhPAERZOG 3CH MJ3Z5d| A5Z]
hRIWABQ hCYl Ez SUVWNEI 2LULVWI pKNEdDZ3FPdl cONHhOS3Rnak 13SVRpYy 1mkhaakdUaVBk M1l nNzdOSGVI Zj M
2UDk5S| FHV20z X1l mVXRWhpTVDI 3SWNGSnhr YW/I QLpgUHYOaUoyRTJ4Z) ZOZWASNKOWDI kMSs z RWhDAW uX05u
WDhgX0ct emvt TmD4ZVVORHRpTO0Zz Yz Bi TmNWI daM2 UWT FVHNFhOe EpgSnVUdk c5ek 9f VkVs OGdUV3I | bTExXOTg5Z
khl NHot QW1 Y1 9ZV2hf UnBDT21 G0t MU n@BhwR04wZk pJ S1Rf SVINMERI e FRKLUXVbFI DX2RGTj Eydj BDel | NR
ROOUSFQUFNdTQX aV82c2l yaj dNdj ZRUkg1X2x M FRSj AxTI dCcj dhej QxcnBBRVFs OVAlc XBlI S3VhU2dNVR5nMHB
I cOt mMLUNSTFI xV2J4VFWSTFCbHpaY2UlaTJORW ZV31 6ZFhl OnFI WC1f VUdUc XZQTHRNb29MSHA 2dnBv YnpXa3Ng
ckVaQ@Q BPZXZGXzJr Xzl | QAMWDVzJyOXdLcl BNMFSeVYx MBI hRkx XS2NXbl R UHNRQXJ BMK5RNG: s TGNX ROVQRNpGN
UxMNNV3dFdCZUspOU44c1R3XzQy YNl VECc2LU CXz FMM=ZgTEg5X0ct OTFxeW Yenpj Yj BkeW 5RVNuOVROVH hQVv
| 1dTQWTXI kVGI5M Mwvd1RQTEXNMGE 4VCRTMUX pd G54 SXRFQVRhAEFf bl 9TMzI | YI FMVimMJ FZONEUXBUUU9VaEFEWU2Z
VAdGdI Q@I YTEZuVzZLX0Z5Znht dExhNy1pbl pLdG La2JONHp4LXJI UnBj WA 0TV uNDYWYXNz MGVu' Yz FSM/p OVUFP
al NZbj dYb1Y5WMgZGnhb1BLUTIJEWR0UnFqeXE2R1l 4SHhORO5LbnVNOUNKbVFBMCI9. Nbl HYeR4VJuwv 8x- oDPk
CE3NKNQBW a3Qwvseb_HEhPRn_wTVPf ol DTUuFk4LXCC. pnOmDi Jr WWer 1D. cNEPZGEgnCt t zsi hzRc14vweZMN
DSUOVK3AJqGHhCyf f GoR3Zi gt JVy 7wG68VBt EBdbe 1Bt ThXt P6E662zYJXybHA8g23gJ- Sl El nunc5aYA YwPwet |
QZHWLLUI LCcr sR1IXDzCl XN7T3TqCFYnPEDDeaseU4y1j L- Ho_dHvkyQ c700pE9S-y_vbl 600T1nmRBH6 YKr OFEr | ci |
FoxxDpBW aAl BL2her Q j 9GCkVTg5t UnkpnaedDhFWZTHM/f 2mf n6v5r CSEQgKFZEt QFgpPJf zDCG7_wW\wLwoQ 5
RYt f TnbS| gFTkY- YnvDQ NgMhr VBTf zqt _8Vt gXbQ7Fdr cr TUXeRj 1SCFWDr 592ZbBW240. JQuvnVgR8r T6EQqANUI 0
6G3g

Fi gure 30: HPKE- 13- KE JWE Conpact Serialization
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* Rempved ChaCha20Pol y1305 AEAD ci phersuites

* Renunbered algorithms with intentional gaps to align identifiers
with COSE;, added an explanatory note in | ANA Considerations

* Added a Security Strength subsection and HNDL/ mul ti-recipient
gui dance to Security Considerations

* Added rationale for selecting AES- 256-CGCM as the sol e AEAD
* Refactored the JSON Wb Key Representation section

* Added informative references to |I-D.ietf-pquip-pgc-engi neers, RFC
9794, and CNSA 2.0

* Adopted RFC 9794 term nol ogy in Conventions and Definitions

* Added rationale for registering both PQ T hybrid and pure PQ
ci phersuites in Security Considerations

* Added Hannes Tschof enig and Tirumal eswar Reddy as authors
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* Carified "hybrid" term nol ogy disamnbiguation in the Introduction
* Added descriptive text to Key Encryption algorithmsections

* Expanded Security Considerations with M.-KEM 512 om ssion
rational e
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* Added Test Vectors appendi x
draft-skokan-j ose- hpke-pg- pqt-01

* Added exanple JVWK representations
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* Initial draft
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